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[bookmark: _Toc172799277]INTRODUCTION
1.1 This Strategy sets out the Strategic approach that Betsi Cadwaladr University Health Board (BCUHB) will adopt to provide a robust Information Governance framework for the management of information.

1.2 Information is a vital asset, both in terms of the clinical management of individual patients and the efficient management of services and resources. It plays a key part in clinical governance, service planning and performance management. Information is critical to decision making, it enables the most appropriate decisions for direct patient care to be made and allows the Health Board to make informed choices around how limited money is invested for the best results to deliver its services across North Wales. This Strategy links into all these aspects and sets out the approach to be taken across BCUHB to provide a robust information governance framework. It is therefore of paramount importance to ensure that information is efficiently managed, and that appropriate policies, procedures and management accountability and structures are in place to provide a robust governance framework for information management, both now and in the future. 

1.3 Information Governance (IG) is about setting high standards for the handling of information and giving organisations the tools to achieve those standards.  The ultimate aim is to demonstrate that an organisation can be trusted to maintain and demonstrate that personal information is being handled legally, securely, efficiently and effectively, in order to deliver the best possible care.  It additionally enables organisations to put in place procedures and processes for their corporate information that support the efficient location and retrieval of corporate records where and when needed, in particular to meet requests for information and assist compliance with contractual and regulatory requirements.

1.4 The Welsh Information Governance Toolkit is a self-assessment tool which enables organisations to measure their level of compliance against national Information Governance standards and legislation. It aims to deliver a greater level of transparency and provide the public with confidence in how their information is being used, shared and protected. The annual self-assessment and reporting tool allows the Health Board to identify where improvements are required and to put the appropriate measures in place to meet the standards. 
This will lead to 'year on year' improvements. 

1.5 The NIS Regulations are the ‘Network and Information Systems Regulations 2018’ which came into force on 10 May 2018.

BCUHB is designated as an Operator of Essential Services under the Network and Information Systems Regulations 2018 (NIS-R).  NIS-R aims to ensure the resilience of critical national infrastructure and several responsibilities on the Health Board in relation to the provision of critical services and to:
· Manage risks posed to the security of the network and information systems  

· Prevent and minimise the impact of incidents on the delivery of essential services  

· Report serious network and information incidents that impact on provision of the essential service. 

BCU’s compliance with NIS-R is regulated by the Cyber Resilience Unit (CRU) on behalf of Welsh Government who are the “Competent Authority”.  Failure to comply with the NIS-R can result in significant monetary penalties.  

1.6 This strategy includes the continuing development, implementation and embedding of a robust information governance framework.  The information governance arrangements will underpin the requirements set out by the Well-being of Future Generations (Wales) Act 2015 and the Health Board’s strategic objectives by ensuring the integrity, availability and confidentiality of the information needed to support and deliver its services.	

1.7 BCUHB is committed to securing the best quality health care for the population of North Wales. In doing so, it acknowledges that this can only be achieved through the skills and continuing commitment of its staff and those of its partner organisations.

1.8 BCUHB will support its employees by providing the skills and knowledge to deliver the organisations’ strategic objectives and priorities, thus giving them the confidence to make the right choices at the right time.
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2.1 This strategy outlines the Health Board’s aims and objectives to enable and maintain compliance with its Information Governance responsibilities and duties. The Health Board understands how important accurate, timely and relevant information is vital to support day to day clinical and business operations and the effective management of the Board’s services and resources to deliver high quality health care and to operate effectively. 

          The Health Board will therefore ensure that:

· Information is valued as an asset of the Board which plays a critical part in corporate and clinical governance, and in strategic risk, service planning and performance management.
· Accurate timely and relevant information is available at the time and place where it is needed.
· All staff understand their respective responsibility to ensure that information is complete and up to date and that it is used proactively to support the business of the organisation.

2.2 The Board has put in place an Information Governance Framework and a series of best practice guidelines and principles in relation to the handling of information. This shall apply to all personal information, including sensitive information, of both employees and patients and to the management of the Board’s corporate information.

2.3 The Information Governance Framework sets out the Board’s approach within which accountability, standards, policies and procedures are developed and implemented.
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3.1	The strategic aim of this strategy is to describe the governance arrangements 	in place that will deliver Information Governance and assurance within BCUHB and will set out the overall principles that will promote a culture of best practice around the processing of information and the use of information and systems. 
          The strategy has been developed from: 

· General Data Protection Regulation (GDPR) 2016;
· Data Protection Act 2018 (DPA 2018);
· UK GDPR following the UK exit from the European Union;
· The All Wales Information Governance Toolkit;
· Caldicott Principles;
· The Security of Network & Information Systems Regulations 2018 (NIS Regulations).

3.2      All Wales Information Governance Toolkit 
  The Health Board will complete a self-assessment against the objectives for the toolkit by the 31st March of each year. Completing the toolkit will identify the gaps in the Health Board’s Information Governance systems and an action plan will be drawn up with proposed solutions and timescales. The Information Governance Group will monitor these actions to ensure continual improvement and report through to the Performance, Finance and Information Governance Committee for assurance.

The Welsh Information Governance Toolkit is formed of several assessments, each assessment is reflective of an area of information governance responsibility as set out in legislation and/or national information governance standards. 

3.3     NIS Regulations
BCUHB’s ongoing compliance with the NIS Regulations is reviewed and benchmarked by the Welsh Cyber Resilience Unit (CRU) using the National Cyber Security Centre’s (NCSC) Cyber Assessment Framework (CAF) document.  The CAF lists a series of organisational and technical controls in relation to Cyber Security best practice, with the organisation required to record its state of compliance against each. 

BCUHB will complete a Cyber Assessment Framework for each group of IT systems on a minimum of an annual basis; the results from this exercise will be used to identify areas for improvement and will inform the Cyber Security Work Programme. 

The Cyber Security and Compliance Team will be responsible for leading the CAF process, monitoring compliance and reporting on progress.  

3.4      Data Protection legislation
Data protection legislation is the most fundamental piece of legislation that underpins Information Governance.  BCUHB is registered with the Information Commissioner’s Office (ICO) and will seek to fully comply with all legal requirements of this legislation.  A Data Protection Officer has been appointed to support the fulfilment of this requirement under the legislation.

BCUHB has in place an Information Asset Register (IAR) and a process has been adopted to ensure that a review of all current and new information assets and systems will be carried out. Where there is a requirement to process personal data the impact of this will be assessed via a Data Protection Impact Assessment.  All the elements of this assessment with actions will be completed and captured within the lifecycle of that asset on the register.

3.5      Risk Management
Information plays a key part in corporate governance, strategic risk, clinical governance, service planning and performance management.  This strategy links into all these aspects and sets out the approach to be taken across BCUHB to provide a robust information governance framework.

Information Governance risks have been identified in the BCUHB Corporate Risk Management Framework and in local department risk registers.  The implementation of this strategy will facilitate and maintain a reduction in the level of current identified risks. 

3.6      Incident Management
Information Governance related incidents must be reported via the Incident Management Procedures.  These incidents will have active involvement from the IG Team who will risk assess the incident to establish whether it reaches the severity rating as reportable to the Information Commissioner’s Office (ICO) and Welsh Government using the adopted Health & Social Care Information Centre (HSCIC) risk scoring matrix and the NHS Wales Guidance for the Categorisation and Notification of Personal Data Breaches. Any such reporting must be done within 72 hours of knowledge of the incident in line with legislative requirements. Significant incidents will be subject to a full Root Cause Analysis (RCA) investigation and reporting actions. 

IG incidents may include, but are not limited to, breaches of policy, breaches of confidentiality and issues related to IT security.

3.7      Accountability Framework Structure
An Information Governance Group (IGG) has been established which provides assurance to the Performance, Finance and Information Governance Committee (PFIG) of the Health Board.  This Group has delegated authority to oversee information governance issues, operational information risk management and the management of information governance work plans and associated responsibilities. 
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4.1	The arrangements set out in this document will underpin the Health Board’s strategic objectives and ensure that the information needed to support and deliver their implementation is available, accurate and easy to understand. 

· Improve well-being for all; 
· Target our resources to people who have the greatest needs and reduce inequalities;
· Support children to have the best start in life;
· Work in partnership to support people (individuals, families, carers, 
communities) to achieve their own well-being;
· Improve the safety and quality of all services;
· Respect people and their dignity; 
· Listen to people and learn from their experiences. 

The BCU Information Governance Department and the wider Digital, Data and Technology (DDaT) areas work collaboratively to ensure that we not only protect our patient data but also have measures in place which allows for the appropriate access and lawful processing of data, in line with Data Protection regulations, for other purposes including innovation and research. This allows the Health Board to make improvements to its services across the whole Health Board and contributes to the overall delivery of the above objectives. Data should be available in the right format, at the right time for the appropriate use and sharing. 

4.2     The Health Board will continue to build on previous strategies and to have in place the ability, flexibility and skillset to adapt to the ever changing Information Governance landscape and the challenges it brings.

4.3     The Health Board will continue to work closely with local authorities, partner organisations and third party providers to enable the safe sharing of information and continue to work collaboratively to make improvements for the benefit of our patients and service users.   

4.4	The Information Governance Strategy is aligned to the Health Board’s strategic objectives as set out in the Annual Plan. 

4.5      The Strategy is also aligned with the Digital, Data and Technology (DDaT) mission and work streams to: 

“Empower our staff and populations through high-quality digital, data and technology services to improve health outcomes”.

4.6	The supporting information governance objectives will be achieved by ensuring there is an effective Information Governance framework in place by:

· Ensuring that BCUHB meets its legal and statutory obligations as defined in the Data Protection Act 2018, UK GDPR and European GDPR 2016:
a) Develop and implement system for Records of Processing Activity (ROPA);
b) Ensure privacy by design and default is considered at all stages of service design, system procurement and partnership working;
c) Transform and implement a revised Data Protection Impact Assessment processes;
d) Implement the revised Compliance Audit Programme.

· Ensure IG Strategies, policies, procedures and training plans are all updated to reflect best practice and changes in legislation including social media and Artificial Intelligence (AI).
· Develop and implement a system and process for the regular review of information sharing agreements / protocols.
· Implement, monitor and report on compliance with the Asset Register.
· Improve overall compliance with Freedom of Information and Subject Access request response times in line with legislative requirements by supporting governance leads, and raising awareness and improving overall availability and publication of information to enable improved transparency to the public;
· Support the proposals outlined in the Corporate Records Management Report and findings where resources permit.
· Continue to meet the Information Governance training national target of 85% to help improve staff understanding and continuous awareness with the introduction of a new training programme.
· Design and implement new ways of working with Primary Care Contractors.
· Support the Health Board’s move towards a ‘Digital Future’ by working collaboratively with each area of the Digital, Data and Technology (DDaT) team.
· Learn from outcomes and put improvement plans in place to ensure lessons can be learnt and acted upon to avoid reoccurrence, including participation in the Health Board Datix working group.
· Support the Workforce & Organsational Development (W&OD) Division to develop proposals for the implementation of a fully digital staff record including the development of standardised templates.
· Review, refresh and commence reporting in line with the corporate calendar reporting requirements.
· Increase service user and Regulator confidence in the Health Board and its staff with increased visibility and working relationships, including a refresh of the IG Webpages.
· Encourage and support the professional development of team members by providing opportunities for training, skill enhancement, and knowledge acquisition in relevant areas and to include the development of training programmes.
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5.1 	This strategy applies to all employees, contractors, volunteers and students working for, or supplying services for, the Health Board.

5.2 	Any GP Managed Practices that fall within the responsibility of the Health Board will be subject to Information Governance audits to ensure the principles within this strategy are being applied. 

5.3     Primary Care Contractors are independent to the Health Board; however it is recognised and acknowledged that the principles and legal obligations within this strategy will be reflected in their own working practices in line with regulatory and legal requirements.
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6.1	Chief Executive - The Chief Executive takes overall responsibility for the Health Board’s information governance performance and in particular is required to ensure that:
· The Health Board can demonstrate accountability against the requirements within the Data Protection Act;
· Decision-making is in line with the Board’s policy and procedure for information governance and any statutory provisions set out in legislation;
· The information risks are assessed and mitigated to an acceptable level and information governance performance is continually reviewed;
· Suitable action plans for improving information governance are developed and implemented;
· IG training is mandated for all staff and is provided at a level relevant to their role.

 	To satisfy the above, the Chief Executive has delegated this responsibility to the Chief Digital and Information Officer who will be accountable for the Board’s overall information governance arrangements.  

6.2 	The Chief Digital and Information Officer has responsibility for ensuring that the Board corporately meets its legal responsibilities, and for the adoption of internal and external information governance requirements. They will act as the conscience for information governance on the Board and advises on the effectiveness of information governance management across the organisation. The Chief Digital and Information Officer has overall responsibility for the technical infrastructure to ensure the security and data quality of the information assets and systems held within the Health Board.  

6.3 	Caldicott Guardian - The Executive Medical Director has been nominated as the Board’s Caldicott Guardian and is responsible for protecting confidentiality and reflecting patients’ interests regarding the use of patient identifiable information. They are responsible for ensuring patient identifiable information is shared in an appropriate, ethical and secure manner. The Caldicott Guardian is the Chair of the Information Governance Group.

6.4  	Executive Medical Director - The Executive Medical Director has been nominated by the Board to have overall responsibility for the management of all patient record types.

  6.5    	Executive Lead for Corporate Records - This role is responsible for the overall management and performance of the Corporate Records Management function within BCUHB. This role currently sits with the Chief Digital and Information Officer. It has been acknowledged that additional resources are needed to improve in this area, however whilst there is executive support there is a lack of funding available. This has been captured on the Health Board’s Risk Register. The Information Governance team continue to provide limited support and guidance to all staff. 

  6.6     Senior Information Risk Owner (SIRO) - The current SIRO is the Chief Digital and Information Officer (CDIO). The SIRO has overall ownership of the information risks and plays a key role in successfully raising the profile of information risks and embedding information risk management into the Health Board’s culture. The SIRO has undertaken additional training specific to the role

  6.7 	  Data Protection Officer (DPO) - The Assistant Director of Compliance and Business Management undertakes the designated role of the Health Board’s Data Protection Officer.  They are responsible for providing the Health Board with independent risk-based advice to support its decision-making in the appropriateness of processing ‘personal and Special Categories of Data’ as laid down in the General Data Protection Regulation (GDPR) and the UK Data Protection Act. The DPO is required to provide advice and guidance on all data protection legislation queries to staff, patients and the Board. The Health Board recognises its obligations and accountability responsibilities with the GDPR and Data Protection Laws. 
 
            The Information Governance structure sits within this area. 

  6.8 	   Information Governance Team - The Head of Information Governance will be responsible for the development, communication and monitoring of policies, procedures and action plans ensuring the Board adopts information governance best practice and standards. This role will report to the Assistant Director of Compliance and Business Management and will be supported by the Information Governance Team who will also work in collaboration with the Information Governance Leads and Information Asset Owners. 

6.9 	Assistant Director / Chief Technology Officer (CTO) – Leads on all matters relating to the Health Boards ICT infrastructure security and regulatory compliance. Furthermore, provides strategic direction and expert advice on all technical matters relating to sustained compliance and conformance against the NHS Wales Code of Connection and NIS Directive.

6.10   Cyber Security and Compliance Manager - Acts as the Health Board’s expert on cyber security protection, detection, response, and recovery. The Cyber Security and Compliance Manager is responsible for the strategic approach to cyber threat management and leads the strategic planning of current and future IT security solutions. The Cyber Security and Compliance Manager leads and advises on compliance with the NIS Directive and Cyber Essentials certification.

6. 11	Assistant Director of Patient Records Management– This role is responsible for the overall management and performance of the Health Records Service within BCUHB including the provision of organisation-wide access to health records and providing assurance against record management standards across all patient record types both paper and digital.

6.12	Executive Directors/ Directors/ Integrated Health Community Directors (IHC) - Each Director is responsible for the information within their area and therefore must take responsibility for information governance matters. In particular they must identify an Information Governance lead/champion. 

6.13	Information Governance Leads – The Information Governance Leads work with the Information Governance team to ensure compliance with corporate Information Governance policies, procedures, standards, legislation and to promote best practice within their areas. 

6.14	Information Asset Owners (IAO) - Are senior/responsible individuals involved in the running of the relevant services. Their role is to understand what information assets are held, and for what purpose.​They should have an understanding of how the information held in the asset is created, amended added to, quality assured and processed. They will know who has access to the information and why, and be responsible for any identified risks and provide assurance to the SIRO.​​ They will have overall responsibility to understand procurement requirements around contracts and licencing; put in place and test business continuity and disaster recovery plans, control access permissions and ensure the system asset record is regularly reviewed and updated on the asset register.

6.15	Information Asset Administrator (IAA) – Are staff who normally use the system as part of their daily routine. They will recognise actual or potential security incidents, consult with their IAO on appropriate incident management, access controls and system level security issues and ensure that information asset registers are accurate and up to date. 

6.16	All Staff - All employees, contractors, volunteers and students working for, or supplying services for, the Health Board are responsible for any records or data they create and what they do with information they use. 

All staff have a responsibility to adhere to information governance policies and procedures and standards which are written into the terms and conditions of their contracts of employment and the organisation’s Staff Code of Conduct.

6.17 	Third Party Contractors – appropriate contracts and confidentiality agreements shall be in place with third parties where potential or actual access to the Health Board’s confidential information assets is identified.
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7.1	BCUHB have implemented a number of Information Governance policies and procedures which are regularly reviewed and updated.  These are published in line with the Corporate Policy on Policies and awareness is raised via communication channels such as the Corporate Bulletin, IG Bulletin, staff alerts and IG training which are all included in the IG Communications plan.  
          
           The key policies relate to:

· Information Governance (Data Protection & Confidentiality)
· Information Management and Technology (IM&T) Security (including incident management)
· Access to Information (including Freedom of Information and Subject Access Requests)
· Records Management (corporate and personal records)

All Information Governance policies can be accessed via the Corporate Policy pages of the intranet. 

7.2	All staff will have access to a programme of training and awareness to enable them to comply with these policies.
7.3	Robust controls and auditing processes have been put in place to monitor compliance and manage any incidents with regard to data security breaches.
7.4      Non-compliance with Data Protection and Freedom of Information legislation is robustly monitored by the Information Governance department and reported in the first instance to the service leads to enable improvements to be made. In the event there is continued non-compliance the Information Governance team will escalate to the Senior Leadership Teams, and where necessary escalate to the Executive Leadership Teams. Improvement plans are implemented which are closely monitored by the Information Governance Department.  

Compliance and non-compliance with both the Data Protection and Freedom of Information legislation is routinely reported as part of the Information Governance quarterly key performance indicator reports which are presented to the Performance, Finance and Information Governance Committee with the Committee Chairs Report highlighting compliance issues through to the Board. 

           In addition the direct escalation route in the event of a major breach, externally reportable incident or continued non-compliance would be escalated directly to the Data Protection Officer (DPO) who would inform the Chief Executive who would then advise the Board. 

7.5	Quarterly Key Performance Indicator (KPI) reports are presented to the Information Governance Group and then reported to the Performance, Finance and Information Governance Committee. 
7.6	The Information Governance operational plan will be managed by the Information Governance Team, monitored via the Information Governance Group and issues of significant escalated to the Performance, Finance and Information Governance Committee. 
7.7	Annual self-assessment against the Welsh Information Governance Toolkit will be carried out and presented to the Performance, Finance and Information Governance Committee. 
7.8	An IG Annual report will be presented to the Performance, Finance and Information Governance Committee to demonstrate assurance against the Information Governance Framework, its associated policies and the Information Governance Toolkit.
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8.1	Departments should ensure that their appointed Information Governance Leads, Information Asset Owners and System Owners have sufficient time and resource in order to execute the requirements within these job roles.  
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9.1	All staff within BCUHB are mandated to undertake Information Governance training.  This training must be renewed every two years.  

9.2	In addition to induction and mandatory training requirements, there are job roles which require specialised training in order to fulfill their duties, for example: Caldicott Guardian, Data Protection Officer (DPO), Senior Information Risk Information Risk Owner (SIRO), IG Team, IAO, IAA, System Owners and staff who manage subject access requests.

9.3	The Information Governance Team are responsible for developing and delivering the IG training programme which is supported by a three year IG Training Strategy and action plan. 

9.4	In 2018 NHS Wales has put in place a national compliance target of 85% for Information Governance training.  The 3 year IG Training Strategy has been reviewed and updated, with measures put in place to continue to achieve and maintain compliance with the National target.
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10.1	Equality
In accordance with equality duties, an Equality Impact Assessment has been carried out on this Strategy. There is no evidence to suggest that the Strategy would have an adverse impact in relation to race, disability, gender, age, sexual orientation, religion and belief or infringe individuals’ human rights.  However, this Strategy can demonstrate that it will have a positive impact on the enhanced protection of ‘special category’ data as required under the new data protection legislation.

10.2	Welsh Language
The Information Governance Team has responded to the requirements within the Welsh Language Standards document by ensuring that:

· All correspondence received from the public will be responded to in the language in which it was received;
· All telephone calls will be answered bilingually. If an individual wishes to continue in Welsh the call can either be put through to the IG Manager in the West or the Welsh Translation Team;
· Out of hours, all phones will be transferred to an answering machine with a bilingual message;
· All information developed specifically for the public is available bilingually;
· All offices will have bilingual door signs on entry;
· All staff members have bilingual ID badges; 
· All staff members have fully bilingual email signatures for internal and external emails;
· Any new policies and procedures developed will use the new BCUHB template which ensures that Welsh language is considered;
· All staff can request access to Cysgair and Cysillt software which can assist with informal translation;
· The IG training handout for staff is available in Welsh. 

10.3	Well-being of future generations
The five ways of working have been interwoven within this Strategy, those being:
	
· Long term – balancing short-term needs with long-term needs.
· Prevention – stopping problems happening or getting worse.
· Integration – thinking about how this strategy works with other plans.
· Collaboration – working together with other services to meet our goals.
· Involvement – involving people so they have a say in decisions.

10.4	Environmental
A new confidential waste contract was put in place in April 2021. The successful bidder is working with the Health Board to improve its carbon footprint by locally sourcing, recycling and a strong respect for conservation. In addition, they provide a secure confidential waste service which complies with data protection obligations. 
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11.1	Internal Audit will provide an independent and objective opinion on Information Governance risk management, control and governance arrangements by measuring and evaluating their effectiveness.  

11.2	The Health Board will continue to work with the ICO to progress any recommendations and to appropriately plan and engage with any future audits that may be required. 

11.3	The IG Team will carry out audits to:
a) review IG compliance across departments and teams within BCUHB;  
b) review and risk assess the IG elements of the Information asset register submissions;
c) assess the data protection impact of all new or revised systems, 
service or pathway developments.

11.4	Information Asset Owners Group - There will be an Information Asset Owners group created to replace the System Owners Group, it will be led by Digital, Data and Technology. A joint programme of training and accountability responsibilities will be put in place for the Information Asset Owners/Administrators to ensure they fully understand and are able to discharge their responsibilities. 
          The Information Asset Register remains under constant review and will be managed by the Information Asset Owners, ICT and the Information Governance team. 
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This Strategy will be reviewed in one year.  An earlier review may be required in response to exceptional circumstances, organisational change or changes to legislation / guidance.

[bookmark: _Toc172799289]13.	LEGISLATION AND COMPLIANCE WITH STANDARDS

13.1 	The legislation and guidance supporting this strategy includes:
· Freedom of Information Act 2000
· Environmental Information Regulation 2004
· Data Protection Act 2018
· General Data Protection Regulation 2016
· UK General Data Protection Regulation 2020
· Human Rights Act 1998
· Access to Health Records Act 1990
· Common Law – duty of confidence
· Computer Misuse Act 2000
· Copyright, designs and Patents Act 1988 (as amended by the Copyright Computer programs regulations 1992)
· Network and Information Systems (NIS) Directive 
· Crime and Disorder Act 1998
· Privacy and Electronic Communications Act 2003
· Regulation and Investigatory Powers Act 2000

13.2	References
· Lord Chancellor’s Code of Practice on the Management of Records Under Section 46 of the FOI Act 2000
· Records Management: NHS Code of Practice
· Caldicott Report
· Caldicott: Principles into Practice (C-PIP) Foundation Manual for Caldicott Guardians
· National Data Guardian Standards
· Information Security ISO/IEC 27001:2005; ISO/IEC 27001:2013
· Confidentiality: Code of Practice for Health & Social Care in Wales
· Wales Accord for Sharing Personal Information (WASPI)
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