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Our ref: 450403 	 
14th November 2023 	 
  	 
  
  
  
 
  
Freedom of Information Act 2000 
  
I can confirm that the information requested is held by Betsi Cadwaladr University Health Board (BCUHB).  
 
Your request and our response:  
 
1. Information regarding your Wider Area Network (WAN) 
 
· Incumbent 
 
· Contract End Date 
 
· WAN Contract Value 
 
· Number of sites 
 
· WAN Annual Spend/Revenue 
 
Our WAN is provided through Welsh Government network that encompasses all public sector organisations in Wales. This is reviewed by Welsh Government at a national level as and when it’s due to be renewed. Therefore, we do not hold this information.  
 
However, under the Health Board’s obligation to advise and assist please find a link to the Welsh Government website below: 
 
Requesting information from the Welsh Government [HTML] | GOV.WALES 
 
 
 
 
 
2. Information regarding Mobiles: 
 
• Incumbent 
 
Section 43 – Commercially Sensitive 
 
 
** The information you are requesting is exempt from disclosure under section 43(2) of the Freedom of Information Act 2000 (FOIA). 
 
It is considered that the release of the requested information is likely to prejudice the commercial interests of Betsi Cadwaladr University Health Board (BCUHB).  The Health Board believes that disclosure of information in a manner which fails to protect the interests and relationships arising in a commercial context could have the effect of discouraging companies from dealing with the Health Board because of fears that the disclosure of information could damage them commercially.  In turn this could then jeopardise the Health Boards ability to compete fairly and pursue its function to bring forward development in the area and obtain value for money. 
 
The Public Interest Test  
In considering the application of the section 43 exemption it is necessary to consider the balance of the public interest for and against disclosure. 
 
Public Interest for disclosure 
As the NHS is funded through public money it is especially important that its commissioning and spending activities are scrutinised and held to high account. Disclosure of the information would enable the public to see how much of taxpayers’ money is being spent. 
 
Public Interest against disclosure 
It is not in the public interest for a national organisation such as the NHS to be prejudiced when engaging in commercial activity. Disclosure would lead to a risk of the NHS being unable to effectively commission services for patients. The current service is only outsourced to one organisation, if we were to publish this information it would give an unfair advantage to competitors for any future tender exercises. 
 
The balance of the public interest 
Whilst disclosure may give the public an insight in to how money is being spent on Ophthalmology services, there are other avenues in which NHS spending is being scrutinised and made transparent, i.e. published budgets for general spending within the NHS.  
 
Therefore, in considering the balance it is considered that the public interest lies against disclosure. 
 
 
· Contract End Date 
 
1st September 2025 
 
· Mobile sims/devices Contract Value 
 
Please refer to the table below. Please note, this includes total costs held within BCUHB budget codes and not the total costs for the mobile contract. 
 
	Mobile Annual Spend 
	Sum of Annual Budget 
	Sum of 
Year to 
Date (YTD) Actual 
	Sum of YTD Variance 

	Mobile Phones 
	£946,623.00 
	£988,716.74 
	£42,093.74 


 
 
· Number of users 
 
Circa 5,000 users. 
 
· Device Type 
 
I confirm that the Trust/Health Board holds the information you have requested. However, I am unable to provide you with that information as I consider that the following exemption/s apply to it: 
 
Section 31(1a) - The prevention or detection of crime: 
 
“Information which is not exempt information by virtue of section 30 is exempt information if its disclosure under this Act would, or would be likely to, prejudice— (a)        the prevention or detection of crime” 
 
Section 30 of the Freedom of Information Act 2000 does not apply to this request. 
 
This information is exempt from disclosure under Section 31(1a) of the Freedom of Information Act 2000 (FoIA). We consider that if the data you have requested were to be combined with other information which may be available in the public domain, there would likely to be an increased risk of a cyber-security attack upon the Trust. As part of the Critical National Infrastructure for the NHS, the Trust/Health Board has a duty to protect the integrity of our systems. The disclosure of the information requested could expose weaknesses in our systems and lead to breaches, making the UK or its citizens, in this case our patients, more vulnerable to security threat. 
 
Public Interest Test 
To use this exemption, we are required to undertake a public interest test. The matters which were considered in applying the public interest test are as follows: 
 
Factors in favour of disclosure: 
· Disclosure of the data supports the general public interest in the transparency, accountability and general understanding of the delivery of public services. 
 
Factors in favour of withholding: 
· Breaches in Trust/Health board security and is therefore a reasonable threat to the confidential patient data held on our systems. 
· Temporary or long term lack of availability of IT systems 
· Corruption/loss of patient data which would prevent or interrupt provision of patient care. 
 
There is a strong public interest in protecting the confidentiality of patient data and of ensuring that healthcare services can be provided to the public without increasing the possibility of attack by hackers or malware, or of putting personal or other information held on these systems at risk of corruption or subject to illegal access. For these reasons, the Trust/Health board has decided that it is in the public interest to withhold this information at this time. 
 
This response therefore acts as a refusal notice under section 17 of the FOIA. 
 
· Latest Device Refresh Date 
 
5 years 
 
 
· Mobile annual spend 
 
Please refer to the table below. Please note, this includes total costs held within BCUHB budget codes and not the total costs for the mobile contract. 
 
	Mobile Annual Spend 
	Sum of Annual Budget 
	Sum of 
Year to 
Date (YTD) Actual 
	Sum of YTD Variance 

	Mobile Phones 
	£946,623.00 
	£988,716.74 
	£42,093.74 


 
· MDM type if any 
 
This information is exempt under Section 31 (1a) as above.  
 
 
3. Annual Telecoms Spend/Revenue 
 
	Annual Telecoms Spend/Revenue 
	Sum of Annual Budget 
	Sum of YTD Actual 
	Sum of YTD Variance 

	Telephone  
	£674,917.00 
	£669,990.03 
	£4,926.97      
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