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	Ein cyf / Our ref: 309/23/FOI 


	Dyddiad / Date:  10th October 2023


Further to your request for information dated 01st Sept 2023, I am pleased to provide the following response. 
Your request and our response:
Please would provide details of your current contract covering reprographics/print arrangements as follows 

1.      Number of Multi-functional devices & photocopiers at Betsi Cadwaladr University Health Board
600 Multi-functional devices (MFD) & photocopiers are used/held by Betsi Cadwaladr University Health Board.
2.      Name of current supplier
Konica
3.      Start/end date of contract (if expired, when do you expect to revisit the marketplace)
Currently all machines have different start/end dates throughout the Health Board. They are reviewed once expired on a case by case basis.
4.      Details of any extension options
No extension options are available.
5.      Total annual print/copy volumes for (a) Mono (b) Colour
Mono annual average is 17,434,116. Colour annual average is 7,516,260.
6.      What framework used
CCS RM3781 & CCS RM6174.
7.      Number of regular/desktop printers (in addition to above)
We have approximately 1,500 printers that are not MFD devices.  This figure includes wristband and label printers.
8.      Is there a support contract on above, if yes state start/end date
There is no support contract on the above.
9.      Does the Health Board have a Print Room
The Health Board has a central print hub based in Wrexham. 
10.   If yes, name of supplier, number of devices and start/end date of contract, also details of any extension options
The supplier is Konica. There is 1 print device with a contract start date of 01/06/2017, and contract end date of 01/06/2020 (currently under review). There are no extension options. 
11.   What print software does the Health Board run
I can confirm that the Health Board holds the information you have requested. However, I am unable to provide you with the information as I consider that the following exemption/s apply to it:

Section 31(1a) - The prevention or detection of crime:

“Information which is not exempt information by virtue of section 30 is exempt information if its disclosure under this Act would, or would be likely to, prejudice—

(a)        the prevention or detection of crime”

Section 30 of the Freedom of Information Act 2000 does not apply to this request.

This information is exempt from disclosure under Section 31(1a) of the Freedom of Information Act 2000 (FoIA). We consider that if the data you have requested were to be combined with other information which may be available in the public domain, there would likely to be an increased risk of a cyber-security attack upon the Trust. As part of the Critical National Infrastructure for the NHS, the Health Board has a duty to protect the integrity of our systems. The disclosure of the information requested could expose weaknesses in our systems and lead to breaches, making the UK or its citizens, in this case our patients, more vulnerable to security threat.

Public Interest Test

To use this exemption, we are required to undertake a public interest test. The matters which were considered in applying the public interest test are as follows:

Factors in favour of disclosure:

• Disclosure of the data supports the general public interest in the transparency, accountability, and general understanding of the delivery of public services.

Factors in favour of withholding:

• Risk of breaches in Health board security, which is therefore a reasonable threat to confidential personal data held on our systems.

• Temporary or long term lack of availability of IT systems

• Corruption/loss of personal data which would prevent or interrupt provision of patient care.

There is a strong public interest in protecting the confidentiality of personal, including patient data, and of ensuring that healthcare services can be provided to the public without increasing the possibility of attack by hackers or malware, or of putting personal or other information held on these systems at risk of corruption or subject to illegal access. For these reasons, the Health board has decided that it is in the public interest to withhold this information at this time.

This response therefore acts as a refusal notice under section 17 of the FOIA.
12.   Name of person responsible for print at the Health Board
There is no one person currently responsible for print for the whole of the Health Board.

We welcome correspondence through the medium of Welsh
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