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	Ein cyf / Our ref: 161/23/FOI 


	Dyddiad / Date: 17th July 2023


Further to your request for information dated 3rd July 2023, I am pleased to provide the following response. 
Your request:
Please provide an update on your Health Board’s Infrastructure by completing the spreadsheet embedded below.
Our response:
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We welcome correspondence through the medium of Welsh

Rydym yn croesawu gohebiaeth drwy gyfrwng y Gymraeg


July FOI

		Question 1a: Which internal (staff) messaging system does your organisation use?		Main provider		Product version		% Accounted for overall by this method		Contract end date		Additional notes

		WhatsApp		I confirm that the Health Board holds the information you have requested. However, I am unable to provide you with that information as I consider that the following exemption/s apply to it:

Section 31(1a) - The prevention or detection of crime:

“Information which is not exempt information by virtue of section 30 is exempt information if its disclosure under this Act would, or would be likely to, prejudice—
(a)        the prevention or detection of crime”

Section 30 of the Freedom of Information Act 2000 does not apply to this request.

This information is exempt from disclosure under Section 31(1a) of the Freedom of Information Act 2000 (FoIA). We consider that if the data you have requested were to be combined with other information which may be available in the public domain, there would likely to be an increased risk of a cyber-security attack upon the Health Board. As part of the Critical National Infrastructure for the NHS, the Health Board has a duty to protect the integrity of our systems. The disclosure of the information requested could expose weaknesses in our systems and lead to breaches, making the UK or its citizens, in this case our patients, more vulnerable to security threat.

Public Interest Test
To use this exemption, we are required to undertake a public interest test. The matters which were considered in applying the public interest test are as follows:

Factors in favour of disclosure:
• Disclosure of the data supports the general public interest in the transparency, accountability and general understanding of the delivery of public services.

Factors in favour of withholding:
• Breaches in Health board security and is therefore a reasonable threat to the confidential patient data held on our systems.
• Temporary or long term lack of availability of IT systems
• Corruption/loss of patient data which would prevent or interrupt provision of patient care.

There is a strong public interest in protecting the confidentiality of patient data and of ensuring that healthcare services can be provided to the public without increasing the possibility of attack by hackers or malware, or of putting personal or other information held on these systems at risk of corruption or subject to illegal access. For these reasons, the Health board has decided that it is in the public interest to withhold this information at this time.

This response therefore acts as a refusal notice under section 17 of the FOIA.


		Signal

		SMS

		Teams

		Other (e.g. pagers; please specify)

		Question 1b: Which external (for Patients/Outpatients) messaging system does your organisation use?		Main provider		Product version		% Accounted for overall by this method		Contract end date		Additional notes

		WhatsApp		Please refer to refusal notice under Section 31 (1a) of the FOIA as above.

		Signal

		SMS

		Teams

		Other (please specify)

		Question 2a: Do you currently have a remote monitoring solution?		Yes/No		Device Types (Please List)		Number of devices		Main suppliers (please list)		Total annual spend 2022/23 (£)		Contract end date		Additional notes

		DEFINITION: Technology to monitor certain aspects of a patient's health outside of a traditional care setting. E.g. Monitors for blood levels, cardiology, insulin, blood pressure, heart rate etc		Please refer to refusal notice under Section 31 (1a) of the FOIA as above.

		Question 2b: If your organisation does not currently have remote monitoring solutions, are you planning to implement any within the next two years?		Yes/No		Preferred Supplier		Expected types		Additional notes

		Where you plan to implement new remote monitoring solutions, please provide details as requested		Please refer to refusal notice under Section 31 (1a) of the FOIA as above.

		Question 3: For each of the network supply systems listed below, please provide the requested details		Main supplier		Total annual spend 2022/23 (£)		Contract renewal date		Additional notes

		Mobile telecoms		Please refer to refusal notice under Section 31 (1a) of the FOIA as above.		Circa £300,000		9/1/25		N/A

		Data network (broadband)		Please refer to refusal notice under Section 31 (1a) of the FOIA as above.

		DEFINITION: Broadband is the actual internet connection afforded by your internet service provider (ISP), which you can access directly via a LAN or ethernet connection between your modem and device

		WiFi (hardware)		Please refer to refusal notice under Section 31 (1a) of the FOIA as above.

		DEFINITION: Wifi is a wireless connection between multiple devices and your router, and just one of the ways you can access the internet

		CoIN (if applicable) - Community of Interest Network		Please refer to refusal notice under Section 31 (1a) of the FOIA as above.

		WAN (Wide Area Network)

		DEFINITION: WANs connect users and applications in geographically dispersed locations

		LAN (Local Area Network)		Please refer to refusal notice under Section 31 (1a) of the FOIA as above.

		DEFINITION: LANs connect users and applications in close geographical proximity (same building)

		Other (please specify)		Please refer to refusal notice under Section 31 (1a) of the FOIA as above.

		Question 4: Regarding your trust's mobile device management (MDM) policy, please provide details for each element below		Main Product		Main Supplier		Total annual spend 2022/23 (£)		Contract end date		Additional notes

		Smartphones		Please refer to refusal notice under Section 31 (1a) of the FOIA as above.				£   207,570.45		9/1/25

		Laptops						£   - 0		N/A

		PCs						£   - 0		N/A

		Tablets						£   90,000.00		N/A

		Other (please specify):

		Question 5a: Does your trust have any virtualised desktops?		Main product		Main Supplier		Total annual spend 2022/23 (£)		Number of virtual desktops		Contract end date		Additional notes

		DEFINITION: A virtual desktop is a preconfigured image of operating systems and applications in which the desktop environment is separated from the physical device used to access it. Users can access their virtual desktops remotely over a network.		Please refer to refusal notice under Section 31 (1a) of the FOIA as above.

		Question 5b: If your organisation does not have virtualised desktops, are you planning to implement any within the next two years?		Yes/No		Preferred supplier		Expected number		Additional notes

		Where you plan to implement new virtualised desktops, please provide details as requested		Please refer to refusal notice under Section 31 (1a) of the FOIA as above.






