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	Ein cyf / Our ref: 098/23/FOI 


	Dyddiad / Date: 3rd July 2023


Further to your request for information dated 24th May 2023, I am pleased to provide the following response. 
Your request and our response:
1.  Can you please list the number of devices deployed by Betsi Cadwaladr University Health Board (BCUHB) for the following?
	Device Type
	Number of Devices

	Desktop PCs
	 Circa 8,300

	Laptops
	 Circa 8,500

	Mobile Phones
	 Circa 3,000 – 4,500

	Printers
	 Circa 1,500

	Multi Functional Devices (MFDs)
	 Circa 500

	Tablets
	 Circa 1,500

	Physical Servers
	 86

	Storage Devices (for example: NAS, SAN)
	 9

	Networking Infrastructure (for example: Switches, Routers, Interfaces, Wireless Access Points)
	Exempt under Sections 31 (1)(a) and 31 (1)(d) – please see below

	Security Infrastructure (for example: Firewalls, Intrusion Detection Systems (IDS), Virus Monitoring Tools)
	Exempt under Sections 31 (1)(a) and 31 (1)(d) – please see below


The exemptions under Section 31(1)(a) and 31(1)(d) state that;

“[information] is exempt information if its disclosure under this Act would, or would be likely to, prejudice;

(a) the prevention or detection of crime

(d) the assessment or collection of any tax or duty or of any imposition of a similar nature”
As an Operator of Essentials Services (OES) the Health Board is subject to the Network and Information Systems Regulations 2018 (NIS-R) which requires it to take measures to protect the security of its network and information systems.  Failure to protect its IT environment from Cyber Threats would lead to intervention from Welsh Government as the 'Competent Authority' and potential fines of up to £19,000,000.

Cyber Security best practice advice from the National Cyber Security Centre (NCSC) and Cabinet Office states that measures shall be put in place to minimise the details of the internal network structure, components and tools and techniques that are passed outside of the organisation.

Case law has established that information disclosed under FoIA is essentially disclosed to the world at large.  With this in mind, it is my view that providing the information you request would be disclosing the makeup the Health Board's IT Infrastructure to the extent that it would be neglecting to meet the network obfuscation recommended by the NCSC.

In addition to the above, it is also my opinion that the disclosure of information relating to the makeup of the Health Board’s IT Infrastructure into the public domain could aid criminals in mounting an attack on the Health Board’s IT systems – this would undermine the steps which the Health Board has taken to protect the security of its systems, information assets and the personal information of its patients.  Having identified design elements of the Health Board’s network, an attacker could use this information to research potential attack methods.

In undertaking the security assessments required by NIS-R, the Health Board receives regular advice and health checks from third party, impartial security experts; the disclosure of such information into the public domain has been confirmed by the Health Board's health check provider as bad practice and something which would pose a real and likely threat to the security of the ICT infrastructure;

“We always recommend that information disclosure is kept to a minimum in all aspects of computer systems, as any information available about a system could aid an attacker in tailoring an attack specifically against that system…..[knowledge of the software and version installed] means that any vulnerabilities in that software can be researched, and exploits can be used that targeted specifically at that version….Access to this sort of information significantly reduces the amount of time and effort an attacker needs to put in to compromise the system, and can therefore significantly increase the chance of success of an attack”
[Extract from email received from external security auditors]

It is for this reason that I believe the information is further qualified for exemption under Section 31(1)(a) of FoIA “the prevention or detection of crime” in order to prevent the Health Board being targeted by criminals who engage in malicious activity covered by legislation such as the Computer Misuse Act 1990.

Public Interest Test

The exemptions considered above are not absolute and are subject to a Public Interest Test (PIT) which considers the balance of public interest in favour of disclosure against the interest in maintaining the exemptions from disclosure.  I have summarised below the factors considered in deciding upon where the public interest lies with regard to this request.

For Disclosure

There is great public interest in allowing scrutiny of how public money has spent, particularly at a time where public spending is under constant review and debate.

There is public interest in providing transparency in decision making in how the authority has followed procurement and tendering procedures.

Against Disclosure

A cyber-attack aided by the disclosure of this information could seriously disrupt the Health Board's ability to provide core services which the public rely upon.

The Health Board has a duty to protect the sensitive personal data of its patients and it is in the public interest that the Health Board does all it can to maintain the integrity and security of the infrastructure on which that data sits.  A breach in the security of this data could result in wide spread disclosure of patient information resulting in significant distress.

Failure to adequately protect its ICT environment from Cyber Criminals could lead to the organisation being fined up to £19,000,000 under the Network and Information Systems Regulations 2018 (NIS-R).

Having considered the public interest both for, and against disclosure of the information you have requested I have concluded that the overall public interest lies in maintaining the exemptions outlined above and non-disclosure of the information.
2. Does BCUHB have any plans to procure below software applications, if yes then please provide required information in the below format?
	Application Name
	Estimated/Total Cost

	Digital Electronic Discharge Systems
	This is being managed by Digital Health Care Wales (DHCW) 
Under Section 16 of the Freedom of Information Act, the Health Board has the duty to advise and assist, so we have included a link to the DHCW website:

https://dhcw.nhs.wales/ 



	Maternity Information Systems
	

	Laboratory Information Management System
	


3. Can BCUHB provide Clinical ICT Strategy key decisions and priorities or ICT strategy documents for present and future years?
	 
	2023/2024
	2024/2025
	2025/2026
	2026/2027
	2027/2028

	Key Decisions
	The information requested is available on the Health Board’s internet site and is therefore exempt from disclosure under Section 21 – Information accessible by other means.  Under the Health Board’s obligation to advise and assist please find below the link to BCUHB’s Digital Strategy webpage:
https://bcuhb.nhs.wales/about-us/governance-and-assurance/digital-strategy/ 

	Priorities
	


4. Does BCUHB use Artificial Intelligence and Robotics, if yes then please list the services and their estimated cost for 2023/24 and 2024/2025?

	Department
	Robotics/Artificial Intelligence
	Name
	Cost 2023/2024
	Cost 2024/2025

	Finance
	Robotics
	Blue Prism Robotics
	Approximately £10,000
	Will go out to procurement, expected cost to be similar to 2023/2024

	Orthopaedic Surgery
	Robotics
	Zimmer Biomet ROSA Knee System
	Please refer to the embedded document:
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5. Can BCUHB provide planned ICT procurement plans across software, hardware or services for current and future years?

	Estimated/Total Cost
	Duration

	BCUHB refers to Crown Commercial (and other) frameworks, but funding streams for next 3 years is uncertain. Under the Health Board’s obligation to advise and assist, we have included a link to the Crown Commercial Service website:

https://www.crowncommercial.gov.uk/?gclid=e1c5fdbfe3241e4a445699267db768e7&gclsrc=3p.ds&msclkid=e1c5fdbfe3241e4a445699267db768e7&utm_campaign=CCS%20-%20[Brand]%20-%20[M]&utm_content=Framework&utm_medium=cpc&utm_source=bing&utm_term=crown%20framework



We welcome correspondence through the medium of Welsh

Rydym yn croesawu gohebiaeth drwy gyfrwng y Gymraeg


_1749454158.pdf
DocuSign Envelope ID: ACB150EE-C47A-44DB-919E-2A071ECD47F7

(’4) ZIMMER BIOMET

ANNEX A - PRICING PROCEDURE PACKAGE
If Customer chooses payment option “Procedure Package”, the following prices apply. All prices are without VAT,

A. Products

The rental fee for the Equipment amounts to £80,000 (excl VAT) per year. The rental fee for the Equipment is
included in the purchase price of Zimmer Biomet products in case Customer or the Betsi Cadwaladr University
Health Board purchase the fixed quantities or reach the yearly spend threshold over the Term. In case Customer
or the Betsi Cadwaladr University Health Board do not meet the fixed spend thrashold or fixed quantities each
year resp. by the end of the Term or in case Customer terminates this Agreement prior to reaching the fixed.
spend threshold or fixed quantities, the vearly rental fee of £90'000 for Equipment will be charged on a pro rata

basis for the quantities/spend not yet reached.
s Equipment:
o ROSA® Knee System and ROSA® Knee Instruments:
= rental fee of £80,000 per year
= included in the purchase price of the implants if fixed quantities are met
» Consumables: purchase price of £251 each
e Included:
o 2x Bridging Instrument Sets
»  mymobility® application and Ortholntel Platform: included in the Platform Service Plan.
B. Service Plans

+ Platform Service Plan Advanced: included in contract
»  Additional ongoing-support and customization: £125 per hour

o  Technical Service Plan Premium; £28,950 per year payable in years 2, 3 and 4.






