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	Ein cyf / Our ref: 590/22/FOI 


	Dyddiad / Date: 27th March 2023


Further to your request for information dated 20th February 2023, I am pleased to provide the following response. 
Your request and our response:
1. Are surgical procedures routinely recorded in your Health Board?
 
Yes.

2. What percentage of consultant surgeons routinely record their surgical procedures in your Health Board?

 
The Health Board is unable to provide a percentage figure, however we can confirm that 19 consultants across BCUHB routinely record their surgical procedures. 

3. What platform/software is used in your Health Board to:

Please provide the name(s), manufacturer(s), and annual cost(s) of the platform/software used by your Health Board.

a) record surgical video recordings

OR1 Storz Stack Hard Drive; Stryker Stack; B-Braun Stack Hard Drive; EX1 Olympus
b) store surgical video recordings (if different)? 

OR1 Storz Stack Hard Drive; Stryker Stack; B-Braun Stack Hard Drive; EX1 Olympus
 
Regarding the annual costs, this is not information the Health Board routinely holds and we are therefore unable to provide you with a response that would accurately reflect the costing.
4. Does your Health Board store surgical video recordings on NHS computer systems or does it use a third-party product?
BCUHB stores surgical video recordings on NHS Computer systems.
5. Does your Health Board limit how long surgical video recordings can be stored for?
Yes. Surgical video recordings can be stored for 8 years, subject to the following exceptions:
Children and young people: Records must be kept until the patient’s 25th birthday, or if the patient was 17 at the conclusion of treatment, until their 26th birthday, or until 8 years after the patient’s death if sooner.

Maternity: 25 years 
Mentally disordered persons: Records should be kept for 20 years after the date of last contact between patient/client/service user and any healthcare professional or 8 years after the patient’s death if sooner. 
Cancer patients: Records should be kept until 8 years after the conclusion of treatment, especially if surgery was involved. The Royal College of Radiologists has recommended that such records be kept permanently where chemotherapy and/or radiotherapy was given.

6. Are patients undergoing surgical procedures asked explicitly for consent to record their procedure a) as part of their routine care or b) in an additional consent process?
Surgeons discuss any recordings made during the consent procedure. 
Patients should be informed in advance if photographic or video recordings may result from a procedure. Patients must be given the opportunity to give their valid consent or refusal for medical photography. This may be gained retrospectively if the patient is anaesthetised when recordings are made.
7. Does the consent to record the procedure explicitly include permission to use the recording for non-clinical purposes (e.g. education, research)?
Further consent is required when images are used for purposes other than those for which the patient originally consented. It is best practice to obtain consent if the recording is to be used in education or publication and be accompanied by verbal or written information that may inadvertently identify the patient.
8. Are there policies for consultant surgeons accessing/using their procedural recordings in your Health Board? If yes, please supply a copy of your policy.
Please refer to the copy of our policies embedded below. 
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9. Are there policies for patients accessing/using their procedural recordings in your Health Board? If yes, please supply a copy of your policy.
Please refer to the policy documents embedded below.
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10. Are procedural recordings used for non-clinical purposes (e.g. education, research) in your Health Board? 

Some clinicians will use recordings for training purposes.
11. Does your Health Board have a governance policy for the a) recording, b) use, and/or c) storage of surgical video recordings? If yes, please supply a copy of your policy.
Please refer to document embedded below. 
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We welcome correspondence through the medium of Welsh

Rydym yn croesawu gohebiaeth drwy gyfrwng y Gymraeg
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1. INTRODUCTION

Betsi Cadwaladr University Health Board (BCUHB) is committed to fulfilling its legal
obligations when providing information.

2. POLICY STATEMENT

This policy has been developed to ensure compliance with legislative requirements
and been developed in accordance with the General Data Protection Regulation
(GDPR) 2016, the Data Protection Act (2018), the Freedom of Information (FOI) Act
and the Environmental Impact Regulations (EIR) 2004.

3. AIMS/PURPOSE

The purpose of this policy and associated procedures is to ensure that staff are able
to meet BCUHB'’s legal obligations, when providing information following requests
received from applicants.

4. OBJECTIVES
The policy and associated procedures aim to:

e ensure that BCUHB complies with the requirements of legislation governing the
rights of the data subject to access their information and has processes in place
for managing a data subjects request for:

= rectification and erasure

= restriction of processing

= data portability;

» objecting to processing and individual decision-making, including
profiling

e ensure that an open and transparent culture is promoted and actively developed,

whilst maintaining privacy and confidentiality of individuals;

e ensure that any requests for disclosure of information for deceased individuals is

managed via the usual subject access request processes;

e outline the management and accountability arrangements for compliance with

access to information legislation within BCUHB;

e ensure that a significant amount of business information is made routinely
available to the public, through the Freedom of Information Publication Scheme;
e provide a consistent approach to the management of information requests across

BCUHB;

¢ ensure that in cases where information is covered by an exemption, consideration

is given to its release;

e ensure that appropriate development and training is provided to relevant staff;

¢ provide guidance for relevant staff on how to deal with requests under each piece

of legislation;

e ensure complaints regarding information requests are dealt with in line with

BCUHB procedures;
¢ ensure that fees are not normally charged in accordance with updated legislation.

IG04 Access to Information Policy Draft 4.0





6.1

6.2

6.3

6.4

6.5

SCOPE

This policy applies to all staff employed by or contracted to BCUHB, and
includes experts who BCUHB might call upon in consultation.

ROLES AND RESPONSIBILITIES

Chief Executive

The Chief Executive has overall responsibility for Data Protection and
Confidentiality within BCUHB. As accountable officer, they are responsible for
the management of the organisation and for ensuring appropriate
mechanisms are in place to support safe and secure handling of confidential
and personal data.

Senior Information Risk Owner (SIRO)

The Director of Finance is also the identified Senior Information Risk Owner
(SIRO), and will take ownership of information risk. The SIRO is a key factor
in successfully raising the profile of information risks and embedding
information risk management into the Health Board'’s culture.

Caldicott
The Caldicott Guardian has specific responsibilities regarding confidentiality
and consent, in relation to personal data.

Data Protection Officer

The Data Protection Officer has delegated responsibilities from the Chief
Executive, specifically with regards to compliance with Data Protection
legislation and the rights of data subjects.

All Staff

All Health Board staff, including temporary, agency, contractors, students,
volunteers and anyone else providing a service on behalf of the Health Board,
as well as Health Board employees working from a non-Health Board site, are
responsible for the appropriateness of accessing information available to
them. Staff also have a responsibility to adhere to information governance
policies, procedures and standards.

MONITORING AND ESCALATION ARRANGEMENTS

Monitoring of this policy will be the responsibility of the Information
Governance Group (IGG). The policy and supporting procedures will be
disseminated throughout the organisation and training initiated. Escalation of
issues will be through the Digital Information Governance (DIG) Committee to
the Board.

RESOURCES

IG04 Access to Information Policy Draft 4.0 4





8.1 The Information Governance Team should have sufficient resource in order to
assist staff in ensuring the Health Board remains compliant against its
legislative requirements.

8.2  Divisions should ensure that their appointed staff have sufficient time and
resource in order to execute their responsibilities in complying with requests
for information.

9. TRAINING

9.1  All staff within BCUHB are mandated to undertake Information Governance
training and the information necessary to ensure compliance is covered within
it. This training must be renewed every two years

9.2  Additional training is provided by the Information Governance Team for those
staff nominated as Information Governance leads for their Division/Corporate
department.

10. IMPLEMENTATION

This Policy will be published in line with the Corporate Policy on Policies and
awareness is raised via communication channels such as the Corporate
Bulletin, IG Bulletin, staff alerts and IG training.

11. EQUALITY INCLUDING WELSH LANGUAGE

The Information Governance team have responded to and applied the requirements
set out within the Welsh Language standards. However, this procedure does not
have an adverse effect on the Welsh Language as it provides access to information
regardless of the language.

12. WELL-BEING OF FUTURE GENERATIONS
This procedure has been developed in accordance with the Health Board’s well-

being objectives and the five ways of working under the Well-being of Future
Generations Act 2015.

Health Board Well-being Objectives:

To improve physical, emotional and mental health and well-being for all;

To target our resources to those with the greatest needs and reduce inequalities;
To support children to have the best start in life;

To work in partnership to support people — individuals, families, carers,
communities - to achieve their own well-being;

To improve the safety and quality of all services;

To respect people and their dignity;

To listen to people and learn from their experiences

Five Ways of Working | Evidence
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The purpose of this policy is to ensure
compliance with Data Protection legislation by
safeguarding personal data, thus avoiding
undue harm or distress to all in the adverse
event of a personal data / privacy breach. Also
providing a right of access to all who apply for
information that is held by the Health Board
under the Freedom of Information (FOI) Act

Long Term, Prevention, 2000 and the Environmental Impact Regulations
Integration, Collaboration, (EIR) 2004
Involvement

It is also aimed at providing assurance that an
efficient and robust service / system is in place to
comprehensively manage the handling of
information and personal data, preventing
adverse impact on individuals (distress due to
data breaches / loss of confidence) and the
organisation (lost revenue due to fines, negative
reputational impact) as well as collaborating with
staff/multi agency (police).

13. ENVIRONMENTAL IMPACT

There is no environmental impact identified for the implementation of this policy.

14. AUDIT

141

14.2

14.3

14.4

Every attempt is made to ensure that new policies and procedures, revised
policies and procedures are disseminated widely throughout BCUHB.
However, all staff must also take responsibility for familiarising themselves
with the above on a regular basis. All documents and guidance will be
available on the BCUHB intranet site and disseminated via noticeboard
announcements, bulletins etc.

Compliance with this policy will be subject to periodic review. Any
recommendations will normally be implemented after review by the
Information Governance Group.

Regular audits to review compliance with the mandated Information
Governance training will be carried out to ensure compliance with this
procedure.

Audits will also be carried out by the Health Board’s internal audit team.

15. REVIEW

This policy adheres to legislative and statutory requirements and will be reviewed at
least every 3 years or sooner if there is a change to legislation.

IG04 Access to Information Policy Draft 4.0






16. REFERENCES

The legislation and guidance supporting this policy include but are not limited to:

Data Protection Act 2018

General Data Protection Regulation (GDPR) 2016

Freedom of Information Act 2000

Environmental Information Regulations 2004

Access to Health Records Act 1990

Access to Medical Reports Act 1998

Human Rights Act 1998

Disability Discrimination Act 2005

Race Relations (Amendment) Act 2000

Equality Act 2010

Public Records Act 1958

Common Law Duty of Confidentiality

Caldicott Report

Caldicott Principles into Practice (C-PIP) Foundation Manual for Caldicott

Guardians

Confidentiality: Code of Practice for Health & Social Care in Wales

e Lord Chancellor's Code of Practice on the Management of Records
under Section 46 of the FOIA

e Department of Health Records Management Code of Practice

e WHC (2000) 71 For the Record

e Code of Practice on the discharge of obligations of public authorities

under the Environmental Information Regulations 2004
(Regulation 16)
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1.
11

INTRODUCTION/OVERVIEW

Betsi Cadwaladr University Health Board (BCUHB) is dependent on its
records to operate efficiently and account for its actions. An effective records
management system is critical in the provision of effective and safe care to
patients and to assist in the efficient running of the organisation. Health
services must ensure that all records are created and maintained in
accordance with legislations and clinical standards guidance.

2. POLICY STATEMENT

2.1

This policy defines a structure for BCUHB to ensure adequate records are
maintained and that they are managed and controlled effectively. This will
support the confidentiality, integrity and availability of all information held
and/or used by the BCUHB.

3. AIMS/PURPOSE

3.1

This policy and associated procedures will define the way in which records will
be managed throughout the organisation.

4. OBJECTIVES

4.1

This policy and its associated procedures aim to ensure that records must be
designed, prepared, reviewed and accessible to meet the required needs.
Care treatment and decision making is supported by structured, accurate and
accessible records documenting conversations between people and health
professionals, and the resulting decisions and actions taken and reflects best
practice founded on the evidence base. In particular:-

e records are available when needed and shared when appropriate - from
which BCUHB is able to form a reconstruction of activities or events that
have taken place;

e records can be accessed - records and the information within them can
be located and displayed in a way consistent with its initial use, and that
the current version is identified where multiple versions exist;

e records can be interpreted - the context of the record can be interpreted:
who created or added to the record and when, during which business
process, and how the record is related to other records;

e records can be trusted — the record is accurate, up-to-date, complete
and contemporaneous in accordance with professional standards and
guidance. It reliably represents the information that was actually used in,
or created by, the business process, and its integrity and authenticity can
be demonstrated,;

e records can be maintained through time — the qualities of availability,
accessibility, interpretation and trustworthiness can be maintained for as
long as the record is needed, perhaps permanently, despite changes of
format;

e records are secure — they are stored securely and are secure from
unauthorised or inadvertent alteration or erasure, that access and
disclosure are properly controlled and audit trails will track all use and





changes. To ensure that records are held in a robust format which remains
readable for as long as records are required,;

e records are retained and disposed of appropriately - using consistent
and documented retention and disposal procedures, which include
provision for appraisal and the permanent preservation of records with
archival value; clinical records should only be destroyed with the
consultation or approval of the relevant body/person; and

e staff are trained - so that all staff are made aware of their responsibilities
for record-keeping and record management

5 SCOPE

5.1

5.2

This policy and its associated procedures relate to all clinical and non-clinical

operational records held in any format by BCUHB. These include:

e all administrative records (e.g. personnel, estates, financial and accounting
records, notes associated with complaints, etc.); and

e all patient health records (including deceased patient records, registers,
etc.)

This policy applies to all staff employed by or contracted to BCUHB and
includes experts who the BCUHB might call upon in consultation.

6 ROLESANDRESPONSIBILITIES

6.1

6.2

6.3

6.4

6.5

Chief Executive -

The Chief Executive has overall responsibility for Data Protection and
Confidentiality within BCUHB. As accountable officer, they are responsible for
the management of the organisation and for ensuring appropriate
mechanisms are in place to support safe and secure handling of confidential
and personal data.

Senior Information Risk Owner (SIRO)

The Director of Finance is also the identified Senior Information Risk Owner
(SIRO), and will take ownership of information risk. The SIRO is a key factor
in successfully raising the profile of information risks and embedding
information risk management into the Health Board’s culture.

Caldicott
The Caldicott Guardian has specific responsibilities regarding confidentiality
and consent, in relation to personal data.

Data Protection Officer

The Data Protection Officer has delegated responsibilities from the Chief
Executive, specifically with regards to compliance with Data Protection
legislation and the rights of data subjects.

All Staff

All Health Board staff, including temporary, agency, contractors, students,
volunteers and anyone else providing a service on behalf of the Health Board,
as well as Health Board employees working from a non-Health Board site, are
responsible for the appropriateness of accessing information available to





6.6

6.7

6.8

them. Staff also have a responsibility to adhere to information governance
policies, procedures and standards.

Information Asset Owners (IAO) - their role is to understand what
information is processed by their department i.e. what information is

held, added, removed, how it is moved, who has access to it and why. As a
result, they are able to understand and address risks to the information, to
ensure that information is processed within legislative requirements.

Information Asset Administrator (IAA) - will recognise actual or potential
security incidents, consult with their IAO on appropriate incident management
and ensure that information asset registers are accurate and up to date.

System Owners — will be responsible for identifying and managing system
risks; understand procurement requirements around contracts and licencing;
put in place and test business continuity and disaster recovery plans, control
access permissions and ensure the system asset record is regularly reviewed
and updated on the asset register.

7 MAIN BODY

7.1

7.2

Monitoring of this policy will be the joint responsibility of the Chief Digital
Information Officer, and the Assistant Director of Information Governance and
Assurance, as both clinical and non-clinical records are covered by the policy.
The policy and supporting procedures will be disseminated throughout the
organisation and covered within training. Escalation of issues will be through
the Performance, Finance & Information Governance(PFIG) Committee to the
Board as per the Health Board’s Standing Orders.

This policy and associated procedures will be reviewed every 3 years.
Review maybe invoked earlier if new legislation, standards or codes of
practice are introduced.

8 EQUALITY INCLUDING WELSH LANGUAGE

8.1

The Information Governance Team have responded to the requirements
within the Welsh Language Standards document by ensuring that:

e All correspondence received from the public will be responded to in the
language in which it was received.

e All telephone calls will be answered bilingually. If an individual wishes to
continue in Welsh the call can either be put through to the IG Manager in
West or the Welsh Translation Team

e Out of hours, all phones will be transferred to an answering machine with
a bilingual message.

¢ All information developed specifically for the public is available
bilingually.

¢ All offices will have bilingual door signs on entry.

o All staff members have bilingual ID badges.

o All staff members have fully bilingual email signatures for internal and
external emails.





e Any new policies and procedures developed will use the new BCUHB
template which ensures that welsh language is considered.

o All staff will request access to Cysgair and Cysillt software which can
assist with informal translation.

e The IG training handout for staff will be translated into Welsh.

9 WELL-BEING OF FUTURE GENERATIONS

9.1 The five ways of working have been interwoven within this Policy, those
being:

e Long term — balancing short-term needs with long-term needs.

e Prevention — stopping problems happening or getting worse.

e Integration — thinking about how this strategy works with other plans.

e Collaboration — working together with other services to meet our goals.
e Involvement —involving people so they have a say in decisions.

10 ENVIRONMENTAL IMPACT

10.1 The Environmental Department carried out a risk assessment of the Lorries
that came on site to carry out confidential waste shredding. The outcome of
the assessment was that the Lorries caused excessive noise and emissions
when carrying out the shredding process. The confidential waste contract
was re-negotiated this financial year to enable confidential waste to be
shredded off site. These risks have now been eliminated and no further
environmental risks have been identified.

11 RESOURCES

11.1 The Information Governance team should have sufficient resource in order to
ensure the Health Board remains complaint against its legislative
requirements and timescales.

11.2 Divisions should ensure that their appointed Information Governance Leads,
Information Asset Owners and System Owners have sufficient time and
resource in order to execute the requirements within these job roles.

12 TRAINING

12.1 All staff within BCUHB, are mandated to undertake Information Governance
training. This training must be renewed every two years.

12.2 In addition to induction and mandatory training requirements, there are certain
posts/job roles which require specialised IG training in order to fulfill their
duties, for example: Caldicott Guardian, DPO, SIRO, IG Team, IAO, IAA,
System Owners and staff who handle subject access requests.

12.3 The Information Governance team are responsible for developing and
delivering the IG training programme which is supported by a 3 year I1G
Training Strategy and action plan.





13 IMPLEMENTATION

13.1

This Policy will be published in line with the Corporate Policy on Policies and
awareness is raised via communication channels such as the Corporate
Bulletin, IG Bulletin, staff alerts and IG training.

14 AUDIT

14.1

14.2

The Health Board will respond to the ICO audit on how we manage the
processing of personal data, in particular looking at: Governance &
Accountability; Records Management, and Requests for Information

The IG Team will carry out audits to:

review IG compliance across departments and teams within BCUHB;
review and risk assess Information/System asset register submissions;
assess the data protection impact of all new or revised system or
service development;

undertake assurance audits in line with the Estates Strategy.

®o 0T

15 REVIEW

15.1

This Policy will be reviewed in three years. Earlier review may be
required in response to exceptional circumstances, organisational change
or changes to technology / legislation / guidance.

16 REFERENCES

16.1

The legislation and guidance supporting this policy includes:

Freedom of Information Act 2000, including Lord Chancellor's Code of
Practice on the Management of Records under Section 46
Environmental Information Regulations 2004

Human Rights Act 1998

Access to Health Records Act 1990

Public Records Act 1958& 1968

Access to Medical Reports Act 1988

Computer Misuse Act 1990

UK General Data Protection Regulation (UK GDPR)

Data Protection Act 2018

WHC (2000) 71: For the Record

WHC (99) 7: Preservation, Retention and Destruction of GP General
Medical Services Records Relating to Patients

Caldicott Report 1997,and subsequent reviews

NHSx Records Management Code of Practice 2021

Confidentiality: Code of Practice for Health & Social Care in Wales
WHC (2015) 015: Health and Care Standards

Welsh Government (Ministerial Letters, Circulars and Policies)
Wales Accord on the Sharing of Personal Information guidance
ISO/IEC 27001 Information Security
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1. Introduction

11

1.2

1.3

Betsi Cadwaladr University Health Board (BCUHB) is dependent on its records to
operate efficiently and account for its actions. An effective corporate records
management system is critical in the provision of care to patients and to assist in the
efficient running of the organisation.

This procedure provides guidance for BCUHB staff dealing with corporate (non-
clinical) records, to ensure adequate records are maintained, managed and
controlled effectively. This will support the confidentiality, integrity and availability of
all information held and/or used by the Health Board.

This procedure should be read in conjunction with the Records Management Policy
(IG01). An extensive retention and disposal schedule detailing retention periods for
all corporate records is included as an appendix. HR1 Health Records Management
procedure includes the retention and disposal schedule for clinical records.

2. Policy Statement

2.1

2.2

A record can be defined as recorded information in any format which is created or
received, and maintained, by an organisation to ensure compliance with its legal
obligations or in the transaction of business.

This procedure covers all aspects of corporate (i.e. non-clinical) records
management, regardless of format, i.e. digital (including emails), paper or any other
format, within the organisation, including, but not limited to:

Personal records such as staff personal files, electronic staff records (ESR), job
applications, disciplinary files etc.

Estates records such as deeds, drawings, inspection reports, maintenance reports
Financial records such as accounts, contracts, invoices, payments

Organisational records such as meeting agendas and minutes, requests for
information, incidents, investigations, recordings of meetings

Further details can be found within the retention & disposal schedule at Appendix B.

3. Aims and Objectives

3.1

1G02

This procedure defines the way in which all corporate records should be processed,
i.e. created, stored and disposed of within BCUHB, to assist staff in ensuring that:

Records are available when required — so that a reconstruction of past activities
and events would be possible if required
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4.1

4.2

4.3

4.4

Records can be accessed as appropriate — the correct versions can be located
easily in accordance with their purpose

Records can be interpreted — the context of the record is obvious, along with
details of any amendments and who they were made by

Records can be trusted — it is a reliable, accurate record and its creation can be
authenticated

Records can be maintained through time — the record remains good quality,
interpretable, readable and accessible, regardless of the original format, for as long
as it is required to be retained

Records are secure — access and disclosure must be properly controlled and
logged

Records are retained and disposed of appropriately — retained for at least the
minimum time specified within the retention and disposal schedule (appendix B)
and disposed of in accordance with the Health Board’s waste management
procedure (ES03), and the procedure for the handling and disposal of confidential
waste (IG11), depending on the nature of the record i.e. general, confidential, or
business sensitive

Staff are trained — all staff should be aware of their own responsibilities with
regards to corporate records management

Scope

This procedure applies to all persons having access to the Health Board’s records,
regardless of grade or position, and regardless of whether they are employed by the
Health Board, or providing services on its behalf (e.g. Locums, Contractors,
Students, and Volunteers etc.).

This procedure should not be read in isolation, but in conjunction with the other
Health Board policies and procedures as listed on page 1. Where an individual is
uncertain of any aspects of either this or other related policies / procedures they
should contact the Information Governance team for clarification.

This procedure does not apply to clinical health records as these are covered by the
Health Records Management Procedure (HR1).

All records processed by the Health Board, whether paper or digital (including those
within MS OneDrive), and regardless of location, may potentially be reviewed and
disclosed for the purposes of processing information requests, investigations, and
complaints.

5. Responsibilities

1G02
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5.1

5.2

5.3

5.4

5.5

5.6

5.7

5.8

1G02

Chief Executive

The Chief Executive has overall responsibility for Data Protection and
Confidentiality within BCUHB. As accountable officer, they are responsible for the
management of the organisation and for ensuring appropriate mechanisms are in
place to support safe and secure handling of confidential and personal data.

Senior Information Risk Owner (SIRO)

The Director of Finance is also the identified Senior Information Risk Owner (SIRO),
and will take ownership of information risk. The SIRO is a key factor in successfully
raising the profile of information risks and embedding information risk management
into the Health Board'’s culture.

Caldicott
The Caldicott Guardian has specific responsibilities regarding confidentiality and
consent, in relation to personal data.

Data Protection Officer

The Data Protection Officer has delegated responsibilities from the Chief Executive,
specifically with regards to compliance with Data Protection legislation and the
rights of data subjects.

All Staff

All Health Board staff, including temporary, agency, contractors, students,
volunteers and anyone else providing a service on behalf of the Health Board, as
well as Health Board employees working from a non-Health Board site, are
responsible for the appropriateness of accessing information available to them.
Staff also have a responsibility to adhere to information governance policies,
procedures and standards when managing records.

Information Asset Owners (IAO) - their role is to understand what information is
processed by their department i.e. what information is held, added, removed, how it
is moved, who has access to it and why. As a result, they are able to understand
and address risks to the information, to ensure that information is processed within
legislative requirements.

Information Asset Administrator (IAA) - will recognise actual or potential security
incidents, consult with their IAO on appropriate incident management and ensure
that information asset registers are accurate and up to date.

System Owners — will be responsible for identifying and managing system risks;
understand procurement requirements around contracts and licencing; put in place
and test business continuity and disaster recovery plans, control access
permissions and ensure the system asset record is regularly reviewed and updated
on the asset register.
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6. The Lifecycle of a Record

Good records management requires a systematic and planned approach from the moment
the record is created, to its eventual disposal. The records should be maintained in a
manner which best serves the needs of the Health Board whilst ensuring compliance with
national legislation and guidance.

6.1 Creation of arecord

When creating a record, regardless of format, the information should be accurate,
complete, easy to locate and retrieve, and the following should be taken into consideration:

Name

Record naming is an important process in records management, and it is essential that a
unified approach is undertaken within all areas of the Health Board in order to aid the
management of records. Please see appendix A.

e The filename should be unique, simple and clear. Some systems may generate
unigue identifiers so this can then be used when creating relating records, or in
order to manage retention and destruction.

e |t should never contain a person’s name e.g. initials can be used within the title but
not the full name itself.

e The filename should be as brief as possible as long filenames can cause problems
e You should be consistent in your naming approach
Version Control

Version control is the management of multiple revisions to the same document, which
enables us to tell one version of a document from another. Controlling the development of
different versions of a document can be difficult, however we recommend following the
Health Board'’s version control standard operating procedure for guidance:

Version control V3.0.pdf (wales.nhs.uk)

Purpose — there should always be a justified purpose for creating a record. The following
should be considered:

e Readability — If it isn’t documented then there is no record that it ever happened,

therefore you must ensure that the record you create is legible and professionally
written, and stored in a format that is readily accessible to the right people.
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Documents created should include headers / footers with details of author, date
created, page numbers etc.

Draft documents should contain a draft watermark

Avoid jargon, acronyms or abbreviations when creating a document intended for a
wider audience to ensure that it makes sense to everyone

Good records management should prevent duplication. Staff members should
ensure that the same record has not already been created previously, prior to
initiating a new document.

Accountability — In line with Data Protection legislation, the overarching accountability
principle requires you to take responsibility for the information you process. You must have
appropriate measures in place to demonstrate compliance. Therefore, the following steps
must take place when creating a new record,;

6.2

Inform your department’s Information Asset Administrator (IAA) that the record type
has been created e.g. new set of minutes for the next financial year.

The 1AA will assess whether this new record type needs inputting onto the
Information Asset Register to ensure that it is accurate and up to date.

Ensure that local information handling restrictions (e.g. limits on who can access the
assets) are applied as appropriate, referring any difficulties to the IAO.

Maintenance / Storage of a Record

Access — records should be available on a minimum, relevant basis. Depending on the
sensitivity of the record access may need to be restricted, e.g. personal files should be
restricted to the line manager of the individual etc.

1G02

Confidential paper records should be stored in locked filing rooms / cabinets /
cupboards with restricted access, and tracked in and out of their original location
when required. A successful tracking system is dependent on all of the people using
it so staff must understand the importance of the system.

New or existing folders on shared network drives or SharePoint can be restricted by
informing the IAO or IAA for your department. If appropriate, they will then log a call
on the Informatics Service Desk. However at least 2 individuals must have access
to restricted folders to ensure that the content is accessible in cases of absence.
The folders should form part of a wider agreed filing structure which is simple to
follow. This filing structure can be made available to staff working anywhere within
the Health Board, and is useful for teams / departments working across North
Wales, or departments spread across several sites.
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Access to digital storage areas such as shared network drives, SharePoint etc. and
any other digital systems should be reviewed regularly to ensure that any new
starters, movers, leavers, or those on long term absence have access added /
removed appropriately. This should be managed using the Employee Leavers /
Movers checklist (IG14 Appendix 2).

Please note that any files saved and shared within Office 365 applications such as
MS Teams (excluding MS OneDrive), are actually stored within overarching
SharePoint sites, which are managed by SharePoint site owners.

Access to MS OneDirive is provided to all staff strictly for the purpose of storing
work related personal files e.g. CV, application forms etc. as OneDrive cannot be
accessed by colleagues and MS OneDrive storage space is limited.

Storage

1G02

All records and the information within them should be appropriately referenced within
the Health Board’s asset register to enable effective retrieval by those with a
legitimate right of access.

Where a paper record is in constant use, it should be stored as near as possible to
where it is needed.

The IAA must be informed if digital or paper record storage locations change so that
the asset register can be updated to reflect this.

As the need for constant access to paper records reduces depending on current
pressures for storage space, consideration should be given to archiving less
frequently used records. When records are archived they should be clearly labelled
with the type of record, relevant department, asset register reference number and
disposal date. Archived records should then be stored in order of disposal date.

An external storage facility may be required for paper records, however this must be
one of the facilities authorised by the Health Board’'s Information Governance team
to ensure that the statutory due diligence checks have been undertaken to
safeguard the security and integrity of the records. Where any new contracts are to
be put in place, a member of the Information Governance team must be notified.

All paper records should be stored in compliance with health and safety, and fire
regulations, free from damp, and maintained in good condition.

Confidential digital and paper records should be stored securely in restricted areas
with at least two people being able to access them in cases of emergency.

All work related digital files and folders must be stored on a shared network drive or
within SharePoint to ensure that they are appropriately backed up and secure, and
can be made accessible to managers if required in the cases of staff absence. They
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should never be stored on the hard drive (c drive) of a computer / laptop, as this will
mean that if it were to break, or be lost or stolen, the record could be lost forever.
Please see Appendix A.

OneDirive is the Microsoft Office 365 service that lets you store your personal work
related files e.g. CV, application forms etc, and access them securely from
anywhere on all your devices (if you have set this up).

Any information which is created as part of your job role i.e. work related, should
continue to be stored on secure shared network drives or within SharePoint to
ensure that it can be accessed anywhere within the Health Board, by anyone with
the appropriate permissions.

Removable media such as USB sticks, CDs, DVDs etc, should only be used as a
last resort for transporting data, and should be Health Board owned and encrypted.
Ensure that this data is deleted once transferred to an identified secure folder on the
Health Board network, which should be undertaken as soon as is possible.

A clear desk / clear screen policy should be adopted wherever possible but
particularly in busy areas which are accessible to the public.

The Health Board’s email system, MS Outlook (including desktop or Office 365
version) is a transient messaging service which must not be used as a filing or
storage system. Emails must be treated in the same manner as any other type of
document and, if required, filed appropriately on a shared network drive or within
SharePoint as soon as possible. Emails which are deleted from your mailbox are still
retained by the Health Board for 7 years, and then permanently deleted and
therefore no longer accessible. However for up to 7 years they may still be
accessible for requests for information under the Freedom of Information Act and
Data Protection Legislation.

Disposal

1G02

Most records should be destroyed as soon as is practicable following the expiry of
the minimum retention period as defined within the retention schedule in appendix B,
however this should always be authorised by the Information Asset Owner as there
may be other considerations such as national inquiries.

Recommended minimum retention periods should be calculated from the end of the
calendar or accounting year following the last entry within the document.

The method of disposal will depend on the type of record but some items may
require specialist disposal e.g. CDs, orthodontic casts, x-rays and confidential
records. These must be destroyed in accordance with the procedure for the handling
and disposal of confidential waste (IG11).
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Certain records may have future historical value and should therefore be considered
for permanent preservation and transferred to the most appropriate approved place
of deposit e.g. Local Authority Public Records Office, on or before they reach the 20
year timeframe (as laid out in the Public Records Act). For a list of these types of
records please refer to the retention and destruction schedule (Appendix B) and

seek further advice by contacting a member of the Information Governance team.

Ensure that the Information Asset Register is updated to reflect that the record has

been archived or destroyed.

7. Equality including Welsh Language

7.1

The Information Governance team have responded to the requirements within the
Welsh Language Standards document by ensuring that:

All correspondence received from the public will be responded to in the
language in which it was received.

All telephone calls will be answered bilingually. If an individual wishes to
continue in Welsh the call can either be put through to the IG Manager in West
or the Welsh Translation team.

Out of hours, all phones will be transferred to an answering machine with a
bilingual message.

All information developed specifically for the public is available bilingually.

All offices will have bilingual door signs on entry.

All staff members have bilingual ID badges.

All staff members have fully bilingual email signatures for internal and external
emails.

Any new policies and procedures developed will use the new BCUHB template
which ensures that Welsh language is considered.

All staff will request access to Cysgair and Cysillt software which can assist
with informal translation.

The IG training handout for staff will be translated into Welsh.

8. Well-Being of Future Generations

8.1

1G02

The five ways of working have been interwoven within this Procedure, those being:

Long term — balancing short-term needs with long-term needs.
Prevention — stopping problems happening or getting worse.
Integration — thinking about how this strategy works with other plans.
Collaboration — working together with other services to meet our goals.
Involvement — involving people so they have a say in decisions.
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9. Environmental Impact

9.1 The Environmental Department may monitor and risk assess vehicles visiting
BCUHB sites carrying paper records to ensure that any noise and emissions do
not exceed excessive levels. No further environmental risks have been identified.

10. Resources

10.1 The Information Governance team should have sufficient resource in order to
ensure the Health Board remains complaint against its legislative requirements and
timescales.

10.2 Divisions should ensure that their appointed Information Governance Leads,
Information Asset Owners, and System Owners have sufficient time and resource in
order to execute the requirements within these job roles.

11. Training

11.1 All staff within BCUHB, are mandated to undertake Information Governance training
which must be renewed every two years, and incorporates principles of good
records management practice.

11.2 In addition to induction and mandatory training requirements, there are certain posts
/ job roles which may require further specialised training in order to fulfil their duties,
for example: Caldicott Guardian, DPO, SIRO, IG Team, IAO, IAA, System Owners
and staff who handle subject access requests.

11.3 The Information Governance team are responsible for developing and delivering the
IG training programme which is supported by a 3 year IG Training Strategy and
action plan.

12. Implementation

12.1 This policy will be published in line with the Corporate Policy on Policies and
awareness is raised via communication channels such as the Corporate Bulletin, IG
Bulletin, staff alerts and IG training.

13. Audit

13.1 The Health Board will respond to the ICO audit on how we manage the
processing of personal data, in particular looking at: Governance &
Accountability; Records Management and Requests for Information

13.2 The IG Team will carry out audits to:
¢ Review IG compliance across departments and teams within BCUHB;
¢ Review and risk assess Information/System asset register submissions;
e Assess the data protection impact of all new or revised system or
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e Service development;
e Undertake assurance audits in line with the Estates Strategy.

14. Review

14.1

This Policy will be reviewed in three years. Earlier review may be required in
response to exceptional circumstances, organisational change or changes to
technology, legislation, or guidance.

15. Monitoring

15.1

15.2

15.3

Every attempt is made to ensure that new and revised policies and procedures, and
urgent guidance resulting from incidents etc. are disseminated widely throughout
the Health Board. However, all staff must also take responsibility for familiarising
themselves with the above on a regular basis. All documents and guidance are
available on the BCUHB intranet site.

Compliance with this procedure will be subject to periodic review. Any
recommendations will normally be implemented after review by the Information
Governance Group and, if necessary, subsequent approval by the Digital
Information Governance Committee.

Breaches of this procedure should be reported on Datix and will be investigated
appropriately.

16. Reference to Legislation and supporting documentation

1G02

The legislation and guidance supporting this policy include:

Freedom of Information Act 2000, including Lord Chancellor’'s Code of Practice on
the Management of Records under Section 46

Environmental Information Regulations 2004

UK General Data Protection Regulation (UK GDPR)

Data Protection Act 2018

Human Rights Act 1998

Public Records Act 1958 & 1968

Computer Misuse Act 1990

WHC (2000) 71: For the Record

Caldicott Report 1997, and subsequent reviews

Records Management Code of Practice for Health & Social Care 2022
Confidentiality: Code of Practice for Health & Social Care in Wales
National Archives Records Management Retention Scheduling
Welsh Government (Ministerial Letters, Circulars and Policies)
ISO/IEC 27001 Information Security
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Appendix A: Digital Records Management

INTRODUCTION

As part of our role we all create information, data, documents and records and we
also need to share information with others. This guidance explains:

e What types of information should be saved where, and how it should be filed.
e The best ways to share information with other colleagues who need to access it.

All staff must adhere to the following principles:

e You are responsible for the information you create / delete.

e All information created as part of your job role is classed as a business record, and
may be needed for reference by others in the future.

e All information is subject to a retention period, specifying how long it must be kept.

WHERE SHOULD | SAVE DOCUMENTS?

Staff must not store any business documents, records, or information on the desktop,
hard drive or personal folder (including home drive) of a PC or laptop, or within their MS
OneDrive folder.

Reasons

e Information stored in these places may not be backed up, so if the computer
crashes, or is lost / stolen, this information could be lost forever.

e Information may be at risk of access by other individuals using the device.

e The information may need to be accessed by others as part of day to day work, or
in the case of your absence.

Exceptions

e Shortcuts to shared network drive folders or documents can be stored on the
desktop.

e The OneDrive folder which is allocated to individual users for saving work related
items that are personal, such as CVs, job applications etc must not be used to
store work related information that may need to be shared with, or accessed by
other colleagues, or that you cannot afford to lose.
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Examples

YES NO
Your CV / application forms CVs / application forms of other individuals
Information relating to your training & Appraisal records of your staff
development
Professional / career information e.g. Work related documents

membership of professional bodies

Draft documents / information i.e. work in
progress

Staff Personal Files

Divisional / Corporate shared network drives

The vast majority of digital information created as part of your job role should
be stored on secure shared network drives or SharePoint, which can be
accessed anywhere within the Health Board with the correct permissions.

Reasons

e All information created by you as part of your role constitutes a Health Board

record or evidence of the Health Board’s activity.

It is easier to securely share information with colleagues.

It is easier to manage the retention of similar files when kept together.

To avoid duplication in the storage of information.

To reduce confusion, electronic search tools enable easier location of documents.

To reduce the need to email documents to colleagues in the same directorate, a

hyperlink to the shared network drive is more secure and takes up less space within

Outlook, as well as reducing the risk of duplicate documents (see Appendix B).

e Information must be accessible if an individual leaves the Health Board or is
unexpectedly absent.

e Information must be easily located in order to comply with requests for information
under the Freedom of Information Act or Data Protection legislation, as well as to
assist with complaints and investigations.

Managing Shared Areas with network drives or SharePoint

A well organised structure for shared folders should mean that there is a consistent and
agreed approach to the way information is organised.

This will mean that:

e |t will be much easier to find information.
e All records relating to a particular activity can be found in one place.
e It will be easier to manage the retention of records.
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e |t will enable improved team working.

Characteristics of a good file structure

A good file structure:

e |s based on the key functions of the team who are using the shared area.
Takes into account how long different types of information need to be kept for.
Is ideally no deeper than 4 levels.

Is clear and easy to understand.

Is agreed by everyone.

Is monitored and controlled.

Mirrors paper filing structures (if appropriate).

Designing a structure

It is essential to give some thought to how the shared area should be structured, rather
than allowing it to develop in an ad-hoc and uncontrolled way.

The structure should ideally be limited to 4 levels, and levels 1 and 2 should be fixed and
reflect the key functions of the administrative task to which it relates. These levels can also
be restricted if required, responsibility for access and control will then sit with the
Information Asset Owner and Administrator within your department.

Please find below an example of an organised file structure:

c;g‘:g:::ﬂzg Level 1 - Information Governance -
this is the folder seen at the ‘top’
| | level on the shared Drive
Access to Groups and Assurance
Information Committees Level 2 — these are some of the
key functions of the department

Lower levels of the structure can be more flexible — most documents will usually be stored
within these levels. Considerations are:-

¢ How will you need to find the documents later?
¢ How long will you need to keep the documents for?

For example, if you know you will need to find a document by the initials of an individual or
a unique reference number then you should label your folders accordingly.
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An example is given below:-

Groups and
Committees
IG Team Meetings Information The lower levels have been
Governance Group labelled so that staff can retrieve

documents according to the year
of application.

2019

You should also think in advance about how long you will need to keep documents for —
this is called a ‘retention period’ (Please see appendix B). Documents with the same
retention period should be grouped together in sub-folders so that when the retention
period expires the sub-folder can simply be deleted.
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Appendix B- Guidance on Hyperlinking Documents
Microsoft 2007 and above
1. When you are in a new email message (or any Microsoft Office document), select

‘Insert’ from the main title bar. Put your cursor in the body of the email and select
‘Hyperlink’ from the main title bar.

Untitled - Message (HTML)

Options Format Text O Tell me what you want to dg

2 (2 EH| o2 [ad [ 3
UJJ ] s [ =23 LS = i = 4+
Attach Outlook Business Calendar Signature Table Pictures Online Shapes SmartArt Chart Screenshd o1

File ~ Item Card ~ - Pictures = =
Include Tables Nlustrations Links

2. You will be shown the following box. Select the file button to open a file browser.

r

Insert Hyperlink
Link to: Text to display:
Lﬂ Look in: .J Q '@

Existing File B E] . E
Current =
Folder ~ | | Target Frame...

Place in This

Document Browsed
Pages

3. Browse through the files to select the file that you wish to hyperlink to and / or click on
the small down arrow button to provide you with more options i.e. shared folders. When
you click on the folder or file you want, the path to the selected file should be displayed in
the ‘Text to display’ headed box. Press ‘Open’ and it returns you to the box above. Press
‘OK’ and the hyperlink will be displayed in the body of your email (document).

] » Libraries » Documents » v | 49 | Search Documents p

Organize v New folder )

2 Microsoft Outlook

¢ Favorites
B Desktop
% Recent Places
1 Downloads
4 Libraries
Current versions
For review

4 Libraries (2)

4 Libraries
%) Documents
& Music
= Pictures
B videos

\l
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If you press the ‘Ctrl’ key and click on this link it will take you to the folder or file you have
selected.

|:|., id 2 & o> & = Untitled - Message [HTML)
Toa ——
Message | Insert | Options Format Text
p— AZ Drop Cap ~ A=
0 c2 = m [ @I ™= el & 2 A= 4 7T a=
(5} Date & Time =
Attach Attacn Business Calendar Signature || Taple || Picture Clp  Shapes SmartArt Chart || Hyperlink Bookmark || Text — Quick Wordart X Equation Symbol Horizontal
File  Ttes Card ~ - Box - Parts @ Object - - ine
Include = || Tables Tustrations Links Text Symbols
From... | |
=1 - I
send
Cr... |
Bec... |
subject: | file://AzBarn ey\IMBeTS\GaLZ?OO\Guldance I
CUHB Address Book.doc

| ctn+crick to follow link
zBarney\IMETS\Gal2700\Guidance on displaying BCUHB Address Book.doc

Gaynor Gould
Information Governance Officer
Betsi Cadwaladr Bwrdd lechyd Prifysgol/University Health Board

Ffon/Tel: 01978 727658 (1814) 7658
ebostemail: gaynor.gould@wales.nhs.uk

=5 Hel'p save paper — do not print this !
bapur - peidi ag arg r neges hwn onibai ei fod yn hollol idiol os g yn dda!

You can also hyperlink to a specific internet page if you wish. To do this bring up the web
page that you want to hyperlink to and copy the address from the bar. Return to your
document and paste the link into the body.

%* Betsi Cadwaladr University Health Board - Windows Internet Explorer provided by Betsi Cadwaladr LHB

= | 43 | X [| B| Bing

34 Favorites 83+ &| Vi j L @t

Skip navigation | Feedback | Accessibility |Cymraeq Copy
Paste
Delete
B e‘t5| Cad Select Al Bwrdd lechyd Prifysgol

Betsi Cadwaladr
NHS University Health Board

Right to left Reading order
Show Unicode control characters

Universit

Contact Us | Patients, Carers and Visitors Sel

Insert Unicode control character e

Open IME
Reconversion

Document Search

/1i New chapter for Add your name to the NHS Organ Donor

i Critical Care at Glan and one day you may be able to save
Clwyd Hospital
22 June 2015
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Appendix C — Corporate Retention and Destruction Schedule

This appendix sets out minimum retention periods for corporate records created within the
Health Board; based on either their ongoing administrative value or a statutory obligation. It
also provides guidance on dealing with records which have ongoing research or historical
value and should be considered for permanent preservation and transferred to a Place of
Deposit (PoD), approved by the National Archives. The retention periods within this
schedule are taken from the Welsh Health Circular — For the Record. They apply to all
records, irrespective of format (e.g. paper, databases, emails, recordings, photographs, CD
ROMS) in which they are created or held.

Managers must ensure that records no longer required for business use are reviewed as
soon as practicable under the criteria set out within the schedule so that inappropriate
destruction is avoided. The review will determine whether records are selected for
permanent preservation, destroyed or retained for research or litigation purposes.

The schedule is broken down into eight sections; Communications; Corporate
Governance; Estates; Events & Transaction Records; Finance; Legal, Complaints &
information rights; Procurement; Staff Records & Occupational Health.

Retention Schedule: http://howis.wales.nhs.uk/sitesplus/861/opendoc/369968

Within each section, the record type is in alphabetical order and minimum retention periods
should be calculated from the end of the calendar or accounting year following the last
entry on the document. For example, a file in which the first entry is in February 2009 and
the last in September 2012, and for which the retention period is seven years, should be
kept in its entirety until the beginning of 2020.

Records must not be destroyed before the end of the minimum retention period but there
may be circumstances where records may need to be retained for a longer retention period
e.g. national enquiries. Such cases should be referred to the relevant Divisional Lead or
Information Governance Manager for approval.

Where records are identified as having research or historical value then they must be
transferred to an approved PoD for permanent preservation on or before they reach 20
years of age, in line with the Public Records Act. In North Wales, the approved PoDs are:-

Anglesey Record Office
Conwy Archives Service
Denbighshire Archives Service
Flintshire Record Office
Gwynedd Archives Service

All potential transfers must be raised with the relevant Information Governance Manager
and approved by the Information Governance Group prior to transfer.
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Corporate Records Retention Schedule

Broad descriptor

Record Type

Retention period

Reference (where appropriate)

Action at end of
retention period

Press releases and

Review and consider

Communications 1mportant mternal 6 years transfer to a PoD
communications
Communications | Public consultations 5 years Review and consider
transfer to a PoD
Communications | Intranet & Internet site 6 years Review and consider
transfer to a PoD
Corporate Destroy under
P Accident Forms 10 years confidential
Governance ..
conditions
Reporting of Injuries, Diseases
. . and Dangerous Occurrences Destroy under
Corporate Accident Register . . . .
8 years Regulations (RIDDOR) Regulation | confidential
Governance (RIDDOR) . . . .
7, Social Security (Claims and conditions
Payments) Regulations (25)
Agendas of board
Corporate meetings, committees,
P sub-committees (master 20 years Transfer to PoD
Governance . )
copies, including
associated papers)
Statistics (including
Corporate contract minimum data 3 years from date of
. . Destroy
Governance sets, statistical returns, submission

patient activity)
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Corporate

Consider permanent

Serious Incident Files 30 years X
Governance preservation
Corporate Agendas (other) 6 years Consider permanent
Governance preservation
Corporate Annual/Corporate Reports 3 years Consider permanent
Governance preservation
Corporate Assembly (Parliamentary) Destroy under
G P Questions, MS/MPs 10 years confidential

overnance - o,

Enquiries conditions
Corporate Business _plans, including 20 years Destroy
Governance local delivery plans
gorporate Chief Executive records May retain for 20 years Transfer to a PoD

overnance

History of organisation or
Corporate predeg essors, its Consider permanent

organisation and 30 years A
Governance preservation

procedures(e.g.

establishment order)

Policies, strategies and

operating procedures
Corporate including business plans Lifetime of organisation plus Consider permanent
Governance (This relates to any final 6 years preservation

drafts and significant

supporting information)

Meetings and minutes
Corporate papers of major Consider permanent

. 20 years :

Governance committees and sub- preservation

committees(master
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copies)

Destroy under

Corporate Meetings and minutes . .
6 years confidential
Governance papers(Other) o
conditions
Destroy under
Corporate . . .
Incident forms 8 years confidential
Governance s
conditions
Research and .
Corporate Consider permanent
development 20 years A
Governance S preservation
(organisation)
Corporate Research Ethics 20 years from date of Consider permanent
Governance committee records decision preservation
Corporate Raper; of minor or short- 2 years after settlement of Destroy upder
lived importance not . confidential
Governance matter to which they relate s
covered elsewhere conditions
Project Files (over
Corporate £100,000) on termination - 6 Consider permanent
. : years :
Governance including abandoned or preservation
deferred projects
Corporate Project Files (less than 2 vears Eg;?;dognli?ﬂer
Governance £100,000) on termination y o
conditions
Corporate Project Team Files - Destroy under
. 3 years confidential
Governance summary retained ,
conditions
Corporate Quality Assurange Rec;ords End of year which assurance Destroy “F‘der
(e.g. Wales Audit Office, 12 years confidential
Governance . relates o,
Investors in People) conditions
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Corporate

Records documenting the
archiving, transfer to

Consider permanent

Governance public records archive or 20 years preservation
destruction of records
Corporate Reports (major) 30 years Consider permanent
Governance preservation
Corporate Patient Advice and Liaison 10 vears Review and if no
Governance Service (PALS) records y longer needed destroy
Corporate Risk registers 6 vears Review and if no
Governance g y longer needed destroy
Corporate Staff surveys: individual Review and if no
. 1 year after return
Governance returns and analysis longer needed destroy
Corporate e Review and consider
Governance Staff surveys: final report 10 years transfer to a PoD
Event & . )
: : Review and consider
Transaction Chaplaincy records 2 years
transfer to a PoD
Records
Event & : Equipment maintenance Review and consider
Transaction 11 years
logs transfer to a PoD
Records
Event & Destroy under
Transaction Library registration forms 2 years after registration confidential
Records conditions
Event & Review and if no
Transaction Patient Property Books 2 years
longer needed destroy
Records
Event & Record of custody and 7 vears after last ent Destroy under
Transaction transfer of keys y ry confidential
1G02 Final Version 5_revised 23






Records

conditions

Event & Destroy under
Transaction Diaries (office) 2 years confidential
Records conditions
. Accounts - Annual (final - Consider permanent
Finance 20 years A
one set only) preservation
. 3 years after end of financial Destroy “T‘der
Finance Accounts - Cost . confidential
year to which they relate ..
conditions
Accounts - Minor records
(pass books, paying in
slips, cheque counterfoils;
cancelled/discharged
cheques (other than
cheq.ues bearing prmted ' Destroy under
. receipts (see receipts), 2 years from completion of . .
Finance . confidential
accounts of petty cash audit o
X . conditions
expenditure, travelling
and subsistence accounts,
minor vouchers, duplicate
receipts books, income
records, laundry lists and
receipts
3 years from completion of Destroy under
Finance Accounts - Working Papers y audit P confidential
conditions
Finance Audit Records 2 years after cqmpletlon of Destroy upder
audit confidential
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conditions

Destroy under

Finance Bank Statements 2 years from completion confidential
conditions
Destroy under
Finance BACS records 6 years after year end confidential
conditions
8 years after end of financial
year in which the Trust
monies become finally spent
or the gift in kind was
accepted. Cases where the Consider permanent
Finance Benefactions (records of) Benefaction Endowment A
Trust Fund/capital/interest, preservation
remains permanent, the
records should be
permanently retained by the
organisation
Finance Budgets (including working | 2 years from cgmpletion of Ec?ri]giranli?;ﬂer
papers) audit .
conditions
2 years from completion of Destroy under
Finance Capital Charges data . confidential
audit o
conditions
6 years following the end of Destroy under
Finance Cash Books/Cash Sheets the financial year to which | The Limitation Act 1980 confidential
they relate conditions
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Destroy under

Finance Contracts - financial Approval files 15 years confidential
conditions
Contractual arrangements
\t;m;h hospltgés OLOtnﬁg 6 years following the end of Destroy under
Finance Dodies outside the . the financial year to which confidential
including papers relating _
) . they relate conditions
to financial settlements
made under the contract
3 years following the end of Destroy under
Finance Creditor Payments the financial year to which confidential
they relate conditions
. 2 years from completion of Destroy upder
Finance Debtors Records - cleared audit confidential
conditions
: Debtors Records - 6 years from completion of Destroy under
Finance . confidential
uncleared audit s
conditions
2 years following end of Destroy under
Finance Delivery Notes financial year to which they confidential
relate conditions
6 years following the end of Destroy under
Finance Demand Notes the financial year to which confidential
they relate conditions
Destroy under
Finance Donations 6 years confidential
conditions
Destroy under
Finance Enhanced Services data 3 years confidential
conditions
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Estimates: including

3 years following the end of

Destroy under

Finance supporting calculations the financial year to which confidential
and statistics they relate conditions
2 years following the end of Destroy under
Finance Excess Fares the financial year to which confidential
they relate conditions
Expense Clalms'— including 6 years following the end of Destroy under
. travel and subsistence X . . . .
Finance ; : the financial year to which confidential
claims - claims and .
e they relate conditions
authorisations
6 years following the end of Destroy under
Finance Funding Data the financial year to which confidential
they relate conditions
. . Destroy under
Finance general Medical Services 6 years after year end confidential
ayments o,
conditions
Income and expenditure 6 years following the end of Destroy under
Finance journals - ledgers, cash the financial year to which | Limitation Act 1980 confidential
books nominal rolls they relate conditions
6 years following the end of Destroy under
Finance Invoices the financial year to which | The Limitation Act 1980 confidential
they relate conditions
Mortgage Documents
Finance (acquisition, transfer and 6 years after repayment Review. See note 1
disposal)
Destroy under
Finance Nominal Rolls 6 years (max) confidential

conditions
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Non-exchequer funds

Consider permanent

Finance 30 years A
records preservation
Destroy under
Finance Payments 6 years after year end confidential
conditions
. Private Finance Initiatives | Lifetime of PFI following end Consider permanent
Finance : A
(PF1) files of agreement preservation
6 years following the end of Destroy under
Finance Receipts the financial year to which | Limitation Act 1980 confidential
they relate conditions
. Staff salary information or Destroy upder
Finance : 10 years confidential
files .
conditions
. Stores Records - major Destroy upder
Finance 6 years confidential
(e.g. stores ledgers) .
conditions
Stores Records - minor
s . X Destroy under
. (requisitions, issue notes, . .
Finance 1.5 years confidential
transfer vouchers, goods o
. conditions
received books, etc)
Superannuation
accounts/registers and Destroy under
Finance Superannuation forms 10 years confidential
SD55(ADP) and SD55J (NHS conditions
Pensions scheme - copies)
Suppl!es 'recprds - minor Destroy under
. (e.g. invitations to tender . .
Finance . L 18 months confidential
and inadmissible tenders, p
. . conditions
routine papers relating to
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catering and demands for
furniture, equipment,
stationery and other
supplies)

Destroy under

Finance Stock Control reports 18 months confidential
conditions
Destroy under
Finance Tax forms 6 years confidential
conditions
. . . Destroy under
. Financial transaction . .
Finance 6 years confidential
records ..
conditions
. Transport (staff pool car 3 years unless litigation Destroy upder
Finance . confidential
documentation) ensues o,
conditions
. Receipt for registered and 2 years foll.owmg the enq of Destroy upder
Finance ) . the financial year to which confidential
recorded delivery mail .
they relate conditions
6 years following the end of Destroy under
Finance VAT records the financial year to which confidential
they relate conditions
Legal, e
Complaints & Intel patents, trademarks, Lifetime of patent, Consider permanent
) . : or 6 years from end of :
information copyright, IP . . preservation
. licence or action
Rights
tgﬁal’laints & Destroy under
-omprain Software Licences Lifetime of software confidential
information "
i conditions
Rights
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Legal,
Complaints &

Litigation Dossiers

10 years

Consider permanent

information preservation
Rights
Legal Subject access requests
Co%‘n ’lain ts & (Data Protection Act and Destroy under
-omprain Access to Health Records 3 years after last action confidential
information s

. Act) - response and conditions
Rights .

associated correspondence

Legal, Subject access requests Destrov under
Complaints & (Data Protection Act and 6 years from closure of roy ur
) . confidential
information Access to Health Records appeal ..

. conditions
Rights Act) - appeals

10 years from completion of
Legal, .
: action, Destroy under
Complaints & . . .
) . Concerns (complaints) correspondence, confidential
information . o e
Rights investigation and outcomes - conditions
file must be kept separately

Legal, . Freedom of Information Destroy under
Complaints & : . .
) . Requests - responses and 3 years after full disclosure confidential
information . _
Ri associated correspondence conditions

ights
Legal, Destroy under
Complaints & Freedom of Information 6 years from closure of confidZntial
information Requests - appeals appeal process s

. conditions
Rights
Legal, Requests for access to

. Destroy under

Complaints & records, other than . . .
) . . . 6 years after last action confidential
information Freedom of information or o

. : conditions
Rights subject access requests
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e.g. police, coroners
requests etc

Legal, . .

. Industrial relations: .
Complaints & . . . Consider permanent
) . including tribunal case 10 years A
information preservation

. records
Rights
ti%?l’laints & Destroy under
-omprain Requisitions 18 months confidential
information ..
. conditions
Rights
Legal,
Complaints & Fraud case Destroy upder
) . oo o 6 years confidential
information files/investigations ..
. conditions
Rights
Legal,
Complaints & Fraud national proactive Destroy upder
) . . 3 years confidential
information exercises .
; conditions
Rights
Legal, Computer Programmes -
Complaints & documentation relating to ip is Destroy “F‘der
) . Lifetime of software confidential
information computer programmes ..
. ) i conditions
Rights written in-house
. Information Commissioner's CCTV
Estates CCTV Images Refer to ICO Code of Practice ) Erase Permanently
Code of Practice
. 30 years after date of Consider permanent
Estates Inventories . -
inventory preservation
Mattress decontamination Destroy ”F‘der
Estates forms 11 years confidential
conditions
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Destroy under

Estates Uniform request sheets 5 years confidential
conditions
Destroy under
Estates Driver log sheets (internal) 2 years confidential
conditions
. Destroy under
Estates Driver tachographs 12 mopths where they exist confidential
in paper format s
conditions
Estates Maps Lifetime of the organisation Consider permanent
preservation
Specifications (e Destroy under
Estates pec -8 6 years The Limitations Act 1980 confidential
equipment, services) o,
conditions
N . . . Destroy under
Estates Building apd engineering 6 years follow1.ng works confidential
works - minor completion .
conditions
Buildings and engineering Lifetime (or disposal) of Consider permanent
Estates . - :
works - major building plus 6 years preservation
Building papers relating to Destrov under
occupation of building 3 years after occupation Construction Design Management roy ur
Estates ) confidential
(not health & safety ceases Regulations 1994 o
conditions
related
Retain while the organisation
has ownership of the building
Estates Deeds of Title unless a Land Registry Consider permanent

certificate has been issued,
in which case the deeds
should be placed in an

preservation
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archive. If no Land Registry
certificate, deeds should
pass on with the sale of the
building

Drawings - plans and

Lifetime of the building to

Consider permanent

Estates buildings (architect which they relate plus 6 A
. . preservation
signed, not copies) years
Engineering works - plans Lifetime of the building to Consider permanent
Estates o . -
and building records which they relate preservation
Equipment - records of
non-fixed equipment, Destroy under
Estates including specification, Lifetime of installation confidential
test records, maintenance conditions
records and logs
Equipment monitoring,
and testing and Control of asbestos regulations Destroy “T‘der
Estates . 40 years confidential
maintenance work where 2012 conditions
ASBESTOS is a factor
Lifetime of installation- If
there is any measurable risk
Inspection Reports (e.g. .Of llab1l'1ty in respect Of. Construction (Design and Consider permanent
Estates ) . installations beyond their : A
boilers, lifts) : . Management) Regulations 2015 | preservation
operational lives, the records
should be retained
indefinitely
Inventories of furniture,
medical and surgical 30 years after date of Consider permanent
Estates . : :
equipment not held on inventory preservation
store charge and with a
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minimum life of 5 years

Inventories of plant and

5 years after date of

Consider permanent

Estates permanent or fixed . i
. inventory preservation
equipment
Estates Land surveys/registers 30 years Consider permanent
preservation
Leases - the grant of . Destroy under
Estates leases, licences and other Periad of thgalresase plus 12 Limitation Act 1980 confidential
rights over property y conditions
Maintenance contracts Destroy under
Estates . 6 years from end of contract confidential
(routine) o
conditions
Estates Manuals (operating) Lifetime of equipment Destroy
Photographs of buildings, .
. . Consider permanent
Estates service locations, events, Up to 20 years :
. preservation
and activities
Estates Plans - bu1ld]ng (as built Lifetime of building Consider permanent
and/or detailed) preservation
Estates Plans - engineering Lifetime of building Consider permanent
preservation
Estates zrop.erty acquisitions 30 years Consider permanent
ossiers preservation
Estates Property disposal dossiers 30 years Consider permanent
preservation
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30 years from creation of

Consider permanent

Estates Radioactive records Radioactive Substances Act 1993 :
waste preservation
Estates Site files Lifetime of site Consider permanent
preservation
Surveys - building and Lifetime of building or Consider permanent
Estates . . . . A
engineering works installation preservation
Sterilix Endoscopic
- . Destroy under
Disinfector Daily Water . .
Estates 11 years from date of test confidential
Cycle Test, Purge Test, ..
g ! conditions
Ninhyndrin Test
6 years after termination of N Destroy upder
Procurement Tenders (successful) The Limitation Act 1980 confidential
contract o
conditions
Tenders (unsuccessful - 6 vears after termination of Destroy under
Procurement for inadmissible see y The Limitation Act 1980 confidential
. contract o
supplies records) conditions
Contracts - non sealed 6 vears after termination of Destroy under
Procurement (property) - on y The Limitation Act 1980 confidential
o contract .
termination conditions
. Destroy under
Procurement Contracts - non .seal.ed 6 years after termination of The Limitation Act 1980 confidential
(other) on termination contract oo
conditions
. Destroy under
Procurement Contracts - sealed 6 years after termination of confidential
contract .-
conditions
Contracts - Financial 15 years after termination of Destroy “F‘der
Procurement : confidential
approval files contract o
conditions
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Procurement

Contracts - Financial
approved suppliers
documentation

11 years after termination of
contract

Destroy under
confidential
conditions

Staff Records &

Exposure monitoring

40 years or 5 years from date

Control of Substances Hazardous

Destroy under

Occupational records of last entry to Health Regulations 2002 confidential
Health (reg.10(5)) conditions
(S)taff Re;ords & Occupational Health Keep until 75th birthday or 6 Review and if no

ccupational R years after the staff member
Health eports leaves whichever is sooner longer needed destroy
Staff Records & | Occupational Health Review and if no
Occupational Report of Staff member Keep until 75th birthday longer needed destroy
Health under health surveillance

Occupational Health

Staff Records & | Report of Staff member 50 years from the date of the Review and if no
Occupational under health surveillance last entry or until 75th longer needed destroy
Health where they have been birthday, whichever is longer

subject to radiation doses

Staff Records &

Keep until 75th birthday (see

Create Staff Record
Summary then Review
and consider transfer
to a PoD. Summary
should contain
everything except

Occupational Staff Record Notes) attendance books,
Health
annual leave records,
duty rosters, clock
cards, timesheets,
study leave
applications, training
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plans., sickness

Staff Records &
Occupational
Health

Staff Record Summary

75th Birthday, Where an
individual is known to be
deceased, a summary record
is still to be retained until
the individual would have
reached the age of 75.

Review and consider

transfer to a PoD

Staff Records &

Personnel/Human
Resources records - minor
(e.g. attendance books,

Review and if no

Occupational annual leave records, time 2 years longer needed destroy
Health sheets, individual duty

rosters, appointments to

panels / committees)
Staff Records & Destroy under
Occupational Study Leave Applications 5 years confidential
Health conditions
Staff Records & Destroy under
Occupational Training plans 2 years confidential
Health conditions
Staff Records & Destroy under
Occupational Job Advertisements 1 year confidential
Health conditions
Staff Records & Destroy under
Occupational confidential
Health conditions
Staff Records & | Job Applications 3 years following termination Destroy under
Occupational (successful) of employment confidential
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Health

conditions

Staff Records &

Job Applications

Destroy under

Occupational (unsuccessful) 1 year confidential
Health conditions
Staff Records & | Job Descriptions Destroy under
Occupational (following post being 3 years confidential
Health obsolete) conditions
Staff Records & 6 vears after termination of Destroy under
Occupational Appraisal Documentation y confidential
employment ..
Health conditions
Staff Records & | Consultants (records Destroy under
Occupational relating to the 5 years confidential
Health recruitment of) conditions
Staff Re;ords & CVs for Independent 5 years following term of Destroy upder
Occupational ) confidential
Members (Successful) office s
Health conditions
Staff Re;ords & CVs for Independent Destroy upder
Occupational 2 years confidential
Members (unsuccessful) _
Health conditions
Staff Records & . Destroy under
. Declaration of Interest . .
Occupational £ 6 years confidential
orm .
Health conditions
Staff Records & Destroy under
Occupational Duty rosters 6 years confidential
Health conditions
Staff Records & Destroy under
Occupational Exit Interviews 6 years confidential
Health conditions
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Staff Records &

Employee Relation Cases

6 years from when the case
is heard and any appeal
process completed (local

Destroy under

Occupational J . . . confidential
Health e.g. Disciplinary, sickness dec151or)s can be mgde conditions
depending on severity of
case)
https://www.gmc-uk.org/-
/media/documents/gmc-records-
retention-and-disposal-policy-
vl 3 pdf-74564751.pdf
https://www.nmc.org.uk/globalass
Staff Records & ets/sitedocuments/data-
Occupational Er"rlw\cingchglacéiAgﬁ Cases See Column D protection/corporate-retention- Archive
Health ptoy and-disposal-schedule.pdf

https://www.hcpc-uk.org/about-
us/corporate-
governance/freedom-of-
information/freedom-of-
information-retention-schedule/
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1.2

1.3

2.2

2.3

2.4

Introduction and Procedure Statement

Betsi Cadwaladr University Health Board (BCUHB) is dependent on its records to
operate efficiently and account for its actions. An effective records management
system is critical in the provision of care to patients and to assist in the efficient running
of the organisation.

This document defines the procedure within BCUHB for the creation, filing,
maintenance, and retention & destruction periods for all ‘patient’ records and highlights
requirements to select records for permanent preservation beyond accepted retention
periods. This will support the confidentiality, integrity and availability of all patient
information held and/or used by the BCUHB.

The individual rights of the data subject will also be outlined within this procedure, in
particular the right to object to, restrict and rectify any processing of patient records we
hold on that individual.

Scope

This procedure applies to any member of staff who is involved in the processing
(creation, filing, maintenance, retention & destruction) of any patient record
created/held within BCUHB; for all ‘types’ of patient record e.g. Acute, Mental Health,
Therapy Services, Community and Occupational Health, etc. (see appendix A)

Staff should make themselves aware of the related policies and procedures, outlined
on the front cover, which must be adhered to at all times.

This procedure excludes GP records that are directly managed by the GP practices
and Ambulance records that are managed by Welsh Ambulance Service NHS Trust
(WAST). Where a GP practice is managed by the Health Board, then this procedure
should be invoked.

When a copy of a patient record is requested, ‘HR4 — Access to Health Records
Procedure’ must be followed to ensure compliance with the Data Protection Act 2018.

Aims and Objectives

This procedure and its associated appendices aim to ensure that all records are:

» designed, created, prepared, reviewed and accessible to meet the required needs;

= stored safely, maintained securely, are retrievable in a timely manner and disposed
of in line with BCUHB’s Retention Disposal Schedule (see HR1a);

= accurate, complete, understandable and contemporaneous in accordance with
professional standards and guidance; and

= processed in line with the Data Protection Act and any other associated legislation.
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4.2

4.3

4.4

4.5

Responsibilities

The Chief Executive has overall responsibility for records management within
BCUHB. As the accountable officer, this role is responsible for the management of the
organisation and for ensuring appropriate mechanisms are in place to support service
delivery and continuity. Records management is key to this as it will ensure
appropriate and accurate information is available as required.

The Executive Medical Director is the nominated executive lead for all patient
records across the Health Board. This role also has delegated responsibility of the
Caldicott Guardian. The Caldicott Guardian has a particular responsibility for reflecting
patients’ interests regarding the use of patient identifiable information, and is
responsible for ensuring such information is shared in an appropriate secure and
ethical manner.

The Chief Information Officer (CIO) is responsible for the overall management and
performance of all patient records within BCUHB. The Head of Digital Records has
delegated responsible from the CIO for the these functions.

The Patient Records Group has representation from all patient record custodians?
across BCUHB. This Group provides assurance up to the Information Governance
Group.

Its purpose is to oversee service quality and provision to achieve the aim that ‘all
patient records are up to date and are in the right place, at the right time, every time’
and to ensure BCUHB complies with; professional good practice, current legislation,
and national policies and guidelines in respect of patient records.

All employees have a legal duty and responsibility in the way they handle and process
patient records, and must ensure they comply with the requirements within this
Procedure.

Good Record Keeping Principles

The following principles apply to both ‘digital’ and ‘paper’ patient records, with
distinctions made where appropriate.

= A patient record is created and maintained for every patient attending health
services to provide an up to date and chronological account of the patient’s care.

» Patient demographic data for each registration should be recorded on a patient
administration system. The minimum patient demographic data should include:
surname, forename, sex, date of birth, home address, postcode, patient’s first
language and local identifier. The NHS number must also be included when
available.

» |tis expected that all Healthcare Professionals will abide by the Standards of Record
Keeping set by their own Professional Body.

1 A Custodian is the person, team or speciality responsible for the management of the specific casenote type
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= All records must be in English in accordance with the BCUHB’s working language.
These can be translated into Welsh by the Health Board’s team of translators if
requested by the patient, and a translated copy kept by the Health Board.

= Every entry in the patient record should be dated, timed (24-hour clock), legible and
signed physically or digitally by the person making the entry. The name and
designation of the person making the entry should be legibly printed against their
signature, or digitally assigned to the entry.

= Deletions and alterations to any information within the patient’s record should be
‘struck through’ with a single line on the paper - countersigned, dated and timed; or
digitally altered - with the previous entry available to view and the name and
designation of the person digitally assigned to the entry.

= Within paper records, entries are to be made in black ink.

= All individual documents within a paper record must be clearly identifiable by
ensuring an identification label is used, which should as a minimum include; local
identifier, patient name, date of birth, and NHS number..

= All printed investigations (test results) must be assessed and signed by the
appropriate clinician, with the ‘action taken’ recorded on either the printed
investigation, or the continuation sheet; prior to being filed within the patient record.

All digitally viewed investigations (where a printed copy of the investigation does not
follow), must be assessed with the ‘action taken’ recorded on the digital system
against that result; prior to being digitally signed by the appropriate clinician. Where
it is not possible to digitally sign the investigation for any reason, then the ‘action
taken’ must be recorded on the Continuation Sheet and filed in the patient record.

= Advanced decisions to refuse treatment, consent, and cardiopulmonary
resuscitation (DNR) must be clearly recorded in the patient's record. In
circumstances where the patient is not the decision maker, that person should be
identified e.g. Lasting Power of Attorney or next of kin.

- Paper DNR forms must be placed in the very front of the folder, on top of the
‘Alert Divider. Once a DNR decision is cancelled, a line must be striked
through the document stating ‘CANCELLED’, with the date, time, name and
designation of the person making the change; and filed behind the alert divider.

If ‘Alert Information’ is contained within the paper folder and noted on the alert
divider, a ‘STOP ALERT, LOOK INSIDE’ label must be placed on the front
cover to bring any alerts to the attention of clinical staff.

- Ifadigital DNR form is created within a system, there should be an alert clearly
and persistently displayed on the patient’s digital record. Once a decision is
cancelled, then the alert should desist and the document should be clearly
marked stating ‘CANCELLED’, with an audit trail to provide the date and time,
with the name and designation of the person digitally assigned to the entry.

All ‘Alert Information’ available within the digital record should be clearly and
persistently displayed.

= Documentation filed within the paper patient record should reflect the continuum of
patient care and should be viewable in chronological order, behind the relevant
divider within the patient records.
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6.1

Data recorded or communicated on admission, handover and discharge should be
recorded using a standardised proforma in accordance with professional standards
and guidance.

Entries to the patient record should be made as soon as possible after the event to
be documented (for example change in clinical state, ward round, investigation) and
before the relevant staff member goes off duty. If there is a delay, the time of the
event and the delay should be recorded.

Every entry in a patient record should identify the most senior healthcare
professional present (who is responsible for decision making) at the time the entry
IS made.

On each occasion a transfer of care occurs, the consultant responsible for the
patient’s care will change the name of the responsible consultant and the date and
time of the agreed transfer of care.

An entry should be made in the patient record whenever a patient is seen by a
doctor. When there is no entry in the hospital record for more than four (4) days for
acute medical care or seven (7) days for long-stay continuing care, the next entry
should explain why.

The discharge record/discharge summary should be commenced at the time a
patient is admitted to hospital

Standards of Record Keeping for Patient Information in ‘Paper’
Records

Patient Records must be a clear, accurate and contemporaneous record of the relevant

clinical findings including; the decisions made, planned care, the information given to
the patient, and any drugs or other treatment prescribed. The consequences of poor
record keeping could result in harm and distress to the patient and or their relatives,
and litigation or fines imposed on the Health Board.

It is the responsibility of all staff to ensure that:

the condition of the paper patient records and their content are maintained,;
clinical information is filed accurately within the paper file under the correct divider;

all information, including any “loose” filing, is secured within the correct patients
casenote; and

casenotes are tracked to the correct location within the most appropriate tracking
system; for the majority of services this is namely the iFIT? system.

6.2 Temporary Paper Patient Records

Where original patient records cannot be located, a temporary casenote type can be
created. This must only be done once all appropriate searches have been carried out. Itis
the responsibility of each patient record custodian to comply with HR1c Guidance on the
management of Missing Casenotes prior to the creation of a temporary patient record.

2iFIT is the system used by BCUHB to create, track and manage patient records. If you require access or
training, please contact your local Health Records Service.
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6.3 Creation of Paper Patient Records

All records created, designed or prepared must be ‘it for purpose’.

Where there is more than one record type per patient, a tracking system should be
in place to ensure that the existence of all other patient records is known and visible;
for the majority of services this is namely the iFIT system.

The paper patient record has a standard casenote folder constructed of robust
material, which should withstand appropriate handling and transportation; and has
secure anchorage points to protect against loss or damage to documentation.

There is a locally agreed format for the filing of the information in the paper patient
record, which facilitates ease of access to all clinical information.

There may be circumstances where patient documentation is required to be created,
updated and held separately from the main patient record. Examples of this are
where:

- the patient is admitted to a Ward or Intensive Care Unit and their original
patient records cannot be immediately sourced; or

- the patient record is held away from the patient for reasons pertaining to
infection control, or security of the information.

In these circumstances, this information must be filed within the original set of
patient records prior to the patient being transferred/discharged. This is to ensure
that the integrity of the patient record is maintained and complies with our
requirements under the Data Protection Act.

6.4 Paper Patient Record Tracking

The responsibility for tracking the journey of a set of paper patient records lies with each
and every member of BCUHB staff who handles them. If unsure, please contact your local
Health Records Library who will assist with this matter.

Once the decision has been made to create a patient record it must be captured in
the iFIT tracking system to ensure they can be located on request.

The success of iFIT depends on the people using it and therefore, all staff must be
aware of its importance, and be provided with regular and appropriate training.
Audits are regulary undertaken to to highlight any issues that arise as a result of
non-compliance.

Before moving paper patient records, iFIT must be updated with the new location.
Under no circumstance should paper patient records be moved from, or within a
location without being tracked.

If your patient record type is not currently tracked via iFIT, you must ensure you
have an alternative tracking method in place. Further advice regarding this can be
sought from your local Health Records Library.

6.5 Transporting Paper Patient Records within BCUHB

Once the patient records have been tracked, you must prepare them for transport.
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Patient records must be placed in a robust sealed envelope, or secure bag when
being transported between locations; or left at relevant secure collection point for
delivery.

Patient records transported in trolleys/cages must be covered securely to be
compliant with both health & safety and patient confidentiality.

Only authorised personnel should transport patient records, please refer to the
Procedure for the safe transport and storage of personal data.

6.6 Provison of Paper Copies of Patient Records to non-BCU Health Care Providers
for the Continuation of Care

It is important to follow a consistent and efficient approach when processing requests for
copies of patient records from other non-BCU hospitals to ensure that the patient receives
the best ongoing treatment.

Original patient records MUST NOT be sent to a non-BCU Health Care Providers, unless a
‘Case of Exceptionality’ has been signed by the Caldicott Guardian granting permission. If
you would like advice on this please contact your local Health Records Library in the 1t
instance.

6.6.1 Fulfilling Requests for Copies of a Patient Record for Continued Care

Requests for copies of a patient’s record for continued treatment should be made in
writing (including email) with the organisation’s logo, or on headed paper.

All requests must contain sufficient patient information to enable identification of
the correct patient record(s); and where possible, limit the request to a period or
episode of care.

The information requested from the patient record should be photocopied or
scanned, but should always include any information on the alert divider and copies
of DNR.

To support ongoing inpatient treatment, a copy of the patient record should be
securely posted or emailed to the requester on the same day as receipt of the
request. Where possible, the copy can travel with the patient on hospital transport
and handed over to the receiving clinical team with the patient.

In the case of an emergency transfer out of hours, every endeavor should be made
to provide a copy of the key elements of the patient record to ensure continuity of
care is maintained and prevent harm. Further advice regarding this can be sought
from the local Health Records Site Manager, who can advise how this should be
managed out of hours.

6.6.2 Securing the Information for Transfer

If sending via post, copies must be sent by Recorded Delivery and annotated
‘Private and Confidential’ - ‘Addressee only’, and packaged securely in a double
envelope. The Recorded Delivery reference number should be recorded on the
original request and a record kept

Scanned copies on a disc must be encrypted to protect patient confidentiality prior
to being sent to the requestor.
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7.2

8.2

8.3

= Scanned copies transferred electronically must be encrypted in line with the BCUHB
IM&T Security Policy and supporting IM&T Security and Email Procedures, and the
Confidentiality Code of Conduct.

Taking Patient Information Home

Under no circumstances should original patient records (casenotes) be taken
home. This would be classed as a breach of HR1 — Management of Patient Records
Procedure.

Patient records can only be taken to non-BCU locations e.g. your home, if you have
completed a case of exceptionality, which is then signed off by the Caldicott Guardian.
If you require any further guidance on this matter, please contact
wendy.hardman@wales.nhs.uk in the first instance.

If you are required to transfer personal documentation or sensitive information (e.g. for
use in community nursing), either between or away from a Health Board site as part of
your role; please ensure you have read the Procedure for the safe transport and
storage of personal data. If transporting personal documentation, portable devices
(laptops, USB'’s etc.) it is your responsibility to ensure that:

» transportation containers e.g. trolley, briefcase, laptop bag etc. are securely locked;
» portable media e.g. CD, DVD, USB are encrypted; and

= all containers and portable media should be kept with the staff member at all times,
especially when travelling on public transport i.e. they should never be left in cars
for long periods of time, especially overnight. For short periods of time they may be
left in a locked vehicle, preferably in a locked boot, as long as they are placed out
of sight.

The safe management of personal documentation and data whilst in your possession
is your responsibility.

Filing of Safeguarding Information

The documentation of safeguarding information in a patient’s record is as important as
any other significant medical / nursing issue, and needs to be immediately obvious in
a patient’s record to all healthcare professionals who may access for the purposes of
direct patient care.

By documenting this information in the same way we do other medical conditions, we
highlight patients who are, or may be vulnerable and at risk of harm; which enables us
to offer the appropriate support and intervention. The NHS has a statutory and legal
obligation to fully engage to protect and report concerns and allegations to safeguard
individuals accessing services.

In a digital record, care must be taken to ensure that:

» there is the ability to file safeguarding information in a ‘known’ area of the digital
patient record,;
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= there is a clear audit trail of who has accessed the information and when;

» safeguarding information, or obvious alerts are held separate from patient facing
screens to maintain confidentiality; and

» safeguarding information is able to be withheld or easily withdrawn from printed
versions of the patient record, for example, if this information is requested as part of
a data protection subject access request and would fall under the harm and distress
exemption. Please refer to HR4 — Access to Health Records Procedure for further
information regarding this.

8.4 ltis the responsibility of all staff to ensure that paper safeguarding related information
is always filed appropriately behind the ‘purple safeguarding divider’ within the patient’s
record. This includes information related to Adult at Risk, Children at Risk, Domestic
Abuse (VAWDASV) and the wider Harm agenda. Documentation can include (not
exhaustive):
= Concerns raised by a family member or friend, and other
» Child at Risk Reports/referrals
» Adult at Risk Reports/referrals
= Strategy Meeting/conference reports and minutes
= Domestic Abuse (VAWDASYV), assessment documentation and referral
» Referrals and supporting documentation regarding the wider Harm agenda
» Risk Assessments and Protection Plans
» Supporting documentation
The purple safeguarding divider should come standard in all casenote folders; however
if you require one, please contact your local Health Records Department. Failure to
file safeguarding information behind the purple divider may result in harm to those we
are striving to protect.

9. Commingling

9.1 Due diligence should be taken when filing patient documentation into either a paper or
digital patient record to ensure that it matches to that patient. If patient documentation
is filed incorrectly, this can cause a breach of confidentiality and potential harm and
distress to the patient affected.

9.2 If you identify commingled information within a patient’s record this information should
be removed and sent to the appropriate patient record Custodian to ensure that it is
re-filed in the correct patient record.

10. Storage & Security
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11.
111

Records MUST be stored safely and securely.

All paper records must be stored in areas which are secure, have adequate fire
protection and are not in significant danger of water damage.

All patient records should be stored and retained in compliance with Data Protection
Act 2018 https://www.gov.uk/government/publications/guide-tothe-general-data-
protection-requlation

Digital patient record systems as a minimum should ensure they:

- adhere to the UK Government Minimum Cyber Security Standard -
https://www.gov.uk/government/publications/the-minimum-cyber-security-
standard;

- provide regulatory compliance with GDPR and Data Protection Act data
privacy regulations;

- are aligned with 1SO 27001 Information Security, ISO 22301 Business
Continuity and Cyber Essentials Scheme (where applicable); and

- comply with the NHS Data Security and Protection Toolkit (DS&PT).

Prior to the procurement or use of new digital systems to manage patient information,
this procedure should be read in conjunction with the IG policies and procedures
stated at the start of this document to inform the specification requirements.

Retention & Destruction of Patient Records
Paper Patient Records

It is a fundamental requirement that all of the Health Board’s paper patient records
are maintained for a minimum period of time for clinical, legal, operational, research
and safety reasons, unless there is a legal requirement for permanent preservation.
The Health Board has adopted the minimum retention periods for paper records as
set out in the Records Management Code of Practice for Health and Social Care,
2016 - Retention Schedule (HR1a). This schedule will be reviewed according to
legislative or Welsh Government changes.

However, at the time of reviewing this HR1 procedure; in response to the National
Infected Blood Inquiry, there is a complete embargo on the destruction of patient
records to mitigate the risk that information pertaining to the inquiry is accidently
destroyed. During this embargo, for records that have exceeded their retention
period, BCUHB has developed arrangements for those records that should be
destroyed to be logged (with custodians signing up to standard operating proceudres
to ensure good practice and enable auditing) and sent to off-site storage. Once the
embargo has been lifted, these records can then be safely destroyed in line with the
retention and desctruction schedule.

This imposed embargo is expected to last beyond the date of review for this HR1
procedure; but if lifted before, or at the time of that review in 2022, this document will
be appropriately updated.

For the purpose of completeness; when the retention and destruction schedule is
applied, the following should be known to the responsible custodian and applied:

the recommended minimum retention periods should be calculated from the end of
the calendar or accounting year following the last entry on the document;
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= the destruction of patient records is an irreversible act and it is therefore vital that no
records should be destroyed without the appropriate authority from the relevant
health professional body (where appropriate) and the Patient Records Group, with
actions clearly minuted;

= patient records custodian must ensure that they update the asset register to record,;
what patient records they hold, where, when reviewed, when authorised for
destruction and by whom, and when destroyed; and

= when a patient record is moved to a different storage space or destroyed; the handler
must ensure the correct tracking location is selected wihin their tracking system; for
the majority of services this is namely the iFIT system.

11.2 Digital Patient Records

Health Boards in Wales are awaiting formal guidance on the appropriate approach to
retention of digital records. The Records Management Code of Practice for Health
and Social Care, 2016 advises the following:

“Digital information presents a unique set of issues which must be considered and
overcome to ensure that records remain authentic and reliable, retaining their integrity
and usability. Digital continuity refers to the process of maintaining digital information
in such a way that the information will continue to be available, as needed, despite
advances in digital technology. Digital preservation ensures that digital information of
continuing value remains accessible and usable.

The amount of work required to maintain digital information as an authentic record
must not be underestimated. For example the information recorded on an electronic
health record system may need to be accessible in 100 years (including an audit trail
to show lawful access and maintain authenticity) to support continuity of care. As there
are no digital records in existence today that are of such an age, it is difficult to even
plan continued access in an authentic form over such a timeframe. For example:

= Just as paper records can deteriorate so can electronic media as the magnetic binary
code can demagnetise in a process called ‘bit rot’ leading to unreadable or altered
information

= Software upgrades can leave other applications unusable as they may no longer run
on updated operating systems

= Media used for storage may become obsolete and the technology required to read
them may not be commercially available

= File formats become obsolete over time as more efficient ones are developed

To leave digital information unmanaged in the hope a file can be used in the future is
not recommended.

To preserve a digital record over even a short period of time can be challenging but
can be made easier through the application of techniques of digital preservation.

There are several strategies that can be adopted to ensure that digital information
can be kept in an accessible form over time. Among the most common strategies
adopted are:

e Emulation (using software to simulate the original application)
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11.3

e Preservation of host system
e Conversion to a standard file format (or a limited number of formats)
e Migration to new system (retaining existing formats)

BCUHB patient record ‘system owners’ must ensure that as a minimum standard:

the system in which they are storing patient records is on the BCUHB Asset Register;
detailing the type and category of data being held, and what triggers exist to ensure
this data is appropriately archived;

there is a documented exit strategy for ensuring access to the records beyond the life
of the system, and;

any new procurements must ensure there is the ability to migrate data from legacy
systems to enable continuation of care.

11.4 Microfilm, Microfiche or Original Magnetic Data Files

Where the records are held only on microfilm, microfiche or original magnetic data files,
the Department of Health recommends that they should be retained, using the same
criteria governing the retention of more conventional records, but taking extra care to
prevent corruption or deterioration of the data. Re-recording/migration of the data may
also need to be considered as equipment and software becomes obsolete.

12. Rectification

The General Data Protection Regulation (GDPR) 2016 and Data Protection Act 2018 give
individuals the right to have their personal data rectified if it is inaccurate or
incomplete. However it has been confirmed by the Information Commissioners Office (ICO),
rectification does not extend to clinical opinions.

Upon receipt of a request for rectification the Health Board has one month to respond
and must take reasonable steps to satisfy that the data is accurate and to rectify the
data if necessary, taking into account the arguments and evidence provided by the
data subject.

The investigator of the concern must check the Health Board’s Datix system to ensure
that there is no recent SAR in relation to the patient which is currently in progress or
been actioned in the last 12 months, that may correspond to the patient’s rectification
request for reference during the investigation process.

In the event that a factual correction is necessary, such as a misspelt name or
incorrect date of birth, it must be obvious who made the amendment and when.

If a patient objects to content because they find it upsetting or disagree with the
healthcare professional’s clinical opinion, it is best practice to make an additional note
recording that the patient disagrees with the opinion.

If satisfied that the personal data is accurate, the individual must be informed that the
Health Board will not be amending the data and explain the decision, and inform them
of their right to make a complaint to the Information Commissioners Office.
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= The Health Board can refuse to comply with any requests for rectification if the
request is considered manifestly unfounded or excessive. However the justification
must be recorded and evidenced and the individual informed of the decision and their
right to make a complaint to the Information Commissioners Office.

= In the event that personal data is found to be inaccurate, all third parties who have
received the inaccurate data must be informed in writing, to ensure that their records
are updated accordingly.

= If you receive a request for rectification from an individual, please direct to the Access
to Health Records Service who will facilitate on behalf of the Health Board.

13. Management of adoption and gender reassignment patient records
13.1 Adoption

Current adoption legislation requires that all adopted patients are given a new NHS
number (this is actioned by the General Practitioner), and that all previous medical
information relating to the patient is put into a newly created patient record. Any
information relating to the identity or whereabouts of the birth parents should not be
included in the new record.

Whilst changing or omitting information from patient records would usually be contrary
to ethical and professional guidance, this is not the case for the records of adopted
patient and there is a legal requirement that it takes place.

When a child has been adopted the Looked After Children (LAC) Team will inform the
Health Records Service that the adoption has taken place. The Health Records
Service will register the patient on the source system with their new NHS number and
new demographics and create the new patient record.

The Health Records Service will inform patient record custodians who are identified in
the tracking system as holding a record related to the adopted patient. They will then
be responsible for implementing the requirements above.

13.2 Gender reassignment

It is important to be aware of the steps that need to be taken when a patient changes
gender. Following the process below will enable continued patient care and ensure
there is no impact of their rights.

Please note: Patients may request to change gender on their patient record at
any time and do not need to have undergone any form of gender reassignment
treatment in order to do so.

When a patient changes gender their General Practitioner will register them with a
new NHS Number. When a patient informs the Health Board that they wish to change
gender the Health Records Service obtain the new NHS number from the Welsh
Demographic Service and will register them as a new patient on the source system.
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All previous medical information relating to the patient’s needs should be transferred
into a newly created patient record.

The GP will have informed the patient that this will involve a new NHS number being
issued for the them, which is not reversible. If there is a decision to revert back to their
original gender, they would receive a third NHS number.

14. Audit of Patient Records

14.1 The Health Records Service will regularly audit records management systems and
implement improvements ensuring all records are fit for purpose. As a minimum,
patient record custodians will be required to participate in the annual Information
Governance Toolkit submission; however, each department will need to prioritise the
frequency and quantity of activity in response to their baseline findings. More frequent
activity will be required where recommendations to improve practice have been
identified and to measure the success of the agreed action plan.

To ensure this the Health Records Service has developed a standardised audit pro-
forma which focuses upon the IG Toolkit recommendations and also recommendations
from the ICO and Ockenden/HASCAS reports.

14.2 The Clinical Audit Department will also carry out random patient record audits as part
of their annual corporate audits to assess good record keeping requirements in
conjunction with the Health Records Service. All patient records types that are created
should be recorded on the Information Asset Register to ensure compliance with the
IG02 Records Management Procedure.

15. Training

15.1 All staff who handle and process personal data are mandated to undertake
Information Governance training. This training must be reviewed every two years.

15.2 The Health Records Service are responsible for developing and delivering the ‘Good
Records Management’ training programme, which all staff should attend to ensure they
adhere to records management standards.

15.3 To ensure compliance, all staff will be made aware of this procedure and its associated
control documents through methods such as; induction courses, Information
Governance training, Good Record Keeping and adhoc tailored Good Record
Management training sessions (provided on request to meet the service needs). GRK
training sessions are approximately 20 minutes in total and dates are available on the
intranet site.

15.4 All staff who are responsible for the tracking of a patient record should receive training
on their tracking system prior to being given access.

16. Further Guidance

This procedure and the schedule appended are intended to give guidance on how long
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records should be kept for business purposes and on the identification of records of
permanent value. The retention periods noted are minimum retention periods only, and if
clarification or further assistance is required a member of the Health Records team or
Information Governance department should be contacted.

17. Reference to Legislation and Guidance

Access To Health Records Act 1990
All Wales Child Protection Procedures 2002 (amended 2008)

BCUHB Access To Health Records Procedures & Supplementary
Guidance (1G02)

BCUHB Procedure for compliance with the Freedom of Information Act
2000 & the Environmental Information Regulations 2004 (IG03)

BCUHB Records Management Policy (IG01)

BCUHB’s Welsh Language Scheme and Welsh Language Act 1993
Caldicott 2 Principles - 2013

Data Protection Act 2018

Department of Health - NHS Records Management Code of Practice (NHS
England Policy)

Department of Health Good Practice Guidelines for GP Electronic Patient
Records (NHS England)

For the Record — Managing Records in NHS Trust & Health Authorities
WHC (2000) 71

Freedom of Information Act 2000

Guidance for Doctors on Record Keeping(GMC Management for Doctors,
Keeping Records)

Health & Safety At Work Act
HICIW — HIW Standards
Human Rights Act 1998

Mental Capacity Act 2005
Mental Health Code of Practice

Preservation, Retention & Destruction of GP General Medical Services
Records Relating to Patients WHC (1999)7

Protecting patient identifiable Information: Caldicott Guardians in the NHS
WHC (99) 92

Public Records Act 1958 (amended 1967)

The National Archives: Access to NHS Records Transferred to Places of
Deposit under the Public Records Act
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Appendix A — Patient Records Custodians

There are a number of Patient Records Custodians who are responsible for the records management
of patient records within their Service Area. These include:

Acute Records (inc. Renal, Max-Fax, Orthopaedics, Orthodontics, ENT, Audiology, Cardiology,
Acute Medicine, COTE, Rheumatology, Dermatology, General Surgery, Haematology,
Gynaecology, Neurology, Urology, Stroke, ITU, Paediatrics, Ophthalmology

Area Community Services (inc. Community Hospitals and District Nurses)

Cancer/Oncology

Community Child Services (inc. CAHMS)

Emergency Department

Genetics

Maternity Services

Mental Health (inc. substance misuse)

Occupational Health

Primary Prisoner Clinical Record

Radiology

Sexual Health

Therapy Services (inc. Posture & Mobility, SALT, Occ. Therapy, Physiotherapy, Dietetics,
Podiatry)

Pathology

Pharmacy
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1. Introduction

11

1.2

1.3

1.4

The Data Protection Act (DPA) 2018 and the General Data Protection
Regulation (GDPR) are the main pieces of legislation governing the protection
of personal data in the UK. Under the legislation any living individual (or their
nominated representative i.e. a solicitor or Assembly Member) has the right to
contact an organisation and ask to ‘view’ and / or request a copy of any
personal information that the organisation is holding about them. This is
known as a Subject Access Request (SAR).

This procedure details the standard process that should be followed within
Betsi Cadwaladr University Health Board (BCUHB) to ensure a consistent
approach when dealing with requests for personal information. It supports
BCUHB'’s ‘Access to Information Policy’ and should be read in conjunction
with that policy. It should be noted that this procedure is specifically for
requests for personal information not contained within the health record.

This procedure also details processes to be followed when dealing with
requests for information from third parties e.g. Police, solicitors etc.

The legislation covers all forms and formats of personal information i.e.
written, computerised, images, audio / video recordings etc., however if
access is required to a health record, a request should be made separately
under BCUHB’s ‘Access to Health Records Procedure (HR4)'.

Procedure Statement

GDPR was introduced on 25" May 2018 alongside the DPA 2018, in order to
enhance the rights of an individual concerning access to, and copies of, their
personal data.

This procedure outlines BCUHB’s assurance in respect of managing
responses to subject access requests received from the public and third
parties across paper and digital, local and national platforms, in accordance
with legislation.

Aims/Purpose
In accordance with legislation, the procedure will assist BCUHB with:

e processing all Subject Access Requests (SARs) within the legislative
timeframe;

e releasing appropriate information in accordance with the legislation;

e providing advice and assistance where appropriate;

e dealing with complaints about any aspect of BCUHB’s compliance with the
legislation promptly and impatrtially;

e respecting the interests of third parties who may be affected by any
potential disclosure of information.





4, Objectives
This procedure has been developed with the aim of:

e providing guidance for BCUHB staff;

e ensuring continued and improved compliance with legislation;

e supporting and embedding a culture of compliance towards good record
keeping standards for all staff who create and handle personal data;

e providing assurance against legislative compliance standards through
robust Key Performance Indicators (KPI) and performance management

5. Scope

This procedure applies to all staff employed by or contracted to BCUHB, and
includes experts who BCUHB might call upon in consultation.

6. Roles and Responsibilities
6.1 Chief Executive

The Chief Executive has overall responsibility for Data Protection and
Confidentiality within BCUHB. As accountable officer, they are responsible for
the management of the organisation and for ensuring appropriate mechanisms
are in place to support the handling of subject access requests.

6.2 Senior Information Risk Officer

The Director of Finance is also the identified Senior Information Risk Owner
(SIRO), and will take ownership of information risk. The SIRO is a key factor in
successfully raising the profile of information risks and embedding information
risk management into the Health Board’s culture.

6.3 Caldicott Guardian

The Caldicott Guardian has specific responsibilities regarding confidentiality
and consent, in relation to personal data.

6.4 Data Protection Officer

The Data Protection Officer has delegated responsibilities from the Chief
Executive, specifically with regards to compliance with Data Protection
legislation and the rights of data subjects.

6.5 All Staff

All staff, whether clinical or administrative, including temporary and agency,
have a responsibility to adhere to information governance policies, procedures
and standards. Breaches of this document must be reported via the Datix





7.1

7.2

7.3

7.4

7.5

incident reporting system, and processed in accordance with WP9 Disciplinary
Policy where appropriate. This also applies to contractors, students, volunteers
and anyone else providing a service on behalf of the Health Board, as well as
Health Board employees working from a non-Health Board site.

Making a Subject Access Request (SAR)

Under Data Protection legislation, individuals have the right to access any
information an organisation holds about them whether in an electronic or
manual format

Individuals also have the right to:

e know whether their personal information is being processed (which
includes being held or stored);

e Dbe given a description of the data held, the purposes for which it is
processed, and to whom the data may be disclosed. This includes being
told who, within the organisation, has accessed their records;

e be given a copy of the information held;

e be given information as to the source of the data

Applicants who make contact either in person or by telephone can be
provided with a Subject Access Request Form for completion, in order to
assist with the processing of the request and to enable a timely and full
response. The completed form must be forwarded immediately to the
Information Governance team.

Requests may also be received by letter or e-mail and must be directed
immediately to a member of the Information Governance team.

If an applicant objects to completing the form, then a request can be accepted
verbally at the point of contact. However, the staff member receiving the
request should transcribe, gather as much information as possible, and
forward to the Information Governance team.

Requests from staff members

If a request is received from a member of staff who wishes to access their
personal file, in the first instance they should be offered the opportunity to
view their personal file on an informal basis. This should be arranged by their
line manager and must take place in a quiet area with both parties present.

Should copies of information contained within their personal file be requested,
then copies should be supplied as soon as is practically possible. However, if
they request a full copy of their file then the SAR process should be followed
and the line manager must provide a full photocopy of the original file to the
Information Governance Manager (IGM). The original personal file must not
be sent to Information Governance.
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7.6

7.7

7.8

When a request for a personal file is made, the line manager is responsible for
providing a full photocopy of the original file to the Information Governance
(IG) Manager. The original personal file is not to be sent to the Information
Governance offices.

Requests from representatives

Individuals with capacity have a right of access to their own personal data.
However, an individual can also authorise a third party such as a nominated
formal representative, family member or solicitor to do so on their behalf.

The personal representative, usually the Executor or Administrator of the
estate, is the only person who has an unqualified right of access to the
personal data of the individual concerned. If there is more than one personal
representative, consent from all must be provided. Written proof of the
relationship will be required i.e. copy of the will / proof of probate.

A person other than the personal representative, who has personally or
financially been affected by the terms of the will, may put forward a request in
order to make a claim against the estate. This would only apply to a spouse,
child, or beneficiary who had been named in the descendants previous will.
Written proof of this would have to be provided.

Unless there is a consent form signed during the person’s life time, which
gives instruction on what to release, statutory obligations only grant that the
minimum and relevant information should be released.

Requests for children’s records

Those with parental responsibility may have a statutory right to apply for
access to their child’s personal data, unless the child is capable of consenting,
or there is a safeguarding concern. Prior to disclosure, a professional should
give careful consideration to the duty of confidentiality owed to the child. Also
whether there are any safeguarding concerns i.e. there is a child protection
order or the child has been fostered or adopted.

Children between the ages of 13 and 16 who have the capacity and
understanding to make decisions about themselves are also entitled to decide
whether their personal information may be disclosed. However, good practice
dictates that the child should be encouraged to involve their parents or other
legal guardians in such decisions.

Consideration must be given by professionals as to whether they consider the
child to have sufficient maturity and understanding to object to the disclosure
of their personal data.

Requests for deceased information

Data Protection / GDPR only applies to information which relates to living
individuals. Information relating to a deceased person does not constitute





8.1

8.2

8.3

8.4

8.5

8.6

9.1

personal data under the legislation and is therefore not subject to Subject
Access Rights.

Any requests for deceased health information can be obtained from the
Access to Health Records department, further information can be found in
HR4 — Access to Health Records Procedure.

Any requests for deceased non-health information should be processed under
FOI, however exemptions to disclosure may apply.

Proving right of access

The applicant will be expected to supply a form of identification, and proof of
address as part of their request. These should include at least one copy of
either a passport, birth certificate or driving licence, together with either a copy
of a utility bill confirming the applicant’s current address, or a driving licence (if
not already used as proof of identity).

Requests submitted by a nominated representative (e.g. family member,
Solicitor, Assembly Member) acting on behalf of an individual should obtain
the individual’s consent in writing, and include a copy of this with their request.
The consent form must have been signed by the individual within 6 months of
the date of request.

Under Data Protection legislation there is no requirement for an individual to
provide a reason for requesting access to their personal data, or what part of
the record is required. However, it is considered good practice to contact the
applicant to gain clarification of what information is required before processing
the request, if it is not clear what is required. This may decrease the time it
takes to respond to the applicant and avoid unnecessary delays.

If a request is submitted in relation to receiving all emails held about them
personally, then clarification should be sought on which BCUHB staff
members are involved, and a timeframe for the searches. Email searches are
conducted by Informatics staff, however they are unable to search all BCUHB
Outlook mailboxes at once, due to the volume of mailboxes.

BCUHB is legally obliged to comply with all SARs within 28 calendar days of
receipt of request, however the clock stops until proof of identity is verified.

A copy of the information requested must be provided free of charge.
However, when a request is manifestly unfounded or excessive, particularly if
it is repetitive, a ‘reasonable fee’ can be charged. Please refer to Section 9
below.

Processing complex, manifestly unfounded and/or excessive requests

If in receipt of a SAR which is complex or requires the processing of a large
amount of information, the timescale for responding can be extended for up to





two months. The applicant must be notified within one month of receiving the
request to explain why the extension is necessary.

9.2  There will normally be no charges for SARs, however, a reasonable fee for
administrative costs may be charged if a request is manifestly unfounded or
excessive, for example if it is continually repeated and the information has not
changed. In this case, the applicant should be notified promptly and BCUHB
does not need to comply with the request until the fee has been received.

9.3 Areasonable fee can be charged to comply with requests for further copies of
the same information. However, this does not mean a charge can be applied
to subsequent SARs.

10. Procedure for processing SARs

10.1 Stage one — receipt of request

10.1.1 SARs may be received at any BCUHB site. If received in writing, the request
should be forwarded immediately to the Information Governance team, as the
deadline is calculated from the date of receipt into the organisation, not the
date received by the Information Governance team. The most efficient way of
doing this is to scan and email the request to BCU.DPO@wales.nhs.uk.

10.1.2 On receipt of a SAR the IGA will log the request onto the Datix system, giving
each request a unique identifier reference using the following format:
<Ascending number>/<year>/SAR i.e. 001/19/SAR

10.1.3 If the applicant has not supplied sufficient information for the request to be
processed the IGA will send a standard letter / email with an accompanying
SAR form to the applicant, requesting proof of identity. The ‘Subject Access
and Data Protection legislation’ information leaflet should also be sent to
assist the individual with their application. The 28 calendar day deadline starts
from receipt of the form and proof of identity.

10.2 Stage two — processing the request

10.2.1 On receipt of proof of identify the IGA will verify to ensure that the applicant is
authorised to access the information.

10.2.2.Providing there is sufficient information to process the request, the IGA will
send the applicant a letter / email of acknowledgement.

10.2.3 If the request is from a nominated representative of the individual, a letter of
consent must be included with the request or the SAR form must be
completed and appropriately signed.

10.2.4 If there are any doubts as to the legitimacy of consent e.g. date on consent
form not within 6 months of date request received, or the amount of
information requested, the applicant must be contacted for further clarification.

10.3 Stage three - Collating information
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10.3.1 A request for the information required should be sent to the relevant
department / manager, and a copy of this request stored as an attachment on
Datix. If an individual has requested all information held on them within the
organisation, a search of all relevant databases, electronic systems, filing
systems (including archived systems) should be initiated.

10.3.2 Due to the complexity and size of BCUHB, some requests may be considered
complex in nature. Should this be the case the following steps can be put in
place to assist with the retrieval of information to ensure compliance with the
timescale:

e The IGM / Senior IG Officer (SIGO) will establish who is involved with the
information request (for example W&OD or Medical Workforce, which
Clinical or Corporate Division), and contact them to establish where the
information may be held.

e The IGM must highlight to the Head of Information Governance (HolG)
immediately where there is concern that the retrieval of information may
become complex in nature.

e If noresponse is received from identified leads within 5 working days, then
the IGM must highlight this to HolG.

e The HolG will email all identified leads and notify the appropriate
Executives / Directors / Assistant Directors (clinical and non-clinical) on the
complexity of the case and the need to convene a multi-disciplinary team
(MDT) meeting.

e The IGM/ SIGO will arrange an MDT with all identified leads (appropriate
representation from Departments, W&OD, Head of IG) within 3 working
days to discuss concerns and issues raised with the retrieval of the
information.

e The MDT will action the retrieval and copying of the information by
appropriate leads (who may or may not be present at the meeting) and
timescales must set.

e The copied information must be forwarded to the IGM within the next 8
working days.

10.4 Stage three — reviewinq the information

10.4.1 All information that has been collated must be carefully reviewed by the IGM /
SIGO.

10.4.2 If any ‘third party’ individual is named or has provided information about the
applicant, the following must be considered for redaction. Redaction simply
means removing information prior to release, and should ideally be
undertaken electronically using approved software, which is currently Nitro





Pro. Any other methods of redaction used must be carefully checked prior to
release to ensure that the information cannot be seen or made visible under
any circumstances:

¢ Is it possible to comply with the request without revealing information which
relates to and identifies any third party individuals? If so, the third party
information must either be removed prior to disclosure, or alternatively
consent of the individuals must be obtained.

¢ Following discussion with the relevant departmental manager, prior to
disclosure, careful consideration must be given to ensure that the applicant
would not suffer any harm or distress on receipt of the information.

e If a third party individual does not consent to disclosure, and the IG team
are not satisfied that it would be reasonable to disclose the information, it
should be withheld.

e However, as much of the information requested should be given without
disclosing the identity of the third party where possible unless it is
reasonable, given all of the circumstances, to disclose without consent, as
ultimately the final decision to disclose lies with BCUHB.

10.4.3 If the third party information has previously been provided to, or is already
known by the applicant, or it is generally available, it would be considered
reasonable to disclose the information without third party consent.

10.4.4 Datix must be updated with details of the course of action and reasoning
behind why consent was not sought, or considered not appropriate.

10.4.5 Information must be checked thoroughly to ensure that any codes or
acronyms are explained to the applicant.

10.4.6 It must be decided by the IGM / SIGO whether there are any grounds for
exempting the information under the legislation. Examples include
safeguarding, national security and crime and taxation. If the exemption to
withhold relates to safeguarding, then the clinician responsible for that area of
care should provide the rationale for withholding, which should be recorded
against the record of request. The applicant does not have to be provided
with this rationale but the clinician should be aware that they may have to
present it in court if necessary.

10.4.7 Any police requests included within the personal information should not be
routinely disclosed without considering the following:

e How long is it since the police request was received i.e. is the investigation
now closed?

¢ What details were obtained from the police officers requesting the
information?





If there is any doubt as to whether information regarding police requests
should be disclosed, the IGM / SIGO should be consulted. Enquiries will then
be made to establish if releasing the information could prejudice the detection
and prevention of a crime.

10.4.8 Datix must be updated with details of any information which is withheld, and
the exemptions used.

10.5 Stage four — releasing / withholding the information

10.5.1 As soon as the request has been processed, a standard letter along with the
information judged to be the applicant’s personal data should be released
using the applicant’s preferred method i.e. sent via mail, electronically,
collection or viewing. All documentation should contain the watermark
‘Applicant Copy’.

10.5.2 Should the applicant’s preferred format be via email, all information found and
attached must be encrypted or protected using another method. The applicant
should be advised to contact the Wrexham IG office on 03000 858631 for the
password.

10.5.3 Should the applicant’s preferred format be via mail, the information must be
sent by recorded delivery annotated ‘Private and Confidential’, and
packaged securely in a grey polybag. A scanned copy of the recorded
delivery reference number should be kept on the shared drive.

10.5.4 If the applicant has chosen to collect the information from a BCUHB office,
then a receipt must be signed and photographic ID (e.g. passport or driving
licence) provided to confirm the recipient’s identity.

10.5.5 If the applicant has chosen, and BCUHB has agreed, to allow the information
to be viewed, a member of the IG team will arrange a mutually convenient
time and place within 28 calendar days of receipt of proof of ID.

10.5.6 Ideally the viewing should be of photocopied information. Any copies required
by the applicant can then be removed as they are being viewed.

10.5.7 If there is no other choice but to view the original record, the process must be
withessed by a member of the IG team to ensure that the applicant is not left
alone with the information at any time.

10.5.8 Up to a maximum of one hour will normally be allowed for the applicant to
spend viewing the information. However, this time may be extended, if
justified, at the IG team member’s discretion. The applicant will be informed
of the time allowance prior to, and as a condition of, the viewing.

10.5.9 Following release of the information, copies of the original information, the
final response, and any withheld / redacted information should be retained.





10.5.10 All copies will be retained for 3 years in accordance with BCUHB’s Retention

and Destruction Schedule.

10.5.11 If the application has been denied, restricted, or no information has been

found, the applicant should be notified in writing using the standard letter and,
where appropriate, an explanation of the reasons provided.

10.5.12 All decisions must be recorded on Datix.

11.

111

11.2

11.3

11.4

11.5

11.6

11.7

11.8

12.

12.1

12.2

12.3

Dealing with requests from the Police

There is no legal obligation for BCUHB to disclose information to the Police
without a Court Order. However, BCUHB may consider releasing the
information under the legislation, without the patient’s consent, for the
purposes of prevention or detection of crime, or the apprehension or
prosecution of offenders. It is mandatory to comply with a Court Order.

It will be the IGM’s / SIGO’s decision whether to release information or not.
Documentation must be kept detailing how the decision was reached.

Requests from the Police should be submitted formally in writing, with full
details of the data subject, and justification (under Data Protection legislation)
for requiring information. It should be counter signed by a senior Police Officer
of the minimum rank of Sergeant. Where the information is of a particularly
sensitive nature then authorisation must be by an Inspector or above.

The IGA must log the request onto Datix and forward to the IGM / SIGO to
process as soon as possible.

When the information is ready for release the information must be sent
securely.

If an agreement has been made for the information to be collected, the Police
Officer must provide proof of identity e.g. warrant card.

The date that the information was sent or collected must be recorded onto
Datix and a copy of the request form used should be uploaded.

A copy of the information released should be retained for a minimum of 3
years and the file reference recorded on Datix.

Complaints & feedback

Complaints in relation to the processing and provision of information will be
dealt with by the IGM / SIGO and treated as a first internal review.

Although there is no legal obligation to respond to internal reviews within a
specific timeframe, the internal review will be dealt with in line with BCUHB’s
Putting Things Right (PTR) process which is 30 working days.

Should the internal review take longer than 30 working days, the applicant
should be kept informed of this.





12.4 If the applicant is still dissatisfied with the provision of information, following
the internal review of their response, they will be directed to the ICO.

12.5 At their discretion, the IGM / SIGO may decide to conduct one further review
of the response if they feel that the matter could be resolved locally.

12.6 Right to rectification

If, following receipt of the response to their subject access request, the
applicant feels that any of their personal information is inaccurate they have a
right to rectification.

12.6.1If a request for rectification is received from an individual, these requests must
be directed to the IG department BCU.DPO@wales.nhs.uk who will facilitate
the request on behalf of BCUHB.

12.6.2 Upon receipt of a request for rectification BCUHB has one month to respond
and must take reasonable steps to satisfy the individual that the data is
accurate, or to rectify the data if necessary, taking into account the arguments
and evidence provided by the individual.

12.6.3 In the event that a correction of factual information is necessary, e.g. misspelt
name or incorrect date of birth, it must be obvious who made the amendment
and when.

12.6.4 If BCUHB are satisfied that the personal data is accurate, the individual must
be informed that BCUHB will not be amending the data, and the reasons why.
BCUHB must also inform them of their right to make a complaint to the ICO.

12.6.5 In the event that personal data is found to be inaccurate, all third parties who
have received the inaccurate data must be informed of the corrections in
writing to ensure that their records are updated accordingly.

12.6.6 BCUHB can refuse to comply with a request for rectification if the request is
considered manifestly unfounded or excessive. However, the justification
must be recorded and evidenced, and the individual informed of the decision
and their right to make a complaint to the 1CO.

13. Resources

13.1 The IG team should have sufficient resource in order to assist staff in ensuring
BCUHB are compliant against its legislative requirements.

13.2 Departments / Divisions should ensure that their appointed staff have
sufficient time and resource in order to execute their responsibilities in
complying with SARs in line with legislative timescales.

14.  Training

14.1 All staff within BCUHB are mandated to undertake IG training. This training
must be renewed every two years.
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14.2

14.3

15.

15.1

15.2

15.3

16.

16.1

16.2

17.

Additional training is provided by the IG Team for those staff nominated as IG
leads.

The Information Governance Officers (IGO’s) may provide additional ad hoc
training sessions for all departments / wards within BCUHB on request.

Implementation

This procedure will be published in line with the Corporate Policy on Policies
and awareness is raised via communication channels such as the Corporate
Bulletin, Information Governance quarterly Bulletin, staff alerts and IG training.

Robust controls and auditing processes to be put in place to monitor
compliance and manage any incidents with regards to data security breaches.

Quarterly KPI reports are presented to the Information Governance Group
(IGG) with issues of significance reported to the Digital Information
Governance (DIG) Committee.

Equality including welsh language

There is no evidence to suggest that this procedure would have a negative
effect in relation to race, disability, gender, age, sexual orientation, religion
and belief or infringe on the individual’s human rights. This will therefore
have a positive effect on individuals.

The IG team have responded to, and applied, the requirements set out within
the Welsh Language standards. However, this procedure does not have a
negative effect on the Welsh Language as it provides access to information
regardless of the language. Forms and leaflets which accompany this
Procedure are bilingual, and all correspondence received from an individual
will be responded to in the language in which it was received.

Well-being of future generations
This procedure has been developed in accordance with BCUHB’s well-being

objectives and the five ways of working under the Well-being of Future
Generations Act 2015.

BCUHB Well-being Objectives:

To improve physical, emotional and mental health and well-being for all;

To target our resources to those with the greatest needs and reduce inequalities;
To support children to have the best start in life;

To work in partnership to support people — individuals, families, carers,
communities - to achieve their own well-being;

To improve the safety and quality of all services;

To respect people and their dignity;

To listen to people and learn from their experiences






Five Ways of .
Working Evidence

The purpose of this procedure is to ensure compliance with
Data Protection legislation by safeguarding personal data,
thus avoiding undue harm or distress to all in the adverse
event of a personal data / privacy breach. Also providing a

Long Term right of access to all who ap_ply for_info_rmation that is held by

S BCUHB under Data Protection legislation.
Prevention,
g‘éﬁgﬁfgﬁbn It is also aimed at providin_g assurance that an effi'cient and
' robust service / system is in place to comprehensively

Involvement . ) .
manage the handling of information and personal data,
preventing adverse impact on individuals (distress due to
data breaches / loss of confidence) and the organisation
(lost revenue due to fines, negative reputational impact) as
well as collaborating with staff/multi agency (i.e.police).

18. Environmental impact

There is no environmental impact identified for the implementation of this procedure.

19. Audit

19.1

19.2

19.3

19.4

19.5

Every attempt is made to ensure that new policies and procedures, revised
policies and procedures are disseminated widely throughout BCUHB.
However, all staff must also take responsibility for familiarising themselves
with the above on a regular basis. All documents and guidance will be
available on the BCUHB intranet site and disseminated via noticeboard
announcements, bulletins etc.

Compliance with this procedure will be subject to periodic review. Any
recommendations will normally be implemented after review by the 1IGG.

Regular audits to review compliance with the mandated IG training will be
carried out to ensure compliance with this procedure.

Audits will also be carried out by BCUHB's internal audit team.
BCUHB will respond to the ICO following their audits on how we manage the

processing of personal data, control and governance arrangements by
measuring and evaluating their effectiveness.

20. Review

This procedure adheres to legislative and statutory requirements and will be
reviewed at least every 3 years or sooner if there is a change to legislation.

21. References

The legislation and guidance supporting this policy include but are not limited to:






Data Protection Act 2018
General Data Protection Regulation (GDPR) 2016
Freedom of Information Act 2000
Environmental Information Regulations 2004
Access to Health Records Act 1990
Access to Medical Reports Act 1998
Human Rights Act 1998
Disability Discrimination Act 2005
Race Relations (Amendment) Act 2000
Equality Act 2010
Public Records Act 1958
Common Law Duty of Confidentiality
Caldicott Report
Confidentiality: Code of Practice for Health & Social Care in Wales
Lord Chancellor's Code of Practice on the Management of Records
under Section 46 of the FOIA
NHSx Records Management Code of Practice 2021
WHC (2000) 71 For the Record
Code of Practice on the discharge of obligations of public authorities
under the Environmental Information Regulations 2004
(Regulation 16)
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IG14

Introduction

The Health Board holds a wealth of information relating to patients, staff, and the

general business of the organisation. Information, whether personal or
organisational, is an asset that has value and therefore needs to be protected.

The intention of this procedure is to promote and build a baseline level of
consistency across the Health Board in respect of the overlapping areas of Data
Protection, Information Security Standards, Data Quality and Confidentiality.

In line with the Welsh Government mandate for the NHS in Wales, the Health
Board is committed to working towards compliance with BS ISO/IEC 27001:2013
which is a Standard for Information Security Management Systems.

Procedure Statement

This procedure assists the Health Board to maintain compliance with its statutory
responsibilities and duties under legislation such as Data Protection and Computer
Misuse.

Purpose

The purpose of this procedure is to provide guidance to all staff in relation to the
safe and secure handling of all information, regardless of format.

It also sets out standards which apply to Information Technology (IT) Systems
used to process the information electronically and includes the development,
operation, use and maintenance of such systems.

This procedure should not be read in isolation but in conjunction with other Health
Board policies and procedures listed on page 1. Where an individual is uncertain
of any aspects of this or other associated Information Governance policies /
procedures they should contact the Information Governance team for clarification
https://ictportal.cymru.nhs.uk/governance

Objectives
The procedure aims to ensure that:

e All systems are properly assessed for security;
e Confidentiality, integrity and availability of information is maintained;
e All users are aware of their responsibilities;

e Procedures to detect and resolve security breaches are in place.
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5.2

5.3

6.1

6.2

6.3

6.4

6.5
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Scope

This procedure applies to all staff employed by the Health Board, including agency
and temporary staff. Failure to adhere to these procedures may result in
disciplinary action.

This procedure covers all aspects of information within the organisation including,
but not limited to, personal and organisational information. It also applies to all
Informatics systems which process information in any format, or which are critical
to the operations of the Health Board.

Processing is defined as accessing, obtaining, storing, disclosing, recording,
altering, retrieving or destroying. The procedure applies to equipment owned or
operated by BCUHB, or which is operated on its behalf by a third party.

Roles and Responsibilities

Chief Executive

The Chief Executive has overall responsibility for Data Protection and
Confidentiality within BCUHB. As accountable officer, they are responsible for the
management of the organisation and for ensuring appropriate mechanisms are in
place to support the safe and secure handling of information.

To satisfy the above, the Chief Executive has delegated this responsibility to the
Chief Digital Information Officer who will be accountable for the Boards overall
information governance arrangements.

Caldicott Guardian

The Executive Medical Director has been nominated as the Health Board’s
Caldicott Guardian and has specific responsibilities regarding confidentiality and
consent, in relation to personal data.

Senior Information Risk Owner (SIRO)

The Director of Finance is also the identified Senior Information Risk Owner
(SIRO), and will take ownership of information risk. The SIRO is a key factor in
successfully raising the profile of information risks and embedding information risk
management into the Health Board’s culture.

Data Protection Officer

The Data Protection Officer has delegated responsibilities from the Chief
Executive specifically with regards to compliance with Data Protection legislation
and the rights of data subjects. The Information Governance structure sits under
this role.

Chief Digital Information Officer

Version: Final V8 Page 4 of 31





6.6

6.7

7.1

7.2

7.3

7.4
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The Chief Digital Information Officer has overall responsibility for the technical
infrastructure to ensure the security and data quality of information assets and
systems held within the Health Board. This role is also the Deputy SIRO.

All Staff

All Health Board staff, whether clinical or administrative, should be aware of their
responsibilities and attend any appropriate training, including mandatory
Information Governance training.

They are personally responsible for ensuring that no actual or potential security
breaches occur as a result of their actions. Failure to comply with this and
associated procedures may lead to disciplinary action, and could also result in
criminal investigation.

If any staff member (user) is unable to comply with their responsibilities, for any
reason, this must be highlighted to the Information Governance (IG) team who will
assist in resolving the issue.

System / Information Asset Owners

These roles are responsible for informing policies, procedures, strategies and
plans relating to the management of their system within the Health Board. This
would include ensuring that their system complies with all relevant Health Board
policies and procedures. If compliance is not currently possible, they are
responsible for risk assessing, escalating and managing risks as appropriate.

Confidentiality

For the purposes of this procedure confidential information is any information, of
any format, which contains private, sensitive, or personal data. Examples include,
but are not restricted to:-

e Personal e.g. name, address, age, date of birth, gender, NHS number

e Medical e.g. conditions, treatment dates, diagnoses, patient labels, theatre lists
e Financial e.g. payroll

e Business sensitive e.g. contracts, tender bids

e Staff e.g. personal files, disciplinary files

Users must not disclose confidential information outside their immediate working
environment unless in a work context with other individuals who ‘need to know’.

Where there is a need to transport confidential information off site (including
between sites), the same levels of security and confidentiality must be applied as
when working onsite, and it must be done in line with IG15 Procedure for the safe
storage and transportation of confidential information.

Where confidential information is in electronic form the information should only
leave the organisation in an approved encrypted form, unless its confidentiality has
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7.6

8.2

8.3
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been otherwise assured by the Information Governance or ICT teams e.g. via the
secure file sharing portal.

Any confidential information, in any format, requiring disposal must be done in line
with the IG11 Procedure for handling and disposal of confidential waste. However
further guidance can also be found below under sections 9.11 and 9.12.

Third parties not covered by a Health Board contract of employment will be
required to sign a Data Processing Contract and / or a Data Security and
Confidentiality Agreement before being given access to any Health Board
information systems / facilities.

Information Sharing

Confidential information is legitimately routinely exchanged between the Health
Board and other organisations on a regular and ad-hoc basis.

Staff must work in conjunction with Information Governance to ensure that:-
e information is always exchanged in compliance with relevant legislation;

e standards and procedures, as outlined within the Wales Accord for the Sharing
of Personal Information (WASPI), are agreed and documented to protect
confidential information and media in transit and storage;

e measures are taken to prevent loss, modification or misuse of information
exchanged between organisations.

Any confidential information shared on a regular basis with a non NHS
organisation must be documented within either one of the below, and reviewed
annually:-

¢ Information Sharing Protocol (ISP) developed in accordance with WASPI
e Data Processing Agreement
e Data Disclosure Agreement

The Information Governance team will be able to advise on which of the above is
most appropriate for the circumstances.

Where a legitimate need to share confidential information has been identified and
documented as above, the data must be assessed to ensure that, if anonymisation
is not possible, the number and type of data items, which could potentially identify
an individual, should be reduced to the minimum essential for the purpose.

Security

Users must not disclose their user names or passwords or allow anyone else to
use or work under their log on details, especially when using systems containing
confidential information. Disclosure of confidential information to unauthorised
persons, and/or unauthorised and improper use (inappropriate access) of the
Health Board’s systems, may be classed as gross misconduct in the Health
Board’s Code of Conduct, and will potentially lead to disciplinary action.
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9.8
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Examples of inappropriate access to patient / staff records include (but are not
limited to):
e Accessing your own
e Accessing another member of staff’s, even with their consent, unless it is
part of your role to do so
e Accessing a family member’s (including your children)
e Accessing a friend’s, VIP etc, even with their consent, unless it is part of
your role to do so
e Changing any record, including your own, where it is not part of your job
role
o Extracting information to sell onto a company for marketing purposes, e.g.
an accident compensation company or private health service provider etc

Further clarification regarding inappropriate access can be found on the NIIAS
webpage or within the NIIAS FAQ.

Users should operate a clear desk / clear screen policy when leaving the office
unattended for short periods of time. This means that any confidential information
(in any format) must be placed out of sight, preferably in locked cabinets when not
in use, and should not be visible on screen by anyone who does not have a
legitimate need to see it. This is particularly important in busy areas, easily
accessible by members of the public.

Maintaining confidentiality in clinical areas can be particularly difficult and the need
to preserve confidentiality must be carefully balanced with the need to treat
patients appropriately, to ensure that all aspects of a patient’s care are considered
and cared for.

Computer screens should always be locked (Ctrl, Alt & Delete keys
simultaneously) when left unattended. The screen can be unlocked using the
same keys. Some computer screens are set to lock automatically but as this can
take some time it should not be relied upon. If the screen is locked it is not
necessary to log off a PC/laptop when being left for short periods of time.

Appropriate measures must be taken to protect all equipment against loss or
damage, and to avoid interruption to business activity. Portable devices and
removable media such as laptops, memory sticks, Dictaphones etc should be
locked securely away in a cupboard / drawer if being left for long periods of time.
Locking the office door is not considered adequate protection against theft,
particularly in vulnerable areas such as ground floor offices with windows.

Where physical security measures are already installed it should be ensured that
they are employed at all times e.g. filing cabinets locked, security doors and
windows closed securely, blinds closed.

All file servers and network equipment will be located in secure areas where
possible with access restricted to designated staff as required by their job function.
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9.9  Staff must wear identification badges; visitors to sites should be met at reception
points and accompanied at all times.

9.10 The Chief Digital Information Officer will be responsible for ensuring that
warranties and service level agreements are in place for the maintenance of all IT
equipment.

9.11 All equipment, including PCs, laptops, memory sticks, CCTV hard drives etc
requiring disposal must be notified to the IT department as they have the
necessary arrangements in place to ensure safe and secure disposal of the
equipment, as well as any information found on the equipment.

9.12 Removable storage media containing confidential information must be destroyed
in line with 1G11 Procedure for the handling and disposal of confidential waste.
CDs / DVDs may be destroyed by shredding (if the shredder has this function) or
by placing in an enveloping and snapping into pieces. If you have a large volume
of CDs / DVDs / tapes / videos etc they can be destroyed by the BCUHB wide
confidential waste disposal company for a small charge. Further details can be
found on the intranet - Confidential waste webpage

9.13 If you are involved in any office / ward / department clearances where items of
office furniture are being relocated, disposed of or sold, it is essential that these
items are checked thoroughly and cleared prior to collection. Items may include
cupboards, filing cabinets, desks, bedside cabinets, trollies etc. Any confidential
items or information found within the furniture must be removed to a secure
location or confidentially destroyed. Furniture should never be transported, even
between BCUHB sites, unless it has been cleared first.

9.14 Users are not permitted to use or install unauthorised software, or personal films /
video clips, onto any Health Board owned PCs, laptops, removable storage media,
or any other IT equipment.

9.15 Users are not permitted to connect any privately owned computer, network device
or any other type of IT equipment (hardware) to any Health Board owned /
operated computer, network or other type of IT equipment. This does not include
the use of personal devices to access Office 365 applications such as Outlook,
Teams etc as there are additional safeguards in place such as multi factor
authentication, download restrictions etc. and access is via the internet
(www.office.com). For further information please refer to 1G28 — BYOD Procedure.

9.16 For guidance on working from home please refer to section 12.
10 Access Control

10.1 Users must not log others onto the network or any other system using their own
usernames / passwords; all access is logged, and any inappropriate use of a
system will be deemed as the action of the user unless they can prove otherwise.

10.2  The following controls will apply:
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10.4

10.5

11.

111

11.2

11.3
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e Passwords do not display on screens as they are entered,;

e Users must change temporary passwords immediately. If not prompted to do
so, log a call with the ICT Service Desk who will ensure that you are prompted
the next time you log onto the system;

e When changing passwords, the password must be re-entered to authenticate;

e Passwords / Passphrases should consist of a minimum of eleven characters
and contain a mixture of alphabetical, numerical and special characters;

e Managers must notify the ICT Service Desk https://ictportal.cymru.nhs.uk/
when any staff members leave or change role to ensure that user accounts are
revoked / amended as required. A leaver’s checklist must be completed in all
cases of absence; including temporary and permanent (see Appendix 2).

e The All Wales National Active Directory Exchange (NADEX) will maintain a
record of previously used passwords and prevent users from re-using them;

e NADEX will limit the number of unsuccessful log-on attempts to three, after
which the unsuccessful attempt is recorded, and the user locked out. They
must then contact the ICT Service Desk before access can be re-instated;

e Password changes should be enforced regularly for all systems;

e Some systems will enforce a maximum automatic log out time for users after a
period of inactivity. This time will be determined taking into account working
practices and risks to security if system is breached;

If any passwords are compromised the user should change them immediately by
pressing the Ctrl, Alt & Delete keys simultaneously and selecting “Change
password”. Please contact your local system administrator or log a call with the
ICT Service Desk for assistance with changing other system passwords.

Some systems may require mandatory training & signing of an acceptable use
statement before access will be granted e.g. Welsh Clinical Portal, WPAS. Users
must ensure that they attend any training sessions required.

Any user found using any system, including internet and email, inappropriately will
be subject to disciplinary action.

Portable Devices and Removable Media

Whilst it is recognised that both portable devices and removable media are widely
used throughout the Health Board, unless they are used appropriately, they pose a
huge security risk to the organisation.

Portable devices include (but are not limited to) laptops, tablets, mobile phones,
camera phones, smart phones e.g. iPhones, Blackberries, cameras, Dictaphones
etc. Removable media includes (but it not limited to) USB ‘sticks’ (memory sticks),
memory cards, external hard drives, CDs / DVDs, tapes, x-rays etc.

Users should not attach any personal (privately owned) portable devices or
removable media to any Health Board network unless they have received prior
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11.7
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11.9

11.10

12.

12.1

12.2

IG14

approval from either IT or Information Governance. To log a request for approval
please use the informatics service request portal: https://ictportal.cymru.nhs.uk/.
This does not include the use of personal devices to access Office 365 on as there
are safeguards in place such as multi factor authentication, download restrictions
etc. and access is via the internet (www.office.com).

Where users are authorised to store confidential information on portable devices /
removable media, they must be encrypted, or as a minimum, password / pin
protected. It is the user’s responsibility to maintain password security in
accordance with the All Wales Information Security policy and associated local
procedures.

Portable devices / removable media must never be left unattended during normal
working hours unless within secure official buildings.

Portable devices must never be left in cars for long periods of time, especially
overnight. For short periods they may be placed out of sight in a locked vehicle.
They must never be left unattended in public areas, e.g. public transport, cafe etc.

The user is responsible for ensuring that no unauthorised person has access to
the portable device at any time - this includes within the user’'s home.

It is not permissible to attach any portable device or removable media to any
personal devices, such as a personal computer or printer, in the home. This is to
ensure protection against viruses and copyright violations.

Anti-virus software will automatically scan any devices connected to the Health
Board network. Please note that this does not include personal devices accessing
Office 365 as these are not classed as being connected to the network.

Users should be aware that portable devices and removable media not connected
to the network are not backed up and should therefore not be used as the only
storage facility for files. Any information stored on a Health Board laptop or other
device / media whilst working offline should be transferred to the Health Board’s
network at the earliest opportunity and removed from the device / media.

Mobile Working (including Home Working)

The Health Board may provide users with information or equipment such as VPN
tokens for the purpose of enabling them to work externally e.g. home, Local
Authority site etc. Such users will be expected to exercise all reasonable caution
both at home (see also 9.2), at other locations, and in transit. To work from home,
they must complete a mobile working risk assessment form with their line manager
(see Appendix 3). This should be included with requests to order VPN or soft
tokens. Please refer to IG15 Procedure for the Safe Storage and Transportation of
Confidential Information when transporting information / equipment.

Appendix 3 should also be completed where there is a need to take work home or
store work at home because of the nature of your role. For example, where your
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role is community based and you need to take records, work diaries, work mobile
phones, laptops etc home overnight or over a weekend. Again, all reasonable
caution should be exercised within the home when it comes to the storage and
security of such items. They should not be visible through windows and doors, or
in the vicinity of external doors, porches, outbuildings.

Please note that original patient case notes must never be taken home as
this would be classed as a breach of HR1 — Management of Patient Records
Procedure. Patient records can only be taken to non-BCU locations e.g. your
home, if you have completed a case for exceptionality, which is then signed off by
the Caldicott Guardian. If you require any further guidance on this matter, please
contact the Health Records department in the first instance.

Users should ensure that working within public areas is kept to a minimum. All
information and equipment which needs to be taken off site or used at home
should be used for work purposes only. Users will be solely responsible for the
security of the equipment and information whilst stored within their home or off
site.

Users are not permitted to use their personal portable devices for the purpose of
Health Board business unless they have been explicitly authorised to do so by
Informatics and / or Information Governance e.g. as in the case of Office 365.
However under no circumstances should users store confidential information on
any personal portable devices, or email confidential information from an NHS
email address to a personal email address in order to work using a personal
device.

All requests for working away off site must be directed to ICT who will facilitate the
process; however senior manager approval will be required. Any remote access
equipment must be stored securely when not in use. Where systems require a pin
number and a security token, these should be stored separately.

Telecommunication and other recording devices

This section provides further guidance which should be considered in addition to
section 11.

Photographs, video or audio recordings must only be taken of patients or staff
members using Health board devices, for a purpose which all parties have
consented to. Patient consent should be recorded in the health record. With
regards to meeting, where recordings / transcriptions are being made for the
purposes of accurate record keeping this must be declared to all parties at the
start of the meeting, along with the purpose of the recording, what will happen to it,
and who it will be shared with, if they aren’t in the meeting. Further information on
this can be found within IG17 - Photography, video & audio recording procedure
for a non-clinical purpose.
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Photographs and recordings must not be stored on the device longer than is
necessary. They should be transferred to a secure location i.e. shared network
drive, at the earliest opportunity and then deleted from the device.

If a personal device had to be used to record an incident, the IT Department
should be contacted to discuss the best method of transferring the information to
the Health Board network. The recording will subsequently be regarded as a
Health Board record and should be deleted from the personal device immediately.

Short Message Service (SMS) or text messaging can be used to send brief
messages to an individual, or a group of individuals, providing the content does
not contain any confidential information and cannot be considered as a nuisance.

Where the intended recipients of SMS are patients / members of the public there
must be recorded consent to be contacted in this way, or they must have provided
their mobile phone number as a contact number for this purpose. This is in line
with the fair processing requirements of Data Protection Legislation.

It is recommended that text messages only be sent from a Health Board mobile
phone, not a personal one, as urgent messages may be received from patients, or
members of the public. If you are absent you may be unable to respond to
messages, therefore it is advisable to have an answer phone message on your
Health Board mobile phone giving advice on who to contact in your absence.

Health Board fax machines which regularly transmit and receive confidential
information should be sited in secure restricted access areas (Safe Havens) where
possible. Confidential information must only be transmitted by fax when there is no
other secure option of transferring the information available. The following points
must be adhered to:

e Frequently used fax numbers (internal or external) must be carefully
programmed into the fax machine and tested regularly

¢ A Health Board fax cover sheet must always be used

e The fax number must be verified directly with the recipient, or by phoning
their organisation’s switchboard and requesting the recipient

¢ If the fax is not being sent to a Safe Haven you must ask the recipient to
wait by the fax machine and confirm receipt. If they do not confirm receipt
you must contact them immediately

e Security must be considered when installing fax machines to ensure that
transmissions cannot be easily viewed inappropriately

If you are in any doubt do not send confidential documents by fax.
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14.

14.1

14.2

14.3

14.4

14.5

15

15.1

15.2

IG14

Access to Network Services

Access to systems and data is controlled based on business requirements, taking
into account policies for information dissemination and staff entitlement.

Managers shall ensure that the ICT Department is:
e Notified of new employee start dates as early as possible
e Provided with details of facilities and access required by new employees

e Notified of end dates for permanent and temporary employees and any
arrangements required following their departure. This should be
communicated using the Leaver’s Checklist (Appendix 2)

¢ Notified of staff on long term absence who require suspension of access

The ICT department will not set up a new user unless the appropriate
authorisation has been granted by a senior manager. All new users will be given
access to e-mail and internet facilities. Access to a clinical system will only be
granted following training and the receipt of a signed acceptable use statement.
The senior manager will be responsible for ensuring that the new staff member is
provided with access to the relevant policies and procedures.

All systems supported by the Health Board will be backed up regularly, including
MS OneDrive which is available for staff to store their personal work-related files
such as applications forms, CVs etc. This will not include information held on local
hard drives, portable devices or removable media therefore users should refrain
from storing information on local drives (e.g. C Drive, Hard Drive etc).

Video Conferencing / Communication Applications (VCCA) are communication
tools such as MS Teams, Attend Anywhere, etc. which allow staff to use audio /
video conferencing, desktop sharing and instant messaging with staff, external
colleagues, patients (or representatives), carers etc who are sited elsewhere e.g.
out in the community, at home. These tools must be approved for use by ICT, and
used in accordance with the guidance contained within Appendix 4 of this
procedure.

Incident Reporting

Any detected or suspected computer viruses, or incidents involving the theft / loss
of equipment, services, systems or data should be reported immediately via the
ICT Service desk who will take appropriate action, and on the Health Board’s Datix
Incident reporting system. If the theft / loss involves confidential information this
must also be reported to the Information Governance department.

If you have Office 365 enabled on your personal device and it is lost or stolen, or
your personal device is going in to a third party for repair, you will need to report it
to the ICT department to ensure that the authentication software is remotely wiped
from the device: BCU Portal | Service Desk (cymru.nhs.uk).
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15.3

15.4

15.5

16.
16.1

16.2

16.3

17.
17.1

17.2

18.

19.

IG14

In some incidences it may be necessary to take immediate action to preserve
evidence as this can make a huge difference in the successful resolution of the
incident. Please see Appendix 1 for further guidance.

Actual and suspected information security breaches will, where necessary, be
reported to appropriate bodies. Such incidents may result in disciplinary action
and/or criminal proceedings being taken.

A data / IT security incident is an event which may result in:

e Loss of system integrity or availability

¢ Inappropriate disclosure of, or access to, confidential information
e Loss of data

Disruption of activity

e Financial loss

e Legal action

e Unauthorised access to applications
Resources

The Information Governance and ICT teams should have adequate resource
available to assist staff in ensuring that the Health Board remains compliant with
its legislative requirements.

Specific resources may be required within services for implementation of new
processes and systems.

Staff responsible for reporting information security breaches must be allowed
enough time and resource in order to execute their responsibilities.

Training

All staff within BCUHB must undertake mandatory Information Governance
training every 2 years.

Where specific system training is required staff must ensure that they undertake
this prior to accessing the system.
Implementation

This procedure will be published in line with the corporate policy on policies, and
awareness is raised via communication channels such as the weekly corporate
bulletin, Information Governance bulletin, email alerts and IG training.

Equality including Welsh language

The Information Governance team have responded to, and applied the
requirements set out within the Welsh Language standards. This procedure does
not have an adverse effect on Equality, including the Welsh Language, as is
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applies equally to all staff.

20. Well-being of future generations

This procedure has been developed in accordance with the Health Board’s well-
being objectives and the five ways of working under the Well-being of Future
Generations Act 2015.

Health Board Well-being Objectives:

e To improve physical, emotional and mental health and well-being for all;

e To target our resources to those with the greatest needs and reduce
inequalities;

e To support children to have the best start in life;

e To work in partnership to support people — individuals, families, carers,
communities - to achieve their own well-being;

e To improve the safety and quality of all services;

e To respect people and their dignity;

e To listen to people and learn from their experiences
Five Ways of Working Evidence

The purpose of this procedure is to ensure

compliance with legislation thus promoting a

culture of openness and transparency for

Long Term, Prevention, staff and patients.
Integration, Collaboration,
Involvement It is also aimed at providing assurance that

efficient and robust systems are in place to
comprehensively manage the handling of
information within the Health Board.

21. Environmental Impact

All items disposed of confidentially in accordance with this procedure, are done so
in line with legislation, national standards and good practice.

22. Audit and Monitoring

22.1 Every attempt is made to ensure that new policies and procedures, revised
policies and procedures and urgent guidance resulting from incidents etc are
disseminated widely throughout BCUHB. However, all staff must also take
responsibility for familiarising themselves with the above on a regular basis. All
documents and guidance will be available on the BCUHB intranet site.

22.2 Access to all Health Board systems (including internet, email, SharePoint,
OneDrive etc) will be monitored and audited, and in cases where inappropriate
use of a computer system is suspected, access to audit logs may be given to a
senior manager for investigation via the IG10 process and form for requesting,
approval and review of an information system.
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22.3 Access to key systems is actively monitored by a national intelligent auditing
solution (NIIAS) which generates notifications of inappropriate access as listed in
9.2. Such natifications are reported to the staff member’s line manager for further
investigation and possible disciplinary action.

23 Review

This procedure will be reviewed every 2 years, or sooner if required.
24  Regulatory Framework

There is a strong but disparate regulatory and advisory framework to be taken into
account regarding the security of information. The most significant directives are:

e Data Protection Act 2018

e UK General Data Protection Regulation (UKGDPR)

e Caldicott Report 1997 (WHC [98]80) & subsequent reviews
e Human Rights Act 1998

e Computer Misuse Act 1998

e Freedom of Information Act 2000

e Access to Health Records Act 1990

e Medical Records Act Principles

e NHS Baseline IT Security Standards

e British standard for Information Security ISO27001 & 1ISO27002
e Copyright, Design and Patents Act 1988

e NHSx Records Management Code of Practice 2021

e WHC 2000(71) For the Record — Managing records in NHS Trusts and Health
Authorities

e Regulation of Investigatory Powers Act 2000
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Appendix 1

Preserving computer evidence - staff guidance on discovering a serious computer
offence

A serious computer offence is one that will result in criminal or formal disciplinary action
being taken against the individual responsible for the offence. Both criminal and
organisational offences committed on or through computer equipment are increasing,
with the complexity of incidents also increasing exponentially.

Whilst there is currently a difference in the standard of evidence required between
criminal and disciplinary cases, a disciplinary offence can quickly turn into a criminal one.
The actions carried out by the staff member initially discovering an incident can mean the
difference between resolving an incident successfully or not.

Please see below guide to the preservation of evidence carried out by the person initially
discovering a serious computer related incident (i.e. seeing an electronic file, photo or
communication that is either criminal in nature or against policy):-

1. Do not browse for more evidence

As soon as indications of a serious computer offence are discovered,; if possible,
cease all activity on the system. It should be noted that a clinical system which is
essential to patient safety may need to be kept in use.

2. Report the incident immediately

The sooner the incident is reported, the better the chance of capturing and
preserving the evidence. If the occurrence is outside of usual office hours it should
be reported at the first opportunity to the Information Governance or IT
department.

3. Do not switch the system off

Switching off the system can result in valuable evidence being lost from its
memory. The monitor can be switched off without fear of tainting the evidence, but
a note should be left to warn other staff not to use the system.

4. Do not run any programs

Running a program can change data on a system or erase it.
5. Do not open any files

This can change any date evidence attached to the files and also call into question
the authenticity of the evidence.
6. Take photographs

Photograph any screen displays which may be relevant or anything of evidential
value that is in danger of loss or change.
7. Document the incident
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Keep a log from the start of the incident documenting observations, times,
witnesses and custody trail of the equipment. Accurate records are essential to
any investigation, criminal or disciplinary.

In the event of a theft

Do not touch anything. Keep disturbance of the area to a minimum until told that
normal usage of the area can be resumed. The fewer disturbances there are of the
scene, the more chance of obtaining forensic evidence. If possible lock the door to
any area affected unless it impacts on patient or personal safety.

Secure the equipment

Do not allow any person(s) suspected of being responsible for the incident to
access the equipment unless to prevent them would jeopardise patient /staff
safety. Do not leave them or their close associates alone with the equipment. Bag
and tag any small items such as CDs, DVDs, USB Storage devices etc. Record
the date, time and the person bagging and tagging the item.

This list is not exhaustive, and it may not be possible to carry out some of the guidelines
dependant on the individual circumstance of the incident, but the more that are followed,
the better the preservation of evidence. In all circumstances, a common sense and
realistic approach should be adopted. It should be remembered that evidence well
preserved and documented can clear an innocent person as well as condemn a guilty

one.

IG14
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Appendix 2

EMPLOYEE LEAVERS / MOVERS CHECKLIST

This checkilist is to be completed for all staff (regardless of type of contract) who either
leave Health Board employment, or who move to another role within the organisation.

It can also be used to manage long term temporary absence if access to clinical
systems needs to be suspended (if in doubt seek advice from W&OD or Information
Governance regarding which temporary absences should be managed using this form).

The appropriate line manager or equivalent has responsibility to ensure that all steps
have been considered and confirmed with ICT & other relevant departments.

A signed printed copy should be retained on the employee’s personal file.

Name of Employee:

Employee Number:

Employee Nadex:

Job Title:

Line Manager:

Dept / Ward:

Base / Location:

Clinical / Corporate Division:

Leaving / Moving Date:

Network and system access

Y/IN

(*please provide details)

ICT notified*
(Y/N)

Do access levels need to be changed
while working notice period?

Does user have access to electronic
systems which need accounts
terminating / suspending e.g. Datix,
ESR, WPAS, Therapy Manager, WCP
etc

Should access to network / specific
systems be withdrawn before finish
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date?

Do remote access arrangements need to
be withdrawn / terminated?

Has the absence been discussed with
ICT with regards to terminating the
account / making email arrangements?

Is access required to the email account
by the line manager once the staff
member has left?

Has clean-up of mailbox been discussed
with employee?

Does staff member have personal
folders, including within OneDrive, which
need deleting?

If the staff member is moving to another
NHS Wales organisation, has the
mailbox and OneDrive been stripped of
all BCUHB content?

Has relevant information been
transferred to shared network /
SharePoint / line manager?

Equipment

Y/N
(*please provide details)

ICT notified*
(Y/N)

Arrangement must be made for return of all equipment prior to leaving / moving date

Laptop / Tablet including all cables,
mouse, bag, keyboard, monitor, docking
station, chair etc

Mobile / Smart Phone

Have mobile phone contracts been
terminated?

VPN Hard / Soft Token

USB Memory Sticks / CDs / DVDs

Printers / Scanners

Other device /equipment e.g. Camera,
Dictaphone, Lone Worker alarm etc
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Y/N

Building Access (*please provide details) SECIITITY

notified* (Y/N)

Have keys, key fobs, swipe cards etc
been returned?

Have all ID security badges been
returned?

Is it necessary to change access codes
to restricted areas?

Have parking permits, access cards etc
been returned?

Y/N
Other Issues (*please provide details)

Have all other documents, manuals,
notes, diaries etc. been returned?

Has advice been provided to the staff
member regarding return / disposal of
uniform?

*Once the form has been completed it is the responsibility of the line manager to
notify the relevant departments immediately regarding any changes required:

ICT: BCU Informatics Portal (cymru.nhs.uk)

Security Management Service: BCU.SecurityAdvisoryTeam@wales.nhs.uk

Declaration

| confirm that all Health Board assets as detailed above have been returned to my line
manager, and all system account / building access rights have been removed:

Signed: Date:
Employee

Signed: Date:
Manager

Signed: Date:
ICT
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Appendix 3 — Mobile working risk assessment

Part 1 — Request Form

Clinical / Corporate
Division

Staff Name

Post Title

Does your role require you to take personal or business sensitive information
off site e.g. to work at home or within the community?

[Yes / No - Please state the nature of your role, and whether you are required to take
personal / business sensitive information off site on an occasional basis or regularly]

Volume and nature of information to be taken off site

*[Description of information and details of volume e.g. laptop, diary, USB stick,
records]

In the rare case where you have to take patient records home, have you
completed a case for exceptionality in accordance with HR1, and had it
approved by the Caldicott Guardian?

*[Yes / No — If no, you will need to do this immediately in accordance with 12.2 above.
This risk assessment will not be approved without it]

What is the purpose for the use of the information?

[Please provide full details of the purpose]

If electronic, how is the information transferred?

*[Email, laptop hard drive, CD, USB stick, etc. If appropriate, is the information
encrypted?]
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How and where will this information be stored, including whilst travelling, during
house calls, or overnight if applicable?

*[Please provide details of how you will ensure that the information will be stored safely in
accordance with 1G15]

If working from home, how will you ensure that no one else within the household
can view / access the information?

*[e.g. clear desk, clear screen, put away when not in use etc]

Will you be using an encrypted Health Board laptop, and if so have you been
supplied with a VPN or soft token in order to safely access the Health Board’s
network?

*[If you haven'’t then been supplied with BCUHB equipment to enable you to safely work
from home then you should not be doing so unless it has been explicitly approved by IT
and Information Governance]

Is there arecord kept of what information is taken off site i.e. is the information
tracked?

*[Does this also include a record of when the information is returned, who took the
information off site, what system is being used to track the information?]

Do you intend retaining this information off site for any length of time?

*[If yes, give details of how it will be stored and for how long]
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Part 2 =Authorisation Form

Clinical / Corporate
Division

Staff Name

Post Title

Member of Staff:

| have read and agree to abide by all relevant Health Board policies and procedures, including
but not limited to:

e |G15 Procedure for the safe transport and storage of personal data
e |G14 IM&T Security Procedure

e HRI1 Patient Records Management Procedure

Signature: Date:

Line Manager:

¢ | have undertaken a risk assessment with the above staff member and can confirm that
the Health Board has taken the necessary action to ensure that the staff member has the
necessary resources to enable them to safely work off site.

¢ | can confirm that where a requirement of the role results in patient records being taken
home, the necessary case for exceptionality has been written and approved by the
Caldicott Guardian.

e | am happy to grant authorisation on the above basis, and on the understanding that any
recommendations below are undertaken immediately.

Name: Job title:

Signature: Date:

Recommendations:
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Appendix 4 — Guidance on the use of Video Conferencing / Communication
Applications (VCCA) for clinical and non-clinical use

1. Introduction

Video conferencing / communication applications (VCCA) e.g. MS Teams, are tools
which allow the use of various audio / video conferencing / communication, desktop
sharing and instant messaging applications with colleagues (NHS and non-NHS),
patients (or representatives), and other individuals who are sited elsewhere e.g. out in the
community, in their own home etc.

This guidance must be followed to ensure appropriate use (including clinical use), and
only use tools / software approved by the Health Board which have undergone the
necessary compliance and governance assessments.

All data is potentially disclosable under Data Protection and Freedom of Information
legislation, so Health Board’s policies and procedures must be adhered to.

2. Scope of this document

This guidance applies to all permanent and temporary employees including locums,
apprentices, students, trainees, volunteers and contracted third parties who may use
approved VCCA tools for Health Board business, including, but not limited to:

e Audio and video calling;

e Conferencing / communication facilities (including external participant support
i.e. patients or 3rd parties);

e Instant messaging services;

e Application sharing functionality;

This guidance applies regardless of location from which VCCA is accessed and type of
equipment used (e.g. BCUHB equipment, third party or personal devices).

Whist the guidance is designed to provide general advice on VCCA, there is also specific
guidance below in relation to: -

Attend Anywhere
Microsoft (MS) Teams
Zoom

Webex

GoToMeeting
GoToWebinar

3. General Use

General use of VCCA are encouraged where it is consistent with the work being
undertaken, and within the goals and objectives of the organisation. However, it is
essential that where VCCA are provided by the Health Board, you do not save passwords
or ‘stay signed in’ and sign out of each session when you are finished.
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If staff are in any doubt as to what is deemed as acceptable use they should consult their
line manager or head of service.

NHS Wales reserves the right to curtail an employee’s access to Health Board provided
VCCA in order to safeguard patients, visitors, staff or others and preserve the
organisation’s reputation and integrity of its systems.

Whilst it may be possible to record sessions, recording of audio and / or video must be
treated in the same manner as other generated and recorded clinical records. Where
sessions are considered important or noteworthy to record, all participants must be
informed before the session starts, and reminded that recordings may be visual as well
as audio. Such recordings must be stored in accordance with the Health Board’s
retention schedules.

4. Instant Messaging

Staff must be aware of message content when using instant messaging to enter into work
or non-work conversations, and must avoid sending messages containing:

e Personal data relating to individuals without the subject’s consent;
e Statements by or on behalf of the organisation that have not been approved by the
corporate communications team

In addition, staff must not:

e Communicate or disclose confidential or sensitive information unless appropriate
security measures and authorisation are in place.

e Communicate information which could be reasonably regarded as offensive or
inappropriate, including, but not limited to, undesirable, defamatory, abusive,
hateful, racist, discriminatory, indecent, obscene, pornographic, unlawful or
involves violence, bullying or harassment.

5. Application Sharing

VCCA include the ability to share the desktop / application with other participants. Users
must ensure that this is appropriate and fit for purpose. Users must be mindful when
sharing their screen that they share the correct window / screen (if using more than one),
and that they remember to stop presenting as soon as no long required to avoid
inadvertently sharing confidential information in error.

6. Clinical Use

VCCA can be utilised to provide clinical care, however health professionals should
always initiate and control the session. It may be on a one to one basis, or as part of a
group session, and must only be used following agreement between health professionals
and patients (or representatives), hereafter referred to as users.

Prior to initial use of VCCA:
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e Assess suitability of all users who are being considered to receive clinical care.

e Provide the user with appropriate information (e.g. information leaflet) about the
use, benefits and risks so they can make an informed choice. If they choose not to
proceed via VCCA, this must not have a detrimental effect on their care, and an
alternative solution must be offered.

e Ensure all users are aware that some of their personal data may be collected
depending on the application used.

e Obtain written consent from the user to demonstrate agreement before a session
is commenced. This does not relate to the actual consultation as this is direct
patient care, it relates to the use of VCCA for the provision of care.

e Agree a suitable time and environment for the consultation to take place.
¢ Only use Instant Messaging to initiate the session, not record clinical details.
e Make all users aware of who may see and hear them and confirm that they are
comfortable with the level of privacy and confidentiality.
During the use of VCCA:

e Itis important for users to note that provision of care/advice/support etc does not
replace any of the existing care models; rather it is to complement the current
clinical service provided.

¢ Health professionals should be aware that they are bound by their usual
Professional Code of Practice.

e Current professional and organisational practices for clinical record keeping in
cases of face to face consultations also remain applicable.
Following the use of VCCA:
e Ensure that all elements of the session are accurately recorded.

e Ensure that all users sign out of applications at the end of the session.

Privacy / security considerations:

e Ensure that the correct patient is identified, and that the consultation takes place in
a private and confidential environment, where only employees who are required to
be part of the consultation are included.

e Treat sessions with the same level of confidence as other types of consultations
and ensure that the patient is fully informed about the process.

e Preserve confidentiality and privacy at all times in the same way as if the patient
was directly in the room with the health professional.

7. Auditing

All use of applications will be monitored and records of interactions will be retained by
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applications, however retention periods will vary so it is important that you familiarise
yourself with the application you are using.

Please be aware that records of interactions may be disclosable for the purposes of
internal or external investigation.

8. Further guidance on specific applications

Attend Anywhere

Attend Anywhere is the main, supported way of contacting individual patients via video
link. Attend Anywhere has been implemented across Wales and is supported by
Welsh Government.

It is not supported for group sessions with patients, as currently the performance of the
software deteriorates when more than 2 or 3 people attend the same session.

It allows clinical colleagues to arrange to see their patients via video link with
the least amount of impact on the patient, the service, the clinician, and the organisation.

It has been developed to work alongside the patient administration systems
(WPAS/PIMS) to aid communication between the patient and the clinical teams.

No other software can currently be supported by the WPAS system for this purpose.

For access to Attend Anywhere please log a call with the Service Desk who will arrange
for you to be contacted by the team.

Benefits Issues
Fully Supported across Wales Group sessions not available
Used for patient contact only Unable to change the system locally

Supported on all devices

Can be used from home

Does not require dial in access
Support available onsite

No data stored

\Waiting room functionality

Similar to face to face clinical consultations, users are unable to record sessions within
the software. No other means of recording these sessions should be used by staff,
however patients are within their rights to record sessions using their own devices for
personal note taking purposes. For further information please refer to 1G17 -
Photography, video & audio recording procedure for a non-clinical purpose.

Link to Attend Anywhere support Guides
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Microsoft Teams

Microsoft Teams (MS Teams) has been made available to all staff via a contract between
Welsh Government and Microsoft for the implementation of Office 365 within the Welsh
NHS and has replaced Skype for business as the default messaging, chat video
meetings tool across Wales.

BCUHB users can use MS Teams in the same way as they used Skype / Skype for
Business, in that external business-related contacts are allowed.

Users can use the recording functionality within MS Teams as long as it is in accordance
with 1G17 - Photography, video & audio recording procedure for a non-clinical purpose.

Whilst it is accepted that the chat function can be extremely useful in meetings and
training sessions, users must not use the chat function for patient contacts as currently it
is not possible to feed this information into the patient record or ensure that the content is
searched when processing information requests.

MS Teams allows users to:

Make video calls

Make audio calls

Instant message

Video conference (more than 2 users)

Share desktops (screens / windows)

Share files outside of BCUHB

Create teams to support collaborative working

Users must not use MS Teams as a substitute for Attend Anywhere.

Users can use MS Teams for group sessions with patients provided they ensure that:
e the patients are made fully aware

no personal information will be viewed

the instant messaging / chat function is not used

the session is not recorded

no statements are made on behalf of the Health Board

Users that require MS Teams for group sessions with patients must inform ICT Service
Desk and must agree to the requirements in this document.

Benefits Issues
Fully supported across Wales Individual patient sessions not supported
Can support group patient sessions Chat messages stored
Supported on all devices No waiting room facility
Can be used from home with dial in Easy to use incorrectly (rooms)
Support available on site Recording facility available
New functionality being developed
Supports collaborative working
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Live captions available
\Welsh translation being developed

MS Teams is currently supported for:
e Attending internal and external meetings
e Attending internal and external training sessions
e Video conferencing
e Instant chat — in line with section 4 above
e File sharing
e Group patient sessions — in line with guidance above

MS Teams Support Information

Zoom

Following recent guidance from local and national cyber security teams users may now
attend Zoom meetings without software restrictions. However due to some outstanding
security concerns BCUHB have decided to place some restrictions on the use of Zoom in
order to protect users and the Health Board’s network:

e As default any user can attend a Zoom meeting but will not be able to set up their
own meeting. In exceptional circumstances BCUHB will allow the use to host/set
up meetings however access will be time limited to one hour before the proposed
start time and one hour after the proposed end time of the session. Users must
inform Informatics of the requirement to do this with 7 days advance notice of the
start time / date of the meeting. The software will then be removed from the user’s
device.

e Zoom access to create or host a session should only be used if no other option is
available. Users should always use MS Teams where possible.

e Zoom sessions must not be recorded.

e Users must not share their screens

Benefits Issues
Free access to attend meeting Not able to set up meetings
Security concerns remain
Patient consultations not allowed
Must not share information
Must not share desktop

Webex

Currently within BCUHB we have a small number of users requiring Webex to attend
meetings, however it is not supported for patient contact. For all other requirements MS
Teams should be considered, and existing Webex users will be moved on to MS Teams
imminently.
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If a user requires access to Webex, doesn’t currently have it, and there is no other
alternative, the Informatics department can set up time limited access for users, however
please be aware that there is a licence cost for this, and 7 days’ notice is required to set
up access. Users will be provided with access for the exact period required only.

Webex sessions must not be recorded.

Benefits Issues
Notice required for set up
Licence Required

Webex must not be used for patient contact.

GoToMeeting and GoToWebinar

This software will only be used as a last resort as there are multiple ways of accessing
the same functionality with different software.

If access is essential the Informatics department will require at least 7 days' notice,
access will be granted for a time limited period only and removed after use.

WhatsApp

The use of WhatsApp has not been approved as safe and secure by the Health board as
it has not been subject to the statutory cyber security checks required. In addition there
are other concerns with regards to accessing the content of WhatsApp messages for the
purposes of incident & complaint investigations, information requests etc

However since the implementation of Office 365 within the Health Board, it is likely that
there are other approved options which are available to staff instead. If you are currently
using WhatsApp for Health Board business you must contact the ICT Service desk as a
matter of urgency to investigate approved alternative options.
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1.2

1.3

2.2

2.3

2.4

Introduction and Procedure Statement

Betsi Cadwaladr University Health Board (BCUHB) is dependent on its records to
operate efficiently and account for its actions. An effective records management
system is critical in the provision of care to patients and to assist in the efficient running
of the organisation.

This document defines the procedure within BCUHB for the creation, filing,
maintenance, and retention & destruction periods for all ‘patient’ records and highlights
requirements to select records for permanent preservation beyond accepted retention
periods. This will support the confidentiality, integrity and availability of all patient
information held and/or used by the BCUHB.

The individual rights of the data subject will also be outlined within this procedure, in
particular the right to object to, restrict and rectify any processing of patient records we
hold on that individual.

Scope

This procedure applies to any member of staff who is involved in the processing
(creation, filing, maintenance, retention & destruction) of any patient record
created/held within BCUHB; for all ‘types’ of patient record e.g. Acute, Mental Health,
Therapy Services, Community and Occupational Health, etc. (see appendix A)

Staff should make themselves aware of the related policies and procedures, outlined
on the front cover, which must be adhered to at all times.

This procedure excludes GP records that are directly managed by the GP practices
and Ambulance records that are managed by Welsh Ambulance Service NHS Trust
(WAST). Where a GP practice is managed by the Health Board, then this procedure
should be invoked.

When a copy of a patient record is requested, ‘HR4 — Access to Health Records
Procedure’ must be followed to ensure compliance with the Data Protection Act 2018.

Aims and Objectives

This procedure and its associated appendices aim to ensure that all records are:

» designed, created, prepared, reviewed and accessible to meet the required needs;

= stored safely, maintained securely, are retrievable in a timely manner and disposed
of in line with BCUHB’s Retention Disposal Schedule (see HR1a);

= accurate, complete, understandable and contemporaneous in accordance with
professional standards and guidance; and

= processed in line with the Data Protection Act and any other associated legislation.
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4.2

4.3

4.4

4.5

Responsibilities

The Chief Executive has overall responsibility for records management within
BCUHB. As the accountable officer, this role is responsible for the management of the
organisation and for ensuring appropriate mechanisms are in place to support service
delivery and continuity. Records management is key to this as it will ensure
appropriate and accurate information is available as required.

The Executive Medical Director is the nominated executive lead for all patient
records across the Health Board. This role also has delegated responsibility of the
Caldicott Guardian. The Caldicott Guardian has a particular responsibility for reflecting
patients’ interests regarding the use of patient identifiable information, and is
responsible for ensuring such information is shared in an appropriate secure and
ethical manner.

The Chief Information Officer (CIO) is responsible for the overall management and
performance of all patient records within BCUHB. The Head of Digital Records has
delegated responsible from the CIO for the these functions.

The Patient Records Group has representation from all patient record custodians?
across BCUHB. This Group provides assurance up to the Information Governance
Group.

Its purpose is to oversee service quality and provision to achieve the aim that ‘all
patient records are up to date and are in the right place, at the right time, every time’
and to ensure BCUHB complies with; professional good practice, current legislation,
and national policies and guidelines in respect of patient records.

All employees have a legal duty and responsibility in the way they handle and process
patient records, and must ensure they comply with the requirements within this
Procedure.

Good Record Keeping Principles

The following principles apply to both ‘digital’ and ‘paper’ patient records, with
distinctions made where appropriate.

= A patient record is created and maintained for every patient attending health
services to provide an up to date and chronological account of the patient’s care.

» Patient demographic data for each registration should be recorded on a patient
administration system. The minimum patient demographic data should include:
surname, forename, sex, date of birth, home address, postcode, patient’s first
language and local identifier. The NHS number must also be included when
available.

» |tis expected that all Healthcare Professionals will abide by the Standards of Record
Keeping set by their own Professional Body.

1 A Custodian is the person, team or speciality responsible for the management of the specific casenote type
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= All records must be in English in accordance with the BCUHB’s working language.
These can be translated into Welsh by the Health Board’s team of translators if
requested by the patient, and a translated copy kept by the Health Board.

= Every entry in the patient record should be dated, timed (24-hour clock), legible and
signed physically or digitally by the person making the entry. The name and
designation of the person making the entry should be legibly printed against their
signature, or digitally assigned to the entry.

= Deletions and alterations to any information within the patient’s record should be
‘struck through’ with a single line on the paper - countersigned, dated and timed; or
digitally altered - with the previous entry available to view and the name and
designation of the person digitally assigned to the entry.

= Within paper records, entries are to be made in black ink.

= All individual documents within a paper record must be clearly identifiable by
ensuring an identification label is used, which should as a minimum include; local
identifier, patient name, date of birth, and NHS number..

= All printed investigations (test results) must be assessed and signed by the
appropriate clinician, with the ‘action taken’ recorded on either the printed
investigation, or the continuation sheet; prior to being filed within the patient record.

All digitally viewed investigations (where a printed copy of the investigation does not
follow), must be assessed with the ‘action taken’ recorded on the digital system
against that result; prior to being digitally signed by the appropriate clinician. Where
it is not possible to digitally sign the investigation for any reason, then the ‘action
taken’ must be recorded on the Continuation Sheet and filed in the patient record.

= Advanced decisions to refuse treatment, consent, and cardiopulmonary
resuscitation (DNR) must be clearly recorded in the patient's record. In
circumstances where the patient is not the decision maker, that person should be
identified e.g. Lasting Power of Attorney or next of kin.

- Paper DNR forms must be placed in the very front of the folder, on top of the
‘Alert Divider. Once a DNR decision is cancelled, a line must be striked
through the document stating ‘CANCELLED’, with the date, time, name and
designation of the person making the change; and filed behind the alert divider.

If ‘Alert Information’ is contained within the paper folder and noted on the alert
divider, a ‘STOP ALERT, LOOK INSIDE’ label must be placed on the front
cover to bring any alerts to the attention of clinical staff.

- Ifadigital DNR form is created within a system, there should be an alert clearly
and persistently displayed on the patient’s digital record. Once a decision is
cancelled, then the alert should desist and the document should be clearly
marked stating ‘CANCELLED’, with an audit trail to provide the date and time,
with the name and designation of the person digitally assigned to the entry.

All ‘Alert Information’ available within the digital record should be clearly and
persistently displayed.

= Documentation filed within the paper patient record should reflect the continuum of
patient care and should be viewable in chronological order, behind the relevant
divider within the patient records.
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6.1

Data recorded or communicated on admission, handover and discharge should be
recorded using a standardised proforma in accordance with professional standards
and guidance.

Entries to the patient record should be made as soon as possible after the event to
be documented (for example change in clinical state, ward round, investigation) and
before the relevant staff member goes off duty. If there is a delay, the time of the
event and the delay should be recorded.

Every entry in a patient record should identify the most senior healthcare
professional present (who is responsible for decision making) at the time the entry
IS made.

On each occasion a transfer of care occurs, the consultant responsible for the
patient’s care will change the name of the responsible consultant and the date and
time of the agreed transfer of care.

An entry should be made in the patient record whenever a patient is seen by a
doctor. When there is no entry in the hospital record for more than four (4) days for
acute medical care or seven (7) days for long-stay continuing care, the next entry
should explain why.

The discharge record/discharge summary should be commenced at the time a
patient is admitted to hospital

Standards of Record Keeping for Patient Information in ‘Paper’
Records

Patient Records must be a clear, accurate and contemporaneous record of the relevant

clinical findings including; the decisions made, planned care, the information given to
the patient, and any drugs or other treatment prescribed. The consequences of poor
record keeping could result in harm and distress to the patient and or their relatives,
and litigation or fines imposed on the Health Board.

It is the responsibility of all staff to ensure that:

the condition of the paper patient records and their content are maintained,;
clinical information is filed accurately within the paper file under the correct divider;

all information, including any “loose” filing, is secured within the correct patients
casenote; and

casenotes are tracked to the correct location within the most appropriate tracking
system; for the majority of services this is namely the iFIT? system.

6.2 Temporary Paper Patient Records

Where original patient records cannot be located, a temporary casenote type can be
created. This must only be done once all appropriate searches have been carried out. Itis
the responsibility of each patient record custodian to comply with HR1c Guidance on the
management of Missing Casenotes prior to the creation of a temporary patient record.

2iFIT is the system used by BCUHB to create, track and manage patient records. If you require access or
training, please contact your local Health Records Service.
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6.3 Creation of Paper Patient Records

All records created, designed or prepared must be ‘it for purpose’.

Where there is more than one record type per patient, a tracking system should be
in place to ensure that the existence of all other patient records is known and visible;
for the majority of services this is namely the iFIT system.

The paper patient record has a standard casenote folder constructed of robust
material, which should withstand appropriate handling and transportation; and has
secure anchorage points to protect against loss or damage to documentation.

There is a locally agreed format for the filing of the information in the paper patient
record, which facilitates ease of access to all clinical information.

There may be circumstances where patient documentation is required to be created,
updated and held separately from the main patient record. Examples of this are
where:

- the patient is admitted to a Ward or Intensive Care Unit and their original
patient records cannot be immediately sourced; or

- the patient record is held away from the patient for reasons pertaining to
infection control, or security of the information.

In these circumstances, this information must be filed within the original set of
patient records prior to the patient being transferred/discharged. This is to ensure
that the integrity of the patient record is maintained and complies with our
requirements under the Data Protection Act.

6.4 Paper Patient Record Tracking

The responsibility for tracking the journey of a set of paper patient records lies with each
and every member of BCUHB staff who handles them. If unsure, please contact your local
Health Records Library who will assist with this matter.

Once the decision has been made to create a patient record it must be captured in
the iFIT tracking system to ensure they can be located on request.

The success of iFIT depends on the people using it and therefore, all staff must be
aware of its importance, and be provided with regular and appropriate training.
Audits are regulary undertaken to to highlight any issues that arise as a result of
non-compliance.

Before moving paper patient records, iFIT must be updated with the new location.
Under no circumstance should paper patient records be moved from, or within a
location without being tracked.

If your patient record type is not currently tracked via iFIT, you must ensure you
have an alternative tracking method in place. Further advice regarding this can be
sought from your local Health Records Library.

6.5 Transporting Paper Patient Records within BCUHB

Once the patient records have been tracked, you must prepare them for transport.
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Patient records must be placed in a robust sealed envelope, or secure bag when
being transported between locations; or left at relevant secure collection point for
delivery.

Patient records transported in trolleys/cages must be covered securely to be
compliant with both health & safety and patient confidentiality.

Only authorised personnel should transport patient records, please refer to the
Procedure for the safe transport and storage of personal data.

6.6 Provison of Paper Copies of Patient Records to non-BCU Health Care Providers
for the Continuation of Care

It is important to follow a consistent and efficient approach when processing requests for
copies of patient records from other non-BCU hospitals to ensure that the patient receives
the best ongoing treatment.

Original patient records MUST NOT be sent to a non-BCU Health Care Providers, unless a
‘Case of Exceptionality’ has been signed by the Caldicott Guardian granting permission. If
you would like advice on this please contact your local Health Records Library in the 1t
instance.

6.6.1 Fulfilling Requests for Copies of a Patient Record for Continued Care

Requests for copies of a patient’s record for continued treatment should be made in
writing (including email) with the organisation’s logo, or on headed paper.

All requests must contain sufficient patient information to enable identification of
the correct patient record(s); and where possible, limit the request to a period or
episode of care.

The information requested from the patient record should be photocopied or
scanned, but should always include any information on the alert divider and copies
of DNR.

To support ongoing inpatient treatment, a copy of the patient record should be
securely posted or emailed to the requester on the same day as receipt of the
request. Where possible, the copy can travel with the patient on hospital transport
and handed over to the receiving clinical team with the patient.

In the case of an emergency transfer out of hours, every endeavor should be made
to provide a copy of the key elements of the patient record to ensure continuity of
care is maintained and prevent harm. Further advice regarding this can be sought
from the local Health Records Site Manager, who can advise how this should be
managed out of hours.

6.6.2 Securing the Information for Transfer

If sending via post, copies must be sent by Recorded Delivery and annotated
‘Private and Confidential’ - ‘Addressee only’, and packaged securely in a double
envelope. The Recorded Delivery reference number should be recorded on the
original request and a record kept

Scanned copies on a disc must be encrypted to protect patient confidentiality prior
to being sent to the requestor.
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7.2

8.2

8.3

= Scanned copies transferred electronically must be encrypted in line with the BCUHB
IM&T Security Policy and supporting IM&T Security and Email Procedures, and the
Confidentiality Code of Conduct.

Taking Patient Information Home

Under no circumstances should original patient records (casenotes) be taken
home. This would be classed as a breach of HR1 — Management of Patient Records
Procedure.

Patient records can only be taken to non-BCU locations e.g. your home, if you have
completed a case of exceptionality, which is then signed off by the Caldicott Guardian.
If you require any further guidance on this matter, please contact
wendy.hardman@wales.nhs.uk in the first instance.

If you are required to transfer personal documentation or sensitive information (e.g. for
use in community nursing), either between or away from a Health Board site as part of
your role; please ensure you have read the Procedure for the safe transport and
storage of personal data. If transporting personal documentation, portable devices
(laptops, USB'’s etc.) it is your responsibility to ensure that:

» transportation containers e.g. trolley, briefcase, laptop bag etc. are securely locked;
» portable media e.g. CD, DVD, USB are encrypted; and

= all containers and portable media should be kept with the staff member at all times,
especially when travelling on public transport i.e. they should never be left in cars
for long periods of time, especially overnight. For short periods of time they may be
left in a locked vehicle, preferably in a locked boot, as long as they are placed out
of sight.

The safe management of personal documentation and data whilst in your possession
is your responsibility.

Filing of Safeguarding Information

The documentation of safeguarding information in a patient’s record is as important as
any other significant medical / nursing issue, and needs to be immediately obvious in
a patient’s record to all healthcare professionals who may access for the purposes of
direct patient care.

By documenting this information in the same way we do other medical conditions, we
highlight patients who are, or may be vulnerable and at risk of harm; which enables us
to offer the appropriate support and intervention. The NHS has a statutory and legal
obligation to fully engage to protect and report concerns and allegations to safeguard
individuals accessing services.

In a digital record, care must be taken to ensure that:

» there is the ability to file safeguarding information in a ‘known’ area of the digital
patient record,;
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= there is a clear audit trail of who has accessed the information and when;

» safeguarding information, or obvious alerts are held separate from patient facing
screens to maintain confidentiality; and

» safeguarding information is able to be withheld or easily withdrawn from printed
versions of the patient record, for example, if this information is requested as part of
a data protection subject access request and would fall under the harm and distress
exemption. Please refer to HR4 — Access to Health Records Procedure for further
information regarding this.

8.4 ltis the responsibility of all staff to ensure that paper safeguarding related information
is always filed appropriately behind the ‘purple safeguarding divider’ within the patient’s
record. This includes information related to Adult at Risk, Children at Risk, Domestic
Abuse (VAWDASV) and the wider Harm agenda. Documentation can include (not
exhaustive):
= Concerns raised by a family member or friend, and other
» Child at Risk Reports/referrals
» Adult at Risk Reports/referrals
= Strategy Meeting/conference reports and minutes
= Domestic Abuse (VAWDASYV), assessment documentation and referral
» Referrals and supporting documentation regarding the wider Harm agenda
» Risk Assessments and Protection Plans
» Supporting documentation
The purple safeguarding divider should come standard in all casenote folders; however
if you require one, please contact your local Health Records Department. Failure to
file safeguarding information behind the purple divider may result in harm to those we
are striving to protect.

9. Commingling

9.1 Due diligence should be taken when filing patient documentation into either a paper or
digital patient record to ensure that it matches to that patient. If patient documentation
is filed incorrectly, this can cause a breach of confidentiality and potential harm and
distress to the patient affected.

9.2 If you identify commingled information within a patient’s record this information should
be removed and sent to the appropriate patient record Custodian to ensure that it is
re-filed in the correct patient record.

10. Storage & Security
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11.
111

Records MUST be stored safely and securely.

All paper records must be stored in areas which are secure, have adequate fire
protection and are not in significant danger of water damage.

All patient records should be stored and retained in compliance with Data Protection
Act 2018 https://www.gov.uk/government/publications/guide-tothe-general-data-
protection-requlation

Digital patient record systems as a minimum should ensure they:

- adhere to the UK Government Minimum Cyber Security Standard -
https://www.gov.uk/government/publications/the-minimum-cyber-security-
standard;

- provide regulatory compliance with GDPR and Data Protection Act data
privacy regulations;

- are aligned with 1SO 27001 Information Security, ISO 22301 Business
Continuity and Cyber Essentials Scheme (where applicable); and

- comply with the NHS Data Security and Protection Toolkit (DS&PT).

Prior to the procurement or use of new digital systems to manage patient information,
this procedure should be read in conjunction with the IG policies and procedures
stated at the start of this document to inform the specification requirements.

Retention & Destruction of Patient Records
Paper Patient Records

It is a fundamental requirement that all of the Health Board’s paper patient records
are maintained for a minimum period of time for clinical, legal, operational, research
and safety reasons, unless there is a legal requirement for permanent preservation.
The Health Board has adopted the minimum retention periods for paper records as
set out in the Records Management Code of Practice for Health and Social Care,
2016 - Retention Schedule (HR1a). This schedule will be reviewed according to
legislative or Welsh Government changes.

However, at the time of reviewing this HR1 procedure; in response to the National
Infected Blood Inquiry, there is a complete embargo on the destruction of patient
records to mitigate the risk that information pertaining to the inquiry is accidently
destroyed. During this embargo, for records that have exceeded their retention
period, BCUHB has developed arrangements for those records that should be
destroyed to be logged (with custodians signing up to standard operating proceudres
to ensure good practice and enable auditing) and sent to off-site storage. Once the
embargo has been lifted, these records can then be safely destroyed in line with the
retention and desctruction schedule.

This imposed embargo is expected to last beyond the date of review for this HR1
procedure; but if lifted before, or at the time of that review in 2022, this document will
be appropriately updated.

For the purpose of completeness; when the retention and destruction schedule is
applied, the following should be known to the responsible custodian and applied:

the recommended minimum retention periods should be calculated from the end of
the calendar or accounting year following the last entry on the document;
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= the destruction of patient records is an irreversible act and it is therefore vital that no
records should be destroyed without the appropriate authority from the relevant
health professional body (where appropriate) and the Patient Records Group, with
actions clearly minuted;

= patient records custodian must ensure that they update the asset register to record,;
what patient records they hold, where, when reviewed, when authorised for
destruction and by whom, and when destroyed; and

= when a patient record is moved to a different storage space or destroyed; the handler
must ensure the correct tracking location is selected wihin their tracking system; for
the majority of services this is namely the iFIT system.

11.2 Digital Patient Records

Health Boards in Wales are awaiting formal guidance on the appropriate approach to
retention of digital records. The Records Management Code of Practice for Health
and Social Care, 2016 advises the following:

“Digital information presents a unique set of issues which must be considered and
overcome to ensure that records remain authentic and reliable, retaining their integrity
and usability. Digital continuity refers to the process of maintaining digital information
in such a way that the information will continue to be available, as needed, despite
advances in digital technology. Digital preservation ensures that digital information of
continuing value remains accessible and usable.

The amount of work required to maintain digital information as an authentic record
must not be underestimated. For example the information recorded on an electronic
health record system may need to be accessible in 100 years (including an audit trail
to show lawful access and maintain authenticity) to support continuity of care. As there
are no digital records in existence today that are of such an age, it is difficult to even
plan continued access in an authentic form over such a timeframe. For example:

= Just as paper records can deteriorate so can electronic media as the magnetic binary
code can demagnetise in a process called ‘bit rot’ leading to unreadable or altered
information

= Software upgrades can leave other applications unusable as they may no longer run
on updated operating systems

= Media used for storage may become obsolete and the technology required to read
them may not be commercially available

= File formats become obsolete over time as more efficient ones are developed

To leave digital information unmanaged in the hope a file can be used in the future is
not recommended.

To preserve a digital record over even a short period of time can be challenging but
can be made easier through the application of techniques of digital preservation.

There are several strategies that can be adopted to ensure that digital information
can be kept in an accessible form over time. Among the most common strategies
adopted are:

e Emulation (using software to simulate the original application)

Document number here: HR1 Version: 10.0 Page 12 of 19
Paper copies of this document should be kept to a minimum and checks made with the electronic version to
ensure the version to hand is the most recent.





11.3

e Preservation of host system
e Conversion to a standard file format (or a limited number of formats)
e Migration to new system (retaining existing formats)

BCUHB patient record ‘system owners’ must ensure that as a minimum standard:

the system in which they are storing patient records is on the BCUHB Asset Register;
detailing the type and category of data being held, and what triggers exist to ensure
this data is appropriately archived;

there is a documented exit strategy for ensuring access to the records beyond the life
of the system, and;

any new procurements must ensure there is the ability to migrate data from legacy
systems to enable continuation of care.

11.4 Microfilm, Microfiche or Original Magnetic Data Files

Where the records are held only on microfilm, microfiche or original magnetic data files,
the Department of Health recommends that they should be retained, using the same
criteria governing the retention of more conventional records, but taking extra care to
prevent corruption or deterioration of the data. Re-recording/migration of the data may
also need to be considered as equipment and software becomes obsolete.

12. Rectification

The General Data Protection Regulation (GDPR) 2016 and Data Protection Act 2018 give
individuals the right to have their personal data rectified if it is inaccurate or
incomplete. However it has been confirmed by the Information Commissioners Office (ICO),
rectification does not extend to clinical opinions.

Upon receipt of a request for rectification the Health Board has one month to respond
and must take reasonable steps to satisfy that the data is accurate and to rectify the
data if necessary, taking into account the arguments and evidence provided by the
data subject.

The investigator of the concern must check the Health Board’s Datix system to ensure
that there is no recent SAR in relation to the patient which is currently in progress or
been actioned in the last 12 months, that may correspond to the patient’s rectification
request for reference during the investigation process.

In the event that a factual correction is necessary, such as a misspelt name or
incorrect date of birth, it must be obvious who made the amendment and when.

If a patient objects to content because they find it upsetting or disagree with the
healthcare professional’s clinical opinion, it is best practice to make an additional note
recording that the patient disagrees with the opinion.

If satisfied that the personal data is accurate, the individual must be informed that the
Health Board will not be amending the data and explain the decision, and inform them
of their right to make a complaint to the Information Commissioners Office.
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= The Health Board can refuse to comply with any requests for rectification if the
request is considered manifestly unfounded or excessive. However the justification
must be recorded and evidenced and the individual informed of the decision and their
right to make a complaint to the Information Commissioners Office.

= In the event that personal data is found to be inaccurate, all third parties who have
received the inaccurate data must be informed in writing, to ensure that their records
are updated accordingly.

= If you receive a request for rectification from an individual, please direct to the Access
to Health Records Service who will facilitate on behalf of the Health Board.

13. Management of adoption and gender reassignment patient records
13.1 Adoption

Current adoption legislation requires that all adopted patients are given a new NHS
number (this is actioned by the General Practitioner), and that all previous medical
information relating to the patient is put into a newly created patient record. Any
information relating to the identity or whereabouts of the birth parents should not be
included in the new record.

Whilst changing or omitting information from patient records would usually be contrary
to ethical and professional guidance, this is not the case for the records of adopted
patient and there is a legal requirement that it takes place.

When a child has been adopted the Looked After Children (LAC) Team will inform the
Health Records Service that the adoption has taken place. The Health Records
Service will register the patient on the source system with their new NHS number and
new demographics and create the new patient record.

The Health Records Service will inform patient record custodians who are identified in
the tracking system as holding a record related to the adopted patient. They will then
be responsible for implementing the requirements above.

13.2 Gender reassignment

It is important to be aware of the steps that need to be taken when a patient changes
gender. Following the process below will enable continued patient care and ensure
there is no impact of their rights.

Please note: Patients may request to change gender on their patient record at
any time and do not need to have undergone any form of gender reassignment
treatment in order to do so.

When a patient changes gender their General Practitioner will register them with a
new NHS Number. When a patient informs the Health Board that they wish to change
gender the Health Records Service obtain the new NHS number from the Welsh
Demographic Service and will register them as a new patient on the source system.
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All previous medical information relating to the patient’s needs should be transferred
into a newly created patient record.

The GP will have informed the patient that this will involve a new NHS number being
issued for the them, which is not reversible. If there is a decision to revert back to their
original gender, they would receive a third NHS number.

14. Audit of Patient Records

14.1 The Health Records Service will regularly audit records management systems and
implement improvements ensuring all records are fit for purpose. As a minimum,
patient record custodians will be required to participate in the annual Information
Governance Toolkit submission; however, each department will need to prioritise the
frequency and quantity of activity in response to their baseline findings. More frequent
activity will be required where recommendations to improve practice have been
identified and to measure the success of the agreed action plan.

To ensure this the Health Records Service has developed a standardised audit pro-
forma which focuses upon the IG Toolkit recommendations and also recommendations
from the ICO and Ockenden/HASCAS reports.

14.2 The Clinical Audit Department will also carry out random patient record audits as part
of their annual corporate audits to assess good record keeping requirements in
conjunction with the Health Records Service. All patient records types that are created
should be recorded on the Information Asset Register to ensure compliance with the
IG02 Records Management Procedure.

15. Training

15.1 All staff who handle and process personal data are mandated to undertake
Information Governance training. This training must be reviewed every two years.

15.2 The Health Records Service are responsible for developing and delivering the ‘Good
Records Management’ training programme, which all staff should attend to ensure they
adhere to records management standards.

15.3 To ensure compliance, all staff will be made aware of this procedure and its associated
control documents through methods such as; induction courses, Information
Governance training, Good Record Keeping and adhoc tailored Good Record
Management training sessions (provided on request to meet the service needs). GRK
training sessions are approximately 20 minutes in total and dates are available on the
intranet site.

15.4 All staff who are responsible for the tracking of a patient record should receive training
on their tracking system prior to being given access.

16. Further Guidance

This procedure and the schedule appended are intended to give guidance on how long
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records should be kept for business purposes and on the identification of records of
permanent value. The retention periods noted are minimum retention periods only, and if
clarification or further assistance is required a member of the Health Records team or
Information Governance department should be contacted.

17. Reference to Legislation and Guidance

Access To Health Records Act 1990
All Wales Child Protection Procedures 2002 (amended 2008)

BCUHB Access To Health Records Procedures & Supplementary
Guidance (1G02)

BCUHB Procedure for compliance with the Freedom of Information Act
2000 & the Environmental Information Regulations 2004 (IG03)

BCUHB Records Management Policy (IG01)

BCUHB’s Welsh Language Scheme and Welsh Language Act 1993
Caldicott 2 Principles - 2013

Data Protection Act 2018

Department of Health - NHS Records Management Code of Practice (NHS
England Policy)

Department of Health Good Practice Guidelines for GP Electronic Patient
Records (NHS England)

For the Record — Managing Records in NHS Trust & Health Authorities
WHC (2000) 71

Freedom of Information Act 2000

Guidance for Doctors on Record Keeping(GMC Management for Doctors,
Keeping Records)

Health & Safety At Work Act
HICIW — HIW Standards
Human Rights Act 1998

Mental Capacity Act 2005
Mental Health Code of Practice

Preservation, Retention & Destruction of GP General Medical Services
Records Relating to Patients WHC (1999)7

Protecting patient identifiable Information: Caldicott Guardians in the NHS
WHC (99) 92

Public Records Act 1958 (amended 1967)

The National Archives: Access to NHS Records Transferred to Places of
Deposit under the Public Records Act
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Appendix A — Patient Records Custodians

There are a number of Patient Records Custodians who are responsible for the records management
of patient records within their Service Area. These include:

Acute Records (inc. Renal, Max-Fax, Orthopaedics, Orthodontics, ENT, Audiology, Cardiology,
Acute Medicine, COTE, Rheumatology, Dermatology, General Surgery, Haematology,
Gynaecology, Neurology, Urology, Stroke, ITU, Paediatrics, Ophthalmology

Area Community Services (inc. Community Hospitals and District Nurses)

Cancer/Oncology

Community Child Services (inc. CAHMS)

Emergency Department

Genetics

Maternity Services

Mental Health (inc. substance misuse)

Occupational Health

Primary Prisoner Clinical Record

Radiology

Sexual Health

Therapy Services (inc. Posture & Mobility, SALT, Occ. Therapy, Physiotherapy, Dietetics,
Podiatry)

Pathology

Pharmacy
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1.2

1.3

2.2

2.3

2.4

Introduction and Procedure Statement

Betsi Cadwaladr University Health Board (BCUHB) is dependent on its records to
operate efficiently and account for its actions. An effective records management
system is critical in the provision of care to patients and to assist in the efficient running
of the organisation.

This document defines the procedure within BCUHB for the creation, filing,
maintenance, and retention & destruction periods for all ‘patient’ records and highlights
requirements to select records for permanent preservation beyond accepted retention
periods. This will support the confidentiality, integrity and availability of all patient
information held and/or used by the BCUHB.

The individual rights of the data subject will also be outlined within this procedure, in
particular the right to object to, restrict and rectify any processing of patient records we
hold on that individual.

Scope

This procedure applies to any member of staff who is involved in the processing
(creation, filing, maintenance, retention & destruction) of any patient record
created/held within BCUHB; for all ‘types’ of patient record e.g. Acute, Mental Health,
Therapy Services, Community and Occupational Health, etc. (see appendix A)

Staff should make themselves aware of the related policies and procedures, outlined
on the front cover, which must be adhered to at all times.

This procedure excludes GP records that are directly managed by the GP practices
and Ambulance records that are managed by Welsh Ambulance Service NHS Trust
(WAST). Where a GP practice is managed by the Health Board, then this procedure
should be invoked.

When a copy of a patient record is requested, ‘HR4 — Access to Health Records
Procedure’ must be followed to ensure compliance with the Data Protection Act 2018.

Aims and Objectives

This procedure and its associated appendices aim to ensure that all records are:

» designed, created, prepared, reviewed and accessible to meet the required needs;

= stored safely, maintained securely, are retrievable in a timely manner and disposed
of in line with BCUHB’s Retention Disposal Schedule (see HR1a);

= accurate, complete, understandable and contemporaneous in accordance with
professional standards and guidance; and

= processed in line with the Data Protection Act and any other associated legislation.
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4.2

4.3

4.4

4.5

Responsibilities

The Chief Executive has overall responsibility for records management within
BCUHB. As the accountable officer, this role is responsible for the management of the
organisation and for ensuring appropriate mechanisms are in place to support service
delivery and continuity. Records management is key to this as it will ensure
appropriate and accurate information is available as required.

The Executive Medical Director is the nominated executive lead for all patient
records across the Health Board. This role also has delegated responsibility of the
Caldicott Guardian. The Caldicott Guardian has a particular responsibility for reflecting
patients’ interests regarding the use of patient identifiable information, and is
responsible for ensuring such information is shared in an appropriate secure and
ethical manner.

The Chief Information Officer (CIO) is responsible for the overall management and
performance of all patient records within BCUHB. The Head of Digital Records has
delegated responsible from the CIO for the these functions.

The Patient Records Group has representation from all patient record custodians?
across BCUHB. This Group provides assurance up to the Information Governance
Group.

Its purpose is to oversee service quality and provision to achieve the aim that ‘all
patient records are up to date and are in the right place, at the right time, every time’
and to ensure BCUHB complies with; professional good practice, current legislation,
and national policies and guidelines in respect of patient records.

All employees have a legal duty and responsibility in the way they handle and process
patient records, and must ensure they comply with the requirements within this
Procedure.

Good Record Keeping Principles

The following principles apply to both ‘digital’ and ‘paper’ patient records, with
distinctions made where appropriate.

= A patient record is created and maintained for every patient attending health
services to provide an up to date and chronological account of the patient’s care.

» Patient demographic data for each registration should be recorded on a patient
administration system. The minimum patient demographic data should include:
surname, forename, sex, date of birth, home address, postcode, patient’s first
language and local identifier. The NHS number must also be included when
available.

» |tis expected that all Healthcare Professionals will abide by the Standards of Record
Keeping set by their own Professional Body.

1 A Custodian is the person, team or speciality responsible for the management of the specific casenote type
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= All records must be in English in accordance with the BCUHB’s working language.
These can be translated into Welsh by the Health Board’s team of translators if
requested by the patient, and a translated copy kept by the Health Board.

= Every entry in the patient record should be dated, timed (24-hour clock), legible and
signed physically or digitally by the person making the entry. The name and
designation of the person making the entry should be legibly printed against their
signature, or digitally assigned to the entry.

= Deletions and alterations to any information within the patient’s record should be
‘struck through’ with a single line on the paper - countersigned, dated and timed; or
digitally altered - with the previous entry available to view and the name and
designation of the person digitally assigned to the entry.

= Within paper records, entries are to be made in black ink.

= All individual documents within a paper record must be clearly identifiable by
ensuring an identification label is used, which should as a minimum include; local
identifier, patient name, date of birth, and NHS number..

= All printed investigations (test results) must be assessed and signed by the
appropriate clinician, with the ‘action taken’ recorded on either the printed
investigation, or the continuation sheet; prior to being filed within the patient record.

All digitally viewed investigations (where a printed copy of the investigation does not
follow), must be assessed with the ‘action taken’ recorded on the digital system
against that result; prior to being digitally signed by the appropriate clinician. Where
it is not possible to digitally sign the investigation for any reason, then the ‘action
taken’ must be recorded on the Continuation Sheet and filed in the patient record.

= Advanced decisions to refuse treatment, consent, and cardiopulmonary
resuscitation (DNR) must be clearly recorded in the patient's record. In
circumstances where the patient is not the decision maker, that person should be
identified e.g. Lasting Power of Attorney or next of kin.

- Paper DNR forms must be placed in the very front of the folder, on top of the
‘Alert Divider. Once a DNR decision is cancelled, a line must be striked
through the document stating ‘CANCELLED’, with the date, time, name and
designation of the person making the change; and filed behind the alert divider.

If ‘Alert Information’ is contained within the paper folder and noted on the alert
divider, a ‘STOP ALERT, LOOK INSIDE’ label must be placed on the front
cover to bring any alerts to the attention of clinical staff.

- Ifadigital DNR form is created within a system, there should be an alert clearly
and persistently displayed on the patient’s digital record. Once a decision is
cancelled, then the alert should desist and the document should be clearly
marked stating ‘CANCELLED’, with an audit trail to provide the date and time,
with the name and designation of the person digitally assigned to the entry.

All ‘Alert Information’ available within the digital record should be clearly and
persistently displayed.

= Documentation filed within the paper patient record should reflect the continuum of
patient care and should be viewable in chronological order, behind the relevant
divider within the patient records.
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6.1

Data recorded or communicated on admission, handover and discharge should be
recorded using a standardised proforma in accordance with professional standards
and guidance.

Entries to the patient record should be made as soon as possible after the event to
be documented (for example change in clinical state, ward round, investigation) and
before the relevant staff member goes off duty. If there is a delay, the time of the
event and the delay should be recorded.

Every entry in a patient record should identify the most senior healthcare
professional present (who is responsible for decision making) at the time the entry
IS made.

On each occasion a transfer of care occurs, the consultant responsible for the
patient’s care will change the name of the responsible consultant and the date and
time of the agreed transfer of care.

An entry should be made in the patient record whenever a patient is seen by a
doctor. When there is no entry in the hospital record for more than four (4) days for
acute medical care or seven (7) days for long-stay continuing care, the next entry
should explain why.

The discharge record/discharge summary should be commenced at the time a
patient is admitted to hospital

Standards of Record Keeping for Patient Information in ‘Paper’
Records

Patient Records must be a clear, accurate and contemporaneous record of the relevant

clinical findings including; the decisions made, planned care, the information given to
the patient, and any drugs or other treatment prescribed. The consequences of poor
record keeping could result in harm and distress to the patient and or their relatives,
and litigation or fines imposed on the Health Board.

It is the responsibility of all staff to ensure that:

the condition of the paper patient records and their content are maintained,;
clinical information is filed accurately within the paper file under the correct divider;

all information, including any “loose” filing, is secured within the correct patients
casenote; and

casenotes are tracked to the correct location within the most appropriate tracking
system; for the majority of services this is namely the iFIT? system.

6.2 Temporary Paper Patient Records

Where original patient records cannot be located, a temporary casenote type can be
created. This must only be done once all appropriate searches have been carried out. Itis
the responsibility of each patient record custodian to comply with HR1c Guidance on the
management of Missing Casenotes prior to the creation of a temporary patient record.

2iFIT is the system used by BCUHB to create, track and manage patient records. If you require access or
training, please contact your local Health Records Service.
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6.3 Creation of Paper Patient Records

All records created, designed or prepared must be ‘it for purpose’.

Where there is more than one record type per patient, a tracking system should be
in place to ensure that the existence of all other patient records is known and visible;
for the majority of services this is namely the iFIT system.

The paper patient record has a standard casenote folder constructed of robust
material, which should withstand appropriate handling and transportation; and has
secure anchorage points to protect against loss or damage to documentation.

There is a locally agreed format for the filing of the information in the paper patient
record, which facilitates ease of access to all clinical information.

There may be circumstances where patient documentation is required to be created,
updated and held separately from the main patient record. Examples of this are
where:

- the patient is admitted to a Ward or Intensive Care Unit and their original
patient records cannot be immediately sourced; or

- the patient record is held away from the patient for reasons pertaining to
infection control, or security of the information.

In these circumstances, this information must be filed within the original set of
patient records prior to the patient being transferred/discharged. This is to ensure
that the integrity of the patient record is maintained and complies with our
requirements under the Data Protection Act.

6.4 Paper Patient Record Tracking

The responsibility for tracking the journey of a set of paper patient records lies with each
and every member of BCUHB staff who handles them. If unsure, please contact your local
Health Records Library who will assist with this matter.

Once the decision has been made to create a patient record it must be captured in
the iFIT tracking system to ensure they can be located on request.

The success of iFIT depends on the people using it and therefore, all staff must be
aware of its importance, and be provided with regular and appropriate training.
Audits are regulary undertaken to to highlight any issues that arise as a result of
non-compliance.

Before moving paper patient records, iFIT must be updated with the new location.
Under no circumstance should paper patient records be moved from, or within a
location without being tracked.

If your patient record type is not currently tracked via iFIT, you must ensure you
have an alternative tracking method in place. Further advice regarding this can be
sought from your local Health Records Library.

6.5 Transporting Paper Patient Records within BCUHB

Once the patient records have been tracked, you must prepare them for transport.
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Patient records must be placed in a robust sealed envelope, or secure bag when
being transported between locations; or left at relevant secure collection point for
delivery.

Patient records transported in trolleys/cages must be covered securely to be
compliant with both health & safety and patient confidentiality.

Only authorised personnel should transport patient records, please refer to the
Procedure for the safe transport and storage of personal data.

6.6 Provison of Paper Copies of Patient Records to non-BCU Health Care Providers
for the Continuation of Care

It is important to follow a consistent and efficient approach when processing requests for
copies of patient records from other non-BCU hospitals to ensure that the patient receives
the best ongoing treatment.

Original patient records MUST NOT be sent to a non-BCU Health Care Providers, unless a
‘Case of Exceptionality’ has been signed by the Caldicott Guardian granting permission. If
you would like advice on this please contact your local Health Records Library in the 1t
instance.

6.6.1 Fulfilling Requests for Copies of a Patient Record for Continued Care

Requests for copies of a patient’s record for continued treatment should be made in
writing (including email) with the organisation’s logo, or on headed paper.

All requests must contain sufficient patient information to enable identification of
the correct patient record(s); and where possible, limit the request to a period or
episode of care.

The information requested from the patient record should be photocopied or
scanned, but should always include any information on the alert divider and copies
of DNR.

To support ongoing inpatient treatment, a copy of the patient record should be
securely posted or emailed to the requester on the same day as receipt of the
request. Where possible, the copy can travel with the patient on hospital transport
and handed over to the receiving clinical team with the patient.

In the case of an emergency transfer out of hours, every endeavor should be made
to provide a copy of the key elements of the patient record to ensure continuity of
care is maintained and prevent harm. Further advice regarding this can be sought
from the local Health Records Site Manager, who can advise how this should be
managed out of hours.

6.6.2 Securing the Information for Transfer

If sending via post, copies must be sent by Recorded Delivery and annotated
‘Private and Confidential’ - ‘Addressee only’, and packaged securely in a double
envelope. The Recorded Delivery reference number should be recorded on the
original request and a record kept

Scanned copies on a disc must be encrypted to protect patient confidentiality prior
to being sent to the requestor.
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7.2

8.2

8.3

= Scanned copies transferred electronically must be encrypted in line with the BCUHB
IM&T Security Policy and supporting IM&T Security and Email Procedures, and the
Confidentiality Code of Conduct.

Taking Patient Information Home

Under no circumstances should original patient records (casenotes) be taken
home. This would be classed as a breach of HR1 — Management of Patient Records
Procedure.

Patient records can only be taken to non-BCU locations e.g. your home, if you have
completed a case of exceptionality, which is then signed off by the Caldicott Guardian.
If you require any further guidance on this matter, please contact
wendy.hardman@wales.nhs.uk in the first instance.

If you are required to transfer personal documentation or sensitive information (e.g. for
use in community nursing), either between or away from a Health Board site as part of
your role; please ensure you have read the Procedure for the safe transport and
storage of personal data. If transporting personal documentation, portable devices
(laptops, USB'’s etc.) it is your responsibility to ensure that:

» transportation containers e.g. trolley, briefcase, laptop bag etc. are securely locked;
» portable media e.g. CD, DVD, USB are encrypted; and

= all containers and portable media should be kept with the staff member at all times,
especially when travelling on public transport i.e. they should never be left in cars
for long periods of time, especially overnight. For short periods of time they may be
left in a locked vehicle, preferably in a locked boot, as long as they are placed out
of sight.

The safe management of personal documentation and data whilst in your possession
is your responsibility.

Filing of Safeguarding Information

The documentation of safeguarding information in a patient’s record is as important as
any other significant medical / nursing issue, and needs to be immediately obvious in
a patient’s record to all healthcare professionals who may access for the purposes of
direct patient care.

By documenting this information in the same way we do other medical conditions, we
highlight patients who are, or may be vulnerable and at risk of harm; which enables us
to offer the appropriate support and intervention. The NHS has a statutory and legal
obligation to fully engage to protect and report concerns and allegations to safeguard
individuals accessing services.

In a digital record, care must be taken to ensure that:

» there is the ability to file safeguarding information in a ‘known’ area of the digital
patient record,;
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= there is a clear audit trail of who has accessed the information and when;

» safeguarding information, or obvious alerts are held separate from patient facing
screens to maintain confidentiality; and

» safeguarding information is able to be withheld or easily withdrawn from printed
versions of the patient record, for example, if this information is requested as part of
a data protection subject access request and would fall under the harm and distress
exemption. Please refer to HR4 — Access to Health Records Procedure for further
information regarding this.

8.4 ltis the responsibility of all staff to ensure that paper safeguarding related information
is always filed appropriately behind the ‘purple safeguarding divider’ within the patient’s
record. This includes information related to Adult at Risk, Children at Risk, Domestic
Abuse (VAWDASV) and the wider Harm agenda. Documentation can include (not
exhaustive):
= Concerns raised by a family member or friend, and other
» Child at Risk Reports/referrals
» Adult at Risk Reports/referrals
= Strategy Meeting/conference reports and minutes
= Domestic Abuse (VAWDASYV), assessment documentation and referral
» Referrals and supporting documentation regarding the wider Harm agenda
» Risk Assessments and Protection Plans
» Supporting documentation
The purple safeguarding divider should come standard in all casenote folders; however
if you require one, please contact your local Health Records Department. Failure to
file safeguarding information behind the purple divider may result in harm to those we
are striving to protect.

9. Commingling

9.1 Due diligence should be taken when filing patient documentation into either a paper or
digital patient record to ensure that it matches to that patient. If patient documentation
is filed incorrectly, this can cause a breach of confidentiality and potential harm and
distress to the patient affected.

9.2 If you identify commingled information within a patient’s record this information should
be removed and sent to the appropriate patient record Custodian to ensure that it is
re-filed in the correct patient record.

10. Storage & Security
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11.
111

Records MUST be stored safely and securely.

All paper records must be stored in areas which are secure, have adequate fire
protection and are not in significant danger of water damage.

All patient records should be stored and retained in compliance with Data Protection
Act 2018 https://www.gov.uk/government/publications/guide-tothe-general-data-
protection-requlation

Digital patient record systems as a minimum should ensure they:

- adhere to the UK Government Minimum Cyber Security Standard -
https://www.gov.uk/government/publications/the-minimum-cyber-security-
standard;

- provide regulatory compliance with GDPR and Data Protection Act data
privacy regulations;

- are aligned with 1SO 27001 Information Security, ISO 22301 Business
Continuity and Cyber Essentials Scheme (where applicable); and

- comply with the NHS Data Security and Protection Toolkit (DS&PT).

Prior to the procurement or use of new digital systems to manage patient information,
this procedure should be read in conjunction with the IG policies and procedures
stated at the start of this document to inform the specification requirements.

Retention & Destruction of Patient Records
Paper Patient Records

It is a fundamental requirement that all of the Health Board’s paper patient records
are maintained for a minimum period of time for clinical, legal, operational, research
and safety reasons, unless there is a legal requirement for permanent preservation.
The Health Board has adopted the minimum retention periods for paper records as
set out in the Records Management Code of Practice for Health and Social Care,
2016 - Retention Schedule (HR1a). This schedule will be reviewed according to
legislative or Welsh Government changes.

However, at the time of reviewing this HR1 procedure; in response to the National
Infected Blood Inquiry, there is a complete embargo on the destruction of patient
records to mitigate the risk that information pertaining to the inquiry is accidently
destroyed. During this embargo, for records that have exceeded their retention
period, BCUHB has developed arrangements for those records that should be
destroyed to be logged (with custodians signing up to standard operating proceudres
to ensure good practice and enable auditing) and sent to off-site storage. Once the
embargo has been lifted, these records can then be safely destroyed in line with the
retention and desctruction schedule.

This imposed embargo is expected to last beyond the date of review for this HR1
procedure; but if lifted before, or at the time of that review in 2022, this document will
be appropriately updated.

For the purpose of completeness; when the retention and destruction schedule is
applied, the following should be known to the responsible custodian and applied:

the recommended minimum retention periods should be calculated from the end of
the calendar or accounting year following the last entry on the document;
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= the destruction of patient records is an irreversible act and it is therefore vital that no
records should be destroyed without the appropriate authority from the relevant
health professional body (where appropriate) and the Patient Records Group, with
actions clearly minuted;

= patient records custodian must ensure that they update the asset register to record,;
what patient records they hold, where, when reviewed, when authorised for
destruction and by whom, and when destroyed; and

= when a patient record is moved to a different storage space or destroyed; the handler
must ensure the correct tracking location is selected wihin their tracking system; for
the majority of services this is namely the iFIT system.

11.2 Digital Patient Records

Health Boards in Wales are awaiting formal guidance on the appropriate approach to
retention of digital records. The Records Management Code of Practice for Health
and Social Care, 2016 advises the following:

“Digital information presents a unique set of issues which must be considered and
overcome to ensure that records remain authentic and reliable, retaining their integrity
and usability. Digital continuity refers to the process of maintaining digital information
in such a way that the information will continue to be available, as needed, despite
advances in digital technology. Digital preservation ensures that digital information of
continuing value remains accessible and usable.

The amount of work required to maintain digital information as an authentic record
must not be underestimated. For example the information recorded on an electronic
health record system may need to be accessible in 100 years (including an audit trail
to show lawful access and maintain authenticity) to support continuity of care. As there
are no digital records in existence today that are of such an age, it is difficult to even
plan continued access in an authentic form over such a timeframe. For example:

= Just as paper records can deteriorate so can electronic media as the magnetic binary
code can demagnetise in a process called ‘bit rot’ leading to unreadable or altered
information

= Software upgrades can leave other applications unusable as they may no longer run
on updated operating systems

= Media used for storage may become obsolete and the technology required to read
them may not be commercially available

= File formats become obsolete over time as more efficient ones are developed

To leave digital information unmanaged in the hope a file can be used in the future is
not recommended.

To preserve a digital record over even a short period of time can be challenging but
can be made easier through the application of techniques of digital preservation.

There are several strategies that can be adopted to ensure that digital information
can be kept in an accessible form over time. Among the most common strategies
adopted are:

e Emulation (using software to simulate the original application)

Document number here: HR1 Version: 10.0 Page 12 of 19
Paper copies of this document should be kept to a minimum and checks made with the electronic version to
ensure the version to hand is the most recent.





11.3

e Preservation of host system
e Conversion to a standard file format (or a limited number of formats)
e Migration to new system (retaining existing formats)

BCUHB patient record ‘system owners’ must ensure that as a minimum standard:

the system in which they are storing patient records is on the BCUHB Asset Register;
detailing the type and category of data being held, and what triggers exist to ensure
this data is appropriately archived;

there is a documented exit strategy for ensuring access to the records beyond the life
of the system, and;

any new procurements must ensure there is the ability to migrate data from legacy
systems to enable continuation of care.

11.4 Microfilm, Microfiche or Original Magnetic Data Files

Where the records are held only on microfilm, microfiche or original magnetic data files,
the Department of Health recommends that they should be retained, using the same
criteria governing the retention of more conventional records, but taking extra care to
prevent corruption or deterioration of the data. Re-recording/migration of the data may
also need to be considered as equipment and software becomes obsolete.

12. Rectification

The General Data Protection Regulation (GDPR) 2016 and Data Protection Act 2018 give
individuals the right to have their personal data rectified if it is inaccurate or
incomplete. However it has been confirmed by the Information Commissioners Office (ICO),
rectification does not extend to clinical opinions.

Upon receipt of a request for rectification the Health Board has one month to respond
and must take reasonable steps to satisfy that the data is accurate and to rectify the
data if necessary, taking into account the arguments and evidence provided by the
data subject.

The investigator of the concern must check the Health Board’s Datix system to ensure
that there is no recent SAR in relation to the patient which is currently in progress or
been actioned in the last 12 months, that may correspond to the patient’s rectification
request for reference during the investigation process.

In the event that a factual correction is necessary, such as a misspelt name or
incorrect date of birth, it must be obvious who made the amendment and when.

If a patient objects to content because they find it upsetting or disagree with the
healthcare professional’s clinical opinion, it is best practice to make an additional note
recording that the patient disagrees with the opinion.

If satisfied that the personal data is accurate, the individual must be informed that the
Health Board will not be amending the data and explain the decision, and inform them
of their right to make a complaint to the Information Commissioners Office.
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= The Health Board can refuse to comply with any requests for rectification if the
request is considered manifestly unfounded or excessive. However the justification
must be recorded and evidenced and the individual informed of the decision and their
right to make a complaint to the Information Commissioners Office.

= In the event that personal data is found to be inaccurate, all third parties who have
received the inaccurate data must be informed in writing, to ensure that their records
are updated accordingly.

= If you receive a request for rectification from an individual, please direct to the Access
to Health Records Service who will facilitate on behalf of the Health Board.

13. Management of adoption and gender reassignment patient records
13.1 Adoption

Current adoption legislation requires that all adopted patients are given a new NHS
number (this is actioned by the General Practitioner), and that all previous medical
information relating to the patient is put into a newly created patient record. Any
information relating to the identity or whereabouts of the birth parents should not be
included in the new record.

Whilst changing or omitting information from patient records would usually be contrary
to ethical and professional guidance, this is not the case for the records of adopted
patient and there is a legal requirement that it takes place.

When a child has been adopted the Looked After Children (LAC) Team will inform the
Health Records Service that the adoption has taken place. The Health Records
Service will register the patient on the source system with their new NHS number and
new demographics and create the new patient record.

The Health Records Service will inform patient record custodians who are identified in
the tracking system as holding a record related to the adopted patient. They will then
be responsible for implementing the requirements above.

13.2 Gender reassignment

It is important to be aware of the steps that need to be taken when a patient changes
gender. Following the process below will enable continued patient care and ensure
there is no impact of their rights.

Please note: Patients may request to change gender on their patient record at
any time and do not need to have undergone any form of gender reassignment
treatment in order to do so.

When a patient changes gender their General Practitioner will register them with a
new NHS Number. When a patient informs the Health Board that they wish to change
gender the Health Records Service obtain the new NHS number from the Welsh
Demographic Service and will register them as a new patient on the source system.
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All previous medical information relating to the patient’s needs should be transferred
into a newly created patient record.

The GP will have informed the patient that this will involve a new NHS number being
issued for the them, which is not reversible. If there is a decision to revert back to their
original gender, they would receive a third NHS number.

14. Audit of Patient Records

14.1 The Health Records Service will regularly audit records management systems and
implement improvements ensuring all records are fit for purpose. As a minimum,
patient record custodians will be required to participate in the annual Information
Governance Toolkit submission; however, each department will need to prioritise the
frequency and quantity of activity in response to their baseline findings. More frequent
activity will be required where recommendations to improve practice have been
identified and to measure the success of the agreed action plan.

To ensure this the Health Records Service has developed a standardised audit pro-
forma which focuses upon the IG Toolkit recommendations and also recommendations
from the ICO and Ockenden/HASCAS reports.

14.2 The Clinical Audit Department will also carry out random patient record audits as part
of their annual corporate audits to assess good record keeping requirements in
conjunction with the Health Records Service. All patient records types that are created
should be recorded on the Information Asset Register to ensure compliance with the
IG02 Records Management Procedure.

15. Training

15.1 All staff who handle and process personal data are mandated to undertake
Information Governance training. This training must be reviewed every two years.

15.2 The Health Records Service are responsible for developing and delivering the ‘Good
Records Management’ training programme, which all staff should attend to ensure they
adhere to records management standards.

15.3 To ensure compliance, all staff will be made aware of this procedure and its associated
control documents through methods such as; induction courses, Information
Governance training, Good Record Keeping and adhoc tailored Good Record
Management training sessions (provided on request to meet the service needs). GRK
training sessions are approximately 20 minutes in total and dates are available on the
intranet site.

15.4 All staff who are responsible for the tracking of a patient record should receive training
on their tracking system prior to being given access.

16. Further Guidance

This procedure and the schedule appended are intended to give guidance on how long
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records should be kept for business purposes and on the identification of records of
permanent value. The retention periods noted are minimum retention periods only, and if
clarification or further assistance is required a member of the Health Records team or
Information Governance department should be contacted.

17. Reference to Legislation and Guidance

Access To Health Records Act 1990
All Wales Child Protection Procedures 2002 (amended 2008)

BCUHB Access To Health Records Procedures & Supplementary
Guidance (1G02)

BCUHB Procedure for compliance with the Freedom of Information Act
2000 & the Environmental Information Regulations 2004 (IG03)

BCUHB Records Management Policy (IG01)

BCUHB’s Welsh Language Scheme and Welsh Language Act 1993
Caldicott 2 Principles - 2013

Data Protection Act 2018

Department of Health - NHS Records Management Code of Practice (NHS
England Policy)

Department of Health Good Practice Guidelines for GP Electronic Patient
Records (NHS England)

For the Record — Managing Records in NHS Trust & Health Authorities
WHC (2000) 71

Freedom of Information Act 2000

Guidance for Doctors on Record Keeping(GMC Management for Doctors,
Keeping Records)

Health & Safety At Work Act
HICIW — HIW Standards
Human Rights Act 1998

Mental Capacity Act 2005
Mental Health Code of Practice

Preservation, Retention & Destruction of GP General Medical Services
Records Relating to Patients WHC (1999)7

Protecting patient identifiable Information: Caldicott Guardians in the NHS
WHC (99) 92

Public Records Act 1958 (amended 1967)

The National Archives: Access to NHS Records Transferred to Places of
Deposit under the Public Records Act
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Appendix A — Patient Records Custodians

There are a number of Patient Records Custodians who are responsible for the records management
of patient records within their Service Area. These include:

Acute Records (inc. Renal, Max-Fax, Orthopaedics, Orthodontics, ENT, Audiology, Cardiology,
Acute Medicine, COTE, Rheumatology, Dermatology, General Surgery, Haematology,
Gynaecology, Neurology, Urology, Stroke, ITU, Paediatrics, Ophthalmology

Area Community Services (inc. Community Hospitals and District Nurses)

Cancer/Oncology

Community Child Services (inc. CAHMS)

Emergency Department

Genetics

Maternity Services

Mental Health (inc. substance misuse)

Occupational Health

Primary Prisoner Clinical Record

Radiology

Sexual Health

Therapy Services (inc. Posture & Mobility, SALT, Occ. Therapy, Physiotherapy, Dietetics,
Podiatry)

Pathology

Pharmacy
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1. Introduction/Overview

1.1 The Health Board has a responsibility to protect the privacy and dignity of all
employees and service users whilst they are working for, or under the care of it.

1.2  As part of this responsibility the Health Board must ensure that any photographs or
recordings made of staff, patients or the wider public are only undertaken with the
appropriate consents, and comply with relevant legislation, such as Data Protection.

2. Procedure Statement

This procedure assists with the Health Board’s aims and objectives to enable and maintain
compliance with its Information Governance responsibilities and duties. The procedure has
been developed in accordance with Data Protection legislation, including the UK General
Data Protection Regulation (UKGDPR), and the Data Protection Act (2018).

3. Aims / Purpose

3.1  This procedure covers all aspects of non-clinical recordings made i.e. recordings
made for a non-clinical purpose, including video, audio and images, by any item
of mobile equipment which has the facility to capture images or sound. This
equipment will include (but is not limited to) cameras, video cameras, mobile
phones, smart phones and computer equipment. Photography and recording for a
clinical purpose is covered extensively within “MD01 — Consent to Examination or
Treatment Policy”.

3.2 Non clinical purposes for taking photographs or recordings may include, but are not
restricted to:-
e Wider patient care
To enable an accurate record of a meeting
General publicity
Publicity for fundraising
Information material for patients, staff and the wider public
Educational and training purposes
Research and audit purposes
As a personal reminder/keepsake e.g. ultrasound scan of baby

3.3  This procedure will not apply to any recordings made in public areas of any Health
Board site for safety or security purposes i.e. CCTV. Nor does it apply to the
recording of images as part of direct patient care e.g. x-rays, scans, pathology
slides or invasive procedures such as endoscopies. Any such recordings will form
part of the patient’'s medical record and should be stored and managed in line with
HR1 - Health Records Management Procedure.

3.4  This procedure will also not apply in instances where staff feel that they have no
choice but to record (possibly covertly) an encounter because they have serious
concerns or suspect wrongdoing, and wish to report it.

It must be noted that recording of other individual’s personal information without
consent must only be undertaken if there is absolutely no other choice or alternative
procedure or process to follow, as it is not classed as being for domestic purposes
under Data Protection legislation, therefore any such recording could potentially





breach the legislation. For further information please refer to WP4a Procedure for
NHS staff to raise concerns.

3.5  This procedure should not be read in isolation, but in conjunction with the other
Health Board policies and procedures listed on page 1. Where an individual is
uncertain of any aspects of this or other policies/procedures they should contact the
Information Governance team for clarification.

4. Objectives

This procedure has been developed with the aim of providing guidance for any Health
Board staff member needing to record (audio or video), or take pictures, of individuals for
any non-clinical reason, due to the nature of their role.

5. Scope

The procedure applies to all staff and will include any third party contractors acting on
behalf of the Health Board. It will also apply to any patients or members of the public
wishing to take images / make recordings on Health Board premises.

6. Roles and Responsibilities

6.1 Chief Executive
The Chief Executive has overall responsibility for Data Protection and
Confidentiality within BCUHB. As accountable officer, they are responsible for the
management of the organisation and for ensuring appropriate mechanisms are in
place to support safe and secure handlingof confidential and personal data.

6.2  Senior Information Risk Owner (SIRO)
The Director of Finance is also the identified Senior Information Risk Owner (SIRO),
and will take ownership of information risk. The SIRO is a key factor in successfully
raising the profile of information risks and embedding information risk management
into the Health Board'’s culture.

6.3 Caldicott
The Associate Medical Director has been nominated as the Health Board’s
Caldicott Guardian and is responsible for protecting patient confidentiality, and
reflecting patients’ interests regarding the use of patient identifiable information to
ensure that it is only shared in an appropriate, ethical, and secure manner. The
Caldicott Guardian is the Chair of the Information Governance Group.

6.4  Data Protection Officer
The Data Protection Officer has delegated responsibilities from the Chief Executive,
specifically with regards to compliance with Data Protection legislation and the
rights of data subjects.

6.5 All Staff

All Health Board staff, including temporary, agency, contractors, students,
volunteers and anyone else providing a service on behalf of the Health Board, as
well as Health Board employees working from a non-Health Board site, are
responsible for the appropriateness of accessing information available to them.





Staff also have a responsibility to adhere to information governance policies,
procedures and standards.

7. Taking images or recordings with consent

7.1

7.2

7.3

7.4

7.5

7.6

7.7

7.8

Any images or recordings taken for the purpose of direct patient care will not be
covered by this procedure as they are classed as part of the patient’s health record
and should be treated as such i.e. stored in a confidential manner within the
patient’s electronic and/or manual health record. Further guidance on consent
relating to images/recordings for a clinical purpose can be found within the “MDO01 —
Consent to Examination or Treatment Policy”.

Explicit written consent must be obtained from patients where images or recordings
are taken for any purpose other than direct patient care, i.e. for a secondary
purpose such as research, assessment of health professionals etc. and those
referenced in 3.3 and 3.4. This applies in all cases, even if the images or
recordings are to be anonymised.

The consent form must be granular in nature, clearly specifying the purpose for
which the images / recordings are to be used, and be signed and dated by the
individual. Please see Appendix 1 for a sample consent form.

If a patient is under 16 years of age and is not Gillick competent, then consent
should be sought from the person’s parent or guardian and this detail recorded
within the consent form.

If a patient has been assessed as lacking mental capacity, consent should be
sought from an individual who has a legal right to consent on behalf of the
patient,or from the patient’s consultant if the image / recording is thought to be in
the best interests of the patient.

Where recordings / transcriptions are being made for the purposes of accurate
record keeping this must be declared to all parties at the start of the meeting, along
with the purpose of the recording, what will happen to it, and who it will be shared
with, if they aren’t in the meeting. In MS Teams recording and transcription is done
simultaneously. There is a banner declaring this when the recording / transcription
function is switched on, and this should also be visible to any latecomers /
additional guests to the meeting. Please be aware that if your camera is switched
on, your face will be recorded. Recordings will also capture any screens which are
presented during the meeting. Either the original recording or an accurate transcript
must be stored with the minutes of the meeting. MS Teams recordings will be
retained in line with national guidance.

Patients must be made aware that where the recording is not for the purpose of
direct patient care, they can refuse to be recorded without their care being
compromised in anyway.

Images / recordings of any patients should never be shared with a third party i.e. an
organisation or individual outside of the Health Board, unless you have received
explicit consent from the individual to do so, or there is another legal basis for
sharing the recording e.g. with the police for the purposes of crime and prevention.





7.9

7.10

7.11

7.12

7.13

7.14

7.15

Images / recordings should not be emailed. An alternative method such as the
Secure File Sharing Portal should be used.

Even if a patient has initially consented to being recorded, they may withdraw their
consent at any time and have their images / recordings deleted unless the original
purpose was such that this is not possible e.g. if an image has been used in a
public document or on the internet. If this is the case, it must be included within the
initial consent form.

An individual may consent to images / recordings being taken for a one off specific
purpose, to be used for a variety of purposes, or both, but if the individual has only
consented for a specific purpose then the images / recordings may not be used for
a further purpose without seeking additional consent from the individual.

An individual may consent to a series of images / recordings being taken over a
period of time. This must be detailed in the initial consent form.

A record should be made of any images / recordings taken which will include
purpose, details of who the image / recording is taken of, and by, and date and time
image / recording taken.

Where the main purpose of the image / recording is to illustrate a particular piece of
equipment or process etc. and the recording of the individual is incidental, consent
will still be required if the individual is in any way identifiable.

Any images / recordings taken must be checked carefully before using them for the
consented purpose to ensure that there are no identifying details or other
individuals in the background of the image who have not consented.

8. Taking images or recordings without consent

8.1

8.2

Images / recordings of an unconscious patient may only be taken if one or more of

the following reasons apply:

e The patient consented prior to the procedure for the images / recordings to be
taken.

e The consultant believes that it is in the best interest of the patient for clinical
reasons; this should be documented within the medical record.

e Once the procedure is underway the consultant realises that the images /
recordings may be of benefit for research, training, educational or publicity
purposes, however the patient must be told at the earliest opportunity and
consent sought. If the individual does not consent the images / recordings must
be deleted immediately.

If a person dies before retrospective consent can be sought any images /
recordings taken will only be allowed to be used on receipt of consent from the
deceased individual’s personal representatives. The same will apply where the
images / recordings are required for a secondary purpose, however once it is
known that the individual is deceased, consent should not be sought for a
secondary purpose unless the images / recordings are deemed to be of medical or
historical significance.





8.3

There may be some instances where images / recordings are required as part of a
safeguarding case e.g. suspected non-accidental injury of a child or vulnerable
person, and it is unlikely that the parent / guardian / next of kin will consent to the
recording of injuries etc. In this instance the best interests of the individual must
come first and the Consultant / Director in charge may consent on behalf of the
individual. This decision and justification must be documented in the patient or staff
record. The recordings must not be used for any other purpose.

9. Photography / Recording equipment & storage

9.1

9.2

9.4

9.5

9.6

9.7

10.

10.1

Only Health Board devices should be used to take images / recordings of
individuals. Where possible the devices should be encrypted, or as a minimum
standard, subject to password control. Further information is available in IG14 IM&T
Security Procedure.

With regards to access to MS Teams using personal devices, this would be classed
as safe as the application is protected therefore all information is still stored
securely within the NHS network (either on OneDrive or SharePoint), and at no
point can any information be transferred to the personal device.

Images / recordings which could identify individuals should never be taken with
personal devices unless to record an incident or accident of some description, in
which case the IT Department should be contacted to ensure the best method of
transferring the information to the Health Board network, before deleting the
recording from the personal device. The record / recording will thereafter be
regarded as a Health Board record.

Storing the images / recordings and / or equipment, or transporting them, between
Health Board sites, or away from a Health Board site, should be undertaken in
accordance with 1G15 Procedure for storage & transportation of personal data or
sensitive information.

The images / recordings should be stored securely on the Health Board network or
within SharePoint, and assigned a unique meaningful filename such as date of
recording and hospital or datix reference.

The Health Board will retain copyright for any images / recordings made by a
member of Health Board staff or on behalf of the Health Board unless specifically
agreed as otherwise in a contract.

Any staff members, including junior doctors, acquiring images / recordings of
individuals in the course of their role and wishing to retain them on their departure
from the Health Board, for teaching or research purposes, must have had express
approval from the Caldicott Guardian or Data Protection Officer and the purpose
must be in accordance with the original consent received.

Recording by media / patients / members of the public

All media enquiries should be directed to the Communications department.
Enquiries out of hours should be directed to the senior manager on call.





10.2

10.3

10.4

10.5

10.6

Any mediaorganisationundertaking recording of patients or staff on Health Board
premises will be expected to adhere to this procedure, gain consent for the filming
from the Health Board, and individuals, and complete the necessary confidentiality
agreements.

Any recording, including live streaming, of patients or staff by other patients, staff or
members of the public is strictly forbidden unless explicit consent has been sought
from each individual in question. Two exceptions are currently applicable:

e in the case of newborn babies or other similar family occasions where family
may wish to record the event. This will usually be allowed as long as any staff /
other patients appearing in the images / recordings have verbally consented,
and it doesn’t interfere with patient care.

e If section 3.4 above applies.

Ideally if patients wish to record their consultations / procedures as personal aide
memoirs, or take pictures of their records, scans or test results using their personal
devices, they may request permission from the clinician / manager in charge,
however there are times where you may become aware that the contact is being
covertly recorded i.e. without your knowledge or permission. As long as the
recording is strictly for private use, it is lawful, as under Data Protection legislation,
personal data processed by an individual only for the purposes of that individual's
personal, family or household affairs, are exempt from data protection principles.
Please see Appendix 2 for further information.

The person making the recording is not obliged to notify the other party to the
conversation that they are being recorded. Therefore, under your duty of care to the
patient you would not be justified in refusing, however you can ask the patient for a
copy of the recording to be kept in their medical record.

Distributing a telephone recording - in any format, including transcripts - to a third
party (i.e. someone other than the caller or the recipient) is unlawful; if an individual
intends to make the recording more widely available they must first inform the
person being recorded of their intentions and obtain their consent. Failure to inform
the recorded party that calls are recorded may prevent/hinder the subsequent use
of such recordings.

Visitors who do not comply with requests to cease taking photographs / recordings /
live streams etc. may be asked to leave Health Board premises. The Health Board
has a zero tolerance approach with regards to this behaviour. Where the
seriousness of the situation escalates due to a visitor's continual persistence, they
should be dealt with under “HS02 - Procedure and Guidance protecting employees
from violence and aggression”. An incident report should be completed at the
earliest opportunity.

11. Equality including Welsh Language

This procedure does not have a negative effect on the Welsh Language as it applies
equally to all recordings, regardless of the language used. The poster and template
consent forms which accompany this procedure are bilingual.





12. Well-being of Future Generations

This procedure has been developed in accordance with the Health Board’s well-being
objectives and the five ways of working under the Well-being of Future Generations Act
2015.

Health Board Well-being Objectives:

To improve physical, emotional and mental health and well-being for all;

To target our resources to those with the greatest needs and reduce inequalities;
To support children to have the best start in life;

To work in partnership to support people — individuals, families, carers,
communities - to achieve their own well-being;

To improve the safety and quality of all services;

To respect people and their dignity;

To listen to people and learn from their experiences

Five Ways of Working Evidence
Long Term, Prevention, Integration, | The purpose of this procedure is to ensure
Collaboration, Involvement compliance with data protection legislation,

by safeguarding personal data and
upholding individuals rights, thus avoiding
undue harm or distress to all in the
adverse event of a personal data / privacy
breach.

It is also aimed at providing assurance that
an efficient and deliverable system is in
place to comprehensively manage the
risks associated with recording personal
data for non-clinical purposes. The
Information Governance team work closely
with staff to promote a culture of respect
for privacy and personal data.

13. Environmental Impact
Not applicable.
14. Resources

All staff needing to take photographs or recordings as part of their role, will require access
to Health Board approved devices e.g. BCUHB mobile phones, encrypted cameras etc. in
order to ensure compliance with data protection legislation.

15. Training

The information necessary to ensure compliance with this procedure is covered in the
mandatory Information Governance training package, which must be undertaken by all
staff members every 2 years, therefore, there are no additional training requirements.





16. Implementation

This procedure will be published in line with the corporate policy on policies, and
awareness is raised via communication channels such as the corporate bulletin,
Information Governance bulletin, staff alerts and mandatory Information Governance
training.

17. Further Information - Clinical Documents
Not applicable
18. Audit

8.1 Every attempt is made to ensure that new and revised policies and procedures, and
urgent guidance resulting from incidents etc. are disseminated widely throughout
BCUHB. However, all staff must also take responsibility for familiarising themselves
with the above on a regular basis. All documents and guidance are available on the
BCUHB intranet site.

8.2 Individual employees who process any personal data inappropriately are liable for
their actions under Data Protection legislation. Additionally, failure by any employee
of the Health Board to abide by the contents of this procedure, and any breaches in
confidentiality will be viewed as a serious matter and may result in disciplinary
action. Serious breaches will be treated as gross misconduct. It is recognised that in
certain circumstances information may have to be shared e.g. with the police.
Further advice should be sought from Information Governance in all cases.

8.3  Compliance with this procedure will be subject to periodic review. Any
recommendations will normally be implemented after review by the Information
Governance Group.

8.4  Breaches of this procedure should be reported following the Health Board’s Incident
Reporting procedure or via the Procedure for NHS staff to raise concerns. These
will then be investigated with support from the Information Governance team, and
escalated as appropriate.

19. Review

This procedure will be reviewed in three years. Earlier review may be required in response
to exceptional circumstances, organisational change or changes to legislation / guidance.

20. References

GMC — Making and using visual and audio recordings of patients
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21. Appendix 1 —= SAMPLE CONSENT FORM c&,o B Satous gl

b N HS University Health Board
Photography / Recording consent form

Fair processing information: Betsi Cadwaladr University Health Board often takes
photographs or recordings for publicity purposes at sites across North Wales. This may be
for a specific purpose or for re-use in other Health Board printed publications, by the media
or appear on our website /social media sites e.g. Facebook. They will never be shared with
a third party for any other purpose than that which you have consented to.

Before we take any photographs or recordings, we need your permission to do so. Please
ensure that you have read and understood the ‘fair processing’ information above and then
initial, sign and date this form where indicated below.

Please initial

1. | agree to be photographed for the purpose of:

2. | agree to be filmed / recorded for the purpose of:

3. | give permission for the items above to be used for any purpose
as stated in the fair processing information.

4. | understand that my images / recordings will / will not be anonymised
(delete as appropriate)

5. l understand that once photographs or recordings have been
published (for example in a newspaper, on the internet or broadcast on
radio or TV) the Health Board cannot then control where the photographs
or recordings are used by others.

Signature Name

Date / /






22. Appendix 2 — Photography poster






