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	Ein cyf / Our ref: 585/22/FOI 


	Dyddiad / Date: 13th March 2023


Further to your request for information dated 16th February 2023, I am pleased to provide the following response. 
Your request and our response:
I am seeking information about your health and social care trust’s network of providers.  To better understand your digital capabilities, infrastructure, and integration, I’m seeking answers to the following questions:
a) You have plans in place for integrating data systems between primary, community, and secondary care?
Plans are being developed nationally to further integrate primary, community and secondary care.

b) Do you have a baseline mapping of your digital infrastructure in place?
We can confirm that baseline mapping of digital infrastructure has been undertaken at a national level but we are unable to provide any additional information;

Section 31(1a) - The prevention or detection of crime:

“Information which is not exempt information by virtue of section 30 is exempt information if its disclosure under this Act would, or would be likely to, prejudice—

(a)        the prevention or detection of crime”

Section 30 of the Freedom of Information Act 2000 does not apply to this request.

This information is exempt from disclosure under Section 31(1a) of the Freedom of Information Act 2000 (FoIA). We consider that if the data you have requested were to be combined with other information which may be available in the public domain, there would likely to be an increased risk of a cyber-security attack upon the Trust. As part of the Critical National Infrastructure for the NHS, the Trust/Health Board has a duty to protect the integrity of our systems. The disclosure of the information requested could expose weaknesses in our systems and lead to breaches, making the UK or its citizens, in this case our patients, more vulnerable to security threat.

Public Interest Test

To use this exemption, we are required to undertake a public interest test. The matters which were considered in applying the public interest test are as follows:

Factors in favour of disclosure:

• Disclosure of the data supports the general public interest in the transparency, accountability and general understanding of the delivery of public services.

Factors in favour of withholding:

• Breaches in Trust/Health board security and is therefore a reasonable threat to the confidential patient data held on our systems.

• Temporary or long term lack of availability of IT systems

• Corruption/loss of patient data which would prevent or interrupt provision of patient care.

There is a strong public interest in protecting the confidentiality of patient data and of ensuring that healthcare services can be provided to the public without increasing the possibility of attack by hackers or malware, or of putting personal or other information held on these systems at risk of corruption or subject to illegal access. For these reasons, the Trust/Health board has decided that it is in the public interest to withhold this information at this time.

This response therefore acts as a refusal notice under section 17 of the FOIA.
c) Do you have a public facing digital strategy?
Yes.  Under the Health Board’s obligation to advise and assist, please find below the link to the Digital Strategy on the internet: 

Digital Strategy - Betsi Cadwaladr University Health Board (nhs.wales).

d) Do you use patient initiated follow-up (PIFU) processes or technology?
 
e) Do you employ the following roles in your health system? If yes, approximately how many?
1. Chief System Integration Officer
2. Director of Digital Products
3. Director of Analytics
4. Digital Lead/Director
The Health Board has appointed a Chief Digital and Information Officer, whose role has responsibility for the above.
5. Director of Partnerships
The Health Board has appointed a Director of Partnerships, Communications and Engagement. 

6. Head/Director of Digital Solutions
7. Head/Director of Digital Innovation
8. Head/Director of Digital Transformation
9. Head/Director of System Strategy
10. Head/Director of Integration
The Health Board has appointed a Chief Digital and Information Officer, whose role has responsibility for the above.

11. Head/Director of Transformation
The Health Board has appointed an Executive Director Transformation, Strategic Planning and Commissioning.

12. Head/Director of System Partnerships
The Health Board has appointed a Chief Digital and Information Officer, whose role has responsibility for the above.

13. Data Scientist – 1 via an agency
14. Data Analyst - 36
15. Head/Director of Data Science/Artificial Intelligence
16. Other roles related to innovation and/or transformation
Please note the majority of the roles you have stipulated above are not job titles used by the Health Board.  Please find below a link to the Health Board’s website for a list of the Senior Executive Director roles which may assist you further with your enquiry:

Executive Directors - Betsi Cadwaladr University Health Board (nhs.wales).

Also please find below the Senior Leadership Structure for the Digital, Data and Technology Department and the Senior Leadership Structure for the Transformation Department:
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We welcome correspondence through the medium of Welsh

Rydym yn croesawu gohebiaeth drwy gyfrwng y Gymraeg
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