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	Ein cyf / Our ref: 005/22/FOI 


	Dyddiad / Date: 21th April 2022


Further to your request for information dated 7th April 2022, I am pleased to provide the following response.

Your request and our response:

Please may you provide me with a list of devices and assets connected to your network that have internet capabilities and an outline of the cybersecurity risk profile associated with Betsi Cadwaladr University Health Board.

In accordance with the Freedom of Information Act 2000, this letter acts as a Refusal Notice under section 17 of the Act.

I can confirm that the Health Board holds the information you have requested. However, I am unable to provide you with that information as I consider that the following exemption applies:

Section 31(1a) - The prevention or detection of crime

This information is exempt from disclosure under Section 31(1a) of the Freedom of Information Act 2000 (FOIA). We consider that if the data requested were to be combined with other information which may already be available in the public domain, there is an increased risk of a cyber-security attack upon the Health Board. 
As part of the Critical National Infrastructure for the NHS, the Health Board has a duty to protect the integrity of our systems and the data within them. The disclosure of the information requested could expose potential weaknesses and vulnerabilities in those systems, thus potentially making the Health Board more vulnerable to security threats, and leading to an increased risk of data loss or other breaches.
Public Interest Test (PIT)
The exemption considered above is not absolute and is subject to a PIT, which considers the balance of public interest in favour of disclosure against the interest in maintaining the exemption from disclosure. I have summarised below the factors considered when deciding where the public interest lies with regard to this request.

Factors in favour of disclosure
There is great public interest in allowing scrutiny of how public money is spent, particularly at a time where public spending is under constant review and debate. There is also great public interest in knowing, and being reassured, that their personal data is secure and protected at all times.
Factors in favour of withholding 

· A cyber-attack aided by the disclosure of this information could seriously disrupt the Health Board’s ability to provide core services to the public, potentially resulting in patient harm.

· The Health Board has a duty to protect the sensitive personal data of its staff, patients, and other stakeholders, and it is in the public interest that the organisation does all it can to maintain the integrity and security of the infrastructure within which that data sits.  A breach in the security of this data could result in a substantial fine being levied on the Health Board, as well as a substantial loss of trust in the Health Board.

Having considered the public interest both for and against disclosure of the information you have requested, I have concluded that the overall public interest lies in maintaining the exemptions outlined above, and therefore not disclosing the information requested.

We welcome correspondence through the medium of Welsh
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