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	Ein cyf / Our ref: 178/21/FOI 


	Dyddiad / Date: 13th August 2021


Further to your request for information dated 21st July 2021, I am pleased to provide the following response. 

Your request:
Can you advise, from an Access to Health Records perspective, where clinical decisions about a patient’s care are made/have been made based on incorrect recording, what internal policy applies and what procedure is followed? Can you also provide copies of these to my home address?
Our response:

There is no policy or procedure that covers clinical decision making based on incorrect recording of information within Betsi Cadwaladr University Health Board (BCUHB).
Under our obligation to advise and assist, please refer to the embedded HR4 Access to Health Records procedure below which includes the process that we follow as an organisation in relation to rectification of data in line with Data Protection legislation (Section 7). Please note that any information that is personal has been redacted under Section 40 – Personal Information of the Freedom of Information Act.
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We welcome correspondence through the medium of Welsh
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1. Introduction/Overview 


1.1 The Data Protection Bill and the General Data Protection Regulations are 
the main pieces of legislation that governs the protection of personal data in 
the UK. Under the legislation any living individual (or their nominated 
representative e.g. a solicitor or assembly member) has the right to contact 
an organisation and ask to ‘see’ and / or request a copy of any personal 
information that the organisation is holding about them. This is known as a 
Subject Access Request (SAR).  


  
1.2 This procedure details the standard process that should be followed within 


BCUHB to ensure a consistent approach when dealing with requests for 
information contained within patient records, and should be read in 
conjunction with the Health Board’s Access to Information Policy (IG04).   


 


1.3 This procedure also details the processes for dealing with requests for 
information from third parties i.e. Police, Court, Coroner and GMC. 


2. Procedure Statement 


The General Data Protection Regulation (GDPR) was introduced on the 25th May 


2018 alongside the Data Protection Act 2018, both of which put in place enhanced 


rights for the individual concerning access to and copies of their personal data. 


This procedure outlines the Health Boards assurance to be GDPR and Data 


Protection Act 2018 compliant in respect of managing responses to subject access 


requests received from the public and third parties; across paper and digital, local 


and national platforms.   


3. Aims/Purpose 


In accordance with legislation, the procedure will ensure that the Health Board is 


able to:  


• Process all subject access requests within the legislative timeframe;  


• Release appropriate information in accordance with the legislation;  


• Provide advice and assistance where appropriate;  


• Deal with complaints about individual rights of access under the Act promptly 
and impartially;  


• Respect the interests of third parties who may be affected by any potential 
disclosure of information.  


4. Objectives 


Following an audit of the Health Board by the Information Commissioners Office 


in June 2018 regarding the governance and accountability, records management 


and requests for personal data the Health Board agreed to: 


• ensure a flexible, professionally skilled workforce that can interpret and apply 
the GDPR and DPA legislation, which is adaptable to change for the digital 
future;  



http://howis.wales.nhs.uk/sitesplus/861/page/46715
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• ensure continued and improved compliance with the General Data Protection 
Regulation (GDPR) 2016, Data Protection Act 2018, Access to Health 
Records Act 1990, and BCUHB Health Records Management Procedure; 


• support and embed a culture of compliance towards good record keeping 
standards for all staff that create and handle patient information;  


• provide assurance against legislative compliance standards through robust 
KPIs and performance management. 


5. Scope 


5.1 This procedure applies to any member of staff who is involved in the 
processing of requests for access to any patient records created/held within 
BCUHB e.g. Acute, Mental Health, Physiotherapy, Occupational Health, etc. 


 
5.2 Staff should make themselves aware of the related policies and procedures, 


outlined on the front cover, which must be adhered to at all times. 
 
5.3 This procedure excludes GP records which are managed by the GP practices 


themselves and Ambulance records which are managed by Welsh Ambulance 
Service NHS Trust (WAST).  Where a GP practice is managed by the Health 
Board, then this procedure may be invoked. 


 


5.4 Where a copy record is required for litigation and/or ongoing concerns this will 
be undertaken by the Concerns Team/Legal Services.  


6. Roles and Responsibilities 


6.1 The Chief Executive has overall responsibility for Data Protection within 
BCUHB. 


 
6.2 The Senior Information Risk Owner (SIRO who is the Board Secretary) has 


responsibility for ensuring that security and management of information 
throughout the organisation is maintained via a robust information governance 
framework. 


 
6.3 The Data Protection Officer who is the Assistant Director of Information 


Governance and Assurance will be consulted prior to release of information in 
relation to complex requests. 


 


6.4 The Access to Health Records (ATHR) Service will act as a source of advice 
and support for all Health Board staff with regard to individual’s rights to 
access under the legislation. 


 
6.5 The Health Records Service is responsible for the overall management and 


performance of all patient records within BCUHB, this includes the ATHR 
Service who manage the provision of access to patient record types. 


7. Right to rectification 


The General Data Protection Regulation (GDPR) 2016 and Data Protection Act 


2018 give individuals the right to have their personal data rectified if it is inaccurate 



http://howis.wales.nhs.uk/sitesplus/861/page/52039
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or incomplete.  However it has been confirmed by the Information Commissioners 


Office (ICO), rectification does not extend to clinical opinions.  


7.1 Upon receipt of a request for rectification the Health Board has one month to 
respond and must take reasonable steps to satisfy that the data is accurate 
and to rectify the data if necessary, taking into account the arguments and 
evidence provided by the data subject.  
 


7.2 The investigator of the concern must check the Health Board’s Datix system 
to ensure that there is no recent SAR in relation to the patient which is currently 
in progress or been actioned in the last 12 months, that may correspond to the 
patient’s rectification request for reference during the investigation process. 


 


7.3 In the event that a factual correction is necessary, such as a misspelt name or 
incorrect date of birth, it must be obvious who made the amendment and 
when. 


 
7.4 If a patient objects to content because they find it upsetting or disagree with 


the healthcare professional’s clinical opinion, it is best practice to make an 
additional note recording that the patient disagrees with the opinion. 


 
7.5 If satisfied that the personal data is accurate, the individual must be informed 


that the Health Board will not be amending the data and explain the decision, 
and inform them of their right to make a complaint to the Information 
Commissioners Office. 


 
7.6 The Health Board can refuse to comply with any requests for rectification if the 


request is considered manifestly unfounded or excessive.  However the 
justification must be recorded and evidenced and the individual informed of 
the decision and their right to make a complaint to the Information 
Commissioners Office. 


 
7.7 In the event that personal data is found to be inaccurate, all third parties who 


have received the inaccurate data must be informed in writing, to ensure that 
their records are updated accordingly. 


 
7.8 If you receive a request for rectification from an individual, please direct to the 


Access to Health Records Service who will facilitate on behalf of the Health 
Board. 


8. Patient requesting copy clinical letters and results 


All patients have the right to request copies of letters written about them and results 


following an outpatient appointment or inpatient/day case admission. This is an 


essential part of clinical care and improves the communication between patients and 


healthcare professionals and also improves the patients’ ability to understand and 


make choices about their own care. Copies of letters requested can include 


communications between different health professionals, for instance those to and from 


GPs, hospital doctors, nurses, therapists etc.  



mailto:BCU.ATHRService@wales.nhs.uk
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8.1 If a patient states to a healthcare professional during an appointment and/or 
admission, that they wish to have a copy of their outcome letter following 
‘discharge’, ‘outpatient appointment’ or ‘episode of treatment’, they must 
arrange for the patient to receive a copy. 


 
8.2 If a patient states to a healthcare professional during an appointment and/or 


admission, that they wish to have a copy of their results following ‘discharge’, 
‘outpatient appointment’ or ‘episode of treatment’, then if the treating clinician 
is satisfied that the patient has had an explanation of the result, they must 
arrange for the patient to receive a copy. 


 


8.3 Only the patient can ask for a copy letter and in the case of children up to the 
age of 16, parents or guardians can ask for a copy letter. 


 
8.4 Please note however that letters or results should not be released to patients 


and or their parents/guardians if:  


• The patient lacks the capacity and it would not be in their best interest to 
receive the information i.e. it may cause harm or distress to the patient.  


• Where a letter includes information about a third party who has not given 
consent. 


• Where special safeguards are needed e.g. child protection. 
 


8.5 The process for the provision of copy letters or results to patients is as follows: 


• Patient tells healthcare professional that they wish to receive copy of their 
letter or results.  


• Healthcare professional records in patient’s notes that a copy letter or 
results has been requested.  


• Healthcare professional when dictating letters for typing must state that 
the patient wishes to receive a copy of the letter.  


• Once letter has been typed up is available a copy must be posted to the 
patient as per their request.  


8.6 If the patient requests a copy of their information outside of their episode of 
treatment e.g. following discharge or requests more than the clinic 
letter/results, this should be managed a Subject Access Request and should 
be forwarded to the Access to Health Records Service to process.  


9 Patient requesting access to records for Dignatas 


9.1 Dignatas is a Swiss non-profit members society providing assisted/ 
accompanied suicide to a member of the organisation who is suffering from a 
terminal illness. 
 


9.2 If a subject access request is received in relation to Dignatas, the Health Board 
would be unable to comply with the request as it would be covered by the 
exemption under the Data Protection Act whereby release of the records 
would result in the harm and distress of the patient or another individual.  For 
further advice contact the Access to Health Records Service. 



mailto:BCU.ATHRService@wales.nhs.uk
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10 Access to records held in Place of Deposit (PoD) 


Access to records that have been transferred to a PoD for permanent preservation 


identified under the Public Records Act can be arranged by contacting the local 


place of deposits.  In North Wales, the approved PoDs are:- 


Anglesey Record Office 


Conwy Archives Service 


Denbighshire Archives Service 


Flintshire Record Office 


Gwynedd Archives Service 


All potential transfers must be raised with relevant Health Records Manager or 


Division Lead and must be approved by the Patient Records Group prior to 


transfer.  Further advice should be sought from the Information Governance 


department.  


11 Making a Subject Access Request (SAR) 


Under the Data Protection legislation, individuals have the right to access any 


information an organisation holds about them whether in an electronic or manual 


format.   


 Who may apply for access? 


11.1 Patients with capacity  
Patients with capacity have a right to access their own patient records via 


a subject access request. Patients may also authorise a third party such as 


a nominated formal representative or solicitor to do so on their behalf.   


11.2 Children and young people 


• Those with parental responsibility may have a statutory right to apply for 
access to their child’s health record, unless the child is capable of 
consenting, or there is a safeguarding concern. Prior to disclosure, a 
health professional should give careful consideration to the duty of 
confidentiality owed to the child. Also whether there are any 
safeguarding concerns e.g. there is a child protection order or the child 
has been fostered or adopted. 


 


• Children between the ages of 13 to 16 who have the capacity and 
understanding to take decisions about their own treatment are also 
entitled to decide whether their personal information may be disclosed 
and generally to have their wishes respected.  However, good practice 
dictates that the child should be encouraged to involve their parents or 
other legal guardians in such decisions. 


 


• Consideration may be given by the treating consultant as to whether they 
consider that the child has sufficient maturity and understanding to object 
to the disclosure. 


 
11.3 Deceased patients 
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• The Personal Representative; usually the executor or administrator of 
the estate, is the only person who has an unqualified right of access. If 
there is more than one Personal Representative, consent from all must 
be provided. Written proof of the relationship will be required e.g. copy 
of the will/proof of probate. 


 


• A person other than the Personal Representative, who has personally or 
financially been affected by the terms of the Will, may put forward a 
request in order to put a claim against the estate. This would only apply 
to a spouse, a child or beneficiary who had been named in the 
descendants prior Will. Written proof of this would have to be provided.  


 


• Unless there is a consent form signed during the person’s lifetime that 
gives specific instruction on what to release, statutory obligations only 
grant that the minimum and relevant information should be released; e.g. 
the latest clinical episode or cause of death.  Older records may be 
provided if a relevant health professional considers they relate to the 
cause of death or would help make the information provided more 
understandable. 


 


• Only deceased patient’s health records created after 1st November 1991 
may be accessed; however, access may be granted to records prior to 
this date, if they are required to make the information provided more 
understandable. 


12 Application of Subject Access Request 


12.1 Applicants who make contact either in person or by telephone can be 
provided with an application form for completion to allow them to include as 
much detail as possible, in order to enable a timely and full response. The 
completed form must be forwarded immediately to the Access to Health 
Records Service. 


 
12.2 If the patient or applicant does not wish to make a written request, a request 


should be accepted verbally at point of contact.  BCUHB staff should gather 
as much information as possible and email directly to the Access to Health 
Records Service. 


 


12.3 Requests may also be received by way of letter, fax or email and must be 
directed immediately to the Access to Health Records Service. 


 
12.4 Proof of Right of Access 


 
12.4.1 The applicant will be expected to supply a form of identification and proof 


of address as part of their request. These should include at least one 
copy of either a passport, birth certificate or driving license; together with 
either a copy of a utility bill confirming the applicant’s current address or 
driving license (if not already used as proof of identity).   
 



http://howis.wales.nhs.uk/sitesplus/861/page/58161
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12.4.2 Requests submitted by a nominated representative (e.g. Solicitor or 
Assembly Member) acting on behalf of an individual should obtain the 
individual’s consent in writing.  The consent form must have been signed 
within the last 6 months.  


 


12.4.3 BCUHB will consider the release of patient records, without consent, on 
receipt of any of the following: 


• A detailed application made under the Section 29 exemption (Crime 
and Taxation) 


• A valid court order; 


• A written request to assist investigations being carried out by other 
bodies e.g. the Public Service Ombudsman; 


• A detailed request under any other legislation e.g. The Children and 
Young Persons Act 2008; 


• An application from a person appointed by the court to manage a 
patients affairs if the patient is incapable of this; appropriate 
documents as proof of this appointment must be supplied. 
 


12.4.4 Under legislation there is no requirement for the individual to provide a 
reason for requesting access to their patient records or to specify which 
part of the record is required. However it is considered good practice to 
contact the applicant to confirm which patient records are required before 
processing the request.  This may decrease the time it takes to respond 
to the applicant and avoid unnecessary and excessive provision of 
information.   


 
12.4.5 The Health Board is legally obliged to comply with all subject access 


requests within 28 calendar days of receipt of verified proof of identity, 
unless the request is for the patient records for a deceased patient, then 
a 40 day period applies. 


13 Processing Complex, Manifestly unfounded and/or Excessive requests 


13.1 If in receipt of a subject access request which is complex or requires the 
processing of a large amount of information (e.g. 6 volumes or more), you 
can extend the timescale up to two months. The applicant must be notified 
within one month of receiving the request to explain why the extension is 
necessary. 
 


13.2 There will normally be no charges for subject access requests however, a 
reasonable fee for administrative costs may be charged if a request is 
manifestly unfounded or excessive, for example if it is continually repeated 
and the information has not changed.  In this case, the applicant should be 
notified promptly and the Health Board does not need to comply with the 
request until the fee has been received. 
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14 Procedure for processing subject access requests 


14.1 Stage one – receipt of request 


14.1.1 Subject access requests may be received at any of the Health Board 
sites. If received in writing, the request should be scanned in and emailed 
to the Access to Health Records Service.  
 


14.1.2 On receipt of a subject access request into the Access to Health Record 
Service, the administrator will log the request onto the Datix system, 
entering the received date (date received into organisation) and opened 
date (date entered on Datix).  On inputting into Datix, this will generate a 
unique Datix Reference for each request.  


14.1.3 Any requests received in the mail must be scanned (same day received) 
into the ATHR Service shared drive in the appropriate SAR folder.  


14.1.4 Should the application be complex in nature, further advice should be 
sought from a member of the Information Governance Team. 


14.2 Stage two – processing the request 


14.2.1 On receipt of proof of identity documentation, the administrator will check 
the details correspond.  This is to ensure that the applicant is authorised 
to access the information.  


 
14.2.2 If further information or proof of identity is required, a letter should be 


sent to the requester asking for this to be completed and returned to the 
ATHR Service, for the request process to commence.  The counter is 
halted on the day that such information is requested (28 days for live 
patient records and 40 days for deceased patient records), and then 
started again once the relevant information is received. 


 
14.2.3 If there are any doubts as to the legitimacy of consent, the amount of 


records requested seems disproportionate to the application, or if the 
date on the form is not within the last 6 month period, the patient must 
be contacted for further clarification.  


 
14.2.4 If the request has sufficient information to be processed, the applicant’s 


identity has been proven (and consent provided if via a nominated 
representative), the administrator will send an acknowledgement letter 
to the applicant notifying them when they should expect to receive a 
response. 


14.3 Stage three – collating and reviewing the information 


14.3.1 All relevant systems should be checked to establish what records are 
held and a request for the information should be made to the relevant 
patient records custodian, depending on the information required. 


 
14.3.2 In the event that the patient is undergoing inpatient treatment, the patient 


records may be inaccessible due to their need to be kept in close 



mailto:BCU.ATHRService@wales.nhs.uk





 


HR4 Access to Health Records Procedure v5.0 Final
  11 


proximity, to allow ease of access for clinical staff during ongoing 
treatment and ensure the best needs of the patient.  The Health Board 
would therefore only be able to obtain documentation which is stored 
separately from the main acute patient record. This could include; 
Casualty Cards, Maternity records, X-ray’s and scanned records etc. 


 
14.3.3 All information that has been collated must be carefully reviewed by a 


member of the Access to Health Records Service and the appropriate 
quality assurance process followed.  


 


14.3.4 Clinical Authorisation to release records 
 


14.3.4.1 All patient records (not detailed below) are deemed as in scope of the 
Health Board Clinical Waiver, which was introduced on the 1st 
February 2019.  As part of this initiative health professionals working 
within specialty areas considered in scope are contacted on an annual 
basis to declare they understand that copies of records of patients 
under their care, will be released without prior review. 


 
14.3.4.2 The administrator must identify whether any of the patient records 


required are out of scope of the Health Board’s Clinical Waiver. If so 
these will require review, prior to release, by the health professional. 
Patient records not within scope include: 


• Mental Health and Learning Difficulties (MH&LD); 


• Children and Adolescent Mental Health Service (CAMHS); 


• Sexual Health; 


• Genetics; 


• Paediatrics and; 


• Safeguarding. 
 
14.3.4.3 The AHR3_SAR Clinician Authorisation Form should be forwarded to 


the appropriate health professional together with the guidance on 
Consideration of Harm and Distress Exemption (See Appendix 1) and 
the patient records, for review prior to release.  


 
14.3.4.4 The health professional must review the records and assess if there 


is any potential of harm or distress to the patient or another individual.  
If an exemption applies the health professional must provide details of 
the documentation within the patient records not to be released and 
the rationale for the use of the exemption. 


 
14.3.4.5 If exception is applied, the Access to Health Records Service, upon 


receipt of the completed form, must escalate to the Deputy Head of 
Health Records, along with the completed AHR3_SAR Clinician 
Authorisation Form, for review. 


 
14.3.4.6 If the Deputy Head of Health Records agrees the health professional’s 


rationale, they will sign off the form and return to the ATHR Service 



http://howis.wales.nhs.uk/sitesplus/861/page/58161
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for action.  Further advice from the Head of Information Governance 
will be sought if necessary. 


 
14.3.4.7 The ATHR Service will save a copy of the form in the appropriate SAR 


folder on the ATHR Service shared drive and Datix to be updated with 
the rationale. 


 
14.3.4.8 If the harm and distress exemption has been applied, the ATHR 


Service must redact the information concerned as part of the quality 
assurance process and keep an electronic copy on file of what 
information was withheld.  


 


14.3.5 Third Party information within records 
 
14.3.5.1 If a patients record contains information which has originated from 


another Health Board or Health or social care organisation then this 
forms part of the record and should be released unless a valid 
exemption applies. Where the information is of a particular sensitive 
nature then the originating organisation should be contacted to seek 
their views on release, giving them a strict time frame to respond. 


  
14.3.5.2 If any ‘third party’ individual, not including health professionals, is 


named or has provided information about the applicant, the following 
must be considered for redaction prior to releasing the information: 


 


• Is it possible to comply with the request without revealing 
information which relates to and identifies any third party 
individuals? If so the third party information must either be removed 
prior to releasing the information or alternatively consent of the 
individual/s must be obtained.  


 


• If a third party individual does not consent to releasing the 
information and the ATHR Service are not satisfied that it would be 
reasonable to disclose the information, it should be withheld. 
However, as much of the information requested should be given 
without disclosing the identity of the third party where possible 
unless it is reasonable given all of the circumstances to disclose 
without consent.  


14.4 Stage four – releasing / refusing the information 


14.4.1 As soon as the request has been processed, the information should be 
released using the applicant’s preferred method i.e. sent via mail, 
electronically, collection or viewing.  
 


14.4.2 If the information is to be sent to the applicant via mail, the standard 
template letter should be used and copies of the information included. The 
information must be sent by Recorded Delivery annotated ‘Private and 
Confidential’, ‘Addressee only’ and packaged securely.  The Recorded 
Delivery reference number should be logged onto Datix. 
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14.4.3 If the information is to be sent to the applicant electronically, the standard 


template letter should be used and copies of the information included. The 
information must be sent via the Health Boards Secure File Sharing Portal. 


 


14.4.4 If the applicant has chosen to collect the information from the nearest main 
hospital site e.g. Wrexham Maelor Hospital, Ysbyty Glan Clwyd or Ysbyty 
Gwynedd, photographic ID (e.g. passport or driving license) must be 
provided to confirm the recipient’s identity. 
 


14.4.5 If the applicant has chosen, and the Health Board has agreed to allow the 
information to be viewed, a member of the ATHR Service will contact the 
applicant to arrange a convenient time and place that is both suitable to the 
Health Board and the applicant. 


 


14.4.6 Ideally the viewing should be of photocopied information. Any copies 
required by the applicant can then be removed as they are being viewed. 


  


14.4.7 If there is no other choice but to view the original record, the process must 
be witnessed by a member of the Health Records Service who must ensure 
that the applicant is not left alone with the records at any time. 
 


14.4.8 Up to a maximum of one hour will normally be allowed for the applicant to 
spend viewing the information. However, this time may be extended, if 
justified, with the Health Records Service member’s discretion.  The 
applicant will be informed of the time allowance prior to and as a condition 
of the viewing.  


 


14.4.9 Following release of the information, copies of the documentation should 
be stored in accordance with the records management procedures. This 
will include: 


• a copy of the original information; 


• a copy of the final response; 


• a copy of the redacted or withheld information.  


 
14.4.10 All copy documents (as listed above) will be retained for 3 years in 


accordance with the requirements of the Health Board’s Retention and 
Destruction Schedule.  


 
14.4.11 A record of all information provide and decisions made regarding the 


subject access request must be recorded on Datix.  This includes any 
justification for restricting access to information in line with the harm and 
distress exemption.  


15 Dealing with requests from third parties 


15.1 Police Requests 
15.1.1 Requests from the Police should be submitted quoting Section 29 (using 


the standard SA3 Form if North Wales Police) containing full details of the 
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data subject and reason for requiring information. It should be counter 
signed by a senior police officer of the minimum rank of Sergeant.  


 
15.1.2 If the information is required urgently for the purposes of the prevention or 


detection of crime or the apprehension or prosecution of offenders, the 
information can be provided and the relevant SA3 form must be completed 
retrospectively. 


 


15.1.3 The ATHR Service must log the request onto Datix and process it as soon 
as possible, liaising with the relevant patient records custodian to locate 
the information as appropriate. 


 
15.1.4 No fee will be charged to the Police Service for the provision of the medical 


witness statements or patient records. 
 


15.1.5 The date that the information was sent or collected must be recorded onto 
Datix and a copy of the request form used should be saved in the 
appropriate SAR folder on the ATHR Service shared drive.  


 


15.2 Court Requests 
 


15.2.1 Requests from Court should include the official court seal and contain 
full details of the data subject and reason for requiring information.  


 
15.2.2 The ATHR Service must log the request onto Datix and process it as 


soon as possible, liaising with the relevant patient records custodian to 
locate the information as appropriate. 


 
15.2.3 The Head of Service must be informed of all court orders received into 


the ATHR Service as per the Chief Executive’s request. 
 
15.2.4 The date that the information was sent or collected must be recorded 


onto Datix and a copy of the court order should be saved in the 
appropriate SAR folder on the ATHR Service shared drive.  


 
15.3 Insurance Requests 


 


15.3.1 The position of the ICO is that the use of subject access requests to obtain 
medical information for insurance purposes is an abuse of the subject 
access rights and the processing of full medical records by insurance 
companies risks breaching the Data Protection Act. 
 


15.3.2 Insurance companies should use the provisions of the Access to Medical 
Reports Act to seek a medical report. 


16 Complaints and feedback 


16.1 All complaints are to be dealt within in conjunction with the Health Boards 
Concerns policy and procedures.  Complaints in relation to the processing 
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and the provision of subject access requests are to be forwarded to the 
ATHR Service. 


17 Resources 


The Health Records Service should have sufficient resource in order to ensure the 


Health Board remains complaint against its legislative requirements and 


timescales.   


Patient records custodians should ensure that staff within their area of 


responsibility have sufficient time and resource for the timely provision of 


document types required for subject access requests in line with legislative 


timescales.  


18 Training 


18.1 All staff within BCUHB are mandated to undertake Information Governance 
training.  This training must be renewed every two years. 
 


18.2 In addition to induction and mandatory training requirements, those who are 
responsible for handling subject access requests are required to undertake 
specialised training in order to fulfill their duties, for example: Data Protection 
(GDPR) Foundation and Practitioner certification. 


 


18.3 The Health Records Service are responsible for developing and delivering 
the Good Record Management training programme.  


19 Implementation 


BCUHB have implemented a number of Records Management and Information 
Governance policies and procedures which are regularly reviewed and updated.  
These are published in line with the Corporate Policy on Policies and awareness 
is raised via communication channels such as the Corporate Bulletin and training.  
The key policies and procedures relate to: 


 


• Health Records Management Procedure  


• Access to Information Policy; 


• Access to Health Records Procedure 


• Procedures for Safe Storage and transportation of PPI 


• Guidance for staff on disclosing patient/personal information (PPI) 


• Notification of Information Security Breach Procedure 
 


19.1 All staff responsible for handling and processing subject access requests are 
to be provided with specialised training access to enable them to comply with 
the General Data Protection Regulation (GDPR) 2016, Data Protection Act 
2018, Access to Health Records Act 1990, and BCUHB Health Records 
Management Procedure. 
 


19.2 Robust controls and auditing processes to be put in place to monitor 
compliance and manage any incidents with regard to data security breaches. 
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19.3 Quarterly KPI reports are presented to the Information Governance Group 
with issues of significance reported to the Digital Information Governance 
(DIG) Committee. 


20 Equality including Welsh Language 


20.1 Equality 
 
In accordance with equality duties, an Equality Impact Assessment has been 
carried out on this Strategy.  There is no evidence to suggest that the Strategy 
would have an adverse impact in relation to race, disability, gender, age, sexual 
orientation, religion and belief or infringe individuals’ human rights. 


 
20.2 Welsh Language 


 
The Health Records Service have responded to the requirements within the 
Welsh Language Standards document by ensuring that: 


 


• All correspondence received from the public will be responded to in the 
language in which it was received. 


• All telephone calls will be answered bilingually. If an individual wishes to 
continue in Welsh the call can either be put through to the Welsh 
Translation Team. 


• All information developed specifically for the public is available bilingually. 


• All staff members have bilingual ID badges.  


• All staff members have fully bilingual email signatures for internal and 
external emails. 


• Any new policies and procedures developed will use the new BCUHB 
template which ensures that welsh language is considered. 


21 Audit 


21.1 Internal Audit will provide an independent and objective opinion on Records 
Management risk management, control and governance arrangements by 
measuring and evaluating their effectiveness.   


21.2 The Health Board will respond to the ICO audit on how we manage the 
processing of personal data, in particular looking at: Governance & 
Accountability; Records Management and Requests for Information 


21.3 The Health Records Service will carry out audits for assurance that subject 
access requests are being processed in line with appropriate legislative 
measures within their Access to Health Records Service. 


22 Review 


This procedure will be reviewed in one year.  Earlier review may be required in 
response to exceptional circumstances, organisational change or changes to 
legislation / guidance. 
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23 References 


The main legislative measures which give rights of access to patient records 


include: 


23.1 The Data Protection Bill and the General Data Protection Regulations 


Data protection legislation regulates the processing and disclosure, of 


information about identifiable living individuals.  It gives those individuals, or 


their representatives, the right to apply to see certain personal information, 


including health records, held about them. 


Within the legislation, a health record is defined as a record consisting of 


information about the physical or mental health or condition of an individual, 


created by, or on behalf of, a health professional in connection with the care 


of that individual.  


A health record can be in computerised or manual form, or both. Examples 


include hand written clinical notes, letters to and from other health 


professionals, laboratory reports, x-rays and other imaging records etc. 


23.2 The Access to Health Records Act 1990 


The health records of a deceased person are regulated under the Access to 


Health Records Act 1990 (AHRA) and are defined in the same manner as a 


live person is under data protection legislation.   


The AHRA provides a limited number of people with a statutory right to 


access information contained within a deceased person’s health record.  


23.3 The Access to Medical Reports Act 1988 


The Access to Medical Reports Act 1988 allows individuals to see medical 


reports written about them, for employment or insurance purposes, by a 


health professional that they usually see in a ‘normal’ doctor / patient 


capacity.  This right can be exercised either before or after the report has 


been issued. 


23.4 Department of Health (DOH) Guidance for Access to Health Records 
Requests (2013) 


The DOH guidance aims to assist NHS organisations in England, through 


the process of dealing with an access request in accordance with the relevant 


legislation and any subsequent considerations. 


23.5 Medical Reports Act 1988 


The Access to Medical Reports 1988 gives insurance companies a clear and 


established legal route to access medical information.  The Act also gives 


appropriate safeguards to patients and respects the confidential relationship 


between a doctor and their patient.  Under the Act, a doctor can provide a 


tailored report to an insurer, with their patient’s consent, setting out only the 


information the insurer needs.  Organisations are allowed to charge a 


nominal fee under this legislation. 
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Appendix 1: Guidance on the consideration of the harm and distress exemption  


 


GUIDANCE FOR CONSULTANTS 


Consideration of the harm and distress exemption and how this should be 


applied 


The GDPR and the Data Protection Act 2018 set out exemptions from some of the 
rights and obligations in some circumstances. 


In relation to the individual’s right of access (subject access requests) there are some 
specialties’ within the Health Board that may wish to consider the harm and distress 
exemption.  In order to assist a Consultant in considering this exemption and how to 
apply it the following should be taken into account: 


1The exemption only applies to the extent that compliance with the right of access 
would be likely to cause serious harm to the physical or mental health of any individual. 
This is known as the ‘serious harm test’ for health data. 


• You should not routinely rely on this exemption; you should consider it on a 
case-by-case basis. 


• You should justify and document your rationale within the SAR Clinical 
Authorisation form stating which part of the record this applies to. 


• If this exemption does not apply then the record can be provided via the subject 
access process. 


You can only rely on this exemption if: 


• You are a health professional; or 


• Within the last six months you have obtained an opinion from an appropriate 
health professional that the serious harm test for health data is met. Even if you 
have done this, you still cannot rely on the exemption if it would be reasonable 
in all the circumstances to re-consult the appropriate health professional. 


If you rely on this exemption for part or the whole of a patient’s record, the rationale 
will be shared with the Head of Information Governance who will review the use of the 
exemption.  The requestor will not be advised of the use of the exemption if by doing 
so would also cause harm and distress. 


The requestor’s can only challenge this via the Courts.  If it were to be challenged you 
would be expected to justify the rationale you used in Court. 


If you would like further advice regarding this please contact Information Governance 
by logging a query via the Information Governance Portal 


  


 
1 Schedule 3 of DPA 2018 makes provision restricting the application of rules contained in Articles 13 to 21 of the 


GDPR to health, social work, education and child abuse data, as allowed for by Article 23(1) of the GDPR. 



https://ictportal.cymru.nhs.uk/governance
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Appendix 2: Parental Responsibility Guidance 


 


It is essential to be able to demonstrate who has Parental Responsibility whenever a child is 
being treated or information is being shared about them. It is important that this is able to be 
demonstrated, should the decisions or sharing be challenged at a later date.  
Parental Responsibility is defined in law by the Children Act 1989 as all the rights, duties, 
powers, responsibilities and authority which by law a parent of a child has in relation to the 
child and his property.  
People with parental responsibility are entitled to have a say in major decisions about the 
child such as:  


• Where the child should live  


• Where they should go to school  


• What religion they should practice  


• What name they should have  


• Giving or withholding of medical treatment  


• Dealing with their money or property  
 
Parental responsibility lasts until the child reaches 18 or marries between the ages of 16-18.  
 
a. Who has Parental Responsibility?  
 
Individuals have parental responsibility automatically if they are:  


• The biological mother of the child  


• The biological father of the child, and  
 


o Were married to the mother at the time of the birth, or  
o Married the mother after the birth of the child  


 


• The adoptive parents once an adoption order has been made.  
 
Both father and mother will continue to have parental responsibility, even if the marriage 
breaks down. 
 


Unmarried fathers did not have the same rights and responsibilities as married fathers 
until the Adoption and Children Act 2002 came into force on 1 December 2003. This is 
not retrospective and therefore:  
 


I. Children born before 1 December 2003, unmarried fathers can only get 
parental responsibility by:  


 


• Obtaining a parental responsibility order via the courts, or  


• Completing a Parental Responsibility agreement form with the mother 
of the child and taking it to a solicitor  


 
II. Children born on or after 1 December 2003, unmarried fathers can only get 


parental responsibility by:  
 


• Obtaining a parental responsibility order via the courts,  


• Completing a Parental Responsibility agreement form with the mother 
and taking it to a solicitor, or  


• If they are named on the child’s birth certificate.  







 


HR4 Access to Health Records Procedure v5.0 Final
  21 


 
Civil partners of mothers and married lesbian couples; if the child was conceived by 
artificial insemination on or after 6 April 2009 and the mother was in a civil partnership, 
the civil partner will automatically have Parental Responsibility for the child. Similarly, if 
the mother is married to their same-sex spouse and the child was conceived by artificial 
insemination the spouse will automatically have Parental Responsibility for the child. 
Both names should be added to the birth certificate and the child would have no legal 
father.  
 
b. What About Non-Parents?  
 
Other people can also acquire Parental Responsibility for a child. These might include 
step-parents, grandparents or same-sex partners. Non-biological parents can acquire 
Parental Responsibility if:  
 


I. They adopt the child – when an adoption order is made the adoptive parent or 
parents gain Parental Responsibility for the child and the biological parents lose 
it. If the adoption is a joint adoption between a biological parent and her or his 
partner, the person they are adopting with gains Parental Responsibility and any 
other person who had it loses it.  


II. They are appointed as a guardian of the child – a person or persons with 
Parental Responsibility can appoint another person or persons to be the child’s 
guardian after his or her death. The appointment can be made in writing (and 
must be signed and dated) or in a will. The appointment of a guardian will only 
take affect if:  


 


• There is no other person with Parental Responsibility for the child, or  


• If the parent who made the appointment was named as the person with whom the 
child lives in a child arrangement order at the time of their death and the surviving 
parent was not also named as a parent with whom the child shall live; or  


• If the parent who made the appointment was the child’s only special guardian.  
 
III. The court makes a child arrangements order stating that the child is to 


reside with him or her – in this situation the named person will acquire Parental 
Responsibility (if they don’t already have it). They will have Parental 
Responsibility for the duration of the child arrangements order but would lose it if 
the order is brought to an end by the court.  


IV. The court makes a special guardianship order – when the court makes a 
special guardianship order in favour of a non-parent, this person or persons will 
acquire Parental Responsibility for the child. The order provides the child with a 
legally secure family home but unlike adoption the parents do not lose Parental 
Responsibility. A special guardian, however, can overrule the Parental 
Responsibility of the parents when making decisions about the child.  


V. Married step parents and civil partners acquire Parental Responsibility for a 
step child or child of the family by either entering into a Parental 
Responsibility agreement or by asking the court to make a Parental 
Responsibility order. Parental Responsibility agreements require signed 
consent from all parents with Parental Responsibility.  


VI. Local Authorities can acquire Parental Responsibility for a child if the court 
makes a care order, emergency protection order or interim care order in 
respect of that child. The Local Authority will then share Parental Responsibility 
with anyone else who has Parental Responsibility for the child but the Local 
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Authority can overrule any decisions that they do not feel are in the child’s best 
interests.  


 
c. Proof of Parental Responsibility  
 
To enable someone to prove that they have Parental Responsibility they need to provide 
proof of their identity (e.g. passport, their birth certificate and photo ID) together with a 
copy of one of the following documents:  


• The child's Birth Certificate – To acquire Parental Responsibility  


• the father and mother must have registered the child's birth  


• together on or after 1 December 2003, or  


• Marriage Certificate, or  


• Parental Responsibility Agreement entered into by birth parents, or  


• Copy of a Court Order giving Parental Responsibility  
 
d. Consent from People with Parental Responsibility  
 
In cases where a child is unable to give informed consent themselves, people with 
Parental Responsibility are entitled to give consent for medical treatment on their behalf. 
There are limits on what parents are entitled to decide and they are not entitled to refuse 
treatment which is in the child’s best interests. Staff should take further advice, as 
appropriate in their area of work, and / or refer to the Consent Policy on the Intranet.  
 
e. Legal Liability Guideline Statement  
 
These guidelines are considered to represent best practice. Staff may exceptionally 
depart from any relevant Trust guidelines providing always that such departure is 
confined to the specific needs of the individual circumstances. In healthcare delivery, 
such departure shall only be undertaken where, in the judgement of the responsible 
healthcare professional it is fully appropriate and justifiable. Such decisions must be fully 
recorded in the patient’s Medical Record.  
 
 


 


 






