[image: image2.jpg]Bwrdd lechyd Prifysgol
Betsi Cadwaladr
University Health Board








	Ein cyf / Our ref: 609/21/FOI 


	Dyddiad / Date: 27th April 2022 


Further to your request for information dated 14th March 2022, I am pleased to provide the following response. Please accept our apologies for the delay. 
Your request:
Can you please provide me with job descriptions and personal specifications and pay scales for posts in your Information Technology department?
Our response:

Please find embedded below job descriptions and person specifications for posts within our IT department.  Please note that some of the job descriptions do not have bandings attached to them.
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We welcome correspondence through the medium of Welsh

Rydym yn croesawu gohebiaeth drwy gyfrwng y Gymraeg


		Job Title

		Job Description 



		Head of ICT Operations



		





		Deputy Head of ICT Services



		





		ICT Business Manager



		





		ICT Business Support Officer / Team Leader App Admin



		







		ICT Business Support Officer



		





		ICT Application Administrator

		





		ICT Systems Manager



		





		ICT Lead Systems Engineer



		







		Senior ICT Systems Engineer



		





		ICT Systems Engineer



		





		ICT Data Communications Manager



		





		Network Architect



		





		Lead ICT Voice and Data Engineer 



		





		Senior ICT Voice and Data Engineer



		





		Voice and Data Engineer



		





		Service Support and Delivery Manager (Desktop)



		







		ICT Service Application Developer



		





		ICT Service Desk Team Leader



		





		Service Desk Analysts



		





		Desktop Support Team Leader



		





		Desktop Support Technicians



		





		Telecoms Manager



		





		Telecoms Analysists 



		





		ICT Customer Liaison Manager



		





		ICT Service Support Performance Lead

		





		ICT Service Delivery & Performance Manager



		





		Project and Operational Support Services Manager

		





		Digital Delivery and Support Manager



		





		ICT Systems Support Manager



		





		Senior ICT Support Officer



		





		ICT Support Officer



		





		Junior ICT Support Officer



		





		ICT Service Application Developer



		





		Cyber Security and Compliance Manager



		





		Cyber Security and Compliance Officer



		





		Senior Cyber Security Project Support Officer



		





		Senior Project Support Officer



		





		Switchboard Call Handler



		





		Switchboard Team Lead



		





		Switchboard Supervisor 



		





		Switchboard Manager



		





		ICT Apprentice 



		





		Project Manager
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JOB DESCRIPTION 
 
JOB DETAILS 
 
Job Title:    Assistant Head of ICT Services 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department:                                 ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Head of ICT 
Services



1x Band 8c



Assistant Director 
of Informatics



1x Band 8d



Assistant Head of 
ICT Services



x1



Telecoms Services 
Manager



x1



Data Comms 
Manager



x1



IT Systems 
Manager



x1



Service Support & 
Deliver Manager



X1`



Senior Voice & 
Data Engineers 



x3



Senior IT Systems 
Engineers



x3



Desktop Support 
Team Leaders



x3



 
 
 
Accountable to:   Head of ICT Services 
Responsible for:  ICT Operations 
                              Data Communications Manager 
                          IT Systems Manager 
                              Service Support & Delivery Manager 
                              Telecoms Services Manager 
 



 
 
 
 
 











 



 



 Version 2     Page 2 of 12 



 



JOB PURPOSE 
 
 
The Assistant Head of ICT Services is a key member of the senior ICT management team of 
the Informatics Directorate and is the Senior Operations Manager for the ICT Services 
Department. The role carries significant leadership and autonomous management 
responsibility and will be operationally responsible for the management of the ICT Services 
Department on a day to day basis. This entails delivering a service of diverse and complex 
demands across the organisation, to a wide range of customers including CPG’s, corporate 
departments and the executive team.  
 
The post holder will be operationally responsible for implementing the ICT elements of the 
Informatics Strategic Plan and ensuring that the ICT infrastructure is in place to support the 
delivery of safe, effective and efficient healthcare.  This will require detailed knowledge and 
understanding across the full breadth of ICT services with the vision, drive and insight to pull 
these complex and diverse strands into a cohesive, well understood plan that delivers timely, 
accurate technical solutions to underpin high quality healthcare. 
 
The post holder will be expected to represent the organisation on a range of national ICT 
forums, ensuring that the organisation’s voice is heard and listened to in the development of 
national infrastructure strategy and development. This will require considerable expertise, 
experience and leadership across a range of highly complex issues. 
 
The post holder will act as an ICT expert on a range of cross-professional groups, often at 
national level, and including representation across a number of CPG boards. As an ICT 
professional, the post holder will provide technical expertise in the interpretation and 
presentation of highly complex technical solutions for senior management within the Health 
Board.  



Deputise for the Head of ICT Services on all areas. 



 



 
 
DUTIES AND RESPONSIBILITIES 
 
 
Management of services, resources and policy 



• Responsible for the management, development and operation of ICT systems and 
information resources/systems across the Organisation as a major job responsibility. 



• Responsible for the financial management, development and monitoring of budgets in 
respect of the ICT Operations Department and associated services.  



• Responsible for interpreting national ICT policy and ensuring local compliance. 



• Responsible for developing and implementing a range of policies and procedures to support 
the effective running of ICT infrastructure, telecommunications and systems across the 
Organisation. Ensure effective ICT working policies and procedures are developed, 
maintained and monitored in line with best practice. 



• Contribute to the development of ICT security policies, procedures and practices for national 
infrastructure and systems.  



• Ensure all Health Board ICT Systems are run efficiently and effectively and that 
appropriate disaster recovery plans are in place. 



• Ensure appropriate maintenance contracts are in place for key ICT systems. 



• Quality Assure the development and content of the ICT pages on the Health Board 
Intranet. 



• Assist with the continuous development of the Health Board’s Information Security system 
(ISO27001). 



• Assist with the development of the ICT discretionary capital programme across the Health 
Board and prioritise spend in line with the ICT Operational Strategy.  
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• Assist in the management of ICT discretionary capital budget for major ICT projects, 
providing reports to the Discretionary Capital project board as required.  



• Manage and maintain participation of ICT Operations staff in organisation-wide initiatives.  



• Collate and produce status reports for submission to Project Boards, Operational Boards 
and Health Board on ICT issues as required. 



• Manage the ICT implementation plan ensuring all expenditure conforms to the Health Board 
Standing Financial Instructions (SFIs) and Standing Orders.  



• Ensure that ICT infrastructure and systems are reliable and resilient where appropriate and 
that robust arrangements are in place for maintenance of such resources. 



• Define ICT Technical and Security standards for the Health Board, ensuring existing and 
new computer systems comply with such standards. Ensure such ICT standards comply 
with relevant NHS ICT national standards or best practice. 



• Responsible for the specification and delivery of local ICT Projects and input into national 
ICT schemes or directives. 



• Consult with Directorates and health partners in order to inform the development of 
implementation plans, ensuring ICT and telecommunications requirements are identified and 
incorporated. 



• Provide expert technical advice and guidance on ICT and Telecommunications projects as 
required. 



• Lead the development and improvement of the existing functionality of ICT infrastructure, 
Telecommunications and Systems.  



• Ensure that scheduled work has correctly allocated resources, is completed within 
timescale, to agreed quality standards. 



• Ensure post project quality assurance checks are performed and feedback provided to 
appropriate Directorate staff 



• Responsible for the accurate and frequent updating of all ICT elements of the Informatics 
operational plan. 



 
 
General Management / Communication 



• Communicates highly complex technical/service issues to large groups of senior 
management, staff, suppliers and service providers and provide guidance to develop 
appropriate course of action(s), where there may be barriers to understanding.  



• Conveys ICT and Telecommunications concepts clearly; develops and delivers formal, 
highly complex presentations to Executive & Health Board staff, external agencies etc 



• Contribute to a seamless response to the ICT needs of the Health Board and its Directors, 
maintaining a professional approach and leading by example at all times. 



• Promote the department and the Directorate at all times. 



• Develop and maintain a strong working relationship with all members of the ICT 
Department.  



• Provide expert technical advice across the ICT Department, advise and support staff in the 
effective use of ICT hardware, software, telecommunications and ICT security. 



• Assist with the management of security and risk factors related to ICT infrastructure and 
services in partnership with clinical and corporate governance colleagues. 



• Provide expert technical advice on complex ICT issues which requires complex analysis 
and interpretation and evaluation of a range of options/factors in order to achieve 
organisational objectives and goals. 



• Lead ICT internal and external audits working with auditors to provide baseline information 
and develop action plans as required. 



• Provide technical representation for the Health Board on All-Wales forums and projects as 
required. 



• Manage the development and implementation of ICT security policies including SOPs and 
SSPs for all Health Board systems. 



• Provide technical and professional advice in respect of ICT Security. 



• Analyses, interprets and resolves highly complex ICT problems that require expert opinion 
and input to resolve issues, where no precedent exists, which requires frequent prolonged 
concentration. 
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• Ensure systems are in place to routinely analyse and manage ICT resource utilisation in 
order to provide efficient and optimised ICT services.  



• Establish and interpret Key Performance Indicators in order facilitate service development 
and improve the performance of the ICT services, infrastructure and systems. 



• Ensure that routine maintenance and remedial work undertaken does not adversely impact 
the availability of business critical systems. 



• Liaise with external stakeholders and suppliers involved in the provision, deployment, 
management and maintenance of ICT systems. 



• Assess the security impact and implications of incidents and events, report as appropriate 
and mitigate where possible. 



• Responsible for the development and maintenance of an ICT infrastructure which supports 
the Organisation’s 24/7 critical systems as appropriate. 
 



Develop and maintain key relationships with:  
 



• Welsh Government  



• NHS Wales Informatics Service 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Strategic Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 



• Health Board Professional Advisors 
 



 
 



Financial Responsibilities 



• Responsible for the financial management and monitoring of budgets in respect of ICT 
Services. 



• Support the Head of ICT Services in the budget setting process for the ICT Services 
Department. 



• Responsible for signing off expenses for all staff within the ICT Services Department. 



• Authorised signatory for departmental revenue budget. 



• To lead the operational delivery of the department’s Cost Improvement Programmes 
(CIP), ensuring they are on track to deliver the required savings. 



• To act in an advisory capacity on highly complex ICT issues pertaining to the internal 
contracting process that will ultimately impact on income streams for CPG’s. 



• Advise on areas where the organisation can make efficiency savings. 
 



 
Planning 



• Required to plan and develop long term strategic plans, which will impact across the 
organisation, that take into account a broad range of issues, inclusive of; aspects of service 
provision/development for Informatics Directorate;  ICT strategy; responsibility for leading 
the development and planning of the ICT Operational and Telecommunications Strategy.  



• Manage, maintain and review Service Level Agreements with other healthcare 
organisations. 



• Ensure critical ICT computer systems are managed in accordance to their SOPs in line 
with best practice and that appropriate disaster recovery procedures are in place for those 
systems. 



• Ensure disaster recovery testing is performed in line with the schedule set out in the 
SOPs. 



• Ensure ICT systems managed by the ICT Systems team are secure and make 
recommendations for increased security as appropriate and as part of the SOP process. 
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• Specify the requirements for new computer systems and the enhancement of existing 
systems providing technical advice and guidance ensuring such systems comply with 
relevant technical standards as well as addressing any contractual arrangements as 
appropriate. 



• Organise essential maintenance work to minimise impact on users. 
 
Research & Development / Service & Quality Improvements 



• Undertake research as necessary to support projects and service development.  



• Regularly undertake surveys or audits for ICT work/design and conduct complex audits in 
order to improve ICT services.  



• Research the ICT and Telecommunications market, ICT suppliers and advances in 
technical developments to utilise such technology to benefit the organisation and 
ultimately clinical and patient services.  



• Ensure appropriate procedures are in place for testing new ICT computer equipment and 
applications and ensure these comply with relevant NHS ICT standards. 



• Keep abreast of the latest technology in order to make best use of such technology to 
support the strategic service requirements.  



 
Human Resources 



• Direct, control and motivate ICT Operations staff to deliver an effective and efficient 
service 



• Responsible for the operational management of several services, that include the Service 
Desk, ICT Systems Team, Network and Telecommunications Team, with responsibility for 
recruitment, appraisal, grievance and disciplinary issues, that may require the 
management of challenging, difficult or emotive situations, in accordance with 
organisational policy  



• Manage and develop staff / ensure they have necessary skills to undertake their duties 
and exercise their responsibilities effectively. 



• Provide line management for all human resource issues i.e. disciplinary, sickness reviews 
etc., in line with the Health Boards Human Resource Policies and Procedures.   



• Responsible for promoting a good working environment for staff and encouraging staff to be 
aware of health and safety issues within their own environment as well as those of other 
staff using ICT equipment within the organisation. Identify report and analyse methods of 
improvement for any hazards /incidents within the workplace.  



• Responsible for and arrange the recruitment and selection of expert ICT engineering staff, 
undertake individual performance reviews, arrange training (mandatory, in-house, 
induction or links to external training providers) ensuring on-going training and 
development needs are being met..  



• Chair appointment panels where appropriate, ensuring the procedures identified in the 
Health Board’s Recruitment policy are adhered to. 



• Responsible for setting personal objectives of ICT direct reports in line with the ICT 
Operational Strategy. 



• Oversee the work of suppliers and contractors to ensure they deliver effective services to 
the organisation 



Communication  



• Provide expert ICT advice, where no precedent exists, which involves the analysis, 
interpretation and resolution of highly complex ICT technical concepts and problems, that 
requires the evaluation of a range of options/factors in order to achieve organisational 
objectives and goals 



• Communicate ideas and highly complex ICT technical concepts/issues clearly, via 
presentations and during meetings, to all levels of staff, where there are barriers to 
understanding, in order to achieve positive outcomes. 



• Represent the Directorate by actively participating in Organisation wide Committees and 
Groups and establish/chair new forums/groups where necessary to promote ICT issues.  



• Ensure effective communication is maintained within the Departmental Teams, across the 
ICT Directorate and within Project Teams. 
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Continuing Professional Development 



• Develop a personal development plan annually as part of the Personal Development 
Review process. 



• Keep skills up to date and relevant in order to carry out appropriate tasks in the areas of 
project management, informatics and desktop applications. 



• Use available resources (Intranet, internet, reading materials, conferences) to keep 
abreast of ICT developments and look for opportunities to use these developments   



• Ensure continuation of personal development through appropriate formal training as and 
when necessary. 



• Keep up to date with legislation in relation to confidentiality, such as data protection, 
Caldicott principles, Human Rights Act, Freedom of Information Act etc and the latest E-
policies. 



 
 
GENERAL REQUIREMENTS 



 
Competence 
At no time should the postholder work outside their defined level of competence. If there are 
concerns regarding this, the postholder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their supervisor/manager if 
they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to enable 
them to practice within their profession, are required to comply with their code of conduct and 
requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement they 
should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they fulfil a 
proactive role towards the management of risk in all of their actions. This entails the risk 
assessment of all situations, the taking of appropriate actions and reporting of all incidents, 
near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that they 
gather, create or use as part of their work within the LHB (including patient health, financial, 
personal and administrative), whether paper based or on computer. All such records are 
considered public records, and the postholder has a legal duty of confidence to service users 
(even after an employee has left the LHB). The Postholder should consult their manager if 
they have any doubt as to the correct management of records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety and that 
of others who may be affected by their acts or omissions.  The postholder is required to co-
operate with management to enable the LHB to meet its own legal duties and to report any 
hazardous situations or defective equipment. The postholder must adhere to the LHB’s risk 
management, health and safety and associated policies.  
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and may be 
changed by mutual agreement from time to time. 











 



 



 Version 2     Page 7 of 12 



 



 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining confidentiality and 
security of information gained during the course of their duties. This will in many cases include 
access to personal information relating to service users. The postholder must treat all 
information whether corporate, staff or patient information in a discreet and confidential 
manner in accordance with the provisions of the data protection act 1998 and organisational 
policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It recognises 
that discrimination and harassment is unacceptable and that it is in the best interests of the 
LHB and the population it serves to utilise the skills of the total workforce. The postholder 
must comply with and adhere to the equal opportunities and dignity at work policies.  
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PERSON SPECIFICATION – GUIDANCE 



 



The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  Assistant Head of ICT Services Band:  Current Post 
Band 



 



 
ESSENTIAL 



The qualities without 
which a post holder 



could not be appointed 



DESIRABLE 



Extra qualities which can 
be used to choose 



between candidates who 
meet all the essential 
criteria working at full 



competencies 



METHOD OF 
ASSESSMENT 



 



 



 



QUALIFICATION
S 



 
 



• Educated to Masters 
level or equivalent 
experience  



• PRINCE2 training 
(formal or informal) 



• Extensive technical 
knowledge over a range 
of disciplines including 
ICT, HR, Finance. 



• Evidence of further 
development and or 
education and training 



  • Application 



• Application 
and 
Interview 



• Application, 
Interview 
and 
Presentation 



• Application, 
Interview 
and 
Presentation 
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EXPERIENCE 



 
 



• Significant experience at 
a senior management 
level within an ICT 
environment. 



• Track record of 
achievement at a senior 
management level 



• Experience of 
successfully planning, 
monitoring and 
controlling projects, 
using a structured 
methodology e.g. 
PRINCE2 



• Track record of 
technical innovation and 
implementation 



• Detailed experience and 
knowledge of the 
procurement process, 
and business case 
development 



• Experience in dealing 
with highly complex ICT 
issues in a large 
organisation 



• Experience of managing 
large capital and 
revenue budgets. 



 • Application 
and 
Interview 



• Application, 
Interview 
and 
Presentation 



• Application, 
Interview 
and 
Presentation 
 



• Application, 
Interview 
and 
Presentation 



• Application, 
Interview 
and 
Presentation 



• Application, 
Interview 
and 
Presentation 



• Application 
and 
interview 
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SKILLS including 
those physical 



skills necessary 
for the post. 



SEE GUIDANCE 
BELOW ON 
PHYSICAL 



SKILLS 



 



• Leadership, coaching 
and management skills 



• Ability to lead by 
example and influence 
others  



• Ability to analyse 
complex information 
from various sources 



• Excellent verbal and 
written communication 
and presentation skills 



• Ability to develop and 
maintain effective 
working relationships. 
Ability to motivate and 
maintain high 
performing teams. 



• Track record of problem 
solving in a project 
management 
environment 



• Ability to plan 
strategically in the 
medium and longer term 



• Wide range of ICT skills 
including change 
management, 
negotiating, influencing 
skill, detailed knowledge 
of ITIL framework. 



• Advanced IT and 
keyboard skills 



• Car driver 



 Application 
Form 



Interview 
References 



 
 



PERSONAL 
QUALITIES 



(Demonstrable) 
 



• Be able to prioritise 
workload and effectively 
manage competing 
demands 



• Demonstrate tact, 
diplomacy and political 
awareness 



• Self-motivated & 
enthusiastic 
professional 



• Ability to relate to staff 
of all disciplines and 
seniority 



  
Application 



Form 
Interview 



References 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Assistant Head of ICT Services 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
D: Long periods of attending meetings, presentations and workshops. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
D: negotiate changes to previously agreed deadlines. 
High levels of concentration for long periods, chairing and participating in 
meetings leading presentations and workshops. 
D: concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
W: Act as arbitrator at meetings. 
D: sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
W: Travel by car and train with occasional overnight stay away from home. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title: Assistant ICT Business Manager 
 
Band:    Band 6 
 
Hours of Work:  37.5 hours per week  
 
Division  Medical Director / Informatics   
 
Base:    As advertised  
 
 
ORGANISATIONAL ARRANGEMENTS 
 
Accountable to:  
Head of ICT 
 
JOB PURPOSE 
 
The post holder will work as part of a busy multi skilled ICT team delivering a 
professional ICT service to its user base of 15, 000.  The post holder will support 
the Head of ICT Services and Senior ICT Managers in all aspects of day to day 
operational business delivery across the Health Board.   
 
The post holder will have line management responsibility for the ICT Application 
Administrators ensuring timely and affective processing of ICT service requests 
from end users.  
 
Being a key member of the team, the post holder will support effective 
communication within the team and provide stakeholder management, both 
internally and externally to facilitate high standards of service delivery and 
business delivery. 
 
The post holder will coordinate all business activities within the ICT Services 
Team. Specific responsibilities will include ensuring the coordination of budgetary 
reporting and compliance, all aspects of vacancy control and lead the 
modernisation of the Admin and Clerical processes across ICT Services and 
coordinate key governance functions to include FOI and SAR requests.  
 
Monitor the annual business plan, financial plan, and performance agenda 
ensuring financial balance and cost improvements are met.  
 
The post holder will take a lead when required for bespoke projects. 
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DUTIES AND RESPONSIBILITIES 
Support the ICT strategic and business planning processes to include: 



• The post holder will attend meetings with departments and services 
providing continual feedback and updates to ICT management. 



• The post holder will be responsible for the line management of 3x 
Application Administrators providing support, guidance and quality 
assurance on all aspects of service application processing. 



• Support senior ICT management with all aspects of budget administration 
ensuring accurate and concise record keeping.  



• Provide support to ICT management in the compilation and development 
of business cases to support the capital programme. 



• Undertake detailed and complex budgetary analysis to support accurate 
up to date budget reporting.  



• Produce robust and focused management information that supports the 
Head of ICT and other senior ICT managers in the effective and efficient 
delivery of ICT services across the Health Board. Included in this will be 
assisting the Head of ICT in compiling annual capital expenditure 
programmes. 



• Monitor budget expenditure on capital projects providing continuous 
feedback to project managers and project sponsors. 



• Identify potential sources of income through both the development of 
existing and the creation of new services that maximise opportunities for 
income generation 



• Work closely with the procurement team and incumbent suppliers to 
ensure on-going value for money in all aspects of contract management. 
Provide day to day administrative support to the Head of ICT to support 
effective and timely service delivery. 



• Deputise for the Head of ICT at meetings as required 



• Contribute to the information analysis of all ICT KPI’s ensuring accuracy 
and appropriate publication in conjunction with the Performance and 
Improvement team. 



• Co-ordinate and monitor team compliance with mandatory training and 
sickness absence policy requirements. 



• In conjunction with senior ICT management, accurately monitor and 
update risks within the Informatics risk register in relation to ICT. 



• Develop and maintain good working relationship with all members of the 
ICT team to ensure high standards of service delivery are met and 
exceeded. 



• Maintain an awareness of relevant policies and procedures in relation to 
ICT activities and service users 



• Undertake personal development review of direct reporting staff and 
oversee co-ordination of relevant training. 



• Assist ICT management in the co-ordination of disciplinary meetings when 
necessary. 
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• Provide advice, guidance and support to ICT management regarding all 
recruitment processes and payroll activities. 



• Undertake periodic departmental audits to ensure compliance with Health 
Board policies and procedures. 



• Be a credible source of specialist knowledge and advice 



• Deputise for the Head of ICT at meetings as required 



• Contribute to the delivery of a high quality service to end users ensuring 
continuous service development and improvement.  



• The post holder will be responsible for preparing agendas and taking 
notes for ICT management meetings and ensuring all meeting actions are 
completed prior to future meetings 



• Manage and co-ordinate departmental budgets. Working with the 
departmental Accountant to regularly monitor and review financial budgets 
for accuracy and compliance reporting back to the Head of ICT. 



• Assist the Head of ICT and other senior ICT management in ensuring cost 
improvement targets are met and cost pressures identified. 



• Develop and maintain comprehensive capital and revenue expenditure 
documentation to ensure accurate budgetary forecasting and full audit 
trail. 



• Assist senior ICT management monitoring compliance with ICT policies 
and procedures and take corrective action as necessary. 



• Ensure that all tasks are carried out within the guidelines of security and 
confidentiality. 



• Liaise with third party suppliers to maintain a consistent level of business 
engagement in relation invoicing and general account management 



• Assist the Head of ICT in preparing documentation as requested by 
internal and external auditors 



• Manage and coordinate the processing of Freedom of Information 
Requests, Subject Access Requests and assist with the collation of 
information in relation to internal investigations 
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Facilitate financial management support to enable the efficient management 
of resources. 



• Monitor expenditure budgets for the ICT services effecting budget 
managers, services and resources. Responsible for working with budget 
holders to ensure the Division effectively manages its budget resources 



• Responsible for effective budget management for area of responsibility  



• Provide effective support to budget holders, ensuring engagement in 
business planning and budget management processes 



• Ensure the Head of ICT is appraised of current financial trends with potential 
solutions for dealing with any overspends 



• Ensure timeliness and accuracy of business management information 



• Liaise with managers, clinicians and finance department to ensure shared 
understanding of financial issues and that agreed strategies to meet 
financial targets are implemented 



• Co-ordinate and provide practical support to management team in the 
delivery of detailed and time-tabled management plans to meet efficiency 
targets and cost pressures 



• Liaise with the respective finance sections of the Health Board and partner 
agencies to ensure that systems are in place to maximise use of income 



• Responsible for preparing regular reports on finance and activity to scrutiny 
panels, partnership boards and local Executive Team 



• Assist the Division in enabling robust and timely budget setting process       



• Authorised signatory for oracle and travel. 
 
Integrated performance management 



• Support the Head of ICT in delivering ongoing service improvement in the 
Localities and Services. 



• Supports the Business Planning and service improvement/development 
agenda by leading on the development of an effective performance 
improvement framework. 



• Working with the Head of ICT and Senior Managers to ensure the 
development and implementation of ICT across Informatics including 
connecting for Health and partner agency ICT initiatives and involvement in 
Health Board wide teams as required. Work with the Head of ICT to ensure 
the development and implementation of ICT across Informatics including 
connecting for Health and partner agency IT initiatives and involvement in 
Health Board wide teams as required 



• .   



• Ensure appropriate activity targets are set in liaison with the Business 
Manager 



• Where appropriate, support in the Head of ICT when required with the 
correlation of information in relation to Health Board Investigations and 
complaints. Support the Team in delivering an effective governance 
framework 



 
Facilitate the implementation of key corporate strategies 



• The post holder will have responsibility for identifying opportunities for 
change through service and financial improvements thus changing 
outcomes for service users 
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• Liaise with Head of ICT to ensure timely delivery and implementation of the 
Informatics Operational Plan in line with the Health Boards Business Plan 
and key objectives. 



• Liaise with colleagues within Informatics in strategic planning where 
appropriate. 



• Contribute to the development and implementation of relevant policies and 
procedures and ensure compliance with corporate policies is promoted and 
where appropriate adhered to to form compliance.  



 
Management responsibilities 



• Directly line-manage administration and other staff as necessary and 
undertake all aspects of recruitment, performance review and 
including discipline and grievance procedures. 



• In support of the Head of ICT lead on specific elements on business 
planning within the ICT service  



• Encourage effective team working and promote a reflective and learning 
culture where improvement is constant 



 
Communication 



• Use of robust strategic intelligence and use sensitive political awareness in 
working across partner agency boundaries 



• The post holder will require strong written and oral skills and be able to 
convey complex and possibly conflicting information in a way that is 
accessible to all relevant parties 



When required deliverformal and informal presentations to the senior informatics 
and organisational managers.  



• Project Management 



• Provide detailed budgetary reports to senior project managers to contribute 
to the effective delivery of key info structure projects. 



To supports, facilitate and monitor progress of project within or across 
site(sBusiness Development 



• Through the use of external contacts within the healthcare economy and 
wider, as well as using national and local benchmarks, identify and evaluate 
clinical service opportunities for the Health Board, liaising with other key 
staff and external contacts as appropriate 



• Produce convincing and robust business cases to support the initiation of 
new service developments for the Division 



 
General 
The post holder will be expected to:- 



• Work closely with the Division to ensure that the Integrated Service adheres 
to and actively promotes the Equal Opportunities/Race Equality policies of 
the parent organisations 



• Undertake such other duties as may be necessary from time to time 



• The post holder will be expected to provide a level of cross cover for other 
Assistant Business Support Managers as necessary 



• Deputise accordingly 
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This Job Description is intended as a guide, key duties and responsibilities 
may change.  Any change will be informed through Business Managers. 
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GENERAL REQUIREMENTS 
 
Competence 
At no time should the post holder work outside their defined level of competence. If there 
are concerns regarding this, the post holder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their supervisor/manager 
if they doubt their own competence to perform a duty. 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to enable 
them to practice within their profession, are required to comply with their code of conduct 
and requirements of their professional registration. 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they fulfil 
a proactive role towards the management of risk in all of their actions. This entails the risk 
assessment of all situations, the taking of appropriate actions and reporting of all incidents, 
near misses and hazards. 
Records Management 
As an employee of the LHB, the post holder is legally responsible for all records that they 
gather, create or use as part of their work within the LHB (including patient health, 
financial, personal and administrative), whether paper based or on computer. All such 
records are considered public records, and the post holder has a legal duty of confidence 
to service users (even after an employee has left the LHB). The Potholder should consult 
their manager if they have any doubt as to the correct management of records with which 
they work. 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety and 
that of others who may be affected by their acts or omissions.  The post holder is required 
to co-operate with management to enable the LHB to meet its own legal duties and to 
report any hazardous situations or defective equipment. The post holder must adhere to 
the LHB’s risk management, health and safety and associated policies.  
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and may 
be changed by mutual agreement from time to time. 
Confidentiality 
The Potholder must at all times be aware of the importance of maintaining confidentiality 
and security of information gained during the course of their duties. This will in many cases 
include access to personal information relating to service users. The post holder must 
treat all information whether corporate, staff or patient information in a discreet and 
confidential manner in accordance with the provisions of the data protection act 1998 and 
organisational policy. 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the best 
interests of the LHB and the population it serves to utilise the skills of the total workforce. 
The post holder must comply with and adhere to the equal opportunities and dignity at 
work policies. 
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ORGANISATIONAL CHART 



 



Head of ICT 
Services



1x Band 8c



Assistant Director 
of Informatics



1x Band 8d



Assistant ICT 
Business 
Manager



x1



Telecoms Services 
Manager



x1



Data Comms 
Manager



x1



IT Systems 
Manager



x1



Service Support & 
Deliver Manager



X1`



ICT Application 
Administrators



x3
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BCULHB 



PERSON SPECIFICATION 
 



Job Title:  Assistant ICT Business Manager  Band:  6 
 



 
ESSENTIAL 



The qualities without which a post 
holder could not be appointed 



DESIRABLE 



Extra qualities which can be used to 
choose between candidates who 



meet all the essential criteria 
working at full competencies 



METHOD OF 
ASSESSMENT 



 



 



QUALIFICATIONS 



 
 



Educated to degree or relevant 
equivalent experience plus 4 years 
relevant management experience 
with post graduate training  or 
qualification to at least diploma level / 
or equivalent 
 
Proven technical and management 
experience  
 
Evidence of continuing professional 
development 



ILM Management level 4, or 
equivalent qualification/ level of 
work experience and knowledge.   



Certificates 



 



EXPERIENCE 



 
 



 
Experience of leading business 
planning / monitoring processes 
 
Experience of performance 
management, NHS / Social Services 
information management and 
delivering on relevant performance 
indicator targets 
 
Experience of producing robust and 
convincing business cases 
 
Experience of proactively managing 
revenue and capital budgets 
 
Experience of managing NHS income 
 
Evidence of driving and supporting 
organisational and service change 
 
Sound knowledge of strategic 
objective setting 
 
Leadership skills and the ability to 
effectively influence direct reports and 
senior staff 
 
Knowledge of Health & Safety and 
Complaints legislation 



Experience in delivering complex 
clinical service redesign using 
analytical tools and techniques to 
objectively analyse factors such as 
demand, capacity and activity 
 
Experience of delivering complex 
project management tasks that span 
multiple organisational boundaries 
 
Experience of leading complex 
change management processes 
and the current national and local 
mental health policy context.   
 
Demonstrate knowledge of new and 
emerging initiatives in mental health 
services 



Application Form 
Interview 



References 
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SKILLS including 
those physical skills 



necessary for the 
post. 



 
 



Excellent communication skills 
 
Highly numerate  
  
Ability to meet tight deadlines and 
effectively manage competing 
priorities 
 
Ability to take lead project 
management responsibility for time 
sensitive complex assignments 
 
Ability to analyse and translate 
complex information for a variety of 
purposes.  Present such information 
in a range of formats to diverse 
audiences, such as a multi-
disciplinary team or service user 
group 
 
Strong leadership and managerial 
skills that command respect from 
senior staff and line management 
reports 
 
Able to interpret national, regional and 
local priorities and set service 
objectives in line with such priority 
agendas 
 
Able to negotiate effectively with a 
wide range of partners with tact and 
persuasion 
 
Ability to working across 
organisational boundaries on 
complex projects 
 
Effective planning and organisational 
skills 
 
Able to work on own initiative with 
minimum supervision 
 
Ability to work within both an 
operational and strategic 
management role 
 
Able to foster and develop effective 
team working across services and 
organisations 
 
Ability to communicate sensitive 
information to a wide range of multi-
disciplinary staff  
 
Ability to negotiate co-operation from 
a range of staff disciplines 



Ability to develop and extend 
collaborative partnerships with 
external organisations 
 
Ability to provide high level (board 
level) input into specific projects.   
 
Ability to develop long term service 
improvement plans 
 



 
Application Form 



Interview  
References 
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KNOWLEDGE 



 
 



Highly computer literate: MS Office, 
patient database and computer based 
performance management tools 
Customer relationships 
Business process mapping 



 



  
Application Form 



Interview 
References 



 
OTHER RELEVANT 
REQUIREMENTS 
(Please Specify) 



 
 
 
 



Frequent requirement for periods of 
intense concentration whilst dealing 
with interruptions. 
 
Able to work effectively in high 
pressure environment and deliver 
work within agreed timescales. 
 
Ability to prioritise own and others 
workload. 
Enthusiastic, committed, proactive 
and innovative. 
 
Appetite for hard work and 
challenges. 
 
Show resilience, stamina and 
reliability under pressure, never 
losing sight of objectives. 
 
High level of personal integrity. 
 
Flexible in approach to try new 



procedures and practices. 
 
To work under own initiative 



  
Application Form 



Interview 
Document Check 
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Betsi Cadwaladr University Health Board 
 
EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Assistant ICT Business Manager 
 
Department: Business Support 
 
Division: Mental Health & Learning Disability 
 
This document should be completed for each job description and submitted together with the 
agreed job description and person specification. Having studied the information relating to effort 
factors, give an accurate description of what effort is required in the job role under each of the 
headings. Please indicate frequency of exposure as follows: 



 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
 



Physical Skills 
Nature of skills required: 
D/W: Ability to make timely travel arrangements. 
D: Use of PC and Laptop. 
D: Keyboard and telephone use. 
D: Ability to assimilate and respond to highly complex information rapidly 
D: Ability to undertake complex decision making 
D: Ability to deal with high volumes of complex information 
D: Ability to work with frequent interruptions and in an open office environment 
W: Travel between sites. 
D: Long periods of working on the computer 
 
Working Conditions 
Nature & Frequency:      
D: Use of computer and other office equipment both on site and remotely. 
D / W: Requirement to travel by car. 
 



Physical Effort 
Nature & Frequency:      
D: Regular travel between NHS and other sites often with limited time between 
meetings. 
D: Frequent VDU use is required for this post for periods of up to 3 to 4 hours at 
a time in order to produce complex reports and analysis to support decision 
making. 
W: Transportation of documents, computer equipment, projectors. 
D / W: Long periods of attending meetings / presentations / workshops 
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Mental Effort 
Nature & Frequency:      
D: Frequent requirement to adapt to changing priorities and re-focus the work of 
self and others on new priority areas that may require urgent action. 
D: Workload pressures with competing demands, driven by internal and external 
timescales. 
D: Negotiate changes to previously agreed deadlines. 
D: High levels of concentration for long periods, participating in meetings, leading 
presentations / workshops. 
D: Participate in and facilitate meetings which require a high level of 
concentration on a wide range of topics, with a variety of audiences and mixtures 
of attendees. 
D: Concentration for long periods. 
D: Frequent interruptions 
D: Manage conflict and emotional responses to change to deliver sustainable 
cultural and organisational process change. 
D: Use influencing skills combined with negotiation skills to deliver change. 
D: Use problem solving and creative thinking to deal with operational strategic 
challenges. 
D: Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Presentation and interpretation of complex information and accuracy of 
reporting 



 



Emotional Effort 
Nature & Frequency:  
W: Act as arbitrator at project and partnership meetings. 
D: Sustain focus at long meetings / events. 
D: Resolve problems and issues in order to deliver objectives projects, including 
conflict and contentious issues. 
D: Dealing with adverse reaction and or resistance to change. 
W: Political awareness in dealing Health Board and WG communications, both 
verbally and in writing. 
W: Deal positively and promptly with staff concerns and personal problems, 
challenge staff on any inappropriate behaviours or poor performance and 
investigate and deal with complaints as required. 
D. Staff challenging changes to their pay or terms and conditions of employment 
can often be hostile. 
W: Listen to staff grievances  
D: Dealing and communicating with directly managed staff on a daily basis in 
relation to work and personal issues / monitoring staff stress levels and 
awareness of the workload of the team. 
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                 JOB DESCRIPTION  



  
 



JOB DETAILS: 
Job Title 



 



ICT Business Support Officer / Team Leader 



Pay Band 



 



5 



Hours of Work and Nature of 
Contract 
 



37.5 



Division/Directorate 



 



Informatics – ICT 



Department 



 



Informatics – ICT 



Base To be completed on recruitment 



(One of the three main Informatics sites) 



 
 
 
ORGANISATIONAL ARRANGEMENTS: 



 



Managerially Accountable to: 



 



 



Reports to: Name Line Manager 



 



 



Professionally Responsible to: 



 



 



 



Add organisational statement on values and behaviours 



 



 



 



 



Job Summary/Job Purpose: 
 
Working as part of the ICT Team, the post holder will provide business support to the Assistant 
ICT Business Manager and lead in the software asset management of office 365 personas, 
renewals of contracts, audits, project support and ICT Application Admin team.  
  
The post holder will be responsible for developing policies and protocols for their own area of 
work and for the wider ICT service.  They will work closely with stakeholders and members of 
the ICT Team to provide seamless business support.   
  
The post holder will lead by example providing a professional, positive customer focused ethos, 
and will strive to deliver high quality outcomes by providing positive motivation to staff.  They 



CAJE REF:  



Add organisational statement on values and behaviours 



To improve health and deliver excellent care. Put patients first, Work together, Value and 



respect each other, Learn and innovate, Communicate openly and honestly. 











will be required to perform all duties with strict adherence to confidentiality, recognising the 
sensitive nature of issues and topics.  
  
Provide expert knowledge and skills to ensure that software asset management is owned 
throughout the service and provide specialist advice to ICT on the standards required to 
support the delivery in both this and within the ICT Business Support Team.  
 



Responsible for: Business Support Team x 1    



 



 



DUTIES/RESPONSIBILITIES: 



 



 



➢ Respond, assess, resolve and refer all types of ICT related issues within own area of 
responsibility effectively and efficiently, in a polite and professional manner adhering to 
negotiated Service Level Agreements.  



➢  Responsible for service request/ incident ownership through the call lifecycle. 
➢ Assist with the coordination of ICT Equipment disposal, ensuring Health Board Guidelines are 



adhered to, and that the ICT asset system is kept updated. 
➢ Communicate ICT matters which may be seen as complicated by non ICT staff.  
➢ Take immediate action to minimise operational risks where it is reasonably practicable to do 



so, advising Senior Management as required.  
➢ Follow ICT policies for own work area and propose changes to ICT user working practices and 



procedures. 
➢ Collaborates with stakeholders to establish and develop processes for effective service 



monitoring, reporting and review e.g. software asset management, contract management 
including the office 365 personas and audits to include WAG, Internal and external audits.   



➢ To negotiate schedules for reporting of contracts, software asset management, co-ordinate 
and edit as required always maintaining budget.  



➢ Challenge the validity of monitoring where more appropriate measures are available e.g. work 
with service leads to ensure that we are measuring the correct contract, license and reporting 
to reflect the correct personas within the Health Board.  



➢ Manipulate, analyse and interpret complex information and data, to produce detailed but 
concise reports that aid service monitoring and review providing recommendations for 
improvements where required.   



➢ Ensure that any recommendations that are required and agreed are allocated to named 
individuals and completed as required.    



➢ Access a range of systems such as Finance or ESR to run standard and complex reports.  Use 
advanced analysis skills to work with large amounts of data from multiple systems (which will 
be sensitive and confidential) to triangulate data i.e. compare/cross reference data to 
produce and disseminate a range of bespoke reports which would be used to monitor activity 
or identify improvement opportunities.     



➢ Analyse information/data where a range of factors need to be considered.  Produce reports 
that highlight trends, suggest improvements and escalate concerns as appropriate to staff at 
all levels in the service.  



➢ Ensure best practice is adhered to throughout the service and produce guidance to ensure 
that staff are aware of this (e.g. Best Practice Guides). Collaborate with all Stakeholders to 
ensure that all aspects are included.  



➢ Work with stakeholders to identify and gather data to support service/audit review.  
➢ To lead on and or develop and undertake a range of internal and external audits within the 



ICT service.  Analyse data from these audits and produce audit reports and recommendations 
to highlight areas of good practice or improvement.  Present findings and ensure that 
recommendations are implemented escalating barriers where these cannot be overcome as 
required.   











➢ Take the lead on monitoring compliance against agreed improvement plans e.g. Health and 
care Standards and Internal and External Audit reports.  Report deviations to plans and work 
with service leads to ensure delivery to appropriate criteria (time, quality and or cost).  



➢ Ensure that all personnel involved with delivery of ‘products’ e.g. information/data, an agreed 
improvement or a Project task understand their roles and carry them out effectively.  Take 
corrective action where appropriate e.g. challenge staff (at all levels), undertake negotiations 
where required and use persuasive and motivational skills to overcome any barriers or 
issues,   



➢ Assist in monitoring income and expenditure against budgets to agreed profiles and codes 
discussing variations with budget holders where necessary with the assistance of the Assistant 
ICT Business Manager.  



➢ Monitor the processing of and carry out analysis to support data and information e.g. 
responsible for the maintenance and publication of the ICT renewals contract to ensure that it 
contains accurate and up to date data including processing of the contracts within the Health 
Boards ordering system.  



➢ Help develops new ways of working to ensure efficient and effective use of resources within 
the Service.  



➢ Where obstacles are identified work with partners to overcome and share learning on 
effective practice.  



➢ Identify areas for improvement in terms of compliance and efficiencies within the 
Informatics function and develop implementation plans to ensure that recommendations are 
met.  



➢ Be responsible for designing and providing adhoc training in conjunction with the ICT 
Application Admin Team for support the Health Boards VPN users.   



➢ Provide stakeholders with tools or techniques to enable change during improvement work.  
➢ Ensure that effective communications are maintained throughout the department, 



organisation and within appropriate teams.  Update stakeholders on any relevant issues using 
a range of communication methods.   



➢ Communication with external bodies being aware of sensitivities and political considerations.  
➢ Represent ICT and deputise for the Assistant ICT Business Manager by actively participating in 



meetings and attend a variety of meetings (Internal/External) to discuss ICT related matters 
sometimes taking notes.    



➢ Undertake diagnostic work, as required e.g. work with service leads to identify requirements 
of a solution, or changes required to support that solution i.e. software asset management, 
renewals of contracts.  This will require the use of negotiation and resolution skills.  



➢ Actively encourage improvement by promoting a positive ‘can do’ customer focussed 
attitude.  
 



Human Resources  
➢ To manage staff within area of responsibility (ICT Business Team), providing line management 



for staff within, this will include work allocation, sickness management, purchase orders annual 
leave, recruitment, selection, disciplinary and grievance etc.  



➢ To set and agree core objectives for staff within area of responsibility.  To follow the PADR 
process to monitor progress against core objectives to make decisions on gateway progress for 
members of staff within area of responsibility.  



➢ To share existing knowledge and training with other colleagues through Informatics, using 
coaching and mentoring skills as necessary  
 
Freedom to Act  



➢ Works to achieve agreed objectives and has freedom to do this in own way, working within 
broad professional policies; advises without reference to manager.   
 
Continuing Professional Development  



➢ Ensure continuation of personal development including leadership skills, through appropriate 
formal and informal training as and when necessary.   



➢ Develop a personal development plan as part of the Individual Performance Review 
process.  Keep skills up to date and relevant in order to carry out duties and continually review 
practice and apply lessons learnt to work.  











➢ Maintain awareness of new ways of working across professional and organisational 
boundaries.  Keeping skills up to date and relevant in order to carry out duties.  



➢ To be aware of, and act in accordance with, Health Board policies and procedures and to keep 
up to date with legislation in relation to data protection, Caldicott principles, and 
confidentiality, Freedom of Information Act etc.   



➢ Implements policies for own work area and proposes policy or service changes which impact 
beyond own area of activity.  
  



The post holder will be required to work on their own initiative, taking advice from their manager 
when necessary and to ensure that all areas of work within their remit are carried out in an 
economic and efficient way thereby contributing to the control of limited resources.  
  
The job description is indicative of the range of responsibilities of the role and is not exclusive of 
duties as such the post holder may be required to undertake any other relevant duties as required 
by the Head of ICT services that are commensurate with the grade. 
 



 
  



  
  
  
 
 
 
 
 
 
 
 
 



 



 



GENERAL REQUIREMENTS  



 



Include those relevant to the post requirements 



 
➢ Values:  All employees of the Health Board are required to demonstrate and embed the Values and 



Behaviour Statements in order for them to become an integral part of the post holder’s working life and 
to embed the principles into the culture of the organisation. 



 
➢ Registered Health Professional:  All employees who are required to register with a professional body, to 



enable them to practice within their profession, are required to comply with their code of conduct and 
requirements of their professional registration.  



 
➢ Healthcare Support Workers:  Healthcare Support Workers make a valuable and important contribution 



to the delivery of high quality healthcare.  The national Code of Conduct for NHS Wales describes the 
standards of conduct, behaviour and attitude required of all Healthcare Support Workers employed 
within NHS Wales.  Health Care Support Workers are responsible, and have a duty of care, to ensure 
their conduct does not fall below the standards detailed in the Code and that no act or omission on their 
part harms the safety and wellbeing of service users and the public, whilst in their care. 
 



➢ Competence:  At no time should the post holder work outside their defined level of competence.  If 
there are concerns regarding this, the post holder should immediately discuss them with their 
Manager/Supervisor.  Employees have a responsibility to inform their Manager/Supervisor if they doubt 
their own competence to perform a duty. 
 











➢  Learning and Development: All staff must undertake induction/orientation programmes at Corporate 
and Departmental level and must ensure that any statutory/mandatory training requirements are 
current and up to date.  Where considered appropriate, staff are required to demonstrate evidence of 
continuing professional development.  
 



➢ Performance Appraisal: We are committed to developing our staff and you are responsible for 
participating in an Annual Performance Development Review of the post.   
 



➢ Health & Safety:  All employees of the organisation have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  The post holder is required to 
co-operate with management to enable the organisation to meet its own legal duties and to report any 
hazardous situations or defective equipment.  The post holder must adhere to the organisation’s Risk 
Management, Health and Safety and associate policies. 
 



➢ Risk Management:  It is a standard element of the role and responsibility of all staff of the organisation 
that they fulfil a proactive role towards the management of risk in all of their actions.  This entails the 
risk assessment of all situations, the taking of appropriate actions and reporting of all incidents, near 
misses and hazards. 
 



➢ Welsh Language:  All employees must perform their duties in strict compliance with the requirements of 
their organization’s Welsh Language Scheme and take every opportunity to promote the Welsh language 
in their dealings with the public. 
 



➢ Information Governance:  The post holder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties.  This will in many 
cases include access to personal information relating to service users.   
 
 



➢ Data Protection:  The post holder must treat all information, whether corporate, staff or patient 
information, in a discreet and confidential manner in accordance with the provisions of the General Data 
Protection Legislation and Organisational Policy.  Any breach of such confidentiality is considered a 
serious disciplinary offence, which is liable to dismissal and / or prosecution under current statutory 
legislation and the HB or Trust Disciplinary Policy. 
 



➢ Records Management:  As an employee of this organisation, the post holder is legally responsible for 
all records that they gather, create or use as part of their work within the organisation (including 
patient health, staff health or injury, financial, personal and administrative), whether paper based or 
on computer.  All such records are considered public records and the post holder has a legal duty of 
confidence to service users (even after an employee has left the organisation).  The post holder should 
consult their manager if they have any doubt as to the correct management of records with which they 
work. 
 



➢ Equality and Human Rights:  The Public Sector Equality Duty in Wales places a positive duty on the 
HB/Trust to promote equality for people with protected characteristics, both as an employer and as a 
provider of public services.  There are nine protected characteristics: age; disability; gender 
reassignment; marriage and civil partnership; pregnancy and maternity; race; religion or belief; sex and 
sexual orientation.  The HB/Trust is committed to ensuring that no job applicant or employee receives 
less favour-able treatment of any of the above grounds.  To this end, the organisation has an Equality 
Policy and it is for each employee to contribute to its success. 
 



➢ Dignity at Work:  The organisation condemns all forms of bullying and harassment and is actively 
seeking to promote a workplace where employees are treated fairly and with dignity and respect.  All 
staff are requested to report any form of bullying and harassment to their Line Manager or to any 
Director of the organisation.  Any inappropriate behaviour inside the workplace will not be tolerated 
and will be treated as a serious matter under the HB/Trust Disciplinary Policy. 



 











➢ DBS Disclosure Check:  In this role you will have * direct / indirect contact with* patients/service users/ 
children/vulnerable adults in the course of your normal duties.  You will therefore be required to apply 
for a Criminal Record Bureau *Standard / Enhance Disclosure Check as part of the HB/Trust’s pre-
employment check procedure.  *Delete as appropriate. 
If the post holder does not require a DBS Disclosure Check, delete as appropriate.  
 



➢ Safeguarding Children and Adults at Risk:  The organisation is committed to safeguarding children and 
adults at risk.  All staff must therefore attend Safeguarding Children & Adult training and be aware of 
their responsibilities under the All Wales Procedures. 
 



➢ Infection Control:  The organisation is committed to meet its obligations to minimise infections. 
All staff are responsible for protecting and safeguarding patients, service users, visitors and employees 
against the risk of acquiring healthcare associated infections.  This responsibility includes being aware 
of the content of and consistently observing Health Board/Trust Infection Prevention & Control Policies 
and Procedures. 
 



➢ No Smoking: To give all patients, visitors and staff the best chance to be healthy, all Health Board/Trust 
sites, including buildings and grounds, are smoke free. 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
  











ORGANISATIONAL CHART 
 



Head of ICT Services 
 



Deputy Head of ICT Services 
 



Assistant ICT Business Manager 
 



ICT Business Support Officer / Team Leader 
 



ICT Business Support Officer 
 



  
  



  











BCU HB  
PERSON SPECIFICATION  



  



Job Title:   
 



Band:     



  
  
  



ESSENTIAL CRITERIA  
  



DESIRABLE CRITERIA  
  



METHOD OF 
ASSESSMENT  



 



  



QUALIFICATION  
  
  



• Educated to degree level or 
equivalent  
• ILM level 4 Diploma 
in Leadership.  
• ECDL or equivalent  
• Evidence of Continual 
Professional Development   



• Advanced Excel   
• A Level in 



Mathematics  
•  



PRINCE II 
foundation or 
willing to complete 
within 2 years  



Certificates 
Application Form  
Interview  
  
  
  



 



  



  
EXPERIENCE  



  
  



• Significant experience of working 
in a large complex organisation   
• Significant experience of 
influencing and negotiation to 
support delivery of objectives   
• Significant experience of working 
within a demanding/high intensity 
administrative setting  
• Able to use own initiative and 
judgement to analyse and resolve 
complex problems  
• Ability to deliver deadlines on a 
wide range of administrative/project 
processes  
• Production of high quality reports 
and data that are suitable for staff at 
all levels in easy to read formats.   



• Experience of 
working within the 
Informatics 
department.  



• Management of 
small projects  



• Experience of 
managing staff  



• Budgetary 
experience.  



• Participation in 
improvements/ 
change 
management 
projects and 
process re-
engineering.  



• Problem 
identification and 
solving  



• Proven ability to 
analyse and 
appropriately 
present 
information so that 
it is easy to 
understand. 



Application Form  
Interview  
References  



 



  



SKILLS   
  Including those 



physical skills 
necessary for the 



post.  
  
  
  



• Advanced keyboard skills with the 
ability to manipulate large amounts 
of data at high speed and with great 
accuracy.   
• Ability to work on own initiative 
and organise / prioritise own & team 
workload.   
• Ability to communicate verbally 
and in writing in a manner which is 
clear, fluent and persuasive.   
• Ability to influence, persuade and 
negotiate with staff at different levels 
where there may be barriers to 
understanding or acceptance of 
change.  



• Spoken or written 
Welsh language.  
• Conflict resolution  
• Ability to analyse 
complex problems and 
deliver practical and 
workable solutions.  
• Able to develop 
and monitor policies 
and procedures.  



  



Application Form  
Interview   
References  



 











• Ability to deal with difficult / 
challenging issues with tact and 
sensitivity  
• Ability to empower, coach, 
motivate and support staff.  
• Sound judgment, decision 
making, and organisational skills.  
• A broad range of ICT skills   



  



KNOWLEDGE  
  
  



• Detailed knowledge and 
understanding of Microsoft Office 
Suite of products (particularly Excel 
and Access)  
• Knowledge of the NHS   



Knowledge of the 
NHS 



Application Form  
Interview  
References   



  



PERSONAL  
ATTRIBUTES  



  
  
  



• Enthusiastic and motivated 
individual  
• Work as part of team and on own 
initiative  
• Lateral thinker, problem solver, 
innovative and imaginative.  
• Excellent communication skills.  
• Flexible and adaptable to meet all 
aspects of the work.  
• Leadership qualities and able to 
motivate others and develop staff.  
• Time Management skills.  
• Completer, Finisher.  



• Ability to reflect on 
personal development  



  



  
Application Form  
Interview  
References  



 



  



  
OTHER   



  
  



• Ability to make timely travel    Application Form  
Interview  
Document Check  



 



  
  











Betsi Cadwaladr University Health Board  
  
EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS  
  
Post Title:   
  
Department / Ward: Informatics - ICT  
  
Division/ Directorate / Department:   
  
D = Daily W = Weekly   M = Monthly A = Once/twice a year  
  
Physical Effort:-Examples to be given if lifting, standing or sitting for long periods; manual 
handling; making repetitive movements; manipulating objects  
  
Nature & Frequency  
  
(D) VDU usage for extended periods of time to manipulate, monitor and analyse large amounts of 
data and to undertake, lead and supervise in the production of reports and plans etc requiring 
advanced keyboard skills.  
(W) Attending meetings, sitting for long periods of time  
(W) Light physical effort when facilitating workshops or delivering presentations etc.   
(W) Ability to travel across BCU to meet the needs of the service  
  
Mental Effort such as preparing detailed reports; checking documents and / or calculations; 
carrying out clinical diagnosis or interventions; analysing statistics; undertaking formal student / 
trainee assessments.   
  
Nature & Frequency:       
  
(D) Prolonged concentration undertaking complex analysis on a range information/data and for 
checking, updating and writing reports and plans.  
(D) The postholder will frequently have to adapt to changing priorities and re-focus work on new 
priority areas.   
(D) They will need to ensure that their own and the resource of others is appropriately allocated to 
achieve all key outcomes.  
(W) A lateral thinker with strong problem solving skills, generating and encouraging team working to 
gain innovation.  
(A) Responsible for formal Personal Development Reviews for Performance and Improvement 
Administrator, ensuring alignment with pay progression and responsible for decision on whether this 
occurs.  
  
Emotional Effort such as processing news of highly distressing events; dealing with the terminally 
ill or with people with challenging behaviour; dealing with difficult situations   
  
Nature & Frequency:   
  
(D) Able to demonstrate autonomy, assessing and managing competing priorities.  
(D) Role will require negotiation with staff at a range of levels in order to address issues to ensure 
the delivery of objectives in a timely manner, where conversation may be difficult and barriers to 
completion may arise  
(W) Requirement to challenge leads /team members/ staff at all levels etc. for example when targets 
are not met and ensure that the required actions are undertaken as necessary. Imparting unwanted 
news to stakeholders i.e. where performance targets have not been met and improvement plans are 
required  
(M) Reporting and escalating issues to Senior Management Team when required.  
(M) Expected to deal positively and promptly with staff concerns and personal problems, challenge 
staff on any inappropriate behaviour as appropriate.  











  
Working conditions such as exposure to excessive temperatures; unpleasant odours; bodily fluids; 
using a computer more or less continuously; driving or being driven  
  
Nature & Frequency:   
  
Exposure to unpleasant working conditions or hazards is rare, Normal office working conditions are 
expected.    
  
(D) Normal office working conditions/regular use of a computer.  
(W) The post holder will be required to attend meetings across BCU.  
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                 JOB DESCRIPTION  



  
 



JOB DETAILS: 
Job Title 



 



ICT Business Support Officer / Team Leader 



Pay Band 



 



5 



Hours of Work and Nature of 
Contract 
 



37.5 



Division/Directorate 



 



Informatics – ICT 



Department 



 



Informatics – ICT 



Base To be completed on recruitment 



(One of the three main Informatics sites) 



 
 
 
ORGANISATIONAL ARRANGEMENTS: 



 



Managerially Accountable to: 



 



 



Reports to: Name Line Manager 



 



 



Professionally Responsible to: 



 



 



 



Add organisational statement on values and behaviours 



 



 



 



 



Job Summary/Job Purpose: 
 
Working as part of the ICT Team, the post holder will provide business support to the Assistant 
ICT Business Manager and lead in the software asset management of office 365 personas, 
renewals of contracts, audits, project support and ICT Application Admin team.  
  
The post holder will be responsible for developing policies and protocols for their own area of 
work and for the wider ICT service.  They will work closely with stakeholders and members of 
the ICT Team to provide seamless business support.   
  
The post holder will lead by example providing a professional, positive customer focused ethos, 
and will strive to deliver high quality outcomes by providing positive motivation to staff.  They 



CAJE REF:  



Add organisational statement on values and behaviours 



To improve health and deliver excellent care. Put patients first, Work together, Value and 



respect each other, Learn and innovate, Communicate openly and honestly. 











will be required to perform all duties with strict adherence to confidentiality, recognising the 
sensitive nature of issues and topics.  
  
Provide expert knowledge and skills to ensure that software asset management is owned 
throughout the service and provide specialist advice to ICT on the standards required to 
support the delivery in both this and within the ICT Application Admin Team.  
 



Responsible for: Application Administrator x 2   



 



 



DUTIES/RESPONSIBILITIES: 



 



 



➢ To manage the ICT Application Admin Team on processing of all requests received into the 
department.  This includes the Microsoft Active Directory domain, ICT Portal, Oracle System, 
Account Creations, deletions, password resets, and account transfers from both internal to 
BCU and external liaising with NWIS and basic software installation and routine first line 
support duties.  Manage the Remote Access Accounts (VPN) process and recharges within the 
Health Board.  



➢ Respond, assess, resolve and refer all types of ICT related issues within own area of 
responsibility effectively and efficiently, in a polite and professional manner adhering to 
negotiated Service Level Agreements.  



➢  Responsible for service request/ incident ownership through the call lifecycle. 
➢ Assist with the coordination of ICT Equipment disposal, ensuring Health Board Guidelines are 



adhered to, and that the ICT asset system is kept updated. 
➢ Communicate ICT matters which may be seen as complicated by non ICT staff.  
➢ Take immediate action to minimise operational risks where it is reasonably practicable to do 



so, advising Senior Management as required.  
➢ Follow ICT policies for own work area and propose changes to ICT user working practices and 



procedures. 
➢ Collaborates with stakeholders to establish and develop processes for effective service 



monitoring, reporting and review e.g. software asset management, contract management 
including the office 365 personas and audits to include WAG, Internal and external audits.   



➢ To negotiate schedules for reporting of contracts, software asset management, co-ordinate 
and edit as required always maintaining budget.  



➢ Challenge the validity of monitoring where more appropriate measures are available e.g. work 
with service leads to ensure that we are measuring the correct contract, license and reporting 
to reflect the correct personas within the Health Board.  



➢ Manipulate, analyse and interpret complex information and data, to produce detailed but 
concise reports that aid service monitoring and review providing recommendations for 
improvements where required.   



➢ Ensure that any recommendations that are required and agreed are allocated to named 
individuals and completed as required.    



➢ Access a range of systems such as Finance or ESR to run standard and complex reports.  Use 
advanced analysis skills to work with large amounts of data from multiple systems (which will 
be sensitive and confidential) to triangulate data i.e. compare/cross reference data to 
produce and disseminate a range of bespoke reports which would be used to monitor activity 
or identify improvement opportunities.     



➢ Analyse information/data where a range of factors need to be considered.  Produce reports 
that highlight trends, suggest improvements and escalate concerns as appropriate to staff at 
all levels in the service.  



➢ Ensure best practice is adhered to throughout the service and produce guidance to ensure 
that staff are aware of this (e.g. Best Practice Guides). Collaborate with all Stakeholders to 
ensure that all aspects are included.  



➢ Work with stakeholders to identify and gather data to support service/audit review.  











➢ To lead on and or develop and undertake a range of internal and external audits within the 
ICT service.  Analyse data from these audits and produce audit reports and recommendations 
to highlight areas of good practice or improvement.  Present findings and ensure that 
recommendations are implemented escalating barriers where these cannot be overcome as 
required.   



➢ Take the lead on monitoring compliance against agreed improvement plans e.g. Health and 
care Standards and Internal and External Audit reports.  Report deviations to plans and work 
with service leads to ensure delivery to appropriate criteria (time, quality and or cost).  



➢ Ensure that all personnel involved with delivery of ‘products’ e.g. information/data, an agreed 
improvement or a Project task understand their roles and carry them out effectively.  Take 
corrective action where appropriate e.g. challenge staff (at all levels), undertake negotiations 
where required and use persuasive and motivational skills to overcome any barriers or 
issues,   



➢ Assist in monitoring income and expenditure against budgets to agreed profiles and codes 
discussing variations with budget holders where necessary with the assistance of the Assistant 
ICT Business Manager.  



➢ Monitor the processing of and carry out analysis to support data and information e.g. 
responsible for the maintenance and publication of the ICT renewals contract to ensure that it 
contains accurate and up to date data including processing of the contracts within the Health 
Boards ordering system.  



➢ Help develops new ways of working to ensure efficient and effective use of resources within 
the Service.  



➢ Where obstacles are identified work with partners to overcome and share learning on 
effective practice.  



➢ Identify areas for improvement in terms of compliance and efficiencies within the 
Informatics function and develop implementation plans to ensure that recommendations are 
met.  



➢ Be responsible for designing and providing adhoc training in conjunction with the ICT 
Application Admin Team for support the Health Boards VPN users.   



➢ Provide stakeholders with tools or techniques to enable change during improvement work.  
➢ Ensure that effective communications are maintained throughout the department, 



organisation and within appropriate teams.  Update stakeholders on any relevant issues using 
a range of communication methods.   



➢ Communication with external bodies being aware of sensitivities and political considerations.  
➢ Represent ICT and deputise for the Assistant ICT Business Manager by actively participating in 



meetings and attend a variety of meetings (Internal/External) to discuss ICT related matters 
sometimes taking notes.    



➢ Undertake diagnostic work, as required e.g. work with service leads to identify requirements 
of a solution, or changes required to support that solution i.e. software asset management, 
renewals of contracts.  This will require the use of negotiation and resolution skills.  



➢ Actively encourage improvement by promoting a positive ‘can do’ customer focussed 
attitude.  
 



Human Resources  
➢ To manage staff within area of responsibility (ICT Application Admin Team), providing line 



management for staff within, this will include work allocation, sickness management, purchase 
orders annual leave, recruitment, selection, disciplinary and grievance etc.  



➢ To set and agree core objectives for staff within area of responsibility.  To follow the PADR 
process to monitor progress against core objectives to make decisions on gateway progress for 
members of staff within area of responsibility.  



➢ To share existing knowledge and training with other colleagues through Informatics, using 
coaching and mentoring skills as necessary  
 
Freedom to Act  



➢ Works to achieve agreed objectives and has freedom to do this in own way, working within 
broad professional policies; advises without reference to manager.   
 
Continuing Professional Development  











➢ Ensure continuation of personal development including leadership skills, through appropriate 
formal and informal training as and when necessary.   



➢ Develop a personal development plan as part of the Individual Performance Review 
process.  Keep skills up to date and relevant in order to carry out duties and continually review 
practice and apply lessons learnt to work.  



➢ Maintain awareness of new ways of working across professional and organisational 
boundaries.  Keeping skills up to date and relevant in order to carry out duties.  



➢ To be aware of, and act in accordance with, Health Board policies and procedures and to keep 
up to date with legislation in relation to data protection, Caldicott principles, and 
confidentiality, Freedom of Information Act etc.   



➢ Implements policies for own work area and proposes policy or service changes which impact 
beyond own area of activity.  
  



The post holder will be required to work on their own initiative, taking advice from their manager 
when necessary and to ensure that all areas of work within their remit are carried out in an 
economic and efficient way thereby contributing to the control of limited resources.  
  
The job description is indicative of the range of responsibilities of the role and is not exclusive of 
duties as such the post holder may be required to undertake any other relevant duties as required 
by the Head of ICT services that are commensurate with the grade. 
 



 
  



  
  
  
 
 
 
 
 
 
 
 
 



 



 



GENERAL REQUIREMENTS  



 



Include those relevant to the post requirements 



 
➢ Values:  All employees of the Health Board are required to demonstrate and embed the Values and 



Behaviour Statements in order for them to become an integral part of the post holder’s working life and 
to embed the principles into the culture of the organisation. 



 
➢ Registered Health Professional:  All employees who are required to register with a professional body, to 



enable them to practice within their profession, are required to comply with their code of conduct and 
requirements of their professional registration.  



 
➢ Healthcare Support Workers:  Healthcare Support Workers make a valuable and important contribution 



to the delivery of high quality healthcare.  The national Code of Conduct for NHS Wales describes the 
standards of conduct, behaviour and attitude required of all Healthcare Support Workers employed 
within NHS Wales.  Health Care Support Workers are responsible, and have a duty of care, to ensure 
their conduct does not fall below the standards detailed in the Code and that no act or omission on their 
part harms the safety and wellbeing of service users and the public, whilst in their care. 
 











➢ Competence:  At no time should the post holder work outside their defined level of competence.  If 
there are concerns regarding this, the post holder should immediately discuss them with their 
Manager/Supervisor.  Employees have a responsibility to inform their Manager/Supervisor if they doubt 
their own competence to perform a duty. 
 



➢  Learning and Development: All staff must undertake induction/orientation programmes at Corporate 
and Departmental level and must ensure that any statutory/mandatory training requirements are 
current and up to date.  Where considered appropriate, staff are required to demonstrate evidence of 
continuing professional development.  
 



➢ Performance Appraisal: We are committed to developing our staff and you are responsible for 
participating in an Annual Performance Development Review of the post.   
 



➢ Health & Safety:  All employees of the organisation have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  The post holder is required to 
co-operate with management to enable the organisation to meet its own legal duties and to report any 
hazardous situations or defective equipment.  The post holder must adhere to the organisation’s Risk 
Management, Health and Safety and associate policies. 
 



➢ Risk Management:  It is a standard element of the role and responsibility of all staff of the organisation 
that they fulfil a proactive role towards the management of risk in all of their actions.  This entails the 
risk assessment of all situations, the taking of appropriate actions and reporting of all incidents, near 
misses and hazards. 
 



➢ Welsh Language:  All employees must perform their duties in strict compliance with the requirements of 
their organization’s Welsh Language Scheme and take every opportunity to promote the Welsh language 
in their dealings with the public. 
 



➢ Information Governance:  The post holder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties.  This will in many 
cases include access to personal information relating to service users.   
 
 



➢ Data Protection:  The post holder must treat all information, whether corporate, staff or patient 
information, in a discreet and confidential manner in accordance with the provisions of the General Data 
Protection Legislation and Organisational Policy.  Any breach of such confidentiality is considered a 
serious disciplinary offence, which is liable to dismissal and / or prosecution under current statutory 
legislation and the HB or Trust Disciplinary Policy. 
 



➢ Records Management:  As an employee of this organisation, the post holder is legally responsible for 
all records that they gather, create or use as part of their work within the organisation (including 
patient health, staff health or injury, financial, personal and administrative), whether paper based or 
on computer.  All such records are considered public records and the post holder has a legal duty of 
confidence to service users (even after an employee has left the organisation).  The post holder should 
consult their manager if they have any doubt as to the correct management of records with which they 
work. 
 



➢ Equality and Human Rights:  The Public Sector Equality Duty in Wales places a positive duty on the 
HB/Trust to promote equality for people with protected characteristics, both as an employer and as a 
provider of public services.  There are nine protected characteristics: age; disability; gender 
reassignment; marriage and civil partnership; pregnancy and maternity; race; religion or belief; sex and 
sexual orientation.  The HB/Trust is committed to ensuring that no job applicant or employee receives 
less favour-able treatment of any of the above grounds.  To this end, the organisation has an Equality 
Policy and it is for each employee to contribute to its success. 
 



➢ Dignity at Work:  The organisation condemns all forms of bullying and harassment and is actively 
seeking to promote a workplace where employees are treated fairly and with dignity and respect.  All 











staff are requested to report any form of bullying and harassment to their Line Manager or to any 
Director of the organisation.  Any inappropriate behaviour inside the workplace will not be tolerated 
and will be treated as a serious matter under the HB/Trust Disciplinary Policy. 



 
➢ DBS Disclosure Check:  In this role you will have * direct / indirect contact with* patients/service users/ 



children/vulnerable adults in the course of your normal duties.  You will therefore be required to apply 
for a Criminal Record Bureau *Standard / Enhance Disclosure Check as part of the HB/Trust’s pre-
employment check procedure.  *Delete as appropriate. 
If the post holder does not require a DBS Disclosure Check, delete as appropriate.  
 



➢ Safeguarding Children and Adults at Risk:  The organisation is committed to safeguarding children and 
adults at risk.  All staff must therefore attend Safeguarding Children & Adult training and be aware of 
their responsibilities under the All Wales Procedures. 
 



➢ Infection Control:  The organisation is committed to meet its obligations to minimise infections. 
All staff are responsible for protecting and safeguarding patients, service users, visitors and employees 
against the risk of acquiring healthcare associated infections.  This responsibility includes being aware 
of the content of and consistently observing Health Board/Trust Infection Prevention & Control Policies 
and Procedures. 
 



➢ No Smoking: To give all patients, visitors and staff the best chance to be healthy, all Health Board/Trust 
sites, including buildings and grounds, are smoke free. 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



          ORGANISATIONAL CHART  
  











 
  
  
  



  
  











BCU HB  
PERSON SPECIFICATION  



  



Job Title:   
 



Band:     



  
  
  



ESSENTIAL CRITERIA  
  



DESIRABLE CRITERIA  
  



METHOD OF 
ASSESSMENT  



 



  



QUALIFICATION  
  
  



• Educated to degree level or 
equivalent  
• ILM level 4 Diploma 
in Leadership.  
• ECDL or equivalent  
• Evidence of Continual 
Professional Development   



• Advanced Excel   
• A Level in 



Mathematics  
•  



PRINCE II 
foundation or 
willing to complete 
within 2 years  



Certificates 
Application Form  
Interview  
  
  
  



 



  



  
EXPERIENCE  



  
  



• Significant experience of working 
in a large complex organisation   
• Significant experience of 
influencing and negotiation to 
support delivery of objectives   
• Significant experience of working 
within a demanding/high intensity 
administrative setting  
• Able to use own initiative and 
judgement to analyse and resolve 
complex problems  
• Ability to deliver deadlines on a 
wide range of administrative/project 
processes  
• Production of high quality reports 
and data that are suitable for staff at 
all levels in easy to read formats.   



• Experience of 
working within the 
Informatics 
department.  



• Management of 
small projects  



• Experience of 
managing staff  



• Budgetary 
experience.  



• Participation in 
improvements/ 
change 
management 
projects and 
process re-
engineering.  



• Problem 
identification and 
solving  



• Proven ability to to 
analyse and 
appropriately 
present 
information so that 
it is easy to 
understand. 



Application Form  
Interview  
References  



 



  



SKILLS   
  Including those 



physical skills 
necessary for the 



post.  
  
  
  



• Advanced keyboard skills with the 
ability to manipulate large amounts 
of data at high speed and with great 
accuracy.   
• Ability to work on own initiative 
and organise / prioritise own & team 
workload.   
• Ability to communicate verbally 
and in writing in a manner which is 
clear, fluent and persuasive.   
• Ability to influence, persuade and 
negotiate with staff at different levels 
where there may be barriers to 
understanding or acceptance of 
change.  



• Spoken or written 
Welsh language.  
• Conflict resolution  
• Ability to analyse 
complex problems and 
deliver practical and 
workable solutions.  
• Able to develop 
and monitor policies 
and procedures.  



  



Application Form  
Interview   
References  



 











• Ability to deal with difficult / 
challenging issues with tact and 
sensitivity  
• Ability to empower, coach, 
motivate and support staff.  
• Sound judgment, decision 
making, and organisational skills.  
• A broad range of ICT skills   



  



KNOWLEDGE  
  
  



• Detailed knowledge and 
understanding of Microsoft Office 
Suite of products (particularly Excel 
and Access)  
• Knowledge of the NHS   



Knowledge of the 
NHS 



Application Form  
Interview  
References   



  



PERSONAL  
ATTRIBUTES  



  
  
  



• Enthusiastic and motivated 
individual  
• Work as part of team and on own 
initiative  
• Lateral thinker, problem solver, 
innovative and imaginative.  
• Excellent communication skills.  
• Flexible and adaptable to meet all 
aspects of the work.  
• Leadership qualities and able to 
motivate others and develop staff.  
• Time Management skills.  
• Completer, Finisher.  



• Ability to reflect on 
personal development  



  



  
Application Form  
Interview  
References  



 



  



  
OTHER   



  
  



• Ability to make timely travel    Application Form  
Interview  
Document Check  



 



  
  











Betsi Cadwaladr University Health Board  
  
EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS  
  
Post Title:   
  
Department / Ward: Informatics - ICT  
  
Division/ Directorate / Department:   
  
D = Daily W = Weekly   M = Monthly A = Once/twice a year  
  
Physical Effort:-Examples to be given if lifting, standing or sitting for long periods; manual 
handling; making repetitive movements; manipulating objects  
  
Nature & Frequency  
  
(D) VDU usage for extended periods of time to manipulate, monitor and analyse large amounts of 
data and to undertake, lead and supervise in the production of reports and plans etc requiring 
advanced keyboard skills.  
(W) Attending meetings, sitting for long periods of time  
(W) Light physical effort when facilitating workshops or delivering presentations etc.   
(W) Ability to travel across BCU to meet the needs of the service  
  
Mental Effort such as preparing detailed reports; checking documents and / or calculations; 
carrying out clinical diagnosis or interventions; analysing statistics; undertaking formal student / 
trainee assessments.   
  
Nature & Frequency:       
  
(D) Prolonged concentration undertaking complex analysis on a range information/data and for 
checking, updating and writing reports and plans.  
(D) The postholder will frequently have to adapt to changing priorities and re-focus work on new 
priority areas.   
(D) They will need to ensure that their own and the resource of others is appropriately allocated to 
achieve all key outcomes.  
(W) A lateral thinker with strong problem solving skills, generating and encouraging team working to 
gain innovation.  
(A) Responsible for formal Personal Development Reviews for Performance and Improvement 
Administrator, ensuring alignment with pay progression and responsible for decision on whether this 
occurs.  
  
Emotional Effort such as processing news of highly distressing events; dealing with the terminally 
ill or with people with challenging behaviour; dealing with difficult situations   
  
Nature & Frequency:   
  
(D) Able to demonstrate autonomy, assessing and managing competing priorities.  
(D) Role will require negotiation with staff at a range of levels in order to address issues to ensure 
the delivery of objectives in a timely manner, where conversation may be difficult and barriers to 
completion may arise  
(W) Requirement to challenge leads /team members/ staff at all levels etc. for example when targets 
are not met and ensure that the required actions are undertaken as necessary. Imparting unwanted 
news to stakeholders i.e. where performance targets have not been met and improvement plans are 
required  
(M) Reporting and escalating issues to Senior Management Team when required.  
(M) Expected to deal positively and promptly with staff concerns and personal problems, challenge 
staff on any inappropriate behaviour as appropriate.  











  
Working conditions such as exposure to excessive temperatures; unpleasant odours; bodily fluids; 
using a computer more or less continuously; driving or being driven  
  
Nature & Frequency:   
  
Exposure to unpleasant working conditions or hazards is rare, Normal office working conditions are 
expected.    
  
(D) Normal office working conditions/regular use of a computer.  
(W) The post holder will be required to attend meetings across BCU.  
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JOB DESCRIPTION   
  
JOB DETAILS  
  
Job Title: ICT Business Support Officer / Team Leader 



  
Band: Band 5  
  
Salary Scale: 
  
Hours of Work: 37.5  
  
Department Informatics – ICT  
  
Base: Dependent upon applicant   



(One of the three main Informatics sites)  
  
ORGANISATIONAL ARRANGEMENTS  
  
Accountable to: Assistant ICT Business Manager  
  
Responsible for: Application Administrator x 2   
  
JOB PURPOSE  
  
Working as part of the ICT Team, the post holder will provide business support to the 
Assistant ICT Business Manager and lead in the software asset management of 
office 365 personas, renewals of contracts, audits, project support and ICT 
Application Admin team.  
  
The post holder will be responsible for developing policies and protocols for their 
own area of work and for the wider ICT service.  They will work closely with 
stakeholders and members of the ICT Team to provide seamless business support.   
  
The post holder will lead by example providing a professional, positive customer 
focused ethos, and will strive to deliver high quality outcomes by providing positive 
motivation to staff.  They will be required to perform all duties with strict adherence to 
confidentiality, recognising the sensitive nature of issues and topics.  
  
Provide expert knowledge and skills to ensure that software asset management is 
owned throughout the service and provide specialist advice to ICT on the standards 
required to support the delivery in both this and within the ICT Application Admin 
Team.  
  
DUTIES AND RESPONSIBILITIES  
 



➢ To manage the ICT Application Admin Team on processing of all requests 
received into the department.  This includes the Microsoft Active Directory 
domain, ICT Portal, Oracle System, Account Creations, deletions, password 
resets, account transfers from both internal to BCU and external liaising with 











NWIS and basic software installation and routine first line support duties.  
Manage the Remote Access Accounts (VPN) process and recharges within the 
Health Board.  



➢ Respond, assess, resolve and refer all types of ICT related issues within own 
area of responsibility effectively and efficiently, in a polite and professional 
manner adhering to negotiated Service Level Agreements.  



➢  Responsible for service request/ incident ownership through the call lifecycle. 
➢ Assist with the coordination of ICT Equipment disposal, ensuring Health Board 



Guidelines are adhered to, and that the ICT asset system is kept updated. 
➢ Communicate ICT matters which may be seen as complicated by non ICT staff.  
➢ Take immediate action to minimise operational risks where it is reasonably 



practicable to do so, advising Senior Management as required.  
➢ Follow ICT policies for own work area and propose changes to ICT user working 



practices and procedures. 
➢ Collaborates with stakeholders to establish and develop processes for effective 



service monitoring, reporting and review e.g. software asset management, 
contract management including the office 365 personas and audits to include 
WAG, Internal and external audits.   



➢ To negotiate schedules for reporting of contracts, software asset management, 
co-ordinate and edit as required always maintaining budget.  



➢ Challenge the validity of monitoring where more appropriate measures are 
available e.g. work with service leads to ensure that we are measuring the 
correct contract, license and reporting to reflect the correct personas within the 
Health Board.  



➢ Manipulate, analyse and interpret complex information and data, to produce 
detailed but concise reports that aid service monitoring and review providing 
recommendations for improvements where required.   



➢ Ensure that any recommendations that are required and agreed are allocated to 
named individuals and completed as required.    



➢ Access a range of systems such as Finance or ESR to run standard and 
complex reports.  Use advanced analysis skills to work with large amounts of 
data from multiple systems (which will be sensitive and confidential) to 
triangulate data i.e. compare/cross reference data to produce and disseminate a 
range of bespoke reports which would be used to monitor activity or identify 
improvement opportunities.     



➢ Analyse information/data where a range of factors need to be 
considered.  Produce reports that highlight trends, suggest improvements and 
escalate concerns as appropriate to staff at all levels in the service.  



➢ Ensure best practice is adhered to throughout the service and produce guidance 
to ensure that staff are aware of this (e.g. Best Practice Guides). Collaborate 
with all Stakeholders to ensure that all aspects are included.  



➢ Work with stakeholders to identify and gather data to support service/audit 
review.  



➢ To lead on and or develop and undertake a range of internal and external audits 
within the ICT service.  Analyse data from these audits and produce audit reports 
and recommendations to highlight areas of good practice or 
improvement.  Present findings and ensure that recommendations are 
implemented escalating barriers where these cannot be overcome as required.   



➢ Take the lead on monitoring compliance against agreed improvement plans e.g. 
Health and care Standards and Internal and External Audit reports.  Report 
deviations to plans and work with service leads to ensure delivery to appropriate 
criteria (time, quality and or cost).  



➢ Ensure that all personnel involved with delivery of ‘products’ e.g. 
information/data, an agreed improvement or a Project task understand their roles 
and carry them out effectively.  Take corrective action where appropriate e.g. 











challenge staff (at all levels), undertake negotiations where required and use 
persuasive and motivational skills to overcome any barriers or issues,   



➢ Assist in monitoring income and expenditure against budgets to agreed profiles 
and codes discussing variations with budget holders where necessary with the 
assistance of the Assistant ICT Business Manager.  



➢ Monitor the processing of and carry out analysis to support data and information 
e.g. responsible for the maintenance and publication of the ICT renewals 
contract to ensure that it contains accurate and up to date data including 
processing of the contracts within the Health Boards ordering system.  



➢ Help develops new ways of working to ensure efficient and effective use of 
resources within the Service.  



➢ Where obstacles are identified work with partners to overcome and share 
learning on effective practice.  



➢ Identify areas for improvement in terms of compliance and efficiencies within the 
Informatics function and develop implementation plans to ensure that 
recommendations are met.  



➢ Be responsible for designing and providing adhoc training in conjunction with the 
ICT Application Admin Team for support the Health Boards VPN users.   



➢ Provide stakeholders with tools or techniques to enable change during 
improvement work.  



➢ Ensure that effective communications are maintained throughout the 
department, organisation and within appropriate teams.  Update stakeholders on 
any relevant issues using a range of communication methods.   



➢ Communication with external bodies being aware of sensitivities and political 
considerations.  



➢ Represent ICT and deputise for the Assistant ICT Business Manager by actively 
participating in meetings and attend a variety of meetings (Internal/External) to 
discuss ICT related matters sometimes taking notes.    



➢ Undertake diagnostic work, as required e.g. work with service leads to identify 
requirements of a solution, or changes required to support that solution i.e. 
software asset management, renewals of contracts.  This will require the use of 
negotiation and resolution skills.  



➢ Actively encourage improvement by promoting a positive ‘can do’ customer 
focussed attitude.  
 



Human Resources  
➢ To manage staff within area of responsibility (ICT Application Admin Team), 



providing line management for staff within, this will include work allocation, 
sickness management, purchase orders annual leave, recruitment, selection, 
disciplinary and grievance etc.  



➢ To set and agree core objectives for staff within area of responsibility.  To follow 
the PADR process to monitor progress against core objectives to make decisions 
on gateway progress for members of staff within area of responsibility.  



➢ To share existing knowledge and training with other colleagues through 
Informatics, using coaching and mentoring skills as necessary  
 



Freedom to Act  
➢ Works to achieve agreed objectives and has freedom to do this in own way, 



working within broad professional policies; advises without reference to 
manager.   
 



Continuing Professional Development  
➢ Ensure continuation of personal development including leadership skills, through 



appropriate formal and informal training as and when necessary.   











➢ Develop a personal development plan as part of the Individual Performance 
Review process.  Keep skills up to date and relevant in order to carry out duties 
and continually review practice and apply lessons learnt to work.  



➢ Maintain awareness of new ways of working across professional and 
organisational boundaries.  Keeping skills up to date and relevant in order to carry 
out duties.  



➢ To be aware of, and act in accordance with, Health Board policies and procedures 
and to keep up to date with legislation in relation to data protection, Caldicott 
principles, and confidentiality, Freedom of Information Act etc.   



➢ Implements policies for own work area and proposes policy or service changes 
which impact beyond own area of activity.  
  



The post holder will be required to work on their own initiative, taking advice from 
their manager when necessary and to ensure that all areas of work within their remit 
are carried out in an economic and efficient way thereby contributing to the control of 
limited resources.  
  
The job description is indicative of the range of responsibilities of the role and is not 
exclusive of duties as such the post holder may be required to undertake any other 
relevant duties as required by the Head of ICT services that are commensurate with 
the grade. 
  
GENERAL REQUIREMENTS  
  
Competence  
At no time should the postholder work outside their defined level of competence. If 
there are concerns regarding this, the postholder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty.  
  
Registered Health Professional  
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration.  
  
Supervision  
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a 
requirement they should speak to their Manager.  
  
Risk Management  
It is a standard element of the role and responsibility of all staff of the LHB that they 
fulfil a proactive role towards the management of risk in all of their actions. This 
entails the risk assessment of all situations, the taking of appropriate actions and 
reporting of all incidents, near misses and hazards.  
  
Records Management  
As an employee of the LHB, the postholder is legally responsible for all records that 
they gather, create or use as part of their work within the LHB (including patient 
health, financial, personal and administrative), whether paper based or on computer. 
All such records are considered public records, and the postholder has a legal duty 
of confidence to service users (even after an employee has left the LHB). The 
postholder should consult their manager if they have any doubt as to the correct 
management of records with which they work.  
  











Health and Safety Requirements  
All employees of the LHB have a statutory duty of care for their own personal safety 
and that of others who may be affected by their acts or omissions.  The postholder is 
required to co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The postholder 
must adhere to the LHB’s risk management, health and safety and associated 
policies.   
  
Flexibility Statement  
The duties of the post are outlined in this job description and person specification 
and may be changed by mutual agreement from time to time.  
  
Confidentiality  
The postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. 
This will in many cases include access to personal information relating to service 
users. The postholder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions 
of the data protection act 1998 and organisational policy.  
  
Promoting Diversity and Dignity at Work  
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the 
best interests of the LHB and the population it serves to utilise the skills of the total 
workforce. The postholder must comply with and adhere to the equal opportunities 
and dignity at work policies.   
  



          ORGANISATIONAL CHART  
  



 
  
  



  
  



  











BCU HB  



PERSON SPECIFICATION  
  



Job Title:   
 



Band:     



  
  
  



ESSENTIAL CRITERIA  
  



DESIRABLE CRITERIA  
  



METHOD OF 
ASSESSMENT  



 



  



QUALIFICATION  
  
  



• Educated to degree level or 
equivalent  
• ILM level 4 Diploma 
in  Leadership.  
• ECDL or equivalent  
• Evidence of Continual 
Professional Development   



• Advanced Excel   
• A Level in 



Mathematics  
•  



PRINCE II 
foundation or 
willing to 
complete within 2 
years  



Certificates 



Application Form  
Interview  
  
  
  



 



  



  
EXPERIENCE  



  
  



• Significant experience of 
working in a large complex 
organisation   
• Significant experience of 
influencing and negotiation to 
support delivery of objectives   
• Significant experience of 
working within a 
demanding/high intensity 
administrative setting  
• Able to use own initiative 
and judgement to analyse and 
resolve complex problems  
• Ability to deliver deadlines 
on a wide range of 
administrative/project 
processes  
• Production of high quality 
reports and data that are 
suitable for staff at all levels in 
easy to read formats.   



• Experience of 
working within 
the Informatics 
department.  



• Management of 
small projects  



• Experience of 
managing staff  



• Budgetary 
experience.  



• Participation in 
improvements/ 
change 
management 
projects and 
process re-
engineering.  



• Problem 
identification and 
solving  



• Proven ability to 
to analyse and 
appropriately 
present 
information so 
that it is easy to 
understand. 



Application Form  
Interview  
References  



 



  



SKILLS   
  including those 



physical skills 
necessary for the 



post.  
  



  
  



• Advanced keyboard skills 
with the ability to manipulate 
large amounts of data at high 
speed and with great 
accuracy.   
• Ability to work on own 
initiative and organise / prioritise 
own & team workload.   
• Ability to communicate 
verbally and in writing in a 
manner which is clear, fluent 
and persuasive.   
• Ability to influence, 
persuade and negotiate with 
staff at different levels where 
there may be barriers to 



• Spoken or written 
Welsh language.  
• Conflict 
resolution  
• Ability to analyse 
complex problems 
and deliver practical 
and workable 
solutions.  
• Able to develop 
and monitor policies 
and procedures.  



  



Application Form  
Interview   
References  



 











understanding or acceptance of 
change.  
• Ability to deal with difficult / 
challenging issues with tact and 
sensitivity  
• Ability to empower, coach, 
motivate and support staff.  
• Sound judgment, decision 
making, and organisational 
skills.  
• A broad range of ICT skills   



  



KNOWLEDGE  



  
  



• Detailed knowledge and 
understanding of Microsoft 
Office Suite of products 
(particularly Excel and Access)  
• Knowledge of the NHS   



Knowledge of the 
NHS 



Application Form  
Interview  
References   



  



PERSONAL  
ATTRIBUTES  



  
  
  



• Enthusiastic and motivated 
individual  
• Work as part of team and on 
own initiative  
• Lateral thinker, problem 
solver, innovative and 
imaginative.  
• Excellent communication 
skills.  
• Flexible and adaptable to 
meet all aspects of the work.  
• Leadership qualities and 
able to motivate others and 
develop staff.  
• Time Management skills.  
• Completer, Finisher.  



• Ability to reflect 
on personal 
development  



  



  
Application Form  
Interview  
References  



 



  



  
OTHER   



  
  



• Ability to make timely travel    Application Form  
Interview  
Document Check  



 



  
  











Betsi Cadwaladr University Health Board  
  
EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS  
  
Post Title:   
  
Department / Ward: Informatics - ICT  
  
Division/ Directorate / Department:   
  
D = Daily W = Weekly   M = Monthly A = Once/twice a year  
  



Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating 
objects  
  
Nature & Frequency  
  
(D) VDU usage for extended periods of time to manipulate, monitor and analyse 
large amounts of data and to undertake, lead and supervise in the production of 
reports and plans etc requiring advanced keyboard skills.  
(W) Attending meetings, sitting for long periods of time  
(W) Light physical effort when facilitating workshops or delivering presentations etc.   
(W) Ability to travel across BCU to meet the needs of the service  
  



Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.   
  
Nature & Frequency:       
  



(D) Prolonged concentration undertaking complex analysis on a range 
information/data and for checking, updating and writing reports and plans.  
(D) The postholder will frequently have to adapt to changing priorities and re-focus 
work on new priority areas.   
(D) They will need to ensure that their own and the resource of others is 
appropriately allocated to achieve all key outcomes.  
(W) A lateral thinker with strong problem solving skills, generating and encouraging 
team working to gain innovation.  
(A) Responsible for formal Personal Development Reviews for Performance and 
Improvement Administrator, ensuring alignment with pay progression and 
responsible for decision on whether this occurs.  
  



Emotional Effort such as processing news of highly distressing events; 
dealing with the terminally ill or with people with challenging behaviour; 
dealing with difficult situations   
  
Nature & Frequency:   
  



(D) Able to demonstrate autonomy, assessing and managing competing priorities.  
(D) Role will require negotiation with staff at a range of levels in order to address 
issues to ensure the delivery of objectives in a timely manner, where conversation 
may be difficult and barriers to completion may arise  
(W) Requirement to challenge leads /team members/ staff at all levels etc. for 
example when targets are not met and ensure that the required actions are 
undertaken as necessary. Imparting unwanted news to stakeholders i.e. where 
performance targets have not been met and improvement plans are required  











(M) Reporting and escalating issues to Senior Management Team when required.  
(M) Expected to deal positively and promptly with staff concerns and personal 
problems, challenge staff on any inappropriate behaviour as appropriate.  
  



Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven  
  
Nature & Frequency:   
  



Exposure to unpleasant working conditions or hazards is rare, Normal office working 
conditions are expected.    
  
(D) Normal office working conditions/regular use of a computer.  
(W) The post holder will be required to attend meetings across BCU.  
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    ICT Application Administrator 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department: ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 
 
 



 



 



    
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Accountable to:  ICT Business Support Manager 
 
Responsible for:  N/A 
 
 



 
 
 
 
 
JOB PURPOSE 



   Head of ICT  



       Services  



            x1 



    ICT Business  
  Support Manager  
            x1 



       ICT Applications 



         Administrators 



                  x3 
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The ICT Application Administrator role is to include responsibility for routine ICT 
administration such as facilitating ICT purchasing, ICT account administration, ICT 
asset management and general administrative tasks. 



  



The Post holder will work closely and in conjunction with the ICT Service Support 
Teams to help deliver an integrated ICT support service within the agreed Service 
Level Agreements. 



 
DUTIES AND RESPONSIBILITIES 
 



• Facilitate ICT user account administration (to include, but not limited to 
Microsoft Active Directory domain administration, system account 
administration, Telecommunications system administration). 



  



• Routine first line support duties (e.g. user session administration, basic 
software installation, user password maintainance). 



 



• Security system administration (e.g. Hard disk encryption, Secure File Portal, 
Web and Mail filtering systems). 



 



• Facilitate Data Network administration e.g. Remote Access accounts (VPN), 
Wireless account administration (Cisco ACS). 



 



• Facilitate the maintainance of ICT Asset Management system (to include 
updating and reporting of asset information) . 
 



• Process all ICT order requests, ensuring all requisitions are raised in a timely 
manner, and that all details are accurate and include financial codes and 
appropriate authorisation. Check progress of requisition, and liaise with 
procurement teams to ensure priority POs are raised efficiently. Ensure all 
orders are receipted when required. 



 



• Respond, assess, resolve and refer all types of ICT related issues within own 
area of responsibility effectively and efficiently, in a polite and professional 
manner adhering to negotiated Service Level Agreements.  



 



• Accurately record all types of ICT related issues using the Service Desk 
Incident management tool. (i.e. ServicePoint). 



 



• Responsible for providing a high level Customer focussed Service. 
 



• Responsible for service request/ incident ownership through the call lifecycle. 
 



• Assist with the coordination of ICT Equipment disposal, ensuring Health Board 
Guidelines are adhered to, and that the ICT asset system is kept updated. 
 



• Provide basic ICT Training and advice to users (e.g. use of remote access VPN 
token, use of voicemail facility). 
 



• Communicate ICT matters which may be seen as complicated by non ICT staff.  
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• Develop user advice guides and frequently asked question lists for end users, 
and ensure publication to the ICT Service User Portal. 



 



• Liaise with third party ICT equipment Suppliers and support organisations as 
necessary. 



 



• May be required to respond to changing priorities as instructed by Senior 
Management. 



 



• To work in conjunction with Team Leaders and other ICT specialists to support 
key projects and service deliverables. 



 



• Provide advice/guidance where relevant to ICT Security. Observe all ICT 
security procedures in the performance of the above duties. 



 



• Assist in the development of supporting documentation for service 
management as defined in the BCU Service Catalogue. 



 



• Work closely with Service Support and Delivery Manager to assist with  
maintaining ITIL methodology in relation to the role, and ensure continuous 
service improvement, through the appropriate use of user feedback data.  



 



• Take immediate action to minimise operational risks where it is reasonably 
practicable to do so, advising Senior Management as required.  



 



• Follow  ICT policies for own work area and propose changes to ICT user 
working practices and procedures. 



 



• Other duties as specified by senior ICT management. 
 
 
 
Continuing Professional Development 
 



• Develop a personal development plan annually as part of the personal 
development review process. 



 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline. 



 



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in 
support of equipment procurement and developments. 



 
 
 
GENERAL REQUIREMENTS 
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Competence 
At no time should the post-holder work outside their defined level of competence. If 
there are concerns regarding this, the post-holder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration. 
 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they 
fulfil a proactive role towards the management of risk in all of their actions. This entails 
the risk assessment of all situations, the taking of appropriate actions and reporting of 
all incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that 
they gather, create or use as part of their work within the LHB (including patient 
health, financial, personal and administrative), whether paper based or on computer. 
All such records are considered public records, and the postholder has a legal duty of 
confidence to service users (even after an employee has left the LHB). The Postholder 
should consult their manager if they have any doubt as to the correct management of 
records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety 
and that of others who may be affected by their acts or omissions.  The postholder is 
required to co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The postholder 
must adhere to the LHB’s risk management, health and safety and associated 
policies. 
 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
 
 
 
 
 
 
Confidentiality 
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The Post holder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. 
The post holder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions of 
the data protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the 
best interests of the LHB and the population it serves to utilise the skills of the total 
workforce. The post holder must comply with and adhere to the equal opportunities 
and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  ICT Application Administrator Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a post 
holder could not be appointed 



DESIRABLE 
Extra qualities which can be 
used to choose between 
candidates who meet all the 
essential criteria 



METHOD OF 
ASSESSMENT 
 



 



 



QUALIFICATI
ONS 



 
 



Educated to HNC level or equivalent 
experience gained in the computing 
industry, through attendance at 
specialist technical courses. 
 



Knowledge of computer systems, 
hardware or software and 
procedures, European Computer 
Driving Licence (ECDL) or equivalent 
knowledge. 
 



Recognised professional 
qualification in an ICT related 
field such as MCSP 
(Microsoft Certification) 
 
ITIL Foundation 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



Experience of providing  ICT 
administration in an NHS or other 
large organisation environment. 



 
Experience of procurement 
processes, and maintaining 
departmental records. 



Experience of liaising with 
senior managerial staff and 
clinical staff in the 
determination of their 
information technology 
needs. 



 
 



Application/ 
 



Interview 
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SKILLS 



 
 



Excellent Customer service Skills,  
 
Ability to stay calm and 
communicate effectively  in a 
stressful situations. 
 
Ability to write and maintain  
technical reports, operational 
procedures and system 
documentation sets in an accurate, 
concise and clear manner. 
 
Must have advanced IT/Keyboard 
skills demonstrable across Microsoft 
Office Suite of applications. 
 
Ability to conduct research into ICT 
issues, systems and products as 
required. 
 
Ability to effectively prioritise tasks in 
a high pressure environment. 
 
Ability and willingness to Travel. 
 



Ability to initiate and 
respond positively to 
change, and the ability to 
learn from experience. 



Application/ 
 



Interview 



 
 



KNOWLEDGE 



 
 



Possesses a good working 
knowledge of multiple ICT Systems 
(hardware and software elements) 
gained by experience and training. 
 
Demonstrates a good knowledge of 
NHS Wales and LHB information 
and communications technology 
standards and requirements. 
 
 



Knowledge of both local and 
national NHS ICT 
developments and 
strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
 
 



 



 
OTHER  
(Please 
Specify) 



 
 
 



Demonstrates keen attention to 
detail. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: ICT Service Desk Analyst 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
M:Long periods of attending meetings, presentations and workshops. 
D: Manual handling of all types of IT equipment, including items over 6KG 
M: Working in cramped and dusty conditions 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to complex information rapidly / complex 
decision making. 
D: Negotiate changes to previously agreed deadlines. 
W: High levels of concentration for long periods while participating in         
meetings. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
D: Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
W: Exposure conflict and emotional. 
D: Use problem solving and creative thinking to deal with operational 
challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
M: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
W: Deal with adverse reaction and or resistance to change. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
A: Travel by car and train with occasional overnight stay away from home. 
A: Working in cramped and dusty conditions 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    IT Systems Manager 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department:                                ICT Services Department 
 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Head of ICT 
Services



1x Band 8c



Assistant Head of 
ICT Services



x1



IT Systems 
Manager



x1



Senior IT Systems 
Engineer (West)



x1



Senior IT Systems 
Engineer (Central)



x1



Senior IT Systems 
Engineer (East)



x1



IT Systems 
Engineer 



x3



 
 
 
Accountable to:  Head of ICT Services 
                             Assistant Head of ICT Services 
Responsible for: Senior IT Systems Engineers 
                             Data Centre Operations 
                             Clinical & Business Systems Support 
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JOB PURPOSE 
 
The IT Systems Manager is responsible for leading the development, installation, and on-
going operational management and support of all LHB server infrastructure hosting clinical 
and business systems. 
 
Responsible for effectively managing and motivating a team of highly skilled IT Systems 
Engineers in maintaining and supporting the LHB Data Centre operations and to ensure 
continued operation of mission critical clinical and business systems. 
 
Responsible for managing the production of a range of documents to agreed timescales, 
ensuring appropriate input from other LHB departments, Clinical Programme Groups (CPG), 
external Consultants and Supply Chains. 
 
Responsible for providing professional advice to LHB senior managers in relation to IT systems 
and services. 
 
Responsible for leading the development of LHB ICT policies and their implementation. 
 
Contribute to the development of the LHB long term ICT Strategy, delivering the desktop, 
storage and Data Centre elements of the strategy. 
 
Responsible for providing professional project management and support to IT systems 
projects to ensure that they are delivered within time and cost, and meet quality requirements.  
 
There is significant freedom to act within this role and the post holder will be expected to 
adjust to significant and sudden variations in work load. 



 
 
DUTIES AND RESPONSIBILITIES 
 



• Advise senior ICT management on the strategic options in regard to the development 
of all server farms, Data Centres, systems and services. Provide strategic 
recommendations based on technical evaluations of the requirements and available 
options. 
 



• Manage and motivate a team of highly qualified Systems Engineers, ensuring effective 
two-way communication and regular team briefings are maintained.  
 



• To be responsible for and arrange the recruitment and selection of expert ICT 
engineering staff, undertake individual performance reviews, arrange training 
(mandatory, in-house, induction or links to external training providers) ensuring on-
going training and development needs are being met. 



 



• Provide line management for all human resource issues i.e. disciplinary, sickness 
reviews etc., in line with the Health Boards Human Resource Policies and Procedures.   



 



• Produce, develop and report on Key Performance Indicators (KPI’s) to continually 
monitor operational performance and define development goals. 
 



• Produce and present highly complex and sensitive statistical data using whiteboards, 
PowerPoint and other presentational aids to senior LHB managers, where boundaries to 
understanding exist. 
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• Identify and develop quality measures, in consultation with senior staff, to ensure the 
highest levels of service delivery are achieved. 
 



• Act as lead technical specialist for the Health Boards business and clinical systems 
support, and be responsible for the negotiation and co-ordination of all third party 
installation, maintenance, and support contracts. 



 



• Act as lead technical specialist for the data Centre and server infrastructures and be 
responsible for the negotiation and co-ordination of all third party installation, 
maintenance, and support contracts. 
 



•   Working closely with other ICT specialist team managers provide support in the 
resolution of complex hardware and software problems where all other knowledge has 
been exhausted, owning the problem through to resolution. 
 



• Provide specialist support to third party medical equipment suppliers and maintainers to 
enable the resolution of highly complex systems issues which directly affect patient care. 



 



• Develop and maintain a comprehensive set of technical documentation for IT systems 
and services as defined in the Service Catalogue. 



 
• Act as a lead technical specialist and co-ordinator on high value ICT Procurements for 



local and national initiatives. Develop business case justifications, cost benefit 
analyses, and formal tender documentation, and conduct system evaluation exercises. 
 



• Work closely with senior ICT management to implement and maintain ITIL 
methodology in relation to all IT systems operational management. 
 



• Represent the ICT department on systems matters in Health Board meetings as 
required, and deputise for senior ICT management when necessary. 



 



• Develop and maintain business continuity and disaster recovery plans and respond to 
service effecting incidents in accordance with these plans in relation to the Health 
Boards IT systems. 
 



• To manage the highly complex configuration, deployment, monitoring, upgrading, 
maintenance and support of all Health Board ICT systems and services infrastructure 
to ensure maximum availability in support of clinical and business applications so as 
not to impede on patient care or corporate function 
 



• Responsible for the planning, design, and development of ICT systems and services. 
Compile tender specifications and qualify subsequent tender returns. Project manage 
the installation and configuration process 
 



• Proactively monitor the performance and usage of the Health Boards ICT systems and 
services using appropriate management tools (benchmarking) to ensure that 
capacities are able to meet current and future needs (capacity planning). 
 



• Facilitate trouble-shooting and fault correction to an advanced level, and provide 
general advice, to ensure the user enjoys an efficient and effective level of service and 
maximised system availability 
 



• Ensure compliance with the Data Protection Act, NHS Information Authority guidance 
and Health Board policies relating to security and confidentiality of information 



 



• Support senior ICT management in the formulation and review of long term ICT 
strategies 
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• Ensure compliance with the Data Protection Act, NHS Information Authority guidance 
and Health Board policies relating to security and confidentiality of information. 
 



• Assist with the development, and help ensure compliance with Health Boards ICT 
security standards, and acceptable use policies. 
 



• To develop and implement robust systems for risk management across the areas of 
responsibility of the post.  To be responsible and accountable for risk in these areas. 



 



• Represent the LHB on ICT related groups at both local and national levels as directed 
by senior ICT management. 



 



• Provide specialist advice/guidance and propose policy change where relevant to ICT 
Security. Observe all ICT security procedures in the performance of the above duties. 
Advise Information Governance and Head of ICT Services on the feasibility of LHB 
wide policy implementation. In conjunction with other ICT specialist team managers, 
maintain responsibility for policy adherence relating to ICT security. 



 



• Take immediate action to minimise risks where it is reasonably practicable to do so. 
 



• Assist with internal audits and to implement changes to team processes and activities 



as a result of audit recommendations. 



• Ensure all tasks, procedures and processes in relation to area of management are fully 
documented (and accessible by others) and that cross cover procedures are 
maintained so that all tasks can be completed in the absence of the post holder, 
whether planned or unplanned. 



• Participate in the LHB agreed ICT on-call rota service, ensuring 24hr/365 days a year 
support for critical ICT systems and infrastructure. Provide specialist advice to on-call 
staff when required. 
 



• Other duties as specified by senior ICT management 
 
 
Financial Management 
 



• Responsible for the financial management and monitoring of budgets in respect of area 
of responsibility. 
 



• Liaise with suppliers in the specification and procurement of server hardware, systems 
and services for projects, upgrades and incidentals. 
 



• Responsible for specifying the equipment requirements of complex Infrastructure 
systems and enterprise wide solutions to be budgeted for by budget holders.  Such 
requirements can represent significant capital expenditure and therefore 
recommendations must take cost effectiveness into account. 



 



•  Responsible for ensuring projects which are owned and driven by any department within 
CPG’s, but which require an ICT systems infrastructure solution, are delivered to agreed 
deadlines and budget restraints. 
 



• To lead the operational delivery of Cost Improvement Programmes (CIP), ensuring 
they are on track to deliver the required savings. 



Communication  
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Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
 
 
 
Continuing Professional Development 



 
• Develop a personal development plan annually as part of the personal development 



review process. 



• Keep skills up to date and relevant in order to carry out a range of tasks appropriate to 
area of discipline  



• Keep abreast of latest developments within the industry to ensure knowledge base is 
current and up to date. 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in support of 
equipment procurement and developments. 



 
 
GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If there are 
concerns regarding this, the postholder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their supervisor/manager if 
they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to enable 
them to practice within their profession, are required to comply with their code of conduct and 
requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement they 
should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they fulfil a 
proactive role towards the management of risk in all of their actions. This entails the risk 
assessment of all situations, the taking of appropriate actions and reporting of all incidents, 
near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that they 
gather, create or use as part of their work within the LHB (including patient health, financial, 
personal and administrative), whether paper based or on computer. All such records are 
considered public records, and the postholder has a legal duty of confidence to service users 
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(even after an employee has left the LHB). The Postholder should consult their manager if 
they have any doubt as to the correct management of records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety and that 
of others who may be affected by their acts or omissions.  The postholder is required to co-
operate with management to enable the LHB to meet its own legal duties and to report any 
hazardous situations or defective equipment. The postholder must adhere to the LHB’s risk 
management, health and safety and associated policies.  
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and may be 
changed by mutual agreement from time to time. 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining confidentiality and 
security of information gained during the course of their duties. This will in many cases include 
access to personal information relating to service users. The postholder must treat all 
information whether corporate, staff or patient information in a discreet and confidential 
manner in accordance with the provisions of the data protection act 1998 and organisational 
policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It recognises 
that discrimination and harassment is unacceptable and that it is in the best interests of the 
LHB and the population it serves to utilise the skills of the total workforce. The postholder 
must comply with and adhere to the equal opportunities and dignity at work policies.  
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  IT Systems Manager Band:  Current Post 
Band 



 
 ESSENTIAL 



The qualities without which a post holder could 
not be appointed 



      DESIRABLE 
Extra qualities which can be used to 
choose between candidates who 
meet all the essential criteria 



METHOD OF 
ASSESSMENT 
 



 
 
QUALIFICATIO
NS 
 
 



Educated to degree level with 
Masters level specialist technical 
experience. 
 
A recognised advanced 
professional qualification in an 
electronic engineering/computing 
field such as MCSE MCSP 
(Microsoft Certification) 
(Citrix Certification) 
(VMWare Certification) 



Professional Qualifications 
e.g. Chartered Engineer 
status. 
 
Additional industry 
qualifications, ICT service 
qualifications (e.g. ITIL). 
 
Formal project management 
qualifications (e.g. PRINCE). 



Certificates 



 
 
EXPERIENCE 
 
 



At least 6 years’ experience of 
managing a diverse range of large 
scale, highly complex ICT systems 
including infrastructure planning, 
development, and operational 
management to an agreed high 
level of service. 
 
Able to provide examples of real 
progress in the development and 
delivery of information and 
communications technology 
services. 
 
Experience of liasing and 
negotiating with senior managerial 



Experience of undertaking 
feasibility studies and cost 
benefit analysis. 
 
Extensive experience 
working in a team-oriented, 
collaborative environment. 
 



 
Application 
Form 
Interview 
References 
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and clinical staff in the 
determination of their IT and 
communications technology needs. 
 
Experience of managing large and 
complex ICT implementations that 
may have a direct impact on how 
clinical and business services are 
delivered. 
 
Experience of managing a team of 
highly qualified ICT Engineers in 
order to deliver effective and 
efficient ICT services. 
 
Experience of facilitating 
procurement for high value ICT 
projects and negotiating 
specification and contract detail 
with third party suppliers. 
 



 
SKILLS 
 
 



Ability to communicate highly 
complex ideas effectively at all 
levels. 
 
Ability to write and maintain highly 
complex technical reports, 
operational procedures and system 
documentation sets in an accurate, 
concise and clear manner. 
 
Ability to analyse complex and 
multi-stranded technical problems 
that may have no precedent, in 
order to initiate the most 
appropriate corrective action. 
 
Must have advanced IT/Keyboard skills 
demonstrable across Microsoft Office 
Suite of applications. 



 
Ability to direct and conduct 
research into ICT issues, systems 
and products as required. 
 
Ability to assimilate highly complex 
information over a range of 
technical specialities. 
 
Ability to effectively prioritise and 
execute tasks in a high pressure 
environment. 
 



Ability to initiate and 
respond positively to 
change, and the ability to 
learn from experience. 



 
Application 
Form 
Interview  
References 
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KNOWLEDGE 
 
 



Demonstrates a thorough 
knowledge of NHS Wales and LHB 
information and communications 
technology standards and 
requirements. 
 
Possesses advanced level 
knowledge of communications 
technologies used both within the 
LHB and elsewhere, and an up to 
date and in depth awareness of 
ICT industry trends and 
developments. 



Knowledge of both local and 
national NHS ICT 
developments and 
strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
 
 



 
Application 
Form 
Interview 
References 



 
 
OTHER  
(Please 
Specify) 
 



Ability to lead by example and a 
high level of self-motivation. 



 



Able to drive and has access to a 
car. 



 



Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
 
 



  
Application 
Form 
Interview 
Document 
Check 
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Betsi Cadwaladr University Health Board 



 
EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 



 
Post Title: IT Systems Manager 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
D: Long periods of attending meetings, presentations and workshops. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
D: negotiate changes to previously agreed deadlines. 
High levels of concentration for long periods, chairing and participating in 
meetings leading presentations and workshops. 
D: concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
W: Act as arbitrator at meetings. 
D: sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
W: Travel by car and train with occasional overnight stay away from home. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Lead IT Systems Specialist Engineer 
 
Band:        
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department:                                ICT Services Department 
 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Head of ICT 
Services



1x Band 8c



Assistant Head of 
ICT Services



x1



IT Systems 
Manager



x1



Lead IT Systems 
Engineer (West)



x1



Lead IT Systems 
Engineer (Central)



x1



Lead IT Systems 
Engineer (East)



x1



Senior IT Systems 
Engineer 



x3



 
 
 
Accountable to:   IT Systems Manager 
Responsible for:   Senior IT Systems Engineers 
   IT Systems Engineers 



Operational responsibility for local Data Centres and Systems     
Infrastructure.                                   
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JOB PURPOSE 
 



To act as the Lead IT Systems Specialist Engineer and be responsible for leading the 
development, installation, and on-going operational management and support of all 
Health Board server infrastructures, hosting clinical and business critical systems. 
 
Responsible for effectively managing and motivating a team of highly skilled IT 
Systems Engineers in maintaining and supporting the Health Board Data Centre 
operations.  Ensuring continued operation of mission critical clinical and business 
systems. 
 
Contributing to the development of the Health Board long term ICT strategy, 
implementing the desktop, storage and Data Centre elements of the strategy. 
 
Responsible for providing professional project management and support to IT systems 
projects to ensure that they are delivered within time and cost, and meet quality 
requirements.  
 
There is significant freedom to act within this role and the post holder will be expected 
accommodate sudden variations in work load. 
 
 
DUTIES AND RESPONSIBILITIES 
 



• Act as lead technical specialist for the local data centre and server infrastructures and 
be responsible for the negotiation and co-ordination of third party installation, 
maintenance, and support contracts. 



 



• Will have lead responsibility for particular, nominated areas of technical speciality 
across the Health Board, such as messaging, authentication, virtualisation, storage or 
other areas as identified by the IT Systems Manager. 



 



• Act as technical specialist for the Health Boards business and clinical systems support 
and contribute to the planning, negotiation and co-ordination of third party installation, 
maintenance, and support contracts. 



 



• Ability to analyse complex and multi-stranded technical problems that may have no 
precedent, in order to initiate the most appropriate corrective action. 



 



• Advise senior ICT management on the technical options in regard to the development 
planning of all server farms, Data Centres, systems and services. Provide 
recommendations based on technical evaluations of the requirements and available 
options. 



 



• Act as a technical specialist and project manager on high value ICT procurements for 
local and national initiatives. Contribute to business case justifications, cost benefit 
analyses, formal tender documentation, and conduct system evaluation exercises in 
association with the IT Systems Manager. 



 



• Manage and motivate a team of highly qualified Systems Engineers, ensuring effective 
two-way communication within the team.  



 



• Provide line management for all human resource issues i.e. disciplinary, sickness 
reviews etc., in line with the Health Boards Human Resource Policies and Procedures. 
Contributing to the recruitment and selection of expert ICT engineering staff and 
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responsible for undertaking individual performance reviews, arranging training 
(mandatory, in-house, induction or links to external training providers) ensuring on-
going training and development needs are being met. 



 



• To manage the highly complex planning, configuration, deployment, monitoring, 
upgrading, maintenance and support of all Health Board ICT systems and services 
infrastructure to ensure maximum availability in support of clinical and business 
applications so as not to impede on patient care or corporate function. 



 



• Facilitate trouble-shooting and fault correction to an advanced level, and provide 
general advice, to ensure the user enjoys an efficient and effective level of service and 
maximised system availability. 



 



• Assist the IT Systems Manager in the planning, design, and development of ICT 
systems and services. Assisting the IT Systems Manager with tender specifications 
and assisting with the qualification of subsequent tender returns. Project manage the 
installation and configuration process. 



 



• Produce, develop and report on Key Performance Indicators (KPI’s) to continually 
monitor operational performance and define development goals as directed by the IT 
Systems Manager. 



 



• Identify and develop quality measures, in consultation with senior staff, to ensure the 
highest levels of service delivery are achieved. 



 



• Produce and present highly complex and sensitive information using whiteboards, 
PowerPoint and other presentational aids to senior Health Board managers, where 
boundaries to understanding exist. 



 



• Work closely with other ICT specialists to provide support in the resolution of complex 
hardware and software problems where all other knowledge has been exhausted, 
owning the problem through to resolution. 



 



• Provide specialist support to third party medical equipment suppliers and maintainers 
to enable the resolution of highly complex systems issues which directly affect patient 
care. 



 



• Develop and maintain a comprehensive set of technical documentation for IT systems 
and services as defined in the Service Catalogue.  



 



• Work closely with senior ICT management to implement and maintain ITIL 
methodology in relation to all IT systems operational management. 



 



• Represent the ICT department on systems matters in Health Board meetings as 
required, and deputise for senior ICT management when necessary. 



 



• Contribute to and maintain business continuity and disaster recovery plans and 
respond to service effecting incidents in accordance with these plans in relation to the 
Health Boards IT systems. 



 



• Proactively monitor the performance and usage of the Health Boards ICT systems and 
services using appropriate management tools (benchmarking) to ensure that 
capacities are able to meet current and future needs (capacity planning). 



 



• Liaise with, and provide training, advice and support to end users and Informatics 
colleagues, on all ICT System Infrastructure technology matters. 
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• Ensure compliance with the Data Protection Act, NHS Information Authority guidance 
and Health Board policies relating to security and confidentiality of information. 



 



• Assist with the development, and help ensure compliance with Health Boards ICT 
security standards, and acceptable use policies. 



 



• To develop and implement robust systems for risk management across the areas of 
responsibility of the post.  To be accountable for risk in these areas. 



 



• Represent the Health Board on ICT related groups at both local and national levels as 
directed by senior ICT management. 



 



• Provide specialist advice/guidance and propose policy change where relevant to ICT 
security. Observe all ICT security procedures in the performance of the above duties. 
Advise Information Governance and the IT Systems Manager on the feasibility of 
Health Board wide policy implementation. In conjunction with other ICT specialists, 
maintain responsibility for policy adherence relating to ICT security. 



 



• Take immediate action to minimise risks where it is reasonably practicable to do so. 
 



• Assist with internal audits and to implement changes to team processes and activities 
as a result of audit recommendations. 



 



• Ensure all tasks, procedures and processes in relation to area of management are fully 
documented (and accessible by others) and that cross cover procedures are 
maintained so that all tasks can be completed in the absence of the post holder, 
whether planned or unplanned. 



 



• Responsible for managing the production of a range of documents to agreed 
timescales, ensuring appropriate input from other Health Board departments, Clinical 
Programme Groups (CPG), external Consultants and Supply Chains. 



 



• Responsible for providing professional advice to Health Board senior managers in 
relation to IT systems and services. 



 



• Work closely with the ICT Service Delivery Team to implement and maintain ITIL 
methodology in relation to data communication and telecommunication matters. 



 



• Contributing to the development of Health Board ICT policies and manage their 
implementation. 



 



• Participate in the Health Board agreed ICT on-call rota service, ensuring 24hr/365 
days a year support for critical ICT systems and infrastructure providing specialist 
advice to on-call staff when required. 



 



• There is significant freedom to act within this role and the post holder will be expected 
accommodate sudden variations in work load. 



 



• Other duties as specified by the IT Systems Manager. 
 
 
Financial Management 
 



• Assist with the financial management and monitoring of budgets in respect of area of 
responsibility. 
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• Liaise with suppliers in the specification and procurement of server hardware, systems 
and services for projects, upgrades and incidentals. 



 



• Assist and advise with the specification of the equipment requirements of complex 
infrastructure systems and enterprise wide solutions to be budgeted for by budget 
holders.  Such requirements can represent significant capital expenditure and therefore 
recommendations must take cost effectiveness into account. 



 



•  Responsible for ensuring projects which are owned and driven by any department within 
CPG’s, but which require an ICT systems infrastructure solutions, are delivered to 
agreed deadlines and budget restraints. 



 



• To assist with the delivery of Cost Improvement Programmes (CIP) 
 
 



Communication  



 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• Peer ICT Specialist Colleagues 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
Continuing Professional Development 



 
• Develop a personal development plan annually as part of the personal development 



review process. 
 



• Keep skills up to date and relevant in order to carry out a range of tasks appropriate to 
area of discipline. 



 



• Keep abreast of latest developments within the industry to ensure knowledge base is 
current and up to date. 
 



•  



• Maintain up-to-date specialist ICT knowledge of emerging technologies in support of 
equipment procurement and developments. 



 
 
 
GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If there are 
concerns regarding this, the postholder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their supervisor/manager if 
they doubt their own competence to perform a duty. 
 
Registered Health Professional 
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All employees of the LHB who are required to register with a professional body, to enable 
them to practice within their profession, are required to comply with their code of conduct and 
requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement they 
should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they fulfil a 
proactive role towards the management of risk in all of their actions. This entails the risk 
assessment of all situations, the taking of appropriate actions and reporting of all incidents, 
near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that they 
gather, create or use as part of their work within the LHB (including patient health, financial, 
personal and administrative), whether paper based or on computer. All such records are 
considered public records, and the postholder has a legal duty of confidence to service users 
(even after an employee has left the LHB). The Postholder should consult their manager if 
they have any doubt as to the correct management of records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety and that 
of others who may be affected by their acts or omissions.  The postholder is required to co-
operate with management to enable the LHB to meet its own legal duties and to report any 
hazardous situations or defective equipment. The postholder must adhere to the LHB’s risk 
management, health and safety and associated policies.  
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and may be 
changed by mutual agreement from time to time. 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining confidentiality and 
security of information gained during the course of their duties. This will in many cases include 
access to personal information relating to service users. The postholder must treat all 
information whether corporate, staff or patient information in a discreet and confidential 
manner in accordance with the provisions of the data protection act 1998 and organisational 
policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It recognises 
that discrimination and harassment is unacceptable and that it is in the best interests of the 
LHB and the population it serves to utilise the skills of the total workforce. The postholder 
must comply with and adhere to the equal opportunities and dignity at work policies.  
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  Lead IT Systems Specialist Engineer Band:  Current Post 
Band 



 
 ESSENTIAL 



The qualities without which a post holder 
could not be appointed 



      DESIRABLE 
Extra qualities which can be used to 
choose between candidates who 
meet all the essential criteria 



METHOD OF 
ASSESSMENT 
 



 
 
QUALIFICATIONS 
 
 



Recognised masters level 
qualification with demonstrable 
equivalent industry experience 
working at a Specialist/Lead 
level. 
 
A recognised advanced 
specialist  professional 
qualification in an electronic 
engineering/computing field 
such as MCSE, MCSP,  
Citrix Certification or  
VMWare Certification 
 
Evidence of Continual 
Professional Development 



Other advanced specialist 
professional qualifications 
e.g. Chartered Engineer 
status. 
 
Additional industry 
qualifications, ICT service 
qualifications (e.g. ITIL). 
 
Formal project management 
qualifications (e.g. 
PRINCE2). 



Certificates 



 
 
EXPERIENCE 
 
 



Highly experienced technical 
lead specialist engineer 
managing a diverse range of 
complex ICT systems (min 5 
years). 
 
Experience of supporting a 
range complex ICT system 
infrastructure technologies to 
an advanced level. 
 
Advanced ICT system 
infrastructure trouble-shooting 
experience. 
 
Demonstrable experience of 
managing a team of highly 
qualified ICT Engineers. 
 
Be able to demonstrate 
advanced level of knowledge 
of ICT technologies, methods, 
and principles 
 



Extensive experience 
working in a team-oriented, 
collaborative environment. 
 



 
Application 
Form 
Interview 
References 











 



 



 Version 2     Page 8 of 12 



 



Experience working in an 
operational and service 
environment. 
 
Experience of liaising and 
negotiating with staff at all 
levels in the determination of 
their IT and communications 
technology needs. 
 
Experience of managing large 
and complex ICT 
implementations that may have 
a direct impact on how clinical 
and business services are 
delivered. 
 



Experience of the procurement 
of high value ICT projects, 
defining specification and 
negotiate with third party 
suppliers. 



 



 
SKILLS 
 
 



Ability to communicate highly 
complex ideas effectively at all 
levels. 
 
Ability to write and maintain 
highly complex technical 
reports, operational 
procedures and system 
documentation sets in an 
accurate, concise and clear 
manner. 
 
Ability to analyse complex and 
multi-stranded technical 
problems that may have no 
precedent, in order to initiate 
the most appropriate corrective 
action. 
 
Must have advanced 
IT/Keyboard skills demonstrable 
across Microsoft Office Suite of 
applications. 
 
Ability to direct and conduct 
research into ICT issues, 
systems and products as 
required. 
 



Ability to initiate and 
respond positively to 
change, and the ability to 
learn from experience. 



 
Application 
Form 
Interview  
References 
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Ability to assimilate highly 
complex information over a 
range of technical specialities. 
 
Ability to effectively prioritise 
and execute tasks in a high 
pressure environment. 
 



 
 
KNOWLEDGE 
 
 



Possesses a highly developed 
and specialist  knowledge 
gained by experience and 
training in the following areas: 



• Data Centre Design & 
Technologies 



• Server Hardware 



• Microsoft Operating 
Systems Technologies 



• Microsoft Server 
System Technologies 
(e.g. Exchange, SQL, 
SharePoint) 



• Virtualisation 
Technologies (e.g. 
VMware, Citrix) 



 
Demonstrates a thorough 
knowledge of NHS Wales and 
LHB information and 
communications technology 
standards and requirements. 
 
Knowledge of relevant ICT 
industry trends and 
developments. 
 
Possesses advanced level 
knowledge of communications 
technologies used both within 
the LHB and elsewhere, and 
an up to date and in depth 
awareness of ICT industry 
trends and developments. 
 



Knowledge of both local and 
national NHS ICT 
developments and 
strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
 
 



 
Application 
Form 
Interview 
References 



 
 
OTHER  
(Please Specify) 
 



Ability to lead by example and a 
high level of self-motivation. 



 



Able to drive and has access 
to a car. 



 



Demonstrates keen attention 
to detail. 



  
Application 
Form 
Interview 
Document 
Check 
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Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
 
Will be required to work 
unsociable hours as 
necessary, in order to minimise 
system unavailability. 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Lead IT Systems Specialist Engineer 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 
 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
W: Long periods of attending meetings, presentations and workshops. 
D: Lifting heavy computer equipment during installations. 
D: Use of engineering tools in order to implement new installations. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
D: Negotiate changes to previously agreed deadlines. 
High levels of concentration for long periods, chairing and participating in 
meetings leading presentations and workshops. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
W: Act as arbitrator at meetings. 
W: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including  
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
D: Conduct installation work in noisy, warm, and cramped conditions (i.e. 
server rooms) 
W: Travel by car and train with occasional overnight stay away from home. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Lead IT Systems Specialist Engineer 
 
Band:        
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department:                                ICT Services Department 
 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Head of ICT 
Services



1x Band 8c



Assistant Head of 
ICT Services



x1



IT Systems 
Manager



x1



Lead IT Systems 
Engineer (West)



x1



Lead IT Systems 
Engineer (Central)



x1



Lead IT Systems 
Engineer (East)



x1



Senior IT Systems 
Engineer 



x3



 
 
 
Accountable to:   IT Systems Manager 
Responsible for:   Senior IT Systems Engineers 
   IT Systems Engineers 



Operational responsibility for local Data Centres and Systems     
Infrastructure.                                   
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JOB PURPOSE 
 



To act as the Lead IT Systems Specialist Engineer and be responsible for leading the 
development, installation, and on-going operational management and support of all 
Health Board server infrastructures, hosting clinical and business critical systems. 
 
Responsible for effectively managing and motivating a team of highly skilled IT 
Systems Engineers in maintaining and supporting the Health Board Data Centre 
operations.  Ensuring continued operation of mission critical clinical and business 
systems. 
 
Contributing to the development of the Health Board long term ICT strategy, 
implementing the desktop, storage and Data Centre elements of the strategy. 
 
Responsible for providing professional project management and support to IT systems 
projects to ensure that they are delivered within time and cost, and meet quality 
requirements.  
 
There is significant freedom to act within this role and the post holder will be expected 
accommodate sudden variations in work load. 
 
 
DUTIES AND RESPONSIBILITIES 
 



• Act as lead technical specialist for the local data centre and server infrastructures and 
be responsible for the negotiation and co-ordination of third party installation, 
maintenance, and support contracts. 



 



• Will have lead responsibility for particular, nominated areas of technical speciality 
across the Health Board, such as messaging, authentication, virtualisation, storage or 
other areas as identified by the IT Systems Manager. 



 



• Act as technical specialist for the Health Boards business and clinical systems support 
and contribute to the planning, negotiation and co-ordination of third party installation, 
maintenance, and support contracts. 



 



• Ability to analyse complex and multi-stranded technical problems that may have no 
precedent, in order to initiate the most appropriate corrective action. 



 



• Advise senior ICT management on the technical options in regard to the development 
planning of all server farms, Data Centres, systems and services. Provide 
recommendations based on technical evaluations of the requirements and available 
options. 



 



• Act as a technical specialist and project manager on high value ICT procurements for 
local and national initiatives. Contribute to business case justifications, cost benefit 
analyses, formal tender documentation, and conduct system evaluation exercises in 
association with the IT Systems Manager. 



 



• Manage and motivate a team of highly qualified Systems Engineers, ensuring effective 
two-way communication within the team.  



 



• Provide line management for all human resource issues i.e. disciplinary, sickness 
reviews etc., in line with the Health Boards Human Resource Policies and Procedures. 
Contributing to the recruitment and selection of expert ICT engineering staff and 
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responsible for undertaking individual performance reviews, arranging training 
(mandatory, in-house, induction or links to external training providers) ensuring on-
going training and development needs are being met. 



 



• To manage the highly complex planning, configuration, deployment, monitoring, 
upgrading, maintenance and support of all Health Board ICT systems and services 
infrastructure to ensure maximum availability in support of clinical and business 
applications so as not to impede on patient care or corporate function. 



 



• Facilitate trouble-shooting and fault correction to an advanced level, and provide 
general advice, to ensure the user enjoys an efficient and effective level of service and 
maximised system availability. 



 



• Assist the IT Systems Manager in the planning, design, and development of ICT 
systems and services. Assisting the IT Systems Manager with tender specifications 
and assisting with the qualification of subsequent tender returns. Project manage the 
installation and configuration process. 



 



• Produce, develop and report on Key Performance Indicators (KPI’s) to continually 
monitor operational performance and define development goals as directed by the IT 
Systems Manager. 



 



• Identify and develop quality measures, in consultation with senior staff, to ensure the 
highest levels of service delivery are achieved. 



 



• Produce and present highly complex and sensitive information using whiteboards, 
PowerPoint and other presentational aids to senior Health Board managers, where 
boundaries to understanding exist. 



 



• Work closely with other ICT specialists to provide support in the resolution of complex 
hardware and software problems where all other knowledge has been exhausted, 
owning the problem through to resolution. 



 



• Provide specialist support to third party medical equipment suppliers and maintainers 
to enable the resolution of highly complex systems issues which directly affect patient 
care. 



 



• Develop and maintain a comprehensive set of technical documentation for IT systems 
and services as defined in the Service Catalogue.  



 



• Work closely with senior ICT management to implement and maintain ITIL 
methodology in relation to all IT systems operational management. 



 



• Represent the ICT department on systems matters in Health Board meetings as 
required, and deputise for senior ICT management when necessary. 



 



• Contribute to and maintain business continuity and disaster recovery plans and 
respond to service effecting incidents in accordance with these plans in relation to the 
Health Boards IT systems. 



 



• Proactively monitor the performance and usage of the Health Boards ICT systems and 
services using appropriate management tools (benchmarking) to ensure that 
capacities are able to meet current and future needs (capacity planning). 



 



• Liaise with, and provide training, advice and support to end users and Informatics 
colleagues, on all ICT System Infrastructure technology matters. 
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• Ensure compliance with the Data Protection Act, NHS Information Authority guidance 
and Health Board policies relating to security and confidentiality of information. 



 



• Assist with the development, and help ensure compliance with Health Boards ICT 
security standards, and acceptable use policies. 



 



• To develop and implement robust systems for risk management across the areas of 
responsibility of the post.  To be accountable for risk in these areas. 



 



• Represent the Health Board on ICT related groups at both local and national levels as 
directed by senior ICT management. 



 



• Provide specialist advice/guidance and propose policy change where relevant to ICT 
security. Observe all ICT security procedures in the performance of the above duties. 
Advise Information Governance and the IT Systems Manager on the feasibility of 
Health Board wide policy implementation. In conjunction with other ICT specialists, 
maintain responsibility for policy adherence relating to ICT security. 



 



• Take immediate action to minimise risks where it is reasonably practicable to do so. 
 



• Assist with internal audits and to implement changes to team processes and activities 
as a result of audit recommendations. 



 



• Ensure all tasks, procedures and processes in relation to area of management are fully 
documented (and accessible by others) and that cross cover procedures are 
maintained so that all tasks can be completed in the absence of the post holder, 
whether planned or unplanned. 



 



• Responsible for managing the production of a range of documents to agreed 
timescales, ensuring appropriate input from other Health Board departments, Clinical 
Programme Groups (CPG), external Consultants and Supply Chains. 



 



• Responsible for providing professional advice to Health Board senior managers in 
relation to IT systems and services. 



 



• Work closely with the ICT Service Delivery Team to implement and maintain ITIL 
methodology in relation to data communication and telecommunication matters. 



 



• Contributing to the development of Health Board ICT policies and manage their 
implementation. 



 



• Participate in the Health Board agreed ICT on-call rota service, ensuring 24hr/365 
days a year support for critical ICT systems and infrastructure providing specialist 
advice to on-call staff when required. 



 



• There is significant freedom to act within this role and the post holder will be expected 
accommodate sudden variations in work load. 



 



• Other duties as specified by the IT Systems Manager. 
 
 
Financial Management 
 



• Assist with the financial management and monitoring of budgets in respect of area of 
responsibility. 
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• Liaise with suppliers in the specification and procurement of server hardware, systems 
and services for projects, upgrades and incidentals. 



 



• Assist and advise with the specification of the equipment requirements of complex 
infrastructure systems and enterprise wide solutions to be budgeted for by budget 
holders.  Such requirements can represent significant capital expenditure and therefore 
recommendations must take cost effectiveness into account. 



 



•  Responsible for ensuring projects which are owned and driven by any department within 
CPG’s, but which require an ICT systems infrastructure solutions, are delivered to 
agreed deadlines and budget restraints. 



 



• To assist with the delivery of Cost Improvement Programmes (CIP) 
 
 



Communication  



 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• Peer ICT Specialist Colleagues 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
Continuing Professional Development 



 
• Develop a personal development plan annually as part of the personal development 



review process. 
 



• Keep skills up to date and relevant in order to carry out a range of tasks appropriate to 
area of discipline. 



 



• Keep abreast of latest developments within the industry to ensure knowledge base is 
current and up to date. 
 



•  



• Maintain up-to-date specialist ICT knowledge of emerging technologies in support of 
equipment procurement and developments. 



 
 
 
GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If there are 
concerns regarding this, the postholder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their supervisor/manager if 
they doubt their own competence to perform a duty. 
 
Registered Health Professional 
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All employees of the LHB who are required to register with a professional body, to enable 
them to practice within their profession, are required to comply with their code of conduct and 
requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement they 
should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they fulfil a 
proactive role towards the management of risk in all of their actions. This entails the risk 
assessment of all situations, the taking of appropriate actions and reporting of all incidents, 
near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that they 
gather, create or use as part of their work within the LHB (including patient health, financial, 
personal and administrative), whether paper based or on computer. All such records are 
considered public records, and the postholder has a legal duty of confidence to service users 
(even after an employee has left the LHB). The Postholder should consult their manager if 
they have any doubt as to the correct management of records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety and that 
of others who may be affected by their acts or omissions.  The postholder is required to co-
operate with management to enable the LHB to meet its own legal duties and to report any 
hazardous situations or defective equipment. The postholder must adhere to the LHB’s risk 
management, health and safety and associated policies.  
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and may be 
changed by mutual agreement from time to time. 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining confidentiality and 
security of information gained during the course of their duties. This will in many cases include 
access to personal information relating to service users. The postholder must treat all 
information whether corporate, staff or patient information in a discreet and confidential 
manner in accordance with the provisions of the data protection act 1998 and organisational 
policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It recognises 
that discrimination and harassment is unacceptable and that it is in the best interests of the 
LHB and the population it serves to utilise the skills of the total workforce. The postholder 
must comply with and adhere to the equal opportunities and dignity at work policies.  
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  Lead IT Systems Specialist Engineer Band:  Current Post 
Band 



 
 ESSENTIAL 



The qualities without which a post holder 
could not be appointed 



      DESIRABLE 
Extra qualities which can be used to 
choose between candidates who 
meet all the essential criteria 



METHOD OF 
ASSESSMENT 
 



 
 
QUALIFICATIONS 
 
 



Recognised masters level 
qualification with demonstrable 
equivalent industry experience 
working at a Specialist/Lead 
level. 
 
A recognised advanced 
specialist  professional 
qualification in an electronic 
engineering/computing field 
such as MCSE, MCSP,  
Citrix Certification or  
VMWare Certification 
 
Evidence of Continual 
Professional Development 



Other advanced specialist 
professional qualifications 
e.g. Chartered Engineer 
status. 
 
Additional industry 
qualifications, ICT service 
qualifications (e.g. ITIL). 
 
Formal project management 
qualifications (e.g. 
PRINCE2). 



Certificates 



 
 
EXPERIENCE 
 
 



Highly experienced technical 
lead specialist engineer 
managing a diverse range of 
complex ICT systems (min 5 
years). 
 
Experience of supporting a 
range complex ICT system 
infrastructure technologies to 
an advanced level. 
 
Advanced ICT system 
infrastructure trouble-shooting 
experience. 
 
Demonstrable experience of 
managing a team of highly 
qualified ICT Engineers. 
 
Be able to demonstrate 
advanced level of knowledge 
of ICT technologies, methods, 
and principles 
 



Extensive experience 
working in a team-oriented, 
collaborative environment. 
 



 
Application 
Form 
Interview 
References 
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Experience working in an 
operational and service 
environment. 
 
Experience of liaising and 
negotiating with staff at all 
levels in the determination of 
their IT and communications 
technology needs. 
 
Experience of managing large 
and complex ICT 
implementations that may have 
a direct impact on how clinical 
and business services are 
delivered. 
 



Experience of the procurement 
of high value ICT projects, 
defining specification and 
negotiate with third party 
suppliers. 



 



 
SKILLS 
 
 



Ability to communicate highly 
complex ideas effectively at all 
levels. 
 
Ability to write and maintain 
highly complex technical 
reports, operational 
procedures and system 
documentation sets in an 
accurate, concise and clear 
manner. 
 
Ability to analyse complex and 
multi-stranded technical 
problems that may have no 
precedent, in order to initiate 
the most appropriate corrective 
action. 
 
Must have advanced 
IT/Keyboard skills demonstrable 
across Microsoft Office Suite of 
applications. 
 
Ability to direct and conduct 
research into ICT issues, 
systems and products as 
required. 
 



Ability to initiate and 
respond positively to 
change, and the ability to 
learn from experience. 



 
Application 
Form 
Interview  
References 
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Ability to assimilate highly 
complex information over a 
range of technical specialities. 
 
Ability to effectively prioritise 
and execute tasks in a high 
pressure environment. 
 



 
 
KNOWLEDGE 
 
 



Possesses a highly developed 
and specialist  knowledge 
gained by experience and 
training in the following areas: 



• Data Centre Design & 
Technologies 



• Server Hardware 



• Microsoft Operating 
Systems Technologies 



• Microsoft Server 
System Technologies 
(e.g. Exchange, SQL, 
SharePoint) 



• Virtualisation 
Technologies (e.g. 
VMware, Citrix) 



 
Demonstrates a thorough 
knowledge of NHS Wales and 
LHB information and 
communications technology 
standards and requirements. 
 
Knowledge of relevant ICT 
industry trends and 
developments. 
 
Possesses advanced level 
knowledge of communications 
technologies used both within 
the LHB and elsewhere, and 
an up to date and in depth 
awareness of ICT industry 
trends and developments. 
 



Knowledge of both local and 
national NHS ICT 
developments and 
strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
 
 



 
Application 
Form 
Interview 
References 



 
 
OTHER  
(Please Specify) 
 



Ability to lead by example and a 
high level of self-motivation. 



 



Able to drive and has access 
to a car. 



 



Demonstrates keen attention 
to detail. 



  
Application 
Form 
Interview 
Document 
Check 
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Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
 
Will be required to work 
unsociable hours as 
necessary, in order to minimise 
system unavailability. 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Lead IT Systems Specialist Engineer 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 
 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
W: Long periods of attending meetings, presentations and workshops. 
D: Lifting heavy computer equipment during installations. 
D: Use of engineering tools in order to implement new installations. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
D: Negotiate changes to previously agreed deadlines. 
High levels of concentration for long periods, chairing and participating in 
meetings leading presentations and workshops. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
W: Act as arbitrator at meetings. 
W: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including  
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
D: Conduct installation work in noisy, warm, and cramped conditions (i.e. 
server rooms) 
W: Travel by car and train with occasional overnight stay away from home. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Senior IT Systems Engineer 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department:  ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



IT Systems 
Manager



x1



Lead IT Systems 
Engineer 



x3



Senior IT Systems 
Engineer 



x3



IT Systems 
Engineer 



x3



 
 
 
Accountable to:   Lead IT Systems Specialist Engineers 
Responsible for:  IT Systems Engineer 
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JOB PURPOSE 
 
The IT Senior Systems Engineer is responsible the development, installation, and on-
going operational management and support of Health Board server infrastructure 
hosting clinical and business systems 
 
Additionally, the IT Senior Systems Engineer will act as a specialist, and will provide 
expert advice on all matters in relation to the BCU ICT systems and server 
infrastructure, and provide professional project management to ensure system 
development projects are delivered within time and cost, and meet quality 
requirements 
 
To assist the IT Systems Manager, and Lead Specialist Engineers in the planning, 
development, and implementation of new ICT systems and server infrastructure, in 
line with the strategic roadmap. 
 
There is freedom to act within this role and the post holder will be expected 
accommodate sudden variations in work load 
 
DUTIES AND RESPONSIBILITIES 
 



• To act as technical specialist for the server and system infrastructure and work 
with third parties for installation, maintenance, and support of Health Board ICT 
systems and server infrastructure. 
 



• Will have lead responsibility for particular, nominated areas of technical 
speciality across the Health Board, such as messaging, authentication, 
virtualisation, storage or other areas as identified by the IT Systems Manager. 



 



• Technical specialist for the Health Boards business and clinical systems 
support and contribute to the planning, co-ordination of third party installation, 
maintenance, and support. 



 



• Ability to analyse complex and multi-stranded technical problems that may have 
no precedent, in order to initiate the most appropriate corrective action. 



 



• Advise ICT Systems Manager and Lead Engineers on the technical options in 
regard to the development planning of all server farms, data centres, systems 
and services. Provide recommendations based on technical evaluations of the 
requirements and available options. 



 



• Act as a technical specialist and project manager on high value ICT 
procurements for local and national initiatives. Contribute to business case 
justifications, cost benefit analyses, formal tender documentation, and conduct 
system evaluation exercises in association with the IT Systems Manager. 



 



• To manage the highly complex planning, configuration, deployment, monitoring, 
upgrading, maintenance and support of all Health Board ICT systems and 
services infrastructure to ensure maximum availability in support of clinical and 
business applications so as not to impede on patient care or corporate function. 
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• Facilitate trouble-shooting and fault correction to an advanced level, and 
provide general advice, to ensure the user enjoys an efficient and effective level 
of service and maximised system availability. 



 



• Contribute to the design and development of ICT systems and services. 
Assisting the IT Systems Specialist Engineers with tender specifications project 
manage the installation and configuration process. 



 



• Contribute to the development and production of report on Key Performance 
Indicators (KPI’s) to continually monitor operational. 



 



• Contribute to the development of develop quality measures, in consultation with 
senior staff, to ensure the highest levels of service delivery are achieved. 
 



• Work closely with other ICT specialists to provide support in the resolution of 
complex hardware and software problems where all other knowledge has been 
exhausted, owning the problem through to resolution. 



 



• Provide specialist support to third party medical equipment suppliers and 
maintainers to enable the resolution of highly complex systems issues which 
directly affect patient care. 



 



• Contribute to the development and maintain a comprehensive set of technical 
documentation for IT systems and services as defined in the Service 
Catalogue. 
  



• Contribute to the implementation and maintenance of ITIL methodology in 
relation to all IT systems operational management. 
 



• Represent the ICT department on systems matters in Health Board meetings 
as required, and deputise for ICT Systems Manager and Lead Engineers when 
necessary. 



 



• Contribute to and maintain business continuity and disaster recovery plans and 
respond to service effecting incidents in accordance with these plans in relation 
to the Health Boards IT systems. 



 



• Proactively monitor the performance and usage of the Health Boards ICT 
systems and services using appropriate management. 



 



• Liaise with, and provide training, advice and support to end users and 
Informatics colleagues, on all ICT System Infrastructure technology matters. 



 



• Ensure compliance with the Data Protection Act, NHS Information Authority 
guidance and Health Board policies relating to security and confidentiality of 
information. 
 



• Assist with the development, and help ensure compliance with Health Boards 
ICT security standards, and acceptable use policies. 
 



• Assist with the development, and implement robust systems for risk 
management across the areas of responsibility of the post.  To be accountable 
for risk in these areas. 
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• Represent the Health Board on ICT related groups at both local and national 
levels as directed by Senior ICT Systems Manager. 



 



• Provide specialist advice/guidance and propose policy change where relevant 
to ICT security. Observe all ICT security procedures in the performance of the 
above duties. Advise Information Governance and the IT Systems Manager on 
the feasibility of Health Board wide policy implementation. In conjunction with 
other ICT specialists, maintain responsibility for policy adherence relating to 
ICT security. 



 



• Take immediate action to minimise risks where it is reasonably practicable to 
do so. 



 



• Assist with internal audits and to contribute to the implementation of changes to 
team processes and activities as a result of audit recommendations. 



 



• Ensure all tasks, procedures and processes in relation to area of management 
are fully documented (and accessible by others) and that cross cover 
procedures are maintained so that all tasks can be completed in the absence of 
the post holder, whether planned or unplanned. 



 



• To effectively communicate complex, and multi stranded concepts and 
problems to colleagues (whom may be technical or non-technical) at all levels 
within BCU Health Board, the wider NHS, and also external contractors and 
suppliers. 



 



• Work closely with the ICT Service Delivery Team to implement and maintain 
ITIL methodology in relation to data communication and telecommunication 
matters 



 



• Assist with the development of Health Board ICT policies and manage their 
implementation. 



 



• Participate in the Health Board agreed ICT on-call rota service, ensuring 
24hr/365 days a year support for critical ICT systems and infrastructure 
providing specialist advice to on-call staff when required. 



 



• There is freedom to act within this role and the post holder will be expected 
accommodate variations in work load. 
 



• Receive and respond to incoming calls, service desk incidents/requests and/or 
e-mails regarding IT systems service problems and queries, and prioritise 
according to the Health Boards clinical and business needs. 
 



• In exceptional circumstances, provide cover for IT Service Desk operations 
ensuring that users can always contact the service desk during posted 
operational hours. 



 



• Other duties as specified by the IT Systems Manager. 
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Financial Management 
 



• Liaise with suppliers in the specification and procurement of server hardware, 
systems and services for projects, upgrades and incidentals. 
 



• Assist with the specification of the equipment requirements for infrastructure 
systems and enterprise wide solutions. 



 



• To assist with the delivery of Cost Improvement Programmes (CIP). 
 
 
Communication  
 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
Continuing Professional Development 
 



• Develop a personal development plan annually as part of the personal 
development review process. 
 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline. 



 



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in 
support of equipment procurement and developments. 



 
 
GENERAL REQUIREMENTS 
 
Competence 
At no time should the post holder work outside their defined level of competence. If 
there are concerns regarding this, the post holder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the Health Board who are required to register with a professional 
body, to enable them to practice within their profession, are required to comply with 
their code of conduct and requirements of their professional registration. 
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Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the Health Board 
that they fulfil a proactive role towards the management of risk in all of their actions. 
This entails the risk assessment of all situations, the taking of appropriate actions and 
reporting of all incidents, near misses and hazards. 
 
Records Management 
As an employee of the Health Board , the postholder is legally responsible for all 
records that they gather, create or use as part of their work within the Health Board 
(including patient health, financial, personal and administrative), whether paper based 
or on computer. All such records are considered public records, and the postholder 
has a legal duty of confidence to service users (even after an employee has left the 
Health Board). The Postholder should consult their manager if they have any doubt as 
to the correct management of records with which they work. 
 
 
Health and Safety Requirements 
All employees of the Health Board have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  The 
postholder is required to co-operate with management to enable the Health Board to 
meet its own legal duties and to report any hazardous situations or defective 
equipment. The postholder must adhere to the Health Board’s risk management, 
health and safety and associated policies. 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
Confidentiality 
The postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. 
The postholder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions of 
the data protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The Health Board is committed to promoting diversity in employment and dignity at 
work. It recognises that discrimination and harassment is unacceptable and that it is in 
the best interests of the Health Board and the population it serves to utilise the skills of 
the total workforce. The postholder must comply with and adhere to the equal 
opportunities and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  Senior IT Systems Engineer Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a post holder could 
not be appointed 



DESIRABLE 
Extra qualities which can be used to 
choose between candidates who meet 
all the essential criteria 



METHOD OF 
ASSESSMENT 



 



 



 



QUALIFICATIONS 



 
 



Recognised higher education 
qualification in a computing or 
related discipline e.g. 1st Degree, or 
demonstrable equivalent industry 
experience working at a 
Senior/Specialist Engineers level. 
 
A recognised advanced 
professional qualification in an 
electronic engineering/computing 
field such as MCSE, MCSP,  
Citrix Certification or  
VMWare Certification 
 
Evidence of Continual Professional 
Development 



Additional industry 
qualifications, ICT service 
qualifications (e.g. ITIL). 
 
Formal project management 
qualifications (e.g. PRINCE2). 
 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



Experienced Senior/Specialist 
Engineer of managing a diverse 
range of complex ICT systems an 
server infrastructure to an advanced 
level. 
 
Experience of liaising and 
negotiating with staff at all levels in 
the determination of their IT and 
communications technology needs. 
 
Experience of leading ICT system 
implementations. 
 
Experience of dealing with third 
party suppliers. 
 
Experience of supporting a range 
complex ICT system infrastructure 
technologies. 
 
Advanced ICT system infrastructure 
trouble-shooting experience. 
 



Ability to initiate and respond 
positively to change, and the 
ability to learn from 
experience. 
 
Experience working in a 
team-oriented, collaborative 
environment 
 
Experience of project 
management and systems 
development. 
 
Experience in ICT 
infrastructure strategy and 
planning. 
 



Application/ 
 



Interview 
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SKILLS 



 
 



Ability to communicate highly 
complex ideas effectively at all 
levels. 
 
Ability to write and maintain highly 
complex technical reports, 
operational procedures and system 
documentation sets in an accurate, 
concise and clear manner. 
 
Ability to analyse complex and 
multi-stranded technical problems 
that may have no precedent, in 
order to initiate the most 
appropriate corrective action. 
 
Must have advanced IT/Keyboard 
skills demonstrable across Microsoft 
Office Suite of applications. 
 
Ability to direct and conduct 
research into ICT issues, systems 
and products as required. 
 
Ability to assimilate highly complex 
information over a range of 
technical specialities. 
 
Ability to effectively prioritise and 
execute tasks in a high pressure 
environment. 
 



Ability to initiate and respond 
positively to change, and the 
ability to learn from 
experience. 



Application/ 
 



Interview 
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KNOWLEDGE 



 
 



Possesses highly developed and 
specialist IT Systems knowledge 
gained by experience and training 
in the following area. 
 



• Data Centre Technologies 



• Server Hardware 



• Microsoft Operating 
Systems Technologies 



• Microsoft Server System 
Technologies (e.g. 
Exchange, SQL, 
SharePoint) 



• Virtualisation Technologies 
(e.g. VMware, Citrix) 



 
Knowledge of relevant ICT industry 
trends and developments. 
 
Demonstrates a thorough 
knowledge of NHS Wales and LHB 
information and communications 
technology standards and 
requirements. 
 



Knowledge of both local and 
national NHS ICT 
developments and strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
 
 



 



 
OTHER  
(Please Specify) 



 
 
 



Ability to lead by example and a 
high level of self-motivation. 



 



Able to drive and has access to a 
car. 



 
Demonstrates keen attention to 
detail. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
 
Will be required to work unsociable 
hours as necessary, in order to 
minimise system unavailability. 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Senior IT Systems Engineer 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
D: Long periods of attending meetings, presentations and workshops. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
A: Negotiate changes to previously agreed deadlines. 
High levels of concentration for long periods, chairing and participating in 
meetings leading presentations and workshops. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
 











 



 



 Version 2     Page 11 of 11 



 



 
 
Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
A: Act as arbitrator at meetings. 
A: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board communications, 
both verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
W: Travel by car and train with occasional overnight stay away from home. 
 
 
 



 
 
 
 










image12.emf

IT Systems  Engineer.pdf




IT Systems Engineer.pdf




 
 



 
 



 
JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    IT Systems Engineer 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department:  ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



 
 
 
Accountable to:   Lead IT Systems Specialist Engineers 
 
Responsible for: N/A 
                               
 



  



IT Systems 
Manager



x1



Laed IT Systems 
Engineer



 (West)
x1



Lead IT Systems 
Engineer 
(Central)



x1



Lead IT Systems 
Engineer



 (East)
x1



Senior IT Systems 
Engineer 



x3



IT Systems 
Engineer 



x3











 



 



 Version 2     Page 2 of 12 



 



 
JOB PURPOSE 
 
The IT Systems Engineer will assist with and contribute to the development, 
installation, and on-going operational management and support of Health Board 
server infrastructure hosting clinical and business systems 
 
To assist with the development and implementation of new ICT systems and server 
infrastructure. 
 
 
DUTIES AND RESPONSIBILITIES 
 



• To act as technical engineer for the ICT server and system infrastructure and 
work with third parties for installation, maintenance, and support of Health 
Board ICT systems and server infrastructure. 
 



• Technical Engineer for the Health Boards business and clinical systems 
support and contribute to the planning, co-ordination of third party installation, 
maintenance, and support. 



 



• Ability to analyse complex technical problems that may have no precedent in a 
timely and accurate, and ensuring the most appropriate corrective action is 
taken or escalated to the Senior IT engineer 



 



• Advise ICT Systems Engineer colleagues and management on the technical 
options in regard to server farms, data centres, systems and services. Provide 
recommendations based on technical evaluations of the requirements and 
available options. 



 



• Assist with the configuration, deployment, monitoring, upgrading, maintenance 
and support of all Health Board ICT systems and services infrastructure to 
ensure maximum availability in support of clinical and business applications so 
as not to impede on patient care or corporate function. 



 



• Facilitate complex trouble-shooting and fault correction, and provide general 
advice, to ensure the user enjoys an efficient and effective level of service and 
maximised system availability. 



 



• Contribute to the development of ICT systems and services. Assisting the IT 
Systems Specialist Engineers with projects, installation and configuration 
processes. 



 



• Assist with the production of reports on Key Performance Indicators (KPI’s) to 
continually monitor operational. 



 



• Contribute to the development of quality measures, in consultation with senior 
staff, to ensure the highest levels of service delivery are achieved. 
 



• Work closely with other ICT specialists to provide support in the resolution of 
complex hardware and software problems where all other knowledge has been 
exhausted, owning the problem through to resolution. 
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• Provide support to third party medical equipment suppliers and maintainers to 
enable the resolution of complex systems issues which directly affect patient 
care. 



 



• Contribute to the development and maintenance of a comprehensive set of 
technical documentation for ICT systems and services as defined in the Service 
Catalogue. 
  



• Contribute to the implementation and maintenance of ITIL methodology in 
relation to all ICT systems operational management. 
 



• Represent the ICT department on systems matters in Health Board meetings 
as required, and deputise for Senior Engineers when necessary. 



 



• Contribute to and maintain business continuity and disaster recovery plans and 
respond to service effecting incidents in accordance with these plans in relation 
to the Health Boards ICT systems. 



 



• Proactively monitor the performance and usage of the Health Boards ICT 
systems and services using appropriate management tools. 



 



• Liaise with, and provide training, advice and support to end users and 
Informatics colleagues, on all ICT System Infrastructure technology matters. 



 



• Ensure compliance with the Data Protection Act, NHS Information Authority 
guidance and Health Board policies relating to security and confidentiality of 
information. 
 



• Help ensure compliance with Health Boards ICT security standards, and 
acceptable use policies. 
 



• Assist the Senior IT engineers with the development and implementation of 
robust systems for risk management across the areas of responsibility of the 
post.  To be accountable for risk in these areas. 



 



• Provide advice/guidance and propose policy change where relevant to ICT 
security. Observe all ICT security procedures in the performance of the above 
duties. Advise Information Governance and the IT Systems Manager on the 
feasibility of Health Board wide policy implementation. In conjunction with other 
ICT specialists, maintain responsibility for policy adherence relating to ICT 
security. 



 



• Take immediate action to minimise risks where it is reasonably practicable to 
do so. 



 



• Assist with internal audits and to contribute to the implementation of changes to 
team processes and activities as a result of audit recommendations. 



 



• Ensure all tasks, procedures and processes are fully documented (and 
accessible by others) and that cross cover procedures are maintained so that 
all tasks can be completed in the absence of the post. 
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• Effectively communicate complex, and multi stranded concepts and problems 
to colleagues (whom may be technical or non-technical) at all levels within BCU 
Health Board, the wider NHS, and also external contractors and suppliers. 



 



• Work closely with the ICT Service Delivery Team to implement and maintain 
ITIL methodology. 



 



• Assist with the development of ICT Systems policies and assist with their 
implementation. 



 



• Participate in the Health Board agreed ICT on-call rota service, ensuring 
24hr/365 days a year support for critical ICT systems and infrastructure 
providing specialist advice to other on-call staff when required. 



 



• Work independently without direct supervision and take decisive action as 
required 
 



• Receive and respond to incoming calls, service desk incidents/requests and/or 
e-mails regarding IT systems service problems and queries, and prioritise 
according to the Health Boards clinical and business needs. 
 



• In exceptional circumstances, provide cover for IT Service Desk operations 
ensuring that users can always contact the service desk during posted 
operational hours. 



 



• Other duties as specified by the IT Systems Manager. 
 



 
 
Financial Management 
 



• Liaise with suppliers in the specification and procurement of server hardware, 
upgrades and incidentals. 
 



• Assist with the specification of the equipment requirements for infrastructure 
systems and enterprise wide solutions. 



 



• Assist with the delivery of Cost Improvement Programmes (CIP). 
 
 
Communication  
 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• ICT Colleagues. 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 
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• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
Continuing Professional Development 
 



• Develop a personal development plan annually as part of the personal 
development review process. 
 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline. 



 



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in 
support of equipment procurement and developments. 
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GENERAL REQUIREMENTS 
 
Competence 
At no time should the post holder work outside their defined level of competence. If 
there are concerns regarding this, the post holder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the Health Board who are required to register with a professional 
body, to enable them to practice within their profession, are required to comply with 
their code of conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the Health Board 
that they fulfil a proactive role towards the management of risk in all of their actions. 
This entails the risk assessment of all situations, the taking of appropriate actions and 
reporting of all incidents, near misses and hazards. 
 
Records Management 
As an employee of the Health Board , the postholder is legally responsible for all 
records that they gather, create or use as part of their work within the Health Board 
(including patient health, financial, personal and administrative), whether paper based 
or on computer. All such records are considered public records, and the postholder 
has a legal duty of confidence to service users (even after an employee has left the 
Health Board). The Postholder should consult their manager if they have any doubt as 
to the correct management of records with which they work. 
 
 
Health and Safety Requirements 
All employees of the Health Board have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  The 
postholder is required to co-operate with management to enable the Health Board to 
meet its own legal duties and to report any hazardous situations or defective 
equipment. The postholder must adhere to the Health Board’s risk management, 
health and safety and associated policies. 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
Confidentiality 
The postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. 
The postholder must treat all information whether corporate, staff or patient 
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information in a discreet and confidential manner in accordance with the provisions of 
the data protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The Health Board is committed to promoting diversity in employment and dignity at 
work. It recognises that discrimination and harassment is unacceptable and that it is in 
the best interests of the Health Board and the population it serves to utilise the skills of 
the total workforce. The postholder must comply with and adhere to the equal 
opportunities and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  IT Systems Engineer Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a post holder could 
not be appointed 



DESIRABLE 
Extra qualities which can be used to 
choose between candidates who meet 
all the essential criteria 



METHOD OF 
ASSESSMENT 



 



 



 



QUALIFICATIONS 



 
 



Educated to degree level or 
equivalent experience gained in the 
computing industry, through 
attendance at specialist technical 
courses. 
or 
A recognised professional 
qualification in an electronic 
engineering/computing field such as 
MCSA, MCSP,  
Citrix Certification or  
VMWare Certification 
 
 



Additional industry 
qualifications, ICT service 
qualifications (e.g. ITIL). 
 
Formal project management 
qualifications (e.g. PRINCE2). 
 
Evidence of Continual 
Professional Development 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



Experience of working with a 
diverse range of complex ICT 
systems and server infrastructure. 
 
Experience of liaising with staff at 
all levels in the determination of 
their IT and communications 
technology needs. 
 
Experience of dealing with third 
party suppliers. 
 
Experience of supporting a range 
complex ICT system infrastructure 
technologies. 
 
ICT system infrastructure trouble-
shooting experience. 
 



Ability to initiate and respond 
positively to change, and the 
ability to learn from 
experience. 
 
Experience working in a 
team-oriented, collaborative 
environment 
 
Experience of project 
management and systems 
development. 
 
 
 



Application/ 
 



Interview 
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SKILLS 



 
 



Ability to communicate highly 
complex ideas effectively at all 
levels. 
 
Ability to write and maintain 
complex technical reports, 
operational procedures and system 
documentation sets in an accurate, 
concise and clear manner. 
 
Ability to analyse complex 
technical problems that may have 
no precedent, in order to take the 
most appropriate corrective action. 
 
Must have advanced IT/Keyboard 
skills demonstrable across Microsoft 
Office Suite of applications. 
 
Ability to conduct research into ICT 
issues, systems and products as 
required. 
 
Ability to assimilate complex 
information over a range of 
technical specialities. 
 
Ability to effectively prioritise and 
execute tasks in a high pressure 
environment. 
 



Ability to initiate and respond 
positively to change, and the 
ability to learn from 
experience. 



Application/ 
 



Interview 
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KNOWLEDGE 



 
 



Possesses highly developed IT 
Systems knowledge gained by 
experience and training in the 
following areas. 
 



• Data Centre Technologies 



• Server Hardware 



• Microsoft Operating 
Systems Technologies 



• Microsoft Server System 
Technologies (e.g. 
Exchange, SQL, 
SharePoint) 



• Virtualisation Technologies 
(e.g. VMware, Citrix) 



 
Knowledge of relevant ICT industry 
trends and developments. 
 
Demonstrates a thorough 
knowledge of NHS Wales and LHB 
information and communications 
technology standards and 
requirements. 
 



Knowledge of both local and 
national NHS ICT 
developments and strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
 
 



 



 
OTHER  
(Please Specify) 



 
 
 



Ability to lead by example and a 
high level of self-motivation. 



 



Able to drive and has access to a 
car. 



Ability to travel between sites in a 
timely manner 
 
Demonstrates keen attention to 
detail. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
 
Will be required to work unsociable 
hours as necessary, in order to 
minimise system unavailability. 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: IT Systems Engineer 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
D: Long periods of attending meetings, presentations and workshops. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to respond to highly complex information rapidly / complex decision 
making 
D: Negotiate changes to previously agreed deadlines. 
W: High levels of concentration for long periods, chairing and participating in 
meetings leading presentations and workshops. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
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challenges. 
 



 
 
Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
A: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board communications, 
both verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
W: Travel by car and train with occasional overnight stay away from home. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Data Communications Manager 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department:  ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Head of ICT 
Services



1x Band 8c



Assistant Head of 
ICT Services



x1



Telecoms Services 
Manager



x1



Data Comms 
Manager



x1



Senior Voice & 
Data Engineer 



(West)
x1



Senior Voice & 
Data Engineer 



(Central)
x1



Senior Voice & 
Data Engineer 



(East)
x1



Voice & Data 
Engineer 



x3



 
 



 
 
 
 
Accountable to:   Head of ICT Services 
           Assistant Head of ICT Services 
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Responsible for:  Senior Voice & Data Engineers 
                              Telecommunications Services Manager 
                               Data Network Infrastructure 
                              Telecommunications Infrastructure 
 



 
JOB PURPOSE 
 
 
The Data Communications Manager is responsible for leading the development, installation, 
and on-going operational management and support of all LHB data and telecommunication 
systems and services. 
 
Responsible for effectively managing and motivating a team of highly skilled voice and data 
engineers in maintaining and supporting the LHB converged voice and data network which 
underpins the entire ICT infrastructure, to ensure continued operation of mission critical 
clinical and business systems, and telecommunications and paging services 
 
Responsible for providing professional advice to LHB senior managers in relation to data and 
telecommunications systems and services. 
 
Responsible for leading the development of LHB data and telecommunication policies and 
their implementation. 
 
Contribute to the development of the LHB long term ICT Strategy, delivering the data and 
telecommunication elements of the strategy. 
 
Responsible for providing professional project management and support to data 
communication and telecommunication projects to ensure that they are delivered within time 
and cost, and meet quality requirements.  
 
There is significant freedom to act within this role and the post holder will be expected to 
adjust to significant and sudden variations in work load. 
 



 
DUTIES AND RESPONSIBILITIES 
 
 



• Advise senior ICT management on the strategic options in regard to the development 
of all data and telecommunication systems and services. Provide strategic 
recommendations based on technical evaluations of the requirements and available 
options. 
 



• Manage and motivate a team of highly qualified Data & Voice Engineers, ensuring 
effective two-way communication and regular team briefings are maintained.  
 



• To be responsible for and arrange the recruitment and selection of expert ICT 
engineering staff, undertake individual performance reviews, arrange training 
(mandatory, in-house, induction or links to external training providers) ensuring on-
going training and development needs are being met. 



 



• Manage all human resource issues i.e. disciplinary, sickness reviews etc., in line with 
the Health Boards Human Resource Policies and Procedures.  
 



• To manage the highly complex configuration, deployment, monitoring, upgrading, 
maintenance and support of all Health Board Local Area Network (LAN), Wide Area 
Network (WAN), Wireless Local Area Network (WLAN) infrastructures, telephony and  
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paging systems to ensure maximum availability in support of clinical and business 
applications so as not to impede on patient care or corporate function. 



 



• Responsible for the planning, design, and development of data, voice and paging 
communications systems. Compile tender specifications and qualify subsequent tender 
returns. Project manage the installation and configuration process. 



 



• To regularly analyse complex data relating to activities and usage of the Health Boards 
LAN, WAN, WLAN infrastructures, telephony and paging systems using specialist 
management tools to ensure that capacities are able to meet current and future needs 
(capacity planning) – advising the Assistant Head of ICT Services of any potential 
problem areas requiring investment. 



 



• Produce and present highly complex and sensitive concepts to senior LHB managers, 
where boundaries to understanding may exist. 
 



•   Manage the monitoring, maintenance, and operational support of all LHB LAN, WAN, 
WLAN, telephony and paging systems and services. Facilitate trouble-shooting and 
fault correction to an advanced level, and provide general advice, to ensure the user 
enjoys an efficient and effective level of service and maximised system availability. 



 



• Act as lead technical specialist for the LHB LAN, WAN and WLAN infrastructures (data 
communications), and be responsible for the negotiation and co-ordination of all third 
party installation, maintenance, and support contracts including cabling systems. 



 



• Act as lead technical specialist for the Health Boards Telephony and Paging systems 
(telecommunications), and be responsible for the negotiation and co-ordination of all 
third party installation, maintenance, and support contracts. 



 



• Manage the secure connection for authorised staff to external services hosted on the 
NHS Wales network (PSBA), NHSnet (N3), & the Internet in line with the all Wales 
standards. 
 



• Produce, develop and report on Key Performance Indicators (KPI’s) to continually 
monitor operational performance and define development goals within 
telecommunications.  
 



• Support senior ICT management in the formulation of long term strategies on LAN, 
WAN, WLAN, network security, Telephony and Paging systems and Services which 
will impact on LHB clinical and business systems. 
 



• Monitor the performance and usage of the Health Boards LAN, WAN, WLAN, 
telephony and paging systems and services using appropriate management tools 
(benchmarking) to ensure that capacities are able to meet current and future needs 
(capacity planning). 



 



• Plan, design, develop, and maintain data security systems (such as Firewall, intrusion 
detection and prevention systems, and remote network access systems) to ensure the 
integrity and availability of mission critical network services. 



 



• Develop appropriate operational procedures and policies to ensure that the integrity 
and security of LANs, Wireless LANs (WLANs), WAN and telecommunication systems 
are maintained in line with the Health Board and all Wales security policy. 
 



• Provide specialist support to third party medical equipment suppliers and maintainers to 
enable the resolution of highly complex medical equipment connectivity issues which 
directly affect patient care. 
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• Develop and maintain a comprehensive set of technical documentation for the LANs, 
WLANs, WAN, telephony and paging systems, including a network device asset 
database, a set of network system diagrams, and the LHB TCP/IP network addressing 
scheme.  



 



• Proactively monitor complex business, clinical, data voice and video conferencing traffic 
traversing the network and, where appropriate, manipulate configuration by finely 
adjusting traffic flows to maintain end to end error free transmission and availability. 



 



• Act as lead technical specialist and co-ordinator on high value ICT Procurements for 
local and national initiatives. Develop business case justifications, cost benefit 
analyses, and formal tender documentation, and conduct system evaluation exercises. 
 



• Identify and develop quality measures, in consultation with senior staff, to ensure the 
highest levels of service delivery are achieved. 
 



• Ensure all tasks, procedures and processes in relation to area of management are fully 
documented (and accessible by others) and that cross cover procedures are 
maintained so that all tasks can be completed in the absence of the post holder, 
whether planned or unplanned. 



 



•   Working closely with other ICT specialist team managers provide support in the 
resolution of complex hardware and software problems where all other knowledge has 
been exhausted, owning the problem through to resolution. 



 



• Represent the LHB on ICT related groups at both local and national levels as directed 
by senior ICT management. 
 



• Represent the ICT department on systems matters in Health Board meetings as 
required, and deputise for senior ICT management when necessary 
 



• Identify and develop quality measures, in consultation with senior staff, to ensure the 
highest levels of service delivery are achieved. 



 



• Work closely with the ICT Service Support and Delivery Manager to implement and 
maintain ITIL methodology in relation to data communication and telecommunication. 
 



• Liaise with NHS Wales Informatics Service (NWIS) for all matters relating to current and 
anticipated network security threats and vulnerabilities taking appropriate action through 
monitoring complex systems, identifying and mitigating virus/malware and network 
threats to LHB systems whilst  maintain network integrity and availability. 
 



• Provide specialist advice/guidance and propose policy change where relevant to ICT 
Security. Observe all network security procedures in the performance of the above 
duties. Advise Information Governance and Head of ICT Services on the feasibility of 
LHB wide policy implementation. In conjunction with other ICT specialist team 
managers, maintain responsibility for policy adherence relating to ICT security.  
 



• Develop and maintain business continuity and disaster recovery plans and respond to 
service effecting incidents in accordance with these plans in relation to LHB data 
communication systems and telecommunication systems. 



 



• Assist with internal audits and to implement changes to team processes and activities 
as a result of audit recommendations. 



 



• To develop and implement robust systems for risk management across the areas of 
responsibility of the post.  To be responsible and accountable for risk in these areas 
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and take immediate action to minimise risks where it is reasonably practicable to do 
so. 



 



• Participate in the LHB agreed ICT on-call rota service, ensuring 24hr/365 days a year 
support for critical I to lead the operational delivery of data and telecommunication 
Cost Improvement Programmes (CIP), ensuring they are on track to deliver the 
required savings CT systems and infrastructure. Provide specialist advice to on-call 
staff when required. 



 



• Ensure compliance with the Data Protection Act, NHS Information Authority guidance 
and Health Board policies relating to security and confidentiality of information. 
 



• Other duties as specified by senior ICT management 
 



 
Financial Management 
 



• Responsible for the financial management and monitoring of budgets in respect of area 
of responsibility. 
 



• Liaise with suppliers in the specification and procurement of data and telecommunication 
equipment, systems and services for network projects, upgrades and incidentals. 
 



• Responsible for specifying the equipment requirements of complex Infrastructure 
systems and enterprise wide solutions to be budgeted for by budget holders.  Such 
requirements can represent significant capital expenditure and therefore 
recommendations must take cost effectiveness into account. 



 



•  Responsible for ensuring projects which are owned and driven by any department within 
CPG’s, but which require an ICT data or telecommunication infrastructure solution, are 
delivered to agreed deadlines and budget restraints. 
 



• To lead the operational delivery of Cost Improvement Programmes (CIP), ensuring 
they are on track to deliver the required savings. 



 
Communication  



 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 



 
 
Continuing Professional Development 



 
• Develop a personal development plan annually as part of the personal development 



review process. 



• Keep skills up to date and relevant in order to carry out a range of tasks appropriate to 
area of discipline  
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• Keep abreast of latest developments within the industry to ensure knowledge base is 
current and up to date. 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in support of 
equipment procurement and developments. 



 
 
 
 
 
 
 
 
 
 
GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If there are 
concerns regarding this, the postholder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their supervisor/manager if 
they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to enable 
them to practice within their profession, are required to comply with their code of conduct and 
requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement they 
should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they fulfil a 
proactive role towards the management of risk in all of their actions. This entails the risk 
assessment of all situations, the taking of appropriate actions and reporting of all incidents, 
near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that they 
gather, create or use as part of their work within the LHB (including patient health, financial, 
personal and administrative), whether paper based or on computer. All such records are 
considered public records, and the postholder has a legal duty of confidence to service users 
(even after an employee has left the LHB). The Postholder should consult their manager if 
they have any doubt as to the correct management of records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety and that 
of others who may be affected by their acts or omissions.  The postholder is required to co-
operate with management to enable the LHB to meet its own legal duties and to report any 
hazardous situations or defective equipment. The postholder must adhere to the LHB’s risk 
management, health and safety and associated policies. 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and may be 
changed by mutual agreement from time to time. 
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Confidentiality 
The Postholder must at all times be aware of the importance of maintaining confidentiality and 
security of information gained during the course of their duties. This will in many cases include 
access to personal information relating to service users. The postholder must treat all 
information whether corporate, staff or patient information in a discreet and confidential 
manner in accordance with the provisions of the data protection act 1998 and organisational 
policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It recognises 
that discrimination and harassment is unacceptable and that it is in the best interests of the 
LHB and the population it serves to utilise the skills of the total workforce. The postholder 
must comply with and adhere to the equal opportunities and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  Data Communications Manager Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a post holder could not 
be appointed 



DESIRABLE 
Extra qualities which can be used to 
choose between candidates who meet 
all the essential criteria 



METHOD OF 
ASSESSMENT 



 



 



 



QUALIFICATIO
NS 



 
 



Educated to degree level with Masters 
level specialist technical experience. 
 
An advanced industry qualification e.g. 
Cisco Certified Network Professional 
(CCNP). 



Professional Qualifications 
e.g. Chartered Engineer 
status. 
 
Additional industry 
qualifications, ICT service 
qualifications (e.g. ITIL). 
 
Formal project management 
qualifications (e.g. PRINCE). 



Application/ 



Interview 
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EXPERIENCE 



 
 



At least 6 years’ experience of 
managing a diverse range of large 
scale, highly complex ICT systems 
including infrastructure planning, 
development, and operational 
management to an agreed high level 
of service. 
 
Able to provide examples of real 
progress in the development and 
delivery of information and 
communications technology services. 
 
Experience of liasing and negotiating 
with senior managerial and clinical 
staff in the determination of their IT 
and communications technology 
needs. 
 
Experience of managing large and 
complex ICT implementations that 
may have a direct impact on how 
clinical and business services are 
delivered. 
 
Experience of managing a team of 
highly qualified ICT Engineers in 
order to deliver effective and efficient 
ICT services. 
 
Experience of facilitating procurement 
for high value ICT projects and 
negotiating specification and contract 
detail with third party suppliers. 



Experience of undertaking 
feasibility studies and cost 
benefit analysis. 
 
Extensive experience working 
in a team-oriented, 
collaborative environment. 
 
 



Application/ 
Interview 
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SKILLS 



 
 



Ability to communicate highly 
complex ideas effectively at all levels. 
 
Ability to write and maintain highly 
complex technical reports, 
operational procedures and system 
documentation sets in an accurate, 
concise and clear manner. 
 
Ability to analyse complex and multi-
stranded technical problems that may 
have no precedent, in order to initiate 
the most appropriate corrective 
action. 
 
Must have advanced IT/Keyboard 
skills demonstrable across Microsoft 
Office Suite of applications. 
 
Ability to direct and conduct research 
into ICT issues, systems and 
products as required. 
 
Ability to assimilate highly complex 
information over a range of technical 
specialities. 
 
Ability to effectively prioritise and 
execute tasks in a high pressure 
environment. 
 
Able to drive and has access to a car. 



Ability to initiate and respond 
positively to change, and the 
ability to learn from 
experience. 



Application/ 
Interview 
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KNOWLEDGE 



 
 



Possesses a highly developed and 
specialist  knowledge gained by 
experience and training in the 
following areas: 
 
Local and wide area networking 
topologies and theory. Cisco IOS, 
Microsoft OS. 
Network device technologies and 
configuration (e.g. switch, bridge, 
router). 
Ethernet networking standards and 
network data protocols (e.g. TCP/IP). 
Voice communications technologies. 
Network security systems and 
procedures. 
Wireless data communications 
technologies. 
 
Demonstrates a thorough knowledge 
of NHS Wales and LHB information 
and communications technology 
standards and requirements. 
 
Possesses advanced level 
knowledge of communications 
technologies used both within the 
LHB and elsewhere, and an up to 
date and in depth awareness of ICT 
industry trends and developments. 



Knowledge of both local and 
national NHS ICT 
developments and strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
 
 



 



 
OTHER  
(Please 
Specify) 



 
 
 



Ability to lead by example and a high 
level of self-motivation. 



 
Demonstrates keen attention to 
detail. 
 
Committed to a culture of continuous 
improvement and development – 
underpinned by open 
communications and collaboration. 
 
Excellent customer service 
orientation. 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Data Communications Manager 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
D: Long periods of attending meetings, presentations and workshops. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
D: negotiate changes to previously agreed deadlines. 
High levels of concentration for long periods, chairing and participating in 
meetings leading presentations and workshops. 
D: concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
W: Act as arbitrator at meetings. 
D: sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
W: Travel by car and train with occasional overnight stay away from home. 
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CAJE Reference/Date: 



1 



 



 
 
             



  
  



JOB DETAILS: 
Job Title 



 



Network Architect 



Pay Band 



 



8a 



Hours of Work and Nature of 
Contract 
 



37.5 



Division/Directorate 



 



Informatics 



Department 



 



ICT Services Department 



Base Abergele 



 
 
 



ORGANISATIONAL ARRANGEMENTS: 
Managerially Accountable to: 



 



Data Communications Manager 



 



Reports to: Name Line Manager 



 



Dave Slocombe 



Data Communications Manager 



 



Professionally Responsible to: 



 



Data Communications Manager 



 



Add organisational statement on values and behaviours 



 



 



 
 



Job Summary/Job Purpose: 
Responsible for all aspects of the design, commissioning and support of highly specialist 
network and unified communications (telephony) services for which the post-holder is 
responsible. 
 
Act as main point of contact for specialist business knowledge regarding said services. 
 
Responsible for taking the lead on major new organisational wide projects and services, 
namely the business analysis, design, installation and configuration. 
 
Agreement of appropriate service management and supported service/maintenance 
arrangements for the on-going service as part of deployment. 



CAJE REF:  



Organisational statement on values and behaviours 



To improve health and deliver excellent care. Put patients first, Work together, Value, 



respect each other, Learn, and innovate, Communicate openly and honestly. 











CAJE Reference/Date: 



2 



 



 
Responsible for support of the existing specialist network and unified communications 
(telephony) services. 
 
Responsible for the performance of the said systems and the services. 
 
In conjunction with the Data Communications and Systems Manager, be responsible for 
defining the longer term infrastructure strategy, to ensure that core infrastructure will 
continue to meet constantly changing user and stakeholder needs. 
 



 



DUTIES/RESPONSIBILITIES: 



 
Communication and Relationship Skills 



• To effectively communicate complex, and multi stranded concepts and problems to 
colleagues (whom may be technical or non-technical) at all levels within BCU Health Board, 
the wider NHS, public sector stakeholders, and external contractors/suppliers. 



• Communicates and presents a range of complex Network and Unified Communications 
issues. 



• Develop, maintain and initiate relationships with users and significant key public sector 
stakeholders (e.g. Senior managers, Consultants, Trust ICT colleagues). 



• Acts as a professional mentor to colleagues as required. 
 



Knowledge, Training and Experience 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in support of 
equipment procurement, developments and how these underpin patient care and 
delivery. 



• Researching, exploring and making effective use of new technologies, and taking a leading 
role in the provision of new functionality and development expertise. 



• Articulates and educates, a broad range of complex Network and Unified Communications 
issues. 



• Responsible for inputting and manipulating complex data, and information into computer 
and communication management systems - uses fine tools when working on IM&T 
systems, using a broad range of analytical skills and knowledge as necessary. 



 
Analytical and Judgemental Skills 



• To analyse and resolve highly complex data network and telecommunications 
infrastructure issues where no precedent exists in a timely and accurate fashion, in order 
to effectively support clinical and corporate service user needs. 



• To regularly analyse complex data relating to activities and usage of the Health Board’s 
Local, wide and wireless area network infrastructures, telecommunication, and paging 
systems using specialist network system management tools to ensure that optimum 
performance and capacities are able to meet current and future needs (capacity planning) 
– advising the Data Communications Manager of any potential problem areas requiring 
investment. 



• In conjunction with the Data Communications manager, develop and manage complex 
Programmes for ICT infrastructure implementation extending over several years, to 
include replacement and upgrades. 



 
Planning & Organisational Skills 



• Leads on major infrastructure development projects using new information and 
communication technologies, resolving as required any problems resulting from a situation 
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where there are no precedents.  These problems may be technical or organisational, in 
that business processes are affected and therefore stakeholder consent is involved. 



• Responsible for the planning and effective project management of data and 



telecommunications installations, and upgrades, including Estates led schemes as directed 



by the Data Communications Manager. 



• Significantly contribute to the planning, design and development of, and be responsible for 
the maintenance and monitoring of data network security systems (such as Firewall, 
intrusion detection and prevention systems, access authentication systems, and remote 
network access systems) to ensure the integrity and availability of mission critical network 
services. 



• Assist the Telecommunications Services Manager, to plan for and facilitates moves, adds 
and change requests from end users in relation to their telephony requirements, ensuring 
that staff are restricted to an appropriate class of service. 



• Liaise with third-party data and telecommunications service providers during system 
developments and upgrades. This will involve planning, installation and systems 
integration, to ensure contractual obligations are met in a timely manner, and to ensure 
that full acceptance testing is carried out following installations and upgrades. 



 
 



Responsibility for Patient/Client Care 



• Occasional, incidental interaction with Patients. 
 



Responsibility for Policy/Service Development 



• In conjunction with Data Communications Manager and ICT System Manager, establish 
longer term development strategy and short / medium term priorities, through a thorough 
informed understanding of the business processes of stakeholders and gaining their 
consensus where barriers to understanding may exist. 



• Understanding and interpreting current relevant legislation e.g. the Network and 
Information Systems (NIS) directive, and ensuring that reporting and compliance 
requirements are met. Ensure compliance with the Data Protection Act GDPR, NHS 
Information Authority guidance, and Health Board policies relating to security and 
confidentiality of information. 



• Work closely with the ICT Service Delivery Team to implement and maintain ITIL 
methodology in relation to data communication and telecommunication matters. 



• Significantly contribute towards the development of appropriate operational procedures 
and policies to ensure that the integrity and security of local, wide area, and wireless 
networks, and telecommunications systems are maintained in line with the Health Board 
and all Wales security policy. 



• Ensure that agreed ICT Systems change control procedures are followed at all times, and 
recommend new change control procedures where necessary. 



• Ensure that agreed ICT policies and procedures are met at all times. Significantly 
contribute towards ICT policy change where required. 



• Significantly contribute the development of, and maintain a comprehensive set of 
standardised technical documentation and inventory for the local, wide area, and wireless 
networks, telephony and paging systems, including a network and telecommunication 
device asset database, a set of network/telecommunication infrastructure system 
diagrams, and the BCUHB network addressing scheme. 



 
Responsibility for Financial & Physical Resources 



• Assist and advise the Data Communications Manager on matters relating to the Health 
Board’s data networks, Telephony, video-conferencing, and Paging systems 
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(telecommunications), and plan the co-ordination and monitoring of third party 
installations, maintenance, and support contracts. 



• Responsible for ensuring that the ICT Risk Register is kept up to date with all known risks 
to the ICT infrastructure for own area of work. 



• Authorises purchase of IM&T equipment. 



• Partake, as part of an approved Major Incident Escalation plan, in Major Incidents that 
may occur to network and telephony infrastructure (e.g. outages to core equipment, and 
or services). 
 
Responsibility for Human Resources 



• Provide team leadership, advice, guidance and technical training in field of expertise to the 
Voice and Data Engineers, and other ICT team members as required. 



• Where required, assist the Data Communications Manager with the recruitment of new 
staff. 



• Deputise for the Data Communications Manager as required. 



• Provide all aspects of technical training and advice in areas relevant to own expertise 
across all specialist BCUHB. 



• Acts as a professional mentor to colleagues as required. 
 



Responsibility for Information Resources 



• To manage the highly complex configuration, deployment, monitoring, and upgrading of 
all BCU Health Board Local Area Network (LAN), Wide Area Network (WAN), Wireless Local 
Area Network (WLAN) infrastructures, telephony (including public facing switchboard 
services), video conferencing, and paging systems, to ensure maximum availability in 
support of clinical and business applications, so as not to impede patient care or corporate 
functions. 



 
Responsibility for Research & Development 



• Maintain high level of knowledge of new technologies, understanding the potential 
benefits they may have in infrastructure development and the way those systems impinge 
upon patient care. 



• Researching, exploring and making use of effective new technologies, and taking a leading 
role in the provision of Network / Security functionality and development expertise. 



• Responsible for the testing of Hardware, Software and Firmware. 
 



Freedom to Act 



• Work independently and without direct supervision, and take decisive action as required. 



• Take immediate action to minimise risks where it is reasonably practicable to do so. 



•  
 











CAJE Reference/Date: 



5 



 



PERSON SPECIFICATION 
 



ATTRIBUTES ESSENTIAL DESIRABLE METHOD OF 
ASSESSMENT 



Qualifications 
and/or 
Knowledge 
 



 



Masters and / or equivalent skills 
and experience. (Masters alone 
would not be sufficient) 
 
Degree level attained in a 
management and / or IM&T 
subject, or equivalent experience. 
 
One of MCITP (Microsoft Certified 
IT Professional and / or 
equivalent such as Cisco Certified 
Network/Design Professional. 
(CCNP/CCDP) 
 
Working knowledge of 
computing, network, or voice 
systems, including the following 
areas; 



• Cisco Catalyst and Nexus 
Switches, including High 
Availability and 
redundancy features 



• Cisco Routers and IOS 



• Routing Protocols 
including OSPF and BGP 



• Firewalls (Palo Alto, 
CheckPoint, or Cisco ASA) 



• HP-UX/LINUX  



• VMware vSphere / 
Microsoft Hyper V 



• Storage Networking 



• ICT Security  
architectures 



Knowledge of 
techniques for 
troubleshooting 
computing systems, 
networks, ICT security. 
 
PRINCE2 Project 
Management 
Accreditation. 
 
Good working 
knowledge of the 
Network and 
Information Systems 
(NIS) directive. 
 
Comprehensive 
understanding of ISO 
27001/ and how ISMS 
contribute to 
improved systems, 
and patient safety. 
 



Application form and pre-
employment checks, and 
Interview. 
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Experience 



 



 



 



Significant experience working in 
Design and support within a large 
scale complex IT environment. 
 
Proven record of management of 
successful and substantial data 
centre development and 
implementation. 
 
Proven record in delivery of 
operational and strategic 
services. 



Experience of Voice 
and data 
infrastructure 
systems. 
 
Understanding of NHS 
Clinical / 
Administrative 
Information and IT 
requirements. 
 
Experience of liaising 
with others to 
complete a computing 
related project.  
(e.g. project team 
members, project 
stakeholders, etc.) 



Application form and 
interview. 



Aptitude and 
Abilities 
 



 



Logical and creative thinking, 
along with analytical and problem 
solving skills. 
 
ICT Infrastructure and Systems 
analysis and design. 
 
Implement Change Management 
methodology within team 
environment. 
 
Must have good IT/Keyboard 
skills demonstrable across 
Microsoft Office Suite of 
applications. 
 
Ability to conduct own research 
into ICT issues, systems and 
products as required. 
 
Ability to effectively prioritise 
tasks in a high pressure 
environment. 
 
Ability to stay calm and 
communicate effectively in a 
stressful situations, and use own 
initiative. 
 
Influencing skills. 
 
Skills in leadership and managing 
teams, and manage/motivate 
staff by creating personal 



Ability to speak Welsh. Interview. 











CAJE Reference/Date: 



7 



 



development plans and 
identifying training needs. 
 
Financial management skills. 



Values 
 



Excellent customer service 
orientation. 
 
Highly professional and flexible 
attitude to work. 
 
Demonstrate good 
communication skills, and the 
ability to communicate complex 
ICT related issues to technical and 
non-technical colleagues and 
stakeholders. 
 
Strategic thinker. 
 
Ability to work alone or as part of 
a team. 
 
Demonstrate commitment, and 
willingness to learn and develop. 
 
Ability to deal with difficult 
situations, and make decisions 
accordingly. 
 
Demonstrate a keen attention to 
detail. 
 



 Application Form 
Interview 
References. 



Other 
 



Ability to travel within 
geographical area. 
 
Able to work hours flexibly. 



 Application form and 
interview. 



 



 



GENERAL REQUIREMENTS  
 



Include those relevant to the post requirements 
 



➢ Values:  All employees of the Health Board are required to demonstrate and embed the Values and 
Behaviour Statements in order for them to become an integral part of the post holder’s working life and 
to embed the principles into the culture of the organisation. 



 



➢ Registered Health Professional:  All employees who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code of conduct and 
requirements of their professional registration.  



 
➢ Healthcare Support Workers:  Healthcare Support Workers make a valuable and important contribution 



to the delivery of high quality healthcare.  The national Code of Conduct for NHS Wales describes the 
standards of conduct, behaviour and attitude required of all Healthcare Support Workers employed 
within NHS Wales.  Health Care Support Workers are responsible, and have a duty of care, to ensure 
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their conduct does not fall below the standards detailed in the Code and that no act or omission on their 
part harms the safety and wellbeing of service users and the public, whilst in their care. 
 



➢ Competence:  At no time should the post holder work outside their defined level of competence.  If 
there are concerns regarding this, the post holder should immediately discuss them with their 
Manager/Supervisor.  Employees have a responsibility to inform their Manager/Supervisor if they doubt 
their own competence to perform a duty. 
 



➢  Learning and Development: All staff must undertake induction/orientation programmes at Corporate 
and Departmental level and must ensure that any statutory/mandatory training requirements are 
current and up to date.  Where considered appropriate, staff are required to demonstrate evidence of 
continuing professional development.  
 



➢ Performance Appraisal: We are committed to developing our staff and you are responsible for 
participating in an Annual Performance Development Review of the post.   
 



➢ Health & Safety:  All employees of the organisation have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  The post holder is required to 
co-operate with management to enable the organisation to meet its own legal duties and to report any 
hazardous situations or defective equipment.  The post holder must adhere to the organisation’s Risk 
Management, Health and Safety and associate policies. 
 



➢ Risk Management:  It is a standard element of the role and responsibility of all staff of the organisation 
that they fulfil a proactive role towards the management of risk in all of their actions.  This entails the 
risk assessment of all situations, the taking of appropriate actions and reporting of all incidents, near 
misses and hazards. 
 



➢ Welsh Language:  All employees must perform their duties in strict compliance with the requirements of 
their organization’s Welsh Language Scheme and take every opportunity to promote the Welsh language 
in their dealings with the public. 
 



➢ Information Governance:  The post holder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties.  This will in many 
cases include access to personal information relating to service users.   
 



➢ Data Protection:  The post holder must treat all information, whether corporate, staff or patient 
information, in a discreet and confidential manner in accordance with the provisions of the General Data 
Protection Legislation and Organisational Policy.  Any breach of such confidentiality is considered a 
serious disciplinary offence, which is liable to dismissal and / or prosecution under current statutory 
legislation and the HB or Trust Disciplinary Policy. 
 



➢ Records Management:  As an employee of this organisation, the post holder is legally responsible for 
all records that they gather, create or use as part of their work within the organisation (including 
patient health, staff health or injury, financial, personal and administrative), whether paper based or 
on computer.  All such records are considered public records and the post holder has a legal duty of 
confidence to service users (even after an employee has left the organisation).  The post holder should 
consult their manager if they have any doubt as to the correct management of records with which they 
work. 
 



➢ Equality and Human Rights:  The Public Sector Equality Duty in Wales places a positive duty on the 
HB/Trust to promote equality for people with protected characteristics, both as an employer and as a 
provider of public services.  There are nine protected characteristics: age; disability; gender 
reassignment; marriage and civil partnership; pregnancy and maternity; race; religion or belief; sex and 
sexual orientation.  The HB/Trust is committed to ensuring that no job applicant or employee receives 
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less favour-able treatment of any of the above grounds.  To this end, the organisation has an Equality 
Policy and it is for each employee to contribute to its success. 
 



➢ Dignity at Work:  The organisation condemns all forms of bullying and harassment and is actively 
seeking to promote a workplace where employees are treated fairly and with dignity and respect.  All 
staff are requested to report any form of bullying and harassment to their Line Manager or to any 
Director of the organisation.  Any inappropriate behaviour inside the workplace will not be tolerated 
and will be treated as a serious matter under the HB/Trust Disciplinary Policy. 



 
➢ DBS Disclosure Check:  In this role you will have * direct / indirect contact with* patients/service users/ 



children/vulnerable adults in the course of your normal duties.  You will therefore be required to apply 
for a Criminal Record Bureau *Standard / Enhance Disclosure Check as part of the HB/Trust’s pre-
employment check procedure.  *Delete as appropriate. 
If the post holder does not require a DBS Disclosure Check, delete as appropriate.  
 



➢ Safeguarding Children and Adults at Risk:  The organisation is committed to safeguarding children 
and adults at risk.  All staff must therefore attend Safeguarding Children & Adult training and be 
aware of their responsibilities under the All Wales Procedures. 
 



➢ Infection Control:  The organisation is committed to meet its obligations to minimise infections. 
All staff are responsible for protecting and safeguarding patients, service users, visitors and employees 
against the risk of acquiring healthcare associated infections.  This responsibility includes being aware 
of the content of and consistently observing Health Board/Trust Infection Prevention & Control Policies 
and Procedures. 
 



➢ No Smoking: To give all patients, visitors and staff the best chance to be healthy, all Health Board/Trust 
sites, including buildings and grounds, are smoke free. 
 



 



 



Flexibility Statement:  The duties of the post are outlined in this Job Description and Person 
Specification and may be changed by mutual agreement from time to time. 
 
 
 



 



 



 



 



  



Job Title: Network Architect______________________________ 



 



APPENDIX 1 











CAJE Reference/Date: 



10 



 



Organisational Chart 
 



The Organisational Chart must highlight the post to which this job description applies showing 
relationship to positions on the same level and, if appropriate, two levels above and below. 
 
Complete, add or delete as appropriate the text boxes below showing the organisational relationships. 



 
 



 



 



 



 



 



                                                      



                                                             



                                                              



                                                             



                                                                           



 



 



 



 



 



 



 



 



 



 



 



 



 



 



Data Communications manager 



 



 



 



 



Lead Voice and Data 



Engineers 



 
Apprentice Voice and 



Data Engineer (x3) 



 



Colleague 



 



Network Architect 



Senior Voice and Data 



Engineers 



Voice and Data Engineers 
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APPENDIX 2 



 
Job Title: _Network Architect____________________________ 
 
 



Supplementary Job Description Information 
 
Please complete information on Physical Effort, Mental Effort, Emotional Effort and Working Conditions in order to assist the Job Matching process. 
 
Physical Effort 
 
This factor measures the nature, frequency and duration of physical effort (sustained effort at a similar level or sudden explosive effort) required for the 
job.   
 
Please ensure any circumstances that may affect the degree of effort required, such as working in an awkward position; lifting heavy weights etc. are 
detailed, such as: 
 
‘Working in uncomfortable/unpleasant physical conditions; sitting in restricted positions; repetitive movements; lifting heavy weights; manipulating 
objects; kneeling, crouching, twisting; heavy duty cleaning; working at heights; using controlled restraint; driving as part of daily job - N.B.  Walking /driving 
to work is not included’ 
 



Examples of Typical effort(s) 
How often per day 



/ week / month 
For how long? Additional Comments 



Travel between sites. 



 



 



Daily 1-2 hours Attend all BCU as required. 



Long periods of working on the computer. 



 



 



Daily 1-7.5 hours  
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Long periods of attending meetings, presentations and 



workshops. 



 



 



Monthly 1-7.5 hours  



Manual handling of all types of IT equipment, including items 



over 6KG 



Daily 1-3 hours Handling network switches and or 



routers during installation, and boxes 



of cabling etc. 



Working in cramped and dusty conditions Weekly 1-7.5 hours Working fitting equipment into 



network hub areas. Working within 



the data centre environment. 



 



 
Mental Effort 
 
This factor measures the nature, level, frequency and duration of mental effort required for the job, for example, concentration, responding to 
unpredictable work patterns, interruptions and the need to meet deadlines. 
 
Please identify the normal requirement to concentrate in the post and determine, how often and for how long it is required to concentrate during a shift / 
working day, e.g. : 
 
‘Carrying out formal student assessments; carrying out clinical/social care interventions; checking documents; taking detailed minutes at meetings; 
operating machinery/equipment; carrying out screening tests/microscope work; carrying out complex calculations; carrying out non-clinical fault finding; 
responding to emergency bleep; driving a vehicle; examining or assessing patients/clients. 



 
 



Examples of Typical effort(s) 
How often per day 
/ week / month? 



For how long? Additional Comments 



Workload pressures with competing demands driven by internal 



and external timescales. 



 



Daily 2-4 hours Works on multiple high level projects 



simultaneously 
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Ability to assimilate and respond to complex information rapidly 



/ complex decision making. 



 



Daily 2-4 hours  



Negotiate changes to previously agreed deadlines. Weekly 1 hour  



High levels of concentration for long periods while participating 



in meetings. 



 



 



Weekly 2-6 hours  



Concentration for long periods whilst composing complex 



documents. 



Monthly 2-4 hours  



Frequent interruptions. Daily 2-4 hours  



Frequent levels of high concentration to enable analysis of 



complex information and data presented via a full array of 



media. 



Daily 2-4 hours  



Exposure conflict and emotional. Weekly 1-2 hours  



Use problem solving and creative thinking to deal with 



operational challenges. 



Daily 2-7.5 hours  
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Emotional Effort 
 
This factor measures the nature, frequency and duration demands of the emotional effort required to undertake clinical or non clinical duties that are 
generally considered to be distressing and/or emotionally demanding.   
 
Please identify how often the post holder has exposure to direct and/or indirect distressing and/or emotional circumstances and the type of situations they 
are required to deal with.   
 
For example,’ processing (e.g. typing/transmitting) news of highly distressing events; giving unwelcome news to patients/clients/carers/staff; caring for the 
terminally ill; dealing with difficult situations/circumstances; designated to provide emotional support to front line staff; communicating life changing 
events; dealing with people with challenging behaviour; arriving at the scene of an accident.’ N.B. Fear of Violence is measured under Working Conditions 
 
 



Examples of Typical effort(s) 
How often per 
week / month? 



For how long? Additional Comments 



Sustain focus at long meetings/events. 



 



Weekly 2-6 hours  



Resolve problems and issues in order to deliver objectives, 



including conflict and contentious issues. 



 



Daily 2-4 hours  



Deal with adverse reaction and or resistance to change. 



 



 



Weekly 1-2 hours  
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Working Conditions  
 



This factor measures the nature, frequency and duration of demands on staff arising from inevitably adverse environmental conditions (such as inclement 
weather, extreme heat/cold, smells, noise and fumes) and hazards, which are unavoidable (even with the strictest health and safety controls), such as 
road traffic accidents, spills of harmful chemicals, aggressive behaviour of patients, clients, relatives, carers. 
 
Please identify unpleasant working conditions or hazards which are encountered in the post holder's working environment and establish how often and for 
how long they are exposed to them during a working day / week / month.   
  
Examples are – use of VDU more or less continuously; unpleasant substances/non-household waste; infectious material/foul linen; body fluids, faeces, 
vomit; dust/dirt; fleas/lice; humidity; contaminated equipment or work areas; driving/being driven in normal or emergency situations - *Driving to and 
from work is not included 
 
 



Examples of Typical Conditions 
How often per 
week / month? 



For how long? Additional Comments 



Long periods working on the computer. 



 



 



daily 4-7.5 hours  



Travel by car or train with occasional overnight stay away from 



home. 



 



weekly 2-4 hours  



Working in cramped and dusty conditions. 



 



 



monthly 2-4 hours Required to work in data hub rooms 



that can be small and dusty 



environments. Working within the 



data centre environment. 
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DISGRIFIAD SWYDD  



 
MANYLION SWYDD 
 
Teitl Swydd:    Peiriannydd Arweiniol Llais a Data   
 
Oriau Gwaith:   37.5 
 
GRhG/Gwasanaeth Corfforaethol: Gwybodeg 
 
Adran: Adran Gwasanaethau TG 
 
 
TREFNIADAU SEFYDLIADOL 



 
Assistant Head of 



ICT Services
x1



Data Comms 
Manager



x1



Lead Voice & Data 
Engineer



(Central Region)



Senior 
Voice & Data



 Engineer 
x3



Lead Voice & Data 
Engineer



(West Region)



Lead Voice & Data 
Engineer



(East Region)



 
 
 
Yn atebol i: Rheolwr Cyfathrebiadau Data  
Yn gyfrifol am:  Uwch Beirianwyr Llais a Data 
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PWRPAS Y SWYDD 
 



Ymddwyn fel Peiriannydd Arweiniol Llais a Data, a darparu cyngor arbenigol ar holl 
faterion o ran holl rwydweithiau data a llais BIPBC, a chefnogi systemau. Sicrhau y 
gwneir y mwyaf o integredd a pherfformiad y rhwydwaith mewnol wrth gefnogi 
anghenion clinigol ac anghenion busnes.  
 
Bod yn gyfrifol am osod holl systemau telegyfathrebu a chyfathrebu data, eu cefnogi 
a'u cynnal o fewn maes cyfrifoldeb.  Cynorthwyo gyda rheoli'r rhwydwaith mewnol 
data a llais BIPBC a'i ddefnyddio.  
 
Cynorthwyo'r Rheolwr Cyfathrebu Data wrth gynllunio, systemau telegyfathrebu a data 
newydd eu datblygu a'u rhoi ar waith yn unol â'r map strategol i sicrhau bod 
manteision technolegau cydgyfeirio llais a data yn cael eu gwireddu.  
 
Darparu arweinyddiaeth tîm effeithiol a bod yn rheolwr llinell ar Beirianwyr Llais a 
Data. 
 
Yn gyfrifol am gynllunio a darparu rheoli prosiect a chefnogaeth, ar gyfer prosiectau 
cyfathrebu data a thelegyfathrebu. Sicrhau eu bod yn cael eu darparu o fewn amser a 
chost, a bodloni gofynion ansawdd safonol. 
 
Mae rhyddid sylweddol i ymddwyn yn y rôl a bydd disgwyl i ddeilydd y swydd addasu 
amrywiaethau sydyn mewn llwyth gwaith. 
 
 
DYLETSWYDDAU A CHYFRIFOLDEBAU 
 



 Er mwyn rheoli'r cyfluniad cymhleth iawn, defnyddio, monitro a 
diweddaru holl rwydweithiau mewnol Rhwydwaith Ardal Leol (LAN) Bwrdd 
Iechyd Prifysgol Betsi Cadwaladr, Rhwydweithiau Ardal Eang (WAN), 
Rhwydwaith Ardal Leol Diwifr (WLAN), teleffoni (yn cynnwys gwasanaethau 
switsfwrdd i'r cyhoedd), fideo gynadledda, a systemau rhifo, i sicrhau uchafswm 
argaeledd i gefnogi ceisiadau clinigol a busnes, er mwyn peidio â rhwystro 
gofal cleifion neu swyddogaethau corfforaethol. 
 



 Darparu cefnogaeth cynhaliaeth, a chefnogaeth weithredol i holl 
systemau a gwasanaethau LAN, WAN, WLAN, teleffoni, a systemau galw 
Bwrdd Iechyd Prifysgol Betsi Cadwaladr.  Arwain ar gywiro problemau a 
chywiro namau at lefel uchel, a darparu cyngor arbenigol.  Sicrhau bod y 
defnyddiwr yn mwynhau gwasanaeth o lefel effeithlon ac effeithiol a chynyddu 
argaeledd y system. 



 



 Cynllunio'r gweithgareddau, eu blaenoriaethu, a'u goruchwylio a 
dyrannu llwyth gwaith Uwch Beirianwyr Llais a Data (ar draws rhanbarthau 
Bwrdd Iechyd Prifysgol Betsi Cadwaladr). 



 



 Bod yn rheolwr llinell, darparu arweinyddiaeth tîm, cyngor, a hyfforddiant 
technegol ym maes arbenigol i Beirianyddion Llais a Data, ac aelodau tîm TG 
eraill fel bo'n briodol. 
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 Bod yn gyfrifol am gynllunio a rheoli prosiect effeithiol data a gosodiadau 
telegyfathrebu, ac uwchraddio, yn cynnwys cynlluniau dan arweiniad Ystadau 
fel y cyfarwyddir gan y Rheolwr Cyfathrebu Data. 



 Bod yn gyfrifol am feysydd dynodedig penodol o arbenigedd technegol 
ar draws y Bwrdd Iechyd, megis Firewall/IPS, Diwifr, Teleffoni IP, technolegau 
Canolfan Data, Systemau Rheoli Rhwydwaith, neu eraill fel y cyfarwyddir gan y 
Rheolwr Cyfathrebu Data. 
 



 Cyfrannu'n sylweddol at gynllunio, dylunio a datblygu, a bod yn gyfrifol 
am gynnal a monitro systemau diogelwch rhwydwaith data (megis Firewall, 
systemau canfod ymyrraeth ac atal, systemau dilysu mynediad, a systemau 
mynediad rhwydwaith pell) i sicrhau cywirdeb ac argaeledd systemau 
rhwydwaith hollbwysig i'r sefydliad. 



 



 Darparu cefnogaeth arbenigol i gyflenwyr a rhai sy'n cynnal  offer 
meddygol trydydd parti, i alluogi datrys materion cysylltu rhwydwaith offer 
meddygol cymhleth uchel sydd yn effeithio gofal cleifion yn uniongyrchol. 



 



 Derbyn ac ymateb i alwadau sy'n dod mewn, digwyddiadau/ceisiadau 



desg gwasanaeth a/neu e-byst ynglŷn â phroblemau ac ymholiadau 



gwasanaeth telegyfathrebu a rhwydweithiau data, a blaenoriaeth yn ôl 
anghenion clinigol a busnes Bwrdd Iechyd.   



  



 Dadansoddi data cymhleth yn rheolaidd sy'n gysylltiedig â 
gweithgareddau a defnydd y Bwrdd Iechyd o isadeiledd, telegyfathrebu a 
systemau  galw LAN, WAN, WLAN gan ddefnyddio teclynnau rheoli systemau 
rhwydwaith arbenigol i sicrhau bod perfformiadau a galluoedd yn gallu bodloni 
anghenion presennol a rhai'r dyfodol (cynllunio cymhwyster) - cynghori'r 
Rheolwr Cyfathrebu Data am unrhyw feysydd problemau posibl sydd angen 
buddsoddiad. 



 



 Dadansoddi a datrys materion isadeiledd telegyfathrebu a rhwydwaith 
data cymhleth iawn lle nad oes unrhyw gynsail yn bodoli mewn modd amserol a 
chywir, er mwyn cefnogi anghenion defnyddwyr gwasanaeth clinigol a 
gweinyddol yn effeithiol. 



 



 Cyfathrebu problemau a chydsyniadau aml ddarn a chymhleth yn 
effeithiol i gydweithwyr (a all fod yn dechnegol neu rhai nad ydynt yn 
dechnegol) ar bob lefel o fewn Bwrdd Iechyd Prifysgol Betsi Cadwaladr, y GIG 
ehangach, a hefyd contractwyr/cyflenwyr allanol. 



 



 Cynorthwyo’r Rheolwr Cyfathrebiadau Data a’u cynghori ar faterion sy’n 
ymwneud â rhwydweithiau data, Teleffoni, fideo-gynadledda, a systemau 
Tudalennu (telegyfathrebu) y Bwrdd Iechyd, a chynllunio cydlynu a monitro 
gosodiadau trydydd parti, eu cynnal a chefnogi contractau. 



 



 Cyfrannu at ddatblygiad, a chynnal set gynhwysfawr o ddogfennau 
technegol safonedig a rhestr ar gyfer LAN, WLAN, WAN, systemau teleffoni a 
galw, yn cynnwys bas data asedau offer telegyfathrebu a rhwydwaith, cyfres o 
ddiagramau systemau isadeiledd rhwydwaith/telegyfathrebu, a chynllun cyfeirio 
rhwydwaith TCP/IP Bwrdd Iechyd Prifysgol Betsi Cadwaladr. 
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 Cyfrannu'n sylweddol at ddatblygiad parhaus y System Rheoli 
Rhwydwaith BIPBC (NMS), a sicrhau bod y system yn cael ei gynnal yn gywir 
bob amser, ac yn cael ei ddefnyddio llawn gan holl dimau TG a'r Ddesg 
Gwasanaeth. 



 Sicrhau bod bylchau cyfeirio TCP/IP yn cael ei ddefnyddio'n llawn a'i 
gynnal yn gywir, a bod systemau rheoli cyfeiriad IP yn cael eu rheoli a'u 
cefnogi'n effeithiol.  



 



 Sicrhau bod polisïau a gweithdrefnau TG cytunedig yn cael eu bodloni 
bob amser.  Cyfrannu'n sylweddol at newid polisi TG pan fo angen. 



 



 Cyfrannu'n sylweddol at ddatblygiad gweithdrefnau a pholisïau 
gweithredol priodol i sicrhau bod integredd a diogelwch systemau LAN, LAN 
Diwifr (WLANS), WAN a systemau telegyfathrebu yn cael eu cynnal yn unol â 
pholisi diogelwch y Bwrdd Iechyd a Chymru Gyfan.   



 



 Sicrhau bod gweithdrefnau rheoli newid Systemau TG cytunedig yn cael 
eu dilyn bob amser, ac argymell gweithdrefnau rheoli newid newydd lle bo'n 
briodol. 
 



 Gweithio'n agos gyda thimau arbenigol TG eraill, darparu cefnogaeth 
effeithiol ac effeithlon wrth ddatrys problemau caledwedd a meddalwedd 
cymhleth lle mae ystod o opsiynau, a lle mae pob gwybodaeth arall wedi cael 
eu hymchwilio'n llawn, gan sicrhau perchnogaeth y broblem drwodd i'r 
datrysiad. 



 



 Cynorthwyo'r Rheolwr Gwasanaethau Telegyfathrebu, i gynllunio ar 
gyfer, gweinyddu ceisiadau symud, ychwanegu a newid gan ddefnyddwyr 
terfynol o ran eu gofynion teleffoni, gan sicrhau bod staff  yn cael eu cyfyngu i 
wasanaeth o ddosbarth addas.  



 



 Cysylltu â darparwyr gwasanaeth data a thelegyfathrebu trydydd parti yn 
ystod datblygiadau a diweddariadau system. Bydd hyn yn cynnwys cynllunio, 
gosod ac integreiddiad systemau, i sicrhau bod ymrwymiadau'r contract yn cael 
eu bodloni mewn modd amserol, ac i sicrhau bod profion derbyn llawn yn cael 
eu cynnal yn dilyn gosod ac uwchraddio.  



 



  Cynnal gwybodaeth arbenigol "diweddaraf" o safonau a datblygiadau'r 
diwydiant ym meysydd rhwydwaith data a thelegyfathrebu, ac ymwybyddiaeth o 
gynnyrch caledwedd a meddalwedd TG perthnasol eraill (e.e. adeiledd 
gweinyddwr ac amgylchedd VM fel y'u defnyddir mewn gosodiadau canolfan 
data).  Drwy ddefnyddio dulliau ymchwil, sicrhau dealltwriaeth drylwyr o sut gall 
y cynhyrchion hyn gael eu defnyddio i fod o fantais i'r sefydliad.  



 



 Cysylltu â defnyddwyr terfynol a chydweithwyr Gwybodeg, a darparu 
hyfforddiant sylfaenol, cyngor, a chefnogaeth iddynt, ar holl weithrediadau 
systemau rhwydweithio data a theleffoni. 



 



 Cynhyrchu cysyniadau cymhleth iawn a sensitif a'u cyflwyno i reolwyr 
Bwrdd Iechyd BIPBC, swyddogion a chydweithwyr, lle bod ffiniau i 
ddealltwriaeth yn bodoli.  
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 Gweithio'n agos gyda'r Tîm Darparu Gwasanaeth TG i weithredu 
methodoleg ITIL a'i gynnal o ran materion cyfathrebu data a thelegyfathrebu. 



 



 Cynrychioli'r adran TG ar faterion data a thelegyfathrebu mewn 
cyfarfodydd y Bwrdd Iechyd fel bo angen, a dirprwyo ar gyfer y Rheolwr 
Cyfathrebu Data pan fydd angen (e.e. cynrychioli BIPBC ar lefel genedlaethol). 



 Cynorthwyo gyda datblygu, a chynnal cynlluniau parhad busnes a 
chynlluniau adfer trychineb, ac ymateb i wasanaeth sy'n effeithio ar wasanaeth 
yn unol â'r cynlluniau hyn o ran systemau rhwydwaith data a 
thelegyfathrebiadau y Bwrdd Iechyd. 



 



 Gweithio'n annibynnol a heb oruchwyliaeth uniongyrchol, a chymryd 
camau pendant pan fo angen.   



 



 Cymryd camau syth i leihau risgiau lle bo'n rhesymol ymarferol i wneud. 
 



 Sicrhau bod holl dasgau, gweithdrefnau a phrosesau o ran maes 
cyfrifoldeb yn cael eu cofnodi'n llawn (ac yn hygyrch gan eraill) a bod 
gweithdrefnau cyflenwi traws yn cael eu cynnal fel y gall holl dasgau gael eu 
cwblhau yn absenoldeb y deilydd swydd, p'un ag ydynt wedi'u cynllunio neu 
heb eu cynllunio. 



 



 Cymryd rhan yng ngwasanaeth rota ar-alwad TG cytunedig y Bwrdd 
Iechyd, gan sicrhau cefnogaeth 24 awr/365 diwrnod ar gyfer systemau TG ac 
isadeileddau hollbwysig. Darparu cefnogaeth arbenigol i staff ar-alwad pan fo 
angen. 



 



 Sicrhau cydymffurfio â'r Ddeddf Diogelu Data, arweiniad Awdurdod 
Gwybodaeth GIG a pholisïau Bwrdd Iechyd sy'n gysylltiedig â diogelwch a 
chyfrinachedd gwybodaeth. 



 



 Mae rhyddid sylweddol i ymddwyn yn y rôl a bydd disgwyl i ddeilydd y swydd 
addasu amrywiaethau sydyn mewn llwyth gwaith. 



 



 Dyletswyddau eraill fel y nodir gan uwch reolwyr TG. 
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Rheolaeth Ariannol 
 



 Cynorthwyo gyda rheolaeth ariannol a monitro cyllidebau o ran maes cyfrifoldeb. 
 



 Cysylltu â chyflenwyr ar gyfer caledwedd a meddalwedd rhwydwaith a theleffoni 
yn eu manyleb neu gaffaeliad ar gyfer prosiectau, diweddariadau a manion 
bethau.  



 



 Cynorthwyo a chynghori ar fanyleb y gofynion offer o systemau Rhwydwaith 
mewnol cymhleth a datrysiadau drwy feysydd ar gyfer eu cyllido amdanynt gan 
ddeiliaid cyllideb.  Gall gofynion o'r fath gynrychioli gwariant cyfalaf sylweddol ac 
felly mae’n rhaid i argymhellion ystyried effeithiolrwydd cost. 



 



  Yn gyfrifol am sicrhau bod prosiectau sy’n cael eu perchnogi neu eu llywio gan 
unrhyw adran mewn GRhG, ond sydd angen rhwydwaith TG a datrysiadau 
rhwydwaith mewnol teleffoni, yn cael eu darparu at amserlenni cytunedig a 
chyfyngiadau ariannol.  



 



 Cynorthwyo wrth ddarparu'r Rhaglenni Gwella Costau (CIP) 
 
 
Cyfathrebu  



 
Datblygu a chynnal perthynas weithio dda gyda: 
 



 Gwasanaeth Gwybodeg GIG Cymru  



 Uwch Rheolwyr Gwasanaethau TG 



 Uwch Rheolwyr Gwybodeg 



 Cydweithwyr arbenigol TG Cymheiriaid  



 Partneriaeth Cydwasanaethau GIG Cymru  



 GRhG ac Uwch Rheolwyr Gwasanaethau Corfforaethol 



 Gweithwyr Proffesiynol Gofal Iechyd 



 Darparwyr Gwasanaeth  Telegyfathrebu a Rhwydwaith Data  



 Cynhalwyr 3ydd Parti 



 Contractwyr 3ydd Parti 
 
 
Datblygiad Proffesiynol Parhaus 
 



 Datblygu cynllun datblygu personol blynyddol fel rhan o’r broses adolygu 
datblygiad personol. 
 



 Cadw sgiliau yn gyfredol a pherthnasol er mwyn cynnal ystod o dasgau sy'n 
addas i faes disgyblaeth. 



 



 Dilyn y datblygiadau diweddaraf o fewn y diwydiant i sicrhau bod sylfaen 
gwybodaeth yn gyfredol ac yn ddiweddar. 



 



 Cynnal gwybodaeth TG arbenigol cyfredol o dechnolegau sy'n dod i'r amlwg 
wrth gefnogi caffael offer a datblygiadau. 
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GOFYNION CYFFREDINOL 
 
Gallu 
Ni ddylai deilydd y swydd ar unrhyw adeg weithio y tu allan i lefel ddiffiniedig 
cymhwyster. Os oes gan ddeilydd y swydd bryderon ynghylch hyn, dylai drafod hyn ar 
unwaith â'i reolwr/goruchwyliwr. Mae gan weithwyr gyfrifoldeb i roi gwybod i’w 
oruchwyliwr/rheolwr os oes ganddynt amheuaeth ynglŷn â’u gallu i wneud eu 
dyletswyddau. 
 
Gweithiwr Iechyd Proffesiynol Cofrestredig 



Gofynnir i holl weithwyr y Bwrdd Iechyd y mae gofyn iddynt gofrestru â chorff 
proffesiynol, er mwyn iddynt allu gweithio o fewn eu proffesiwn, gydymffurfio â'u cod 
ymddygiad a gofynion eu cofrestriad proffesiynol.  
 
Goruchwyliaeth 
Lle mae'r sefydliad proffesiynol priodol yn gofyn am oruchwyliaeth, cyfrifoldeb deilydd 
y swydd ydyw sicrhau cydymffurfio â hyn.   Os oes gan weithwyr unrhyw amheuaeth 
am fodolaeth gofyn o'r fath, dylent siarad â'u Rheolwr.               
 
Rheoli Risg 



Elfen safonol o rôl a chyfrifoldeb holl staff Bwrdd Iechyd Prifysgol Betsi Cadwaladr yw 
eu bod yn cyflawni rôl ragweithiol o ran rheoli risg yn eu holl waith. Mae hyn yn 
cynnwys asesu risg pob sefyllfa, cymryd camau perthnasol ac adrodd ar bob 
digwyddiad, achosion y bu ond y dim iddynt ddigwydd a pheryglon. 
 
Rheoli Cofnodion 



Fel gweithiwr y Bwrdd Iechyd, mae deilydd y swydd yn gyfreithiol gyfrifol am yr holl 
gofnodion y mae’n eu casglu, eu creu neu'n eu defnyddio fel rhan o'i waith yn y Bwrdd 
Iechyd (gan gynnwys iechyd cleifion, ariannol, personol a gweinyddol) p'un ai eu bod 
ar bapur neu ar gyfrifiadur.  Ystyrir pob cofnod o'r fath fel cofnodion cyhoeddus, ac 
mae gan ddeilydd y swydd ddyletswydd cyfrinachedd gyfreithiol i ddefnyddwyr 
gwasanaethau (hyd yn oed ar ôl i weithiwr adael y Bwrdd Iechyd.  Dylai deilydd y 
swydd ymgynghori â'i reolwr os oes ganddo unrhyw amheuaeth am reoli cofnodion yn 
gywir. 
 
Gofynion Iechyd a Diogelwch 



Mae gan holl weithwyr y Bwrdd Iechyd ddyletswydd gofal statudol am eu diogelwch 
personol eu hunain ac eraill a allai gael eu heffeithio gan eu gweithredoedd neu eu 
diffyg gweithredoedd.  Mae’n ofynnol i ddeilydd y swydd gydweithio gyda rheolwyr i 
alluogi’r Bwrdd Iechyd i gyflawni ei ddyletswyddau cyfreithiol ei hun ac adrodd ar 
unrhyw sefyllfaoedd peryglus neu offer diffygiol. Rhaid i ddeilydd y swydd gadw at 
bolisïau rheoli risg, iechyd a diogelwch a pholisïau cysylltiedig y Bwrdd Iechyd. 
 
Datganiad Hyblygrwydd 



Amlinelliad o ddyletswyddau’r swydd ydy’r Disgrifiad Swydd a’r fanyleb bersonol ac 
efallai y newidir hwy drwy gytundeb y ddwy ochr o bryd i’w gilydd.  
 
Cyfrinachedd 



Mae gofyn i Ddeilydd y swydd fod yn ymwybodol o bwysigrwydd cadw gwybodaeth a 
gafwyd yn ystod ei ddyletswyddau yn gyfrinachol ac yn ddiogel. Bydd hyn yn aml yn 
cynnwys gweld gwybodaeth bersonol sy’n ymwneud â defnyddwyr y gwasanaeth. 
Rhaid i ddeilydd y swydd drin pob gwybodaeth boed honno’n gorfforaethol, neu’n 
wybodaeth am staff neu gleifion mewn modd synhwyrol a chyfrinachol yn unol â 
darpariaethau deddf diogelu data 1998 a pholisi’r sefydliad. 
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Hybu Amrywiaeth ac Urddas yn y Gwaith 



Mae'r Bwrdd Iechyd wedi ymrwymo i hybu amrywiaeth ac urddas yn y gwaith. Mae'n 
cydnabod bod gwahaniaethu ac aflonyddu’n annerbyniol a’i bod er lles y Bwrdd Iechyd 
a'r boblogaeth a wasanaethir ganddo i ddefnyddio sgiliau'r gweithlu cyfan. Rhaid i 
ddeilydd y swydd gydymffurfio â’r polisïau cyfleoedd cyfartal ac urddas yn y gwaith. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Lead Voice & Data Engineer 
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department: ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 



 
Assistant Head of 



ICT Services
x1



Data Comms 
Manager



x1



Lead Voice & Data 
Engineer



(Central Region)



Senior 
Voice & Data



 Engineer 
x3



Lead Voice & Data 
Engineer



(West Region)



Lead Voice & Data 
Engineer



(East Region)



 
 
 
Accountable to: Data Communications Manager 
Responsible for:  Senior Voice and Data Engineers 
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JOB PURPOSE 
 



To act as Lead Voice and Data Engineer, and to provide expert advice on all matters 
in relation to all the BCU data and voice networks, and supporting systems. Ensuring 
that the integrity and performance of the infrastructure is optimised in support of 
clinical and business needs.  
 
To be responsible for the installation, support and maintenance for all data 
communications and telecommunications systems within area of responsibility.  To 
assist with the management and administration of the BCU data and voice 
infrastructure.  
 
To assist the Data Communications Manager in the planning, development and 
implementation of new data and telecommunications systems in line with the strategic 
roadmap to ensure that the benefits of voice and data convergence technologies are 
realised. 
 
Provide effective team leadership and line management for Voice and Data 
Engineers. 
 
Responsible for planning, and provision of project management and support, for data 
communication and telecommunication projects. Ensuring that they are delivered 
within time and cost, and meet standard quality requirements. 
 
There is significant freedom to act within this role and the post holder will be expected 
accommodate sudden variations in work load. 
 
 
DUTIES AND RESPONSIBILITIES 
 



 To manage the highly complex configuration, deployment, monitoring, 
and upgrading of all BCU Health Board Local Area Network (LAN), Wide Area 
Network (WAN), Wireless Local Area Network (WLAN) infrastructures, 
telephony (including public facing switchboard services), video conferencing, 
and paging systems, to ensure maximum availability in support of clinical and 
business applications, so as not to impede patient care or corporate function. 
 



 Provide maintenance, and operational support of all BCU Health Board 
LAN, WAN, WLAN, telephony, and paging systems and services. To lead 
trouble-shooting and fault correction to an advanced level, and provide expert 
advice.  Ensuring the user enjoys an efficient and effective level of service and 
maximised system availability. 



 



 Plan, co-ordinate, prioritise, and supervise the activities and allocate 
workloads of the Senior Voice and Data Engineers (across all BCU Health 
Board regions). 



 



 Provide line management, team leadership, advice, and technical 
training in field of expertise to the Voice and Data Engineers, and other ICT 
team members as required. 
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 Be responsible for the planning and effective project management of 
data and telecommunications installations, and upgrades, including Estates led 
schemes as directed by the Data Communications Manager. 



 Be responsible for particular nominated areas of technical speciality 
across the Health Board, such as Firewall/IPS, Wireless, IP Telephony, Data 
Centre technologies, Network Management Systems, or other as directed by 
the Data Communications Manager.  
 



 Significantly contribute to the planning, design and development of, and 
be responsible for the maintainance and monitoring of data network security 
systems (such as Firewall, intrusion detection and prevention systems, access 
authentication systems, and remote network access systems) to ensure the 
integrity and availability of mission critical network services. 



 



 Provide specialist support to third party medical equipment suppliers 
and maintainers, to enable the resolution of highly complex medical equipment 
network connectivity issues which directly affect patient care. 



 



 Receive and respond to incoming calls, service desk incidents/requests 
and/or e-mails regarding data network and telecommunications service 
problems and queries, and prioritise according to the Health Boards clinical and 
business needs.  



  



 To regularly analyse complex data relating to activities and usage of the 
Health Board’s LAN, WAN, WLAN infrastructures, telecommunication, and 
paging systems using specialist network system management tools to ensure 
that performance and capacities are able to meet current and future needs 
(capacity planning) – advising the Data Communications Manager of any 
potential problem areas requiring investment. 



 



 To analyse and resolve highly complex data network and 
telecommunications infrastructure issues where no precedent exists in a timely 
and accurate fashion, in order to effectively support clinical and administrative 
service user needs. 



 



 To effectively communicate complex, and multi stranded concepts and 
problems to colleagues (whom may be technical or non-technical) at all levels 
within BCU Health Board, the wider NHS, and also external 
contractors/suppliers. 



 



 Assist and advise the Data Communications Manager on matters 
relating to the Health Board’s data networks, Telephony, video-conferencing, 
and Paging systems (telecommunications), and plan the co-ordination and 
monitoring of third party installations, maintenance, and support contracts. 



 



 Significantly contribute the development of, and maintain a 
comprehensive set of standardised technical documentation and inventory for 
the LANs, WLANs, WAN, telephony and paging systems, including a network 
and telecommunication device asset database, a set of 
network/telecommunication infrastructure system diagrams, and the BCULHB 
TCP/IP network addressing scheme. 
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 Significantly contribute to the ongoing development of the BCU Health 
Board Network Management System (NMS), and to ensure that the system is 
maintained accurately at all times, and is optimised for use by all ICT teams 
and the Service Desk. 



 To ensure that the organisation’s TCP/IP addressing space is optimised 
and maintained accurately, and that IP address management systems are 
managed and backed up effectively. 



 



 Ensure that agreed ICT policies and procedures are met at all times. 
Significantly contribute towards ICT policy change where required. 



 



 Significantly contribute towards the development of appropriate 
operational procedures and policies to ensure that the integrity and security of 
LANs, Wireless LANs (WLANS), WAN and telecommunications systems are 
maintained in line with the Health Board and all Wales security policy. 



 



 Ensure that agreed ICT Systems change control procedures are 
followed at all times, and recommend new change control procedures where 
necessary. 
 



 Working closely with other ICT specialist teams, provide effective and 
efficient support in the resolution of complex hardware and software problems 
where there are a range of options, and all other knowledge has been 
exhausted, ensuring ownership of the problem through to resolution. 



 



 Assist the Telecommunications Services Manager, to plan for, and 
administer moves, adds and change requests from end users in relation to their 
telephony requirements, ensuring that staff are restricted to an appropriate 
class of service. 



 



 Liaise with third-party data and telecommunications service providers 
during system developments and upgrades. This will involve planning, 
installation and systems integration, to ensure contractual obligations are met in 
a timely manner, and to ensure that full acceptance testing is carried out 
following installations and upgrades. 



 



 Maintain an “up to date” specialist knowledge of industry standards and 
developments in the fields of data networking and telecommunications, and an 
awareness of other IT systems hardware and software products (e.g. server 
infrastructure, and VM environments, as used in data centre implementations). 
Using research methods ensure a thorough understanding of how these 
products could be used to benefit the organisation. 



 



 Liaise with, and provide training, advice, and support to end users and 
Informatics colleagues, on all data networking and telephony systems 
operations. 



 



 Produce and present highly complex and sensitive concepts to BCU 
Health Board managers, officers, and colleagues where boundaries to 
understanding may exist. 
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 Work closely with the ICT Service Delivery Team to implement and 
maintain ITIL methodology in relation to data communication and 
telecommunication matters. 



 



 Represent the ICT department on data and telecommunications matters 
in Health Board meetings as required, and deputise for the Data 
Communications Manager when necessary (e.g. represent BCU Health Board 
at National level). 



 Assist with the development, and maintain business continuity and 
disaster recovery plans, and respond to service effecting incidents in 
accordance with these plans in relation to the Health Boards data network and 
telecommunications systems. 



 



 Work independently and without direct supervision, and take decisive 
action as required.  



 



 Take immediate action to minimise risks where it is reasonably 
practicable to do so. 



 



 Ensure all tasks, procedures and processes in relation to area of 
responsibility are fully documented (and accessible by others) and that cross 
cover procedures are maintained so that all tasks can be completed in the 
absence of the post holder, whether planned or unplanned. 



 



 Participate in the Health Board agreed ICT on-call rota service, ensuring 
24hr/365 days a year support for critical ICT systems and infrastructure. 
Provide specialist advice to on-call staff when required. 



 



 Ensure compliance with the Data Protection Act, NHS Information 
Authority guidance and Health Board policies relating to security and 
confidentiality of information. 



 



 There is significant freedom to act within this role and the post holder will be 
expected accommodate sudden variations in work load. 



 



 Other duties as specified by senior ICT management. 











 



 



 Fersiwn 2   Tudalen 14 o 16 



 



Financial Management 
 



 Assist with the financial management and monitoring of budgets in respect of 
area of responsibility. 



 



 Liaise with suppliers in the specification and procurement of network and 
telephony hardware and software for projects, upgrades and incidentals. 



 



 Assist and advise with the specification of the equipment requirements of 
complex Infrastructure systems and enterprise wide solutions to be budgeted for 
by budget holders.  Such requirements can represent significant capital 
expenditure and therefore recommendations must take cost effectiveness into 
account. 



 



  Responsible for ensuring projects which are owned and driven by any 
department within CPG’s, but which require an ICT network and telephony 
infrastructure solutions, are delivered to agreed deadlines and budget restraints. 



 



 To assist with the delivery of Cost Improvement Programmes (CIP) 
 
 
Communication  



 
Develop and maintain good working relationships with: 
 



 NHS Wales Informatics Service 



 Senior ICT Service Managers 



 Senior Informatics Management 



 Peer ICT specialist colleagues 



 NHS Wales Shared Services Partnership  



 CPG & Corporate Service Senior Management 



 Health Care Professionals 



 Telecommunication and Data Network Service Providers 



 3rd Party Maintainers 



 3rd Party Contractors 
 
 
Continuing Professional Development 
 



 Develop a personal development plan annually as part of the personal 
development review process. 
 



 Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline. 



 



 Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



 



 Maintain up-to-date specialist ICT knowledge of emerging technologies in 
support of equipment procurement and developments. 
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GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If 
there are concerns regarding this, the postholder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the Health Board who are required to register with a professional 
body, to enable them to practice within their profession, are required to comply with 
their code of conduct and requirements of their professional registration. 
 
Supervision 



Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 



It is a standard element of the role and responsibility of all staff of the Health Board 
that they fulfil a proactive role towards the management of risk in all of their actions. 
This entails the risk assessment of all situations, the taking of appropriate actions and 
reporting of all incidents, near misses and hazards. 
 
Records Management 



As an employee of the Health Board, the postholder is legally responsible for all 
records that they gather, create or use as part of their work within the Health Board 
(including patient health, financial, personal and administrative), whether paper based 
or on computer. All such records are considered public records, and the postholder 
has a legal duty of confidence to service users (even after an employee has left the 
Health Board). The Postholder should consult their manager if they have any doubt as 
to the correct management of records with which they work. 
 
Health and Safety Requirements 
All employees of the Health Board have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  The 
postholder is required to co-operate with management to enable the Health Board to 
meet its own legal duties and to report any hazardous situations or defective 
equipment. The postholder must adhere to the Health Board’s risk management, 
health and safety and associated policies. 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. 
The postholder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions of 
the data protection act 1998 and organisational policy. 
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Promoting Diversity and Dignity at Work 
The Health Board is committed to promoting diversity in employment and dignity at 
work. It recognises that discrimination and harassment is unacceptable and that it is in 
the best interests of the Health Board and the population it serves to utilise the skills of 
the total workforce. The postholder must comply with and adhere to the equal 
opportunities and dignity at work policies. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Senior Voice & Data Engineer 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department: ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Data Comms 
Manager



x1



Lead Voice & Data 
Engineer



x3



Senior 
Voice & Data



 Engineer 
x3



 
 
 
Accountable to: Lead Voice & Data Engineers 
Responsible for: n/a 
 
 



 
JOB PURPOSE 
 



The Senior Voice and Data Engineer’s role includes responsibility for the development, 
installation, support, maintainance, and also to assist with the management and 
administration, of the BCU data and voice infrastructure, ensuring that the integrity and 
performance of the infrastructure is optimised in support of clinical and business needs.  
 
Additionally, the Senior Voice and Data Engineer will act as a specialist, and will provide 
expert advice on all matters in relation to the BCU data and voice networks, and 
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supporting systems, and provide professional project management to ensure system 
development projects are delivered within time and cost, and meet quality requirements. 
 
To assist the Data Communications Manager, and Lead Voice and Data Engineers in 
the planning, development, and implementation of new data and telecommunications 
systems in line with the strategic roadmap to ensure that the benefits of voice and data 
convergence technologies are realised. 
 
Duties will include installing, configuring, monitoring, diagnosing, repairing, and 
upgrading all BCU Health Board data network and telecommunications systems, while 
ensuring its optimal performance and reliability. The person will also troubleshoot 
problems to an advanced level in a timely and accurate fashion, and provide end user 
advice and assistance where required.  
 
 
 



 
DUTIES AND RESPONSIBILITIES 
 



• To act as technical specialist for the installation, configuration, upgrading, 
maintainance, and monitoring of all BCU Health Board Local Area Network 
(LAN), Wide Area Network (WAN), Wireless Local Area Network (WLAN) 
systems to ensure maximum availability in support of clinical and business 
applications, so as not to impede patient care or corporate function. 
 



• As technical specialist; to install, configure, upgrade, maintain, and monitor all 
BCU Health Board telephony (including public facing switchboard services), 
video conferencing and paging systems (telecommunications), to ensure 
maximum availability in support of clinical and business applications, so as not 
to impede patient care or corporate function. 



 



• Provide maintenance, and operational support of all BCU Health Board LAN, 
WAN, WLAN, telephony, videoconferencing, and paging systems and services. 
Facilitate trouble-shooting and fault correction to an advanced level, and provide 
expert advice, to ensure the user enjoys an efficient and effective level of service 
and maximised system availability. 



 



• Contribute to the efficient and effective maintainance and monitoring, and 
configuration of data network security systems (such as Firewall, intrusion 
detection and prevention systems, access authentication systems, and remote 
network access systems) to ensure the integrity and availability of mission critical 
network services. 



 



• Provide specialist support to third party medical equipment suppliers and 
maintainers, to enable the resolution of highly complex medical equipment network 
connectivity issues which directly affect patient care. 



 



• Receive and respond to incoming calls, service desk incidents/requests and/or 
e-mails regarding data network and telecommunications service problems and 
queries, and prioritise according to the Health Boards clinical and business 
needs. In exceptional circumstances, provide cover for IT Service Desk 
operations ensuring that users can always contact the service desk during 
posted operational hours. 
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• Act as specialist, and provide project management for data and 
telecommunications installations, and upgrades, including Estates led schemes 
as directed by the Data Communications Manager, and Lead Voice and Data 
Engineers. 
 



• To analyse and resolve highly complex data network and telecommunications 
infrastructure issues where no precedent exists in a timely and accurate fashion, 
in order to effectively support clinical and administrative service user needs. 



 



• To effectively communicate complex, and multi stranded concepts and problems 
to colleagues (whom may be technical or non-technical) at all levels within BCU 
Health Board, the wider NHS, and also external contractors and suppliers. 



 



• To regularly analyse complex data relating to activities and usage of the Health 
Board’s LAN, WAN, WLAN infrastructures, telecommunication, and paging 
systems using specialist network system management tools to ensure that 
performance and capacities are able to meet current and future needs (capacity 
planning) – advising the Data Communications Manager and Lead Voice and Data 
Engineers of any potential problem areas requiring investment. 



 



• Assist in the planning and co-ordination and monitoring of all third party 
installations, maintenance, and support contracts. 



 



• Contribute the development of, and maintain a comprehensive set of 
standardised technical documentation and inventory for the LANs, WLANs, 
WAN, telephony and paging systems, including a network and 
telecommunication device asset database, a set of network/telecommunication 
infrastructure system diagrams, and the BCU Health Board TCP/IP network 
addressing scheme. 



 



• Contribute to the ongoing development of the BCULHB Network Management 
System (NMS), and to ensure that the system is maintained accurately at all 
times, and is optimised for use by all ICT teams and the ICT Service Desk. 



 



• Contribute to the development quality measures, and report on key performance 
indicators (KPI), in consultation with senior staff, to ensure the highest levels of 
service delivery are achieved and maintained. 



 



• Contribute to the implementation and maintenance of ITIL methodology in 
relation to all data communications and telecommunications (and related 
systems) operational management. 



 



• To ensure that the organisation’s TCP/IP addressing space is optimised and 
maintained accurately, and that IP address management systems are managed 
and backed up effectively. 



 



• Ensure that agreed ICT policies and procedures are met at all times. Contribute 
towards ICT policy change where required. 



 



• Ensure that agreed ICT Systems change control procedures are followed at all 
times, and contribute to change control policy in own area of expertise as 
required. 
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• Working closely with other ICT specialist teams, provide effective and efficient 
support in the resolution of complex hardware and software problems where 
there are a range of options, and all other knowledge has been exhausted, 
ensuring ownership of the problem through to resolution. 



 



• Assist the Telecommunications Services Manager, to administer moves, adds 
and change requests from end users in relation to their telephony requirements, 
ensuring that staff are restricted to an appropriate class of service. 



 



• Liaise with third-party data and telecommunications service providers during 
system installation and integration, to ensure contractual obligations are met in 
a timely manner, and to ensure that full acceptance testing is carried out following 
installations and upgrades. 



 



• Maintain an “up to date” specialist knowledge of industry standards and 
developments in the fields of data networking and telecommunications, and an 
awareness of other relevant IT systems hardware and software products (e.g. 
Server infrastructure and VM environments as used in data centre 
implementations). Using research methods, ensure a thorough understanding of 
how these products could be used to benefit the organisation. 



 



• Liaise with, and provide basic training, advice, and support to end users and 
Informatics colleagues, on all data networking and telephony systems 
operations. 



 



• Provide technical advice and training in field of expertise to other ICT team 
members as required. 



 



• Produce and present highly complex and sensitive concepts to BCULHB 
managers, officers, and colleagues where boundaries to understanding may exist. 



 



• Represent the ICT department on data and telecommunications matters in 
Health Board meetings as required, and deputise for the Data Communications 
Manager and Lead Voice and Data Engineers when necessary. 



 



• Work independently and without direct supervision, and take decisive action as 
required.  



 



• Assist with the development, and help ensure compliance with Health Boards 
ICT security standards, and acceptable use policies. 



 



• Assist with the development, and implement robust systems for risk management 
across the areas of responsibility of the post.  To be accountable for risk in these 
areas. 



• Participate in the BCU Health Board agreed ICT on-call rota service, ensuring 
24hr/365 days a year support for critical ICT systems and infrastructure. Provide 
specialist advice to on-call staff when required. 



 



• Ensure compliance with the Data Protection Act, NHS Information Authority 
guidance and Health Board policies relating to security and confidentiality of 
information. 



 











 



 



 Version 2     Page 5 of 12 



 



• Other duties as specified by senior ICT management. 
 
 
 
Financial Management 
 



• To assist the Data Communications Manager, to identify and advise on the 
means for effective delivery of Cost Improvement Programmes (CIP). 
 



• To assist the Data Communications Manager by advising on the relevance and 
accuracy of all data networking maintenance contracts, to ensure that value for 
money is achieved, and efficiencies are optimized as an ongoing process.  



 



• Liaise with suppliers in the specification and procurement of data 
communications, telecommunications, and related systems and services for 
projects, upgrades and incidentals. 



 
Communication  



 



Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
Continuing Professional Development 



 



• Develop a personal development plan annually as part of the personal 
development review process. 
 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline. 



 



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in 
support of equipment procurement and developments. 



GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If there 
are concerns regarding this, the postholder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
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Registered Health Professional 
All employees of the Health Board who are required to register with a professional body, 
to enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the Health Board that 
they fulfil a proactive role towards the management of risk in all of their actions. This 
entails the risk assessment of all situations, the taking of appropriate actions and 
reporting of all incidents, near misses and hazards. 
 
Records Management 
As an employee of the Health Board, the postholder is legally responsible for all records 
that they gather, create or use as part of their work within the Health Board (including 
patient health, financial, personal and administrative), whether paper based or on 
computer. All such records are considered public records, and the postholder has a 
legal duty of confidence to service users (even after an employee has left the Health 
Board). The postholder should consult their manager if they have any doubt as to the 
correct management of records with which they work. 
 
Health and Safety Requirements 
All employees of the Health Board have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  The postholder 
is required to co-operate with management to enable the Health Board to meet its own 
legal duties and to report any hazardous situations or defective equipment. The 
postholder must adhere to the Health Board’s risk management, health and safety and 
associated policies. 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
Confidentiality 
The postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. The 
postholder must treat all information whether corporate, staff or patient information in a 
discreet and confidential manner in accordance with the provisions of the data 
protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The Health Board is committed to promoting diversity in employment and dignity at 
work. It recognises that discrimination and harassment is unacceptable and that it is in 
the best interests of the Health Board and the population it serves to utilise the skills of 
the total workforce. The postholder must comply with and adhere to the equal 
opportunities and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, knowledge, 
and personal attributes, other requirements that a post holder requires to perform the 
job to a satisfactory level. 
 



Job Title:  Senior Voice & Data Engineer Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a post holder could 
not be appointed 



DESIRABLE 
Extra qualities which can be used to 
choose between candidates who meet 
all the essential criteria 



METHOD OF 
ASSESSMENT 



 



 



 



QUALIFICATIONS 



 
 



Recognised higher education 
qualification in a computing or 
related discipline e.g. 1st Degree, or 
demonstrable equivalent industry 
experience working at a 
Senior/Specialist Engineers level. 
 
Recognised Industry qualification 
e.g Cisco Certified Network 
Professional (CCNP) 
 
Evidence of Continual Professional 
Development. 



Other industry qualifications 
(e.g. CCNP Security, CCNP 
Data Centre) 
 
ICT service qualifications (e.g. 
ITIL). 
 
Formal project management 
qualifications (e.g. PRINCE2). 
 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



Experienced Senior/Specialist 
Engineer in Data networking and 
telecommunications/telephony 
systems. Experience of supporting 
complex Data and Voice 
infrastructures to an advanced level. 



 
Advanced data networking and 
telecommunications trouble-
shooting experience. 
 
Able to demonstrate knowledge of 
data networking and 
telecommunications/telephony 
technologies, methods, and 
principles to an advanced level. 
 
Experience of co-ordinating, and 
contributing to ICT projects. 
 
Significant experience working in 
an operational and service 
environment in a large corporate 
environment. 



Experience working in a 
team-oriented, collaborative 
environment 
 
Experience of project 
management and systems 
development. 
 
Experience in ICT 
infrastructure strategy and 
planning. 
 



Application/ 
 



Interview 
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SKILLS 



 
 



Ability to communicate highly 
complex ideas effectively at all 
levels. 
 
Ability to write and maintain highly 
complex technical reports, 
operational procedures and system 
documentation sets in an accurate, 
concise and clear manner. 
 
Ability to analyse complex and 
multi-stranded technical problems 
that may have no precedent, in 
order to initiate the most 
appropriate corrective action. 
 
Must have advanced IT/Keyboard 
skills demonstrable across Microsoft 
Office Suite of applications. 
 
Ability to direct and conduct 
research into ICT issues, systems 
and products as required. 
 
Ability to assimilate highly complex 
information over a range of 
technical specialities. 
 
Ability to effectively plan, prioritise, 
and execute tasks in a high 
pressure environment. 
 
Ability to travel between sites in a 
timely manner. 



Ability to initiate and respond 
positively to change, and the 
ability to learn from 
experience. 
 
Ability to speak Welsh 



Application/ 
 



Interview 
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KNOWLEDGE 



 
 



Possesses a highly developed and 
specialist  knowledge gained by 
experience and training in the 
following areas: 
 
Possesses a highly developed and 
specialist  knowledge gained by 
experience and training in the 
following areas: 
 



1. Local and wide area 
networking topologies and 
theory. Cisco IOS, Microsoft 
OS. 



2. Network device 
technologies and 
configuration (e.g. switch, 
bridge, router). 



3. Ethernet networking 
standards and network data 
protocols (e.g. TCP/IP). 



4. Voice communications 
technologies. 



5. Network security systems 
and procedures. 



6. Wireless data 
communications 
technologies. 



7. Data Centre technologies 
 
Demonstrates a thorough 
knowledge of NHS Wales and LHB 
information and communications 
technology standards and 
requirements. 



Knowledge of both local and 
national NHS ICT 
developments and strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
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OTHER  
(Please Specify) 



 
 
 



To lead by good example, and 
possess a high level of self-
motivation. 



 
Demonstrates keen attention to 
detail. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
 
Will be required to work unsociable 
hours as necessary, in order to 
minimise system unavailability. 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Senior Voice & Data Engineer 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the information 
relating to effort factors, give an accurate description of what effort is required in the job 
role under each of the headings. Please indicate frequency of exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 
 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
D: Long periods of attending meetings, presentations and workshops. 
D: Lifting heavy network and telecommunications equipment during 
installations. 
D: Use of engineering fine tools and methods, in order to implement new 
network/voice installations. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing statistics; 
undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
D: Negotiate changes to previously agreed deadlines. 
D: High levels of concentration for long periods, participating in meetings, 
presentations, and workshops. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
D: Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational strategic 
challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
W: Act as arbitrator at meetings. 
W: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
W: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
D: Conduct installation work in noisy, warm, and cramped conditions (i.e. 
data hub/communications rooms). 
W: Travel by car and train with occasional overnight stay away from home. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Voice & Data Engineer 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department: ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Data Comms 
Manager



x1



Lead Voice & 
Data Engineer



x3



Senior 
Voice & Data



 Engineer 
x3



Voice & Data
 Engineer 



x3
 



 
 
Accountable to: Lead Voice & Data Engineers 
Responsible for: n/a 
 
 



 
JOB PURPOSE 
 



The Voice and Data Engineer’s role will include installation, configuring, monitoring, 
diagnosing, repairing, upgrading, and  administration of BCU Health Board data network 
and telecommunications systems, to ensure optimal performance and reliability. The 
person will also troubleshoot problems to an advanced level in a timely and accurate 
fashion, and provide end user advice and assistance where required.  
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Additionally, the Voice and Data Engineer will assist, and provide advice on matters in 
relation to the BCU data and voice networks, and supporting systems, and provide 
support for project work to help ensure projects are delivered within time and cost, and 
meet quality requirements. 
 
 
 
 



 
DUTIES AND RESPONSIBILITIES 
 



• To provide operational support for the installation, configuration, upgrade, 
maintainance, and monitoring of all BCU Health Board Local Area Network 
(LAN), Wide Area Network (WAN), Wireless Local Area Network (WLAN) 
systems to ensure maximum availability in support of clinical and business 
applications, so as not to impede patient care or corporate function. 
 



• To provide operational support for the installation, configuration, maintainance, 
and monitoring of all BCU Health Board telephony (including public facing 
switchboard services), video conferencing and paging systems 
(telecommunications), to ensure maximum availability in support of clinical and 
business applications, so as not to impede patient care or corporate function. 



 



• Facilitate trouble-shooting and fault correction to an advanced level, and provide 
advice, to ensure the user enjoys an efficient and effective level of service and 
maximised system availability. 



 



• Receive and respond to incoming calls, service desk incidents/requests and/or 
e-mails regarding data network and telecommunications service problems and 
queries, and prioritise according to the Health Board’s clinical and business 
needs. In exceptional circumstances, provide cover for IT Service Desk 
operations ensuring that users can always contact the service desk during 
posted operational hours. 
 



• Assist the Telecommunications Services Manager, to administer “moves, adds 
and change” requests from end users in relation to their telephony requirements, 
ensuring that staff are restricted to an appropriate class of service. 
 



• Participate in the BCU Health Board agreed ICT on-call rota service, ensuring 
24hr/365 days a year support for critical ICT systems and infrastructure. Provide 
specialist advice to on-call staff when required. 



 



• Provide support to third party medical equipment suppliers and maintainers, to 
enable the resolution of complex medical equipment network connectivity issues 
which directly affect patient care. 



 



• Provide support to project work for data and telecommunications installations, 
and upgrades, including Estates led schemes as directed by the Data 
Communications Manager, and Lead/Senior Voice and Data Engineers. 
 



• To analyse and resolve complex data network and telecommunications 
infrastructure issues where no precedent exists in a timely and accurate fashion, 
in order to effectively support clinical and administrative service user needs. 
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• Work closely with other ICT teams to provide effective and efficient support in 
the resolution of complex hardware and software problems where there are a 
range of options, and all other knowledge has been exhausted, ensuring 
ownership of the problem through to resolution. 
 



• To effectively communicate complex, and multi stranded concepts and problems 
to colleagues (whom may be technical or non-technical) at all levels within BCU 
Health Board, the wider NHS, and also external contractors and suppliers. 



 



• To analyse data relating to activities and usage of the Health Board’s LAN, WAN, 
WLAN infrastructures, telecommunication, and paging systems using specialist 
network system management tools to ensure that performance and capacities are 
able to meet current and future needs (capacity planning) – advising the Lead 
Voice and Data Engineers of any potential problem areas. 



 



• Assist with the co-ordination and monitoring of all third party installations, 
maintenance, and support contracts. 



 



• Contribute the development of, and maintain a comprehensive set of 
standardised technical documentation and inventory for the LANs, WLANs, 
WAN, telephony and paging systems, including a network and 
telecommunication device asset database, a set of network/telecommunication 
infrastructure system diagrams, and the BCU Health Board TCP/IP network 
addressing scheme. 



 



• Contribute to the ongoing development of the BCULHB Network Management 
System (NMS), and to ensure that the system is maintained accurately at all 
times, and is optimised for use by all ICT teams and the ICT Service Desk. 



 



• Contribute to the implementation and maintenance of ITIL methodology in 
relation to all data communications and telecommunications (and related 
systems) operational management. 



 



• To ensure that the organisation’s TCP/IP addressing space is optimised and 
maintained accurately, and that IP address management systems are managed 
and backed up effectively. 



 



• Ensure that agreed ICT policies and procedures are met at all times. Contribute 
towards ICT policy change where required. 



 



• Ensure that agreed ICT Systems change control procedures are followed at all 
times, and contribute to change control policy in own area of expertise as 
required. 



 



• Liaise with third-party data and telecommunications service providers during 
system installation and integration, to ensure contractual obligations are met in 
a timely manner, and to ensure that full acceptance testing is carried out following 
installations and upgrades. 



 



• Maintain an “up to date” knowledge of industry standards and developments in 
the fields of data networking and telecommunications, and an awareness of other 
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relevant IT systems hardware and software products (e.g. Server infrastructure 
and VM environments as used in data centre implementations). 



  



• Liaise with, and provide basic training, advice, and support to end users and 
Informatics colleagues, on all data networking and telephony systems 
operations. 



 



• Represent the ICT department on data and telecommunications matters in 
Health Board meetings as required, and deputise for the Lead and Senior Voice 
and Data Engineers when necessary. 



 



• Work independently and without direct supervision, and take decisive action as 
required.  



 



• Assist with the development, and help ensure compliance with Health Boards 
ICT security standards, and acceptable use policies. 



 



• Assist with the development, and implement robust systems for risk management 
across the areas of responsibility of the post.  To be accountable for risk in these 
areas. 



 



• Ensure compliance with the Data Protection Act, NHS Information Authority 
guidance and Health Board policies relating to security and confidentiality of 
information. 



 



• Other duties as specified by senior ICT management. 
 
 
 
Financial Management 



 



• To assist the Data Communications Manager by advising on the relevance and 
accuracy of all data networking maintenance contracts, to ensure that value for 
money is achieved, and efficiencies are optimized as an ongoing process.  



 



• Liaise with suppliers in the specification and procurement of data 
communications, telecommunications, and related systems and services for 
projects, upgrades and incidentals. 
 



• Assist with the delivery of Cost Improvement Programmes (CIP).  
 
 



Communication  



 



Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 
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• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
Continuing Professional Development 



 



• Develop a personal development plan annually as part of the personal 
development review process. 
 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline. 



 



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in 
support of equipment procurement and developments. 
 
 



GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If there 
are concerns regarding this, the postholder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the Health Board who are required to register with a professional body, 
to enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the Health Board that 
they fulfil a proactive role towards the management of risk in all of their actions. This 
entails the risk assessment of all situations, the taking of appropriate actions and 
reporting of all incidents, near misses and hazards. 
 
Records Management 
As an employee of the Health Board, the postholder is legally responsible for all records 
that they gather, create or use as part of their work within the Health Board (including 
patient health, financial, personal and administrative), whether paper based or on 
computer. All such records are considered public records, and the postholder has a 
legal duty of confidence to service users (even after an employee has left the Health 
Board). The postholder should consult their manager if they have any doubt as to the 
correct management of records with which they work. 
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Health and Safety Requirements 
All employees of the Health Board have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  The postholder 
is required to co-operate with management to enable the Health Board to meet its own 
legal duties and to report any hazardous situations or defective equipment. The 
postholder must adhere to the Health Board’s risk management, health and safety and 
associated policies. 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
Confidentiality 
The postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. The 
postholder must treat all information whether corporate, staff or patient information in a 
discreet and confidential manner in accordance with the provisions of the data 
protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The Health Board is committed to promoting diversity in employment and dignity at 
work. It recognises that discrimination and harassment is unacceptable and that it is in 
the best interests of the Health Board and the population it serves to utilise the skills of 
the total workforce. The postholder must comply with and adhere to the equal 
opportunities and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, knowledge, 
and personal attributes, other requirements that a post holder requires to perform the 
job to a satisfactory level. 
 



Job Title:  Voice & Data Engineer Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a post holder could 
not be appointed 



DESIRABLE 
Extra qualities which can be used to 
choose between candidates who meet 
all the essential criteria 



METHOD OF 
ASSESSMENT 



 



 



 



QUALIFICATIONS 



 
 



Recognised higher education 
qualification in a computing or 
related discipline e.g. 1st 
Degree/HND, or demonstrable 
equivalent industry experience 
working at a similar level. 
 
Recognised Industry qualification 
e.g Cisco Certified Network 
Professional (CCNP) 
 



Other industry qualifications 
(e.g. CCNP Security, CCNP 
Data Centre) 
 
ICT service qualifications (e.g. 
ITIL). 
 
Evidence of Continual 
Professional Development. 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



Experienced Engineer in Data 
networking and 
telecommunications/telephony 
systems. Experience of supporting 
complex Data and Voice 
infrastructures to an advanced level. 



 
Advanced data networking and 
telecommunications trouble-
shooting experience. 
 
Able to demonstrate knowledge of 
data networking and 
telecommunications/telephony 
technologies, methods, and 
principles to an advanced level. 
 
Experience of co-ordinating, and 
contributing to ICT projects, and of 
working with 3rd party suppliers. 
 
Sufficient experience working in an 
operational and service 
environment in a large corporate 
environment. 



Experience working in a 
team-oriented, collaborative 
environment. 
 
Experience of project 
management and systems 
development. 



Application/ 
 



Interview 
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SKILLS 



 
 



Ability to communicate complex 
ideas effectively at all levels. 
 
Ability to write and maintain 
complex technical reports, 
operational procedures and system 
documentation sets in an accurate, 
concise and clear manner. 
 
Ability to analyse complex and 
multi-stranded technical problems 
that may have no precedent, in 
order to initiate the most 
appropriate corrective action. 
 
Must have advanced IT/Keyboard 
skills demonstrable across Microsoft 
Office Suite of applications. 
 
Ability to direct and conduct 
research into ICT issues, systems 
and products as required. 
 
Ability to assimilate complex 
information over a range of 
technical specialities. 
 
Ability to effectively plan, prioritise, 
and execute tasks in a high 
pressure environment. 
 
Ability to travel between sites in a 
timely manner. 



Ability to initiate and respond 
positively to change, and the 
ability to learn from 
experience. 
 
Ability to speak Welsh. 



Application/ 
 



Interview 











 



 



 Version 2     Page 9 of 11 



 



 
 



KNOWLEDGE 



 
 



 
Possesses a highly developed and 
specialist  knowledge gained by 
experience and training in the 
following areas: 
 



1. Local and wide area 
networking topologies and 
theory. Cisco IOS, Microsoft 
Operating Systems. 



2. Network device 
technologies and 
configuration (e.g. switch, 
bridge, router). 



3. Ethernet networking 
standards and network data 
protocols (e.g. TCP/IP). 



4. Voice communications 
technologies. 



5. Network security systems 
and procedures. 



6. Wireless data 
communications 
technologies. 



7. Data Centre technologies 
 
Demonstrates a thorough 
knowledge of NHS Wales and LHB 
information and communications 
technology standards and 
requirements. 



 
Knowledge of both local and 
national NHS ICT 
developments and strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
 
 



 



 
OTHER  
(Please Specify) 



 
 
 



To lead by good example, and 
possess a high level of self-
motivation. 



 



Demonstrates keen attention to 
detail. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
 
Will be required to work unsociable 
hours as necessary, in order to 
minimise system unavailability. 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Voice & Data Engineer 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the information 
relating to effort factors, give an accurate description of what effort is required in the job 
role under each of the headings. Please indicate frequency of exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 
 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
D: Long periods of attending meetings, presentations and workshops. 
D: Lifting heavy network and telecommunications equipment during 
installations. 
D: Use of engineering fine tools and methods, in order to implement new 
network/voice installations. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing statistics; 
undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
D: Negotiate changes to previously agreed deadlines. 
D: High levels of concentration for long periods, participating in meetings, 
presentations, and workshops. 
W: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
D: Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
W: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational strategic 
challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
M: Sustain focus at long meetings/events. 
M: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
W: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board communications, both 
verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
D: Conduct installation work in noisy, warm, and cramped conditions (i.e. 
data hub/communications rooms). 
W: Travel by car and train with occasional overnight stay away from home. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Service Support & Delivery Manager 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department:                                ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Head of ICT 
Services



1x Band 8c



Assistant Head of 
ICT Services



x1



Service Support & 
Deliver Manager



x1



ICT Service 
Application 
Developer



x1



ICT Service Desk 
Team Leader



x1



Desktop Support 
Team Leader



 (West)
x1



Desktop Support 
Team Leader 



(Central)
x1



Desktop Support 
Team Leader 



(East)
x1



Service Desk 
Analyst



x6



Desktop Support 
Technicians



x10



 
 



 
Accountable to: Head of ICT Services 
                            Assistant Head of ICT Services 
Responsible for: ICT Service Desk 
                             Desktop Support Team Leaders 
                             ICT Service Desk Analysts 
                             ICT Service Application Developer 
 
                                 
                                 



                                
 
JOB PURPOSE 
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The Service Support & Delivery Manager is responsible for the operational management of 
the ICT Service Desk, Desktop Support Team and continuous development of the self-
service Informatics Service Request Portal. 



Working in conjunction with senior ICT management to deliver an integrated ICT support 
service adopting ITIL methodology for best practise service delivery. With the use of key 
performance indicators (KPI’s) develop and promote continuous service development to 
ensure the efficient and effective delivery of support across the ICT spectrum.  



The post holder will be responsible for identifying and delivering service initiatives that drive 
the service delivery forward. 



  



 
DUTIES AND RESPONSIBILITIES 
 
 



 Advise senior ICT management on the strategic options in regard to the development 
of service management and delivery. Provide strategic recommendations based on 
technical evaluations and ITIL methodology of the requirements and available options. 
 



 Ensure full exploitation of LHB’s Service Desk software and explore future functionality 
developments.   



 



 Develop the ICT Service Desk and Portal to improve technical capability, capacity and 
increased user self-help support. 



 



 Provide high level service performance reports for ICT senior management. 
 



 To work in conjunction with other senior operational managers and specialists to 
support key projects and service deliverables. 



 



 To manage and develop asset register to ensure records are up to date. 
 



 To manage the service to ensure compliance with ITIL processes and methodology. 
 



 Develop and maintain supporting documentation for service management as defined in 
the Service Catalogue. 



 



 To plan and manage the resources needed to support service agreements and goals. 
 



 Assist with internal audits and to implement changes to team processes and activities 
as a result of audit recommendations. 
 



 Ensure all tasks, procedures and processes in relation to area of management are fully 
documented (and accessible by others) and that cross cover procedures are 
maintained so that all tasks can be completed in the absence of the post holder, 
whether planned or unplanned. 



 Act as lead technical specialist for desktop hardware and be responsible for the 
negotiation and co-ordination of all third party installation, maintenance, and support 
contracts. 



 



 Work closely with other senior ICT management to implement and maintain ITIL 
methodology in relation to all ICT operational support and management. 
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 Act as a lead technical specialist and co-ordinator on high value ICT Procurements for 
local and national initiatives. Develop business case justifications, cost benefit 
analyses, and formal tender documentation, and conduct system evaluation exercises. 



 



 Produce, develop and report on Key Performance Indicators (KPI’s) to continually 
monitor operational performance and define development goals. 



 



 In conjunction with other senior operational managers, undertake service reviews with 
all specialist internal ICT teams. 
 



 Manage and motivate a team of highly qualified Technicians and Service Desk 
Analysts, ensuring effective two-way communication and regular team briefings are 
maintained.  
 



 To be responsible for and arrange the recruitment and selection of expert ICT 
engineering staff, undertake individual performance reviews, arrange training 
(mandatory, in-house, induction or links to external training providers) ensuring on-
going training and development needs are being met. 



 



 Provide line management for all human resource issues i.e. disciplinary, sickness 
reviews etc., in line with the Health Boards Human Resource Policies and Procedures.   



 



 To develop and implement robust systems for risk management across the areas of 
responsibility of the post. To be responsible and accountable for risk in these areas. 



 



 Take immediate action to minimise risks where it is reasonably practicable to do so. 
 



 Represent the ICT department on service support and delivery matters in Health Board 
meetings as required, and deputise for senior ICT management when necessary. 
 



 Provide specialist advice/guidance and propose policy change where relevant to ICT 
Security. Observe all ICT security procedures in the performance of the above duties.  
 



 Advise Information Governance and Head of ICT Services on the feasibility of LHB 
wide policy implementation. In conjunction with other ICT specialist team managers, 
maintain responsibility for policy adherence relating to ICT security. 



 



 Develop and maintain business continuity and disaster recovery plans for area of 
responsibility and respond to service effecting incidents in accordance with these 
plans. 
 



 Liaise with NHS Wales Informatics Service (NWIS) for all matters relating to current and 
future service management practices. 
  



   Working closely with other ICT specialist team managers provide support in the 
resolution of complex hardware and software problems where all other knowledge has 
been exhausted, owning the problem through to resolution. 



 



 Identify and develop quality measures, in consultation with senior staff, to ensure the 
highest levels of service delivery are achieved. 



 



 Assist in the review and development of the Health Boards ICT Strategy. 
 



 Effectively monitor, control and support service delivery, ensuring systems, 
methodologies and procedures are followed. 
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 Produce and present highly complex and sensitive statistical data using whiteboards, 
PowerPoint and other presentational aids to senior LHB managers, where boundaries to 
understanding exist. 



 



 Assist in the delivery of the service by escalation and resolution of service user issues. 



 



 Develop enhancements to the on-going service, and manage these projects/work 
packages using appropriate project controls, and report progress on a regular basis.  



 



 The postholder is required to understand, develop & deploy the service management 
functions as agreed with senior ICT management 
 



 To develop and implement robust systems for risk management across the areas of 
responsibility of the post.  To be responsible and accountable for risk in these areas. 



 



 Explore and establish feedback mechanisms to capture service intelligence and ways 
of engaging with service users to ensure their needs are coordinated 



 



 Other duties as specified by senior ICT management 



Communication  



 
Develop and maintain good working relationships with: 
 



 NHS Wales Informatics Service 



 Senior ICT Service Managers 



 Senior Informatics Management 



 CPG & Corporate Service Senior Management 



 Health Care Professionals 



 3rd Party Maintainers 



 3rd Party Contractors 



 
Continuing Professional Development 



 
 Develop a personal development plan annually as part of the personal development 



review process. 



 Keep skills up to date and relevant in order to carry out a range of tasks appropriate to 
area of discipline 



 Keep abreast of latest developments within the industry to ensure knowledge base is 
current and up to date. 



 Maintain up-to-date specialist knowledge of emerging technologies in support of 
equipment procurement and developments. 



 
Financial Management 
 



 Responsible for the financial management and monitoring of budgets in respect of area 
of responsibility. 
 



 Liaise with suppliers in the specification and procurement of desktop hardware, 
upgrades and incidentals. 



 



  Responsible for ensuring projects which are owned and driven by any department within 
CPG’s, but which require an ICT desktop hardware, are delivered to agreed deadlines 
and budget restraints. 
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 To lead the operational delivery of Cost Improvement Programmes (CIP) in area of 
responsibility, ensuring they are on track to deliver the required savings. 



 
 
GENERAL REQUIREMENTS 
 
 
Competence 
At no time should the postholder work outside their defined level of competence. If there are 
concerns regarding this, the postholder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their supervisor/manager if 
they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to enable 
them to practice within their profession, are required to comply with their code of conduct and 
requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement they 
should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they fulfil a 
proactive role towards the management of risk in all of their actions. This entails the risk 
assessment of all situations, the taking of appropriate actions and reporting of all incidents, 
near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that they 
gather, create or use as part of their work within the LHB (including patient health, financial, 
personal and administrative), whether paper based or on computer. All such records are 
considered public records, and the postholder has a legal duty of confidence to service users 
(even after an employee has left the LHB). The Postholder should consult their manager if 
they have any doubt as to the correct management of records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety and that 
of others who may be affected by their acts or omissions.  The postholder is required to co-
operate with management to enable the LHB to meet its own legal duties and to report any 
hazardous situations or defective equipment. The postholder must adhere to the LHB’s risk 
management, health and safety and associated policies.  
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and may be 
changed by mutual agreement from time to time. 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining confidentiality and 
security of information gained during the course of their duties. This will in many cases include 
access to personal information relating to service users. The postholder must treat all 
information whether corporate, staff or patient information in a discreet and confidential 
manner in accordance with the provisions of the data protection act 1998 and organisational 
policy. 
 
Promoting Diversity and Dignity at Work 
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The LHB is committed to promoting diversity in employment and dignity at work. It recognises 
that discrimination and harassment is unacceptable and that it is in the best interests of the 
LHB and the population it serves to utilise the skills of the total workforce. The postholder 
must comply with and adhere to the equal opportunities and dignity at work policies.  



 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
PERSON SPECIFICATION – GUIDANCE 











 



 



 Version 2     Page 7 of 10 



 



 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  Service Support & Delivery Manager Band:  Current Post 
Band 



 ESSENTIAL 
The qualities without which a 
post holder could not be 
appointed 



      DESIRABLE 
Extra qualities which can be 
used to choose between 
candidates who meet all the 
essential criteria 



METHOD OF 
ASSESSMEN
T 
 



 
 
QUALIFICATIONS 
 
 



Educated to degree level. With 
minimum 5 years technical 
experience gained in the 
computing industry through 
attendance at specialist 
technical courses. Minimum 5 
years experienced in a ICT 
supervisory support role. 
ITIL Practitioner 



Recognised professional 
qualification in an electronic 
engineering/computing field such 
as MCSE MCSP (Microsoft 
Certification) 
 
 



Certificates 



 
 
EXPERIENCE 
 
 



Minimum of 5 years’ experience 
of service management to 
agreed level of service in a 
hospital or large organisation 
environment. 



Experience in managing core 
technical support services. 



Able to provide examples of 
real progress in the 
development and delivery of 
support based services. 



Experience of liaising with senior 
managerial staff and clinical staff 
in the determination of their 
information technology needs. 



Experience of project 
management. 



Experience of undertaking 
feasibility studies and cost benefit 
analysis. 



 
Application 
Form 
Interview 
References 



 
 
SKILLS 
 
 



Ability to communicate 
effectively at all levels. 



Ability to lead and motivate a 
team of highly skilled 
Technicians and Analysts. 



Excellent time management 
skills. 



Excellent technical 
management skills. 



Completer/Finisher. 



Must have advanced 
IT/Keyboard skills demonstrable 
across Microsoft Office Suite of 
applications. 



 



Prince 2 Project Management 
 



 
Application 
Form 
Interview  
References 



 
 
KNOWLEDGE 
 
 



Demonstrates a thorough 
knowledge of NHS Wales and 
LHB information technology 
requirements. 



Possesses a high level 
knowledge of information 
technology used both within the 



Knowledge of both local and 
NHS IM&T developments and 
strategies. 



Familiarity of NHS IT Security 
Policies. 



 



 
Application 
Form 
Interview 
References 
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LHB and elsewhere, and an up 
to date awareness of market 
trends and developments. 



 
 
OTHER  
(Please Specify) 
 



Able to drive and has access 
to a car. 



Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 



Excellent customer service 
orientation. 
 
 



  
Application 
Form 
Interview 
Document 
Check 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Service Support & Delivery Manager 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics 
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
D: Long periods of attending meetings, presentations and workshops. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
D: negotiate changes to previously agreed deadlines. 
High levels of concentration for long periods, chairing and participating in 
meetings leading presentations and workshops. 
D: concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
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cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
 



 
 
Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
W: Act as arbitrator at meetings. 
D: sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
W: Travel by car and train with occasional overnight stay away from home. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    ICT Service Application Developer 
 
Band:     6    
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department: ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Assistant Head of 
ICT Services



x1



Service Support & 
Delivery Manager



x1



ICT Service
Application
Developer 



x1



 
 
 
Accountable to:  Service Support & Delivery Manager 
 
Responsible for:   N/A 
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JOB PURPOSE 
 
The ICT Service Application Developer primary role is to develop, implement and 
maintain Web based solutions for ICT service requests to enhance and automate 
service user experience.  



Support Senior Informatics Management with the design, specification and process 
mapping of service requests to ensure optimum efficiency and timely processing. 



By means of continuous improvement and development, the post holder in conjunction 
with the ICT Service Support and Delivery Manger will ensure that all web based 
service applications continuously perform to the requirements of ICT Service users.  



The post holder will be responsible for further identifying and delivering service 
initiatives to support overall service improvements in their area of responsibility. 



 



DUTIES AND RESPONSIBILITIES 
 
 



• Development, implement and maintain Web based solutions and ICT service 
requests in accordance with the specification and guidance provided by Senior 
Informatics Management. 



• The post holder will be solely responsible for the design, development, 
implementation and maintenance of the Informatics Portal, and its associated 
Information System, Data Warehouse and Self-Service Tools.  To build in 
scope to develop the entire system to be deployed nationally to other NHS 
Wales Health Boards 



• Responsible for the design, development, implementation and maintance of 
the proposed BCU Employee Services Portal, which will encompass 
Information Systems and Self-Service Tools for various departments/services 
across the Health Board 



• Continuous development of the Health Board’s Informatics Web Portal, ICT 
self-service tools and web forms. 



• Develop solutions to automate complex processes where possible for ICT 
Service Customers. 



• Develop reporting dashboards for the recording of Key Performance Indicators 
(KPI’s) from various data feeds. 



• Using specialist knowledge and judgement to analyse and interpret complex 
facts and complicated processes of existing systems, and to demonstrate to 
ICT management the potential benefits of solutions developed by the post 
holder 



• Evaluate proposals for new and enhanced applications and systems in order 
to identify potential benefits and problem areas. Carry out analysis and report 
findings and recommendations to ICT management. 



• Review and analyse existing applications’ effectiveness and efficiency and 
then develop strategies for improving these systems 



• Respond to all types of ICT related issues effectively and efficiently, in a polite 
and professional manner adhering to negotiated Service Level Agreements. 



• Provide technical and operational support in the area of web and application 
development, including the analysis and diagnosis of complex problems to 
initiate the most appropriate corrective action. 
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• Provide detailed documentation in the use of the developed web applications 
and provide training to other members of the department as necessary. 



• The post holder will be required to work across all sites and locations as 
required in support of Health board staff and Systems. 



• Liaise as required with NHS Staff, 3rd party suppliers and support 
organisations as necessary to affect prompt system resolution and repair. 



• Work independently without direct supervision and take decisive action as 
required. 



• Plan, maintain, and implement a detailed, development roadmap to capture a 
number of complex activities, tasks or components, including the need to 
allocation and re-allocate tasks, components or workflows to meet the 
organisation needs, or as problems arise. 



• Respond to changes in priorities that may be required to adjust / interrupt 
planned schedules. 



• To work in conjunction with senior operational managers, Team Leaders and 
specialists to support key projects and service deliverables. 



• Provide advice/guidance where relevant to ICT Security. Observe all ICT 
security procedures in the performance of the above duties. 



• Work in conjunction with ICT Management to Develop and maintain business 
continuity and disaster recovery plans in the post holders own area and 
respond to service effecting incidents in accordance with these plans. 



• Provide cover for the ICT Service Desk 1st and 2nd line operational duties as 
circumstances dictate. 



• Assist to develop and maintain supporting documentation for service 
management as defined in the Service Catalogue. 



• Work closely with Service Support and Delivery Manager to implement and 
maintain ITIL methodology in relation to the post holders own area. 



• The post holder is required to understand & deploy service management 
functions as agreed with the Service Support and Delivery Manager. 



• The post holder is influential within the organisation in matters relating to 
his/her area and provides detailed advice to other specialists and non-
specialists 



• Assist in the delivery of the service by escalation and resolution of service user 
issues. 



• Develop enhancements to the on-going service, and manage these 
projects/work packages using appropriate project controls, and report progress 
on a regular basis.  



• Explore and establish feedback mechanisms to capture service intelligence and 
ways of engaging with service users to ensure their needs are coordinated. 



• Assist the Service Support and Delivery Manager to implement robust systems 
for risk management across the areas of responsibility of the post. To be 
responsible and accountable for risk in these areas. 



• Take immediate action to minimise risks where it is reasonably practicable to 
do so. 



• The post holder will be required to concentrate continuously for prolonged 
periods of the day, whilst developing documentation to support his/her 
development, and whilst coding/programming. 



• Produce and present routine information orally, in writing or electronically to 
inform work colleagues, ICT Management, customers and external contacts. 



• Communicate complicated, difficult to explain ICT matters to non ICT 
staff/suppliers.  Communicate highly complex, sensitive, or confidential ICT 
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information, where well developed interpersonal skills are required to 
overcome barriers of understanding 



• Implement ICT policies for own work area, propose changes to ICT user 
working practices and procedures e.g. when planning for new projects, 
changes in legislation, new reporting processes, new training programmes 
impacting across the organisation.  



• If required to do so, participate in the LHB agreed ICT on-call rota service, 
ensuring 24hr/365 days a year support for critical ICT systems and 
infrastructure providing specialist advice to on-call staff when required. 



• Other duties as specified by senior ICT management. 
 
 
Financial Management 
 



• To assist with the delivery of Cost Improvement Programmes (CIP) 



• Technical input into the procurement of software applications, in relation to the 
post holders own area.  



 
Communication 
 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• ICT Colleagues. 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
Continuing Professional Development 
 



• Develop a personal development plan annually as part of the personal 
development review process. 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline  



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in 
support of equipment procurement and developments. 



 
  











 



 



 Version 2     Page 5 of 11 



 



GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If 
there are concerns regarding this, the postholder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they 
fulfil a proactive role towards the management of risk in all of their actions. This entails 
the risk assessment of all situations, the taking of appropriate actions and reporting of 
all incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that 
they gather, create or use as part of their work within the LHB (including patient 
health, financial, personal and administrative), whether paper based or on computer. 
All such records are considered public records, and the postholder has a legal duty of 
confidence to service users (even after an employee has left the LHB). The Postholder 
should consult their manager if they have any doubt as to the correct management of 
records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety 
and that of others who may be affected by their acts or omissions.  The postholder is 
required to co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The postholder 
must adhere to the LHB’s risk management, health and safety and associated 
policies. 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
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Confidentiality 
The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. 
The postholder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions of 
the data protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the 
best interests of the LHB and the population it serves to utilise the skills of the total 
workforce. The postholder must comply with and adhere to the equal opportunities 
and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  ICT Service Application Developer Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a post 
holder could not be appointed 



DESIRABLE 
Extra qualities which can be 
used to choose between 
candidates who meet all the 
essential criteria 



METHOD OF 
ASSESSMENT 
 



 



 



QUALIFICATI
ONS 



 
 



Educated to degree level or 
equivalent experience gained in the 
computing industry, through 
attendance at specialist technical 
courses. 
 



Recognised professional 
qualification in an electronic 
engineering/computing field 
such as MCSE MCSP 
(Microsoft Certification) 
ITIL Foundation 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



Experience of Application/ Web 
Development. 



 



Software Design and Specification. 



 



In-depth experience or specialist 
knowledge of the following 
programming languages: 



PHP, Powershell, jQuery, 
JavaScript, CSS 
 
In-depth experience or specialised 
knowledge of the technologies and 
functionalities of IIS and SSL 
 
Administration of Microsoft Server 
Operating Systems and their 
technologies & functionalities to 
include SQL & IIS 
 
Agile/Lean development 
methodologies and processes. 



 



Providing in-depth  ICT support to 
Negotiated Service Level 
agreements in a hospital or large 
organisation environment. 



 



Experience of liaising with 
senior managerial staff and 
clinical staff in the 
determination of their 
information technology 
needs. 



 
Experience of the following 
programming languages: 
ASP, .Net, XML, VB 
 
 



Application/ 
 



Interview 
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SKILLS 



 
 



Ability to communicate highly 
complex ideas effectively at all 
levels. 
 
Ability to write and maintain complex 
technical reports, operational 
procedures and system 
documentation sets in an accurate, 
concise and clear manner. 
 
Must have advanced IT/Keyboard 
skills demonstrable across Microsoft 
Office Suite of applications. 
 
Ability to direct and conduct 
research into new technologies, 
systems and products as required. 
 
Provide and assimilate highly 
complex, often highly sensitive or 
confidential information, where 
developed persuasive, motivational,  
negotiating, training, empathic or 
reassurance skills are required. This 
may be because agreement or 
cooperation is required or because 
there are barriers to understanding. 
 
Ability to effectively prioritise and 
execute tasks in a high pressure 
environment.  
 
Analytical and problem solving skills 
 
Ability and willingness to Travel. 
 



Ability to initiate and 
respond positively to 
change, and the ability to 
learn from experience. 
 
Present complex 
information, to a large 
group of staff, or members 
of the public, in person or 
via Video Conference 



Application/ 
 



Interview 
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KNOWLEDGE 



 
 



Possesses highly developed and 
specialist  knowledge gained by 
experience and training in the 
following areas: 
 
Windows Desktop and Server 
Operating Systems. 
 
Active Directory 
LDAP 
IIS 
SQL Server 
MySQL 
 
Demonstrates a thorough 
knowledge of NHS and LHB 
information and communications 
technology standards and 
requirements. 
 
 



Knowledge of both local and 
national NHS ICT 
developments and 
strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
 
 



 



 
OTHER  
(Please 
Specify) 



 
 
 



Ability to lead by example and a high 
level of self-motivation. 



 
Demonstrates keen attention to 
detail. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
 



  
 



 



 
 
 



Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: ICT Service Application Developer 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
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required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
D: Travel between sites. 
D: Long continuous periods of working on the computer. 
W: Long periods of attending meetings, presentations and workshops. 
W: Manual handling of all types of IT equipment, including items over 6KG. 
D: Working in cramped and dusty conditions 
 



 
 
 
 
 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to complex information rapidly / complex 
decision making. 
D: Negotiate changes to previously agreed deadlines. 
W: High levels of concentration for long periods while participating in         
meetings. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
D: Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: There is a frequent requirement for prolonged concentration 
W: There is an occasional requirement for intense concentration 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
 



 
 
Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
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Nature & Frequency:      
D: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
D: Incidental contact with potentially distressing situations in Clinical/ 
Non Clinical areas. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
D: Travel by car or train with occasional overnight stay away from home. 
D: Working in cramped and dusty conditions. 
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JOB DESCRIPTION 
 
JOB DETAILS 
 
Job Title:    ICT Service Desk Team Leader 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department:  ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Assistant Head of 
ICT Services



x1



Service Support & 
Deliver Manager



x1



ICT Service Desk 
Team Leader



x1



Service Desk 
Analyst



x6



 
 
 
Accountable to:   Service Support & Delivery Manager 
Responsible for:  ICT Service Desk Analysts 
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JOB PURPOSE 
 



The ICT Service Desk Team Leader is responsible for the day to day operation and 
supervision of the ICT Service Desk. 



Working in conjunction with the regional Desktop Support Team Leaders to deliver an 
integrated ICT support service adopting ITIL methodology for best practise service 
delivery.  



With the use of key performance indicators (KPI’s) develop and promote continuous 
service development within the ICT Service Desk to ensure the efficient and effective 
delivery of support within the agreed Service Level Agreements.  



The post holder will be responsible for identifying and delivering service initiatives 
that drive the service delivery forward. 



 



DUTIES AND RESPONSIBILITIES 
 
 



• To manage the ICT Service Desk to ensure compliance with ITIL processes 
and methodology. 
 



• Work independently without direct supervision and take decisive action as 
required. 



 



• Manage and motivate a team of Service Desk Analysts, ensuring effective two-
way communication and regular team briefings are maintained. 



 



• Act as lead technical specialist for desktop hardware and software, responsible 
for the negotiation and co-ordination of third party installation, maintenance, 
and support contracts. 



 



• To work in conjunction with Senior Operational Managers and specialists to 
support key projects and service deliverables. 



 



• To plan and manage the resources needed to support service agreements and 
goals. 



 



• Ensure all tasks, procedures and processes in relation to all aspects of 
management are fully documented (and accessible by others) and that cross 
cover procedures are maintained so that all tasks can be completed in the 
absence of the post holder, whether planned or unplanned. 
 



• Ensure full exploitation of Health Boards Service Desk software and explore 
future functionality developments. 



 



• Work in conjunction with the Service Support and Delivery Manager to develop 
the ICT Service Desk and Portal to improve technical capability, capacity and 
increased user self-help support. 



 



• Provide advice/guidance where relevant to ICT Security. Observe all ICT 
security procedures in the performance of the above duties. 
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• Develop and maintain business continuity and disaster recovery plans for area 
of responsibility and respond to service effecting incidents in accordance with 
these plans. 
 



• To cover the Desktop Support Team Leaders duties as required. 
 



• Represent the ICT department on service support and delivery matters in 
Health Board meetings as required, and deputise for the Service Support and 
Delivery Manager when necessary. 



 



• Assist to develop and maintain supporting documentation for service 
management as defined in the Service Catalogue. 



 



• Work closely with Service Support and Delivery Manager to implement and 
maintain ITIL methodology in relation to the ICT Service Desk. 



 



• Produce Key Performance Indicators (KPI’s) to continually monitor operational 
performance and define development goals. 



 



• Effectively monitor, control and support service delivery, ensuring systems, 
methodologies and procedures are followed. 



 



• Assist in the delivery of the service by escalation and resolution of service user 
issues. 



 



• Develop enhancements to the on-going service, and manage these 
projects/work packages using appropriate project controls, and report progress 
on a regular basis.  



 



• The post holder is required to understand, develop & deploy the service 
management functions as agreed with the Service Support and Delivery 
Manager. 



 



• Explore and establish feedback mechanisms to capture service intelligence and 
ways of engaging with service users to ensure their needs are coordinated. 



 



• To be responsible for and arrange the recruitment and selection of  ICT Service 
Desk staff, undertake individual performance reviews, arrange training 
(mandatory, in-house, induction or links to external training providers) ensuring 
on-going training and development needs are being met. 



 



• Assist the Service Support and Delivery Manager to provide line management 
for all human resource issues i.e. disciplinary, sickness reviews etc., in line with 
the Health Boards Human Resource policies and procedures.   



 



• Assist the Service Support and Delivery Manager to implement robust systems 
for risk management across the areas of responsibility of the post. To be 
responsible and accountable for risk in these areas. 



 



• Take immediate action to minimise risks where it is reasonably practicable to 
do so. 
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• Ability to analyse complex and multi-stranded technical problems that may have 
no precedent, in order to initiate the most appropriate corrective action. 



 



• Produce and present routine information orally, in writing or electronically to inform 
work colleagues, ICT Management, customers and external contacts. 



 



• Communicate complicated, difficult to explain IM&T issues to non IM&T 
staff/suppliers, communicate very detailed IM&T information within peer groups.  



 



• Implement IM&T policies for own work area, propose changes to IM&T user 
working practices and procedures e.g. when planning for new projects, 
changes in legislation, new reporting processes, new training programmes 
impacting across the organisation.  



 



• Participate in the Health Board agreed ICT on-call rota service, ensuring 
24hr/365 days a year support for critical ICT systems and infrastructure 
providing specialist advice to on-call staff when required. 



 



• Other duties as specified by senior ICT management. 
 



 



Financial Management 
 



• Responsible for monitoring budget in respect of area of responsibility and to 
ensure cost improvement plans are met. 
 



• Liaise with suppliers in the specification and procurement of desktop hardware, 
upgrades and incidentals. 



 



•  Responsible for ensuring projects which are owned and driven by any 
department within CPG’s, but which require an ICT desktop hardware, are 
delivered to agreed deadlines and budget restraints. 



 
 
Communication  
 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
Continuing Professional Development 
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• Develop a personal development plan annually as part of the personal 
development review process. 



 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline. 



 



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in 
support of equipment procurement and developments. 



 
 
GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If 
there are concerns regarding this, the postholder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they 
fulfil a proactive role towards the management of risk in all of their actions. This entails 
the risk assessment of all situations, the taking of appropriate actions and reporting of 
all incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that 
they gather, create or use as part of their work within the LHB (including patient 
health, financial, personal and administrative), whether paper based or on computer. 
All such records are considered public records, and the postholder has a legal duty of 
confidence to service users (even after an employee has left the LHB). The Postholder 
should consult their manager if they have any doubt as to the correct management of 
records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety 
and that of others who may be affected by their acts or omissions.  The postholder is 
required to co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The postholder 
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must adhere to the LHB’s risk management, health and safety and associated 
policies. 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. 
The postholder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions of 
the data protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the 
best interests of the LHB and the population it serves to utilise the skills of the total 
workforce. The postholder must comply with and adhere to the equal opportunities 
and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  ICT Service Desk Team Leader Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a 
post holder could not be 
appointed 



DESIRABLE 
Extra qualities which can 
be used to choose 
between candidates who 
meet all the essential 
criteria 



METHOD OF 
ASSESSMENT 
 



 



 



QUALIFICATIONS 



 
 



Educated to degree level or 
equivalent experience gained in 
the computing industry, through 
attendance at specialist technical 
courses. Experience in an ICT 
supervisory support role. 
ITIL Foundation 



Recognised professional 
qualification in an electronic 
engineering/computing field 
such as MCSE MCSP 
(Microsoft Certification) 
 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



Experience of service 
management to agreed level of 
service in a hospital or large 
organisation environment. 



 



Able to provide examples of real 
progress in the development and 
delivery of support based 
services. 



Experience of liaising with 
senior managerial staff and 
clinical staff in the 
determination of their 
information technology 
needs. 



 



Application/ 
 
Interview 
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SKILLS 



 
 



Ability to communicate highly 
complex ideas effectively at all 
levels. 
 
Ability to write and maintain 
highly complex technical 
reports, operational procedures 
and system documentation sets 
in an accurate, concise and 
clear manner. 
 
Must have advanced 
IT/Keyboard skills demonstrable 
across Microsoft Office Suite of 
applications. 
 
Ability to direct and conduct 
research into ICT issues, 
systems and products as 
required. 
 
Ability to assimilate highly 
complex information over a range 
of technical specialities. 
 
Ability to effectively prioritise 
and execute tasks in a high 
pressure environment. 
 
Ability and willingness to travel. 
 
 



Ability to initiate and 
respond positively to 
change, and the ability to 
learn from experience. 



Application/ 
 
Interview 



 
 
KNOWLEDGE 
 
 



Possesses a highly developed 
and specialist  knowledge 
gained by experience and 
training in the following areas: 
 
 
Demonstrates a thorough 
knowledge of NHS Wales and 
LHB information and 
communications technology 
standards and requirements. 
 
 



Knowledge of both local 
and national NHS ICT 
developments and 
strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
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OTHER  
(Please Specify) 
 
 
 



Ability to lead by example and a 
high level of self-motivation. 



 
Demonstrates keen attention to 
detail. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
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Betsi Cadwaladr University Health Board 
 
EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: ICT Service Desk Team Leader 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 
 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
D: Long periods of attending meetings, presentations and workshops. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
D: Negotiate changes to previously agreed deadlines. 
High levels of concentration for long periods, chairing and participating in 
meetings leading presentations and workshops. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
W: Act as arbitrator at meetings. 
D: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
W: Travel by car and train with occasional overnight stay away from home. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    ICT Service Desk Analyst 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department: ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 
 



Assistant Head of 
ICT Services



x1



Service Support & 
Delivery Manager



x1



ICT Service Desk 
Team Leader



x1



Service Desk 
Analyst



x6



 
 
 
Accountable to:  Service Support & Delivery Manager 



ICT Service Desk Team Leader 
 
Responsible for:  N/A 
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JOB PURPOSE 
 
The ICT Service Desk Analyst primary role is to be the first point of contact for all ICT 
issues  within the Health Board and provide an efficient, friendly, effective and 
professional 1st and 2nd line hardware and software support service to all ICT users. 



The post holder will work closely and in conjunction with the ICT Service Desk Team 
Leader, Desktop Support Team leader’s, and the Desktop Support Technicians to 
deliver an integrated ICT support service within agreed Service Level Agreements. 



 
DUTIES AND RESPONSIBILITIES 
 



• Respond to all types of ICT related issues reported either via the telephone, 
email or informatics portal effectively and efficiently, in a polite and professional 
manner adhering to negotiated Service Level Agreements.  



• Record accurately all type of ICT related issues within the Service Desk’s 
incident management tool. (ServicePoint) 



• Provide 1st and 2nd line technical support, including the analysis & diagnosis of 
hardware and software problems to initiate the most appropriate corrective 
action. 



• Responsible for providing a high level customer focussed service. 



• Resposnsible for call ownership through the calls lifecyle. 



• Keep in regular communication with user to keep them updated on the status of 
the call. 



• Directly accountable to the ICT Service Desk Team Leader for line & 
operational managent , Also accountable to the Desktop Support Team 
Leaders when they are deputising for the ICT Service Desk Team Leader. 



• Carry out additional ICT datacommunications and telecommunication tasks as 
agreed between the Service Support and Delivery Manager and Data comms 
manager. 



• Carry out ICT Systems related tasks as agreed between the Service Support 
and Delivery Manager and ICT Systems Manager. 



• Assist in coordination of disposal of ICT equipment ensuring Health Board 
guidelines are adhered to. 



• Provide ICT training and advice to users. 



• Liaise with third party IT equipment suppliers and support organizations as 
necessary to effect prompt system fault resolution and repair. 



• Work independently without direct supervision and take decisive action as 
required. 



• Respond to changes in priorities that may be required to adjust / interrupt 
planned schedules. 



• To work in conjunction with Senior Operational Managers, Team Leaders and 
Specialists to support key projects and service deliverables. 



• Provide advice/guidance where relevant to ICT security. observe all ICT 
security procedures in the performance of the above duties. 



• Work in conjunction with ICT management to develop and maintain business 
continuity and disaster recovery plans in your own area and respond to service 
effecting incidents in accordance with these plans. 



• Assist to develop and maintain supporting documentation for service 
management as defined in the ICT service catalogue. 
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• Work closely with service support and delivery manager to implement and 
maintain ITIL methodology in relation to the ICT service desk. 



• The post holder is required to understand & deploy service management 
functions as agreed with the Service Support and Delivery Manager. 



• Assist in the delivery of the service by escalation and resolution of service user 
issues. 



• Explore feedback mechanisms to capture service intelligence and ways of 
engaging with service users to ensure their needs are coordinated 



• Assist the service Support and Delivery Manager to implement robust systems 
for risk management across the areas of responsibility of the post. To be 
responsible and accountable for risk in these areas. 



• Take immediate action to minimise risks where it is reasonably practicable to 
do so. 



• Produce routine information orally, in writing or electronically to inform work 
colleagues, ICT Management, customers and external contacts. 



• Communicate IM&T issues that may be seen as complicated to non ICT 
staff/suppliers. 



• Follow  ICT policies for own work area and propose changes to ICT user 
working practices and procedures  



• Participate in the LHB agreed ICT on-call rota service, ensuring 24hr/365 days 
a year support for critical ICT systems and infrastructure providing specialist 
advice to on-call staff when required. 



• Other duties as specified by senior ICT management 
 
Communication  
 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• Informatics Colleagues. 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
 
 
Continuing Professional Development 
 



• Develop a personal development plan annually as part of the personal 
development review process. 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline  



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in 
support of equipment procurement and developments. 
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GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If 
there are concerns regarding this, the postholder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration. 
 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they 
fulfil a proactive role towards the management of risk in all of their actions. This entails 
the risk assessment of all situations, the taking of appropriate actions and reporting of 
all incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that 
they gather, create or use as part of their work within the LHB (including patient 
health, financial, personal and administrative), whether paper based or on computer. 
All such records are considered public records, and the postholder has a legal duty of 
confidence to service users (even after an employee has left the LHB). The Postholder 
should consult their manager if they have any doubt as to the correct management of 
records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety 
and that of others who may be affected by their acts or omissions.  The postholder is 
required to co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The postholder 
must adhere to the LHB’s risk management, health and safety and associated 
policies. 
 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
 
Confidentiality 
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The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. 
The postholder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions of 
the data protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the 
best interests of the LHB and the population it serves to utilise the skills of the total 
workforce. The postholder must comply with and adhere to the equal opportunities 
and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  IT Service Desk Analyst Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a post 
holder could not be appointed 



DESIRABLE 
Extra qualities which can be 
used to choose between 
candidates who meet all the 
essential criteria 



METHOD OF 
ASSESSMENT 
 



 



 



QUALIFICATI
ONS 



 
 



Educated to HNC level or equivalent 
experience gained in the computing 
industry, through attendance at 
specialist technical courses. 
 



Recognised professional 
qualification in an electronic 
engineering/computing field 
such as MCSE MCSP 
(Microsoft Certification) 
ITIL Foundation 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



Experience of providing   ICT support 
to Negotiated Service Level 
agreements in a hospital or large 
organisation environment. 



 



Experience of liaising with 
senior managerial staff and 
clinical staff in the 
determination of their 
information technology 
needs. 



 
 



Application/ 
 



Interview 
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SKILLS 



 
 



Excellent Customer service Skills,  
 
Ability to stay calm and 
communicate effectively  in a 
stressful situations. 
 
Ability to write and maintain  
technical reports, operational 
procedures and system 
documentation sets in an accurate, 
concise and clear manner. 
 
Must have advanced IT/Keyboard 
skills demonstrable across Microsoft 
Office Suite of applications. 
 
Ability to direct and conduct 
research into ICT issues, systems 
and products as required. 
 
Ability to effectively prioritise tasks in 
a high pressure environment. 
 
Ability and willingness to Travel. 
 



Ability to initiate and 
respond positively to 
change, and the ability to 
learn from experience. 



Application/ 
 



Interview 



 
 



KNOWLEDGE 



 
 



Possesses a good working 
knowledge of multiple Systems and 
hardware platforms gained by 
experience and training. 
 
Demonstrates a good knowledge of 
NHS Wales and LHB information 
and communications technology 
standards and requirements. 
 
 



Knowledge of both local and 
national NHS ICT 
developments and 
strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
 
 



 



 
OTHER  
(Please 
Specify) 



 
 
 



 
Demonstrates keen attention to 
detail. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: ICT Service Desk Analyst 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W:Travel between sites. 
D: Long periods of working on the computer. 
M: Long periods of attending meetings, presentations and workshops. 
D: Manual handling of all types of IT equipment, including items over 6KG 
M: Working in cramped and dusty conditions 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to complex information rapidly / complex 
decision making. 
D: Negotiate changes to previously agreed deadlines. 
W: High levels of concentration for long periods while participating in         
meetings. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
D: Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
W: Exposure conflict and emotional. 
D: Use problem solving and creative thinking to deal with operational 
challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
M: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
W: Deal with adverse reaction and or resistance to change. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
A: Travel by car and train with occasional overnight stay away from home. 
A: Working in cramped and dusty conditions 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Desktop Support Team Leader 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department: ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Assistant Head of 
ICT Services



x1



Service Support & 
Deliver Manager



x1



Desktop Support 
Team Leader 



x3



Desktop Support 
Technicians



x12



 
 
 
Accountable to: Service Support & Delivery Manager 
Responsible for: Desktop Support Technicians 
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JOB PURPOSE 
 
The ICT Desktop Support Team Leader is responsible for the day to day operation 
and supervision of the Desktop Support Team. 



Working in conjunction with the ICT Service Desk Team Leader to deliver an 
integrated ICT support service adopting ITIL methodology for best practise service 
delivery.  



With the use of key performance indicators (KPI’s) develop and promote continuous 
service development within the ICT Desktop Support Team to ensure the efficient 
and effective delivery of support within the agreed Service Level Agreements.  



The post holder will be responsible for identifying and delivering service initiatives 
that drive the service delivery forward. 



 
 
 
DUTIES AND RESPONSIBILITIES 
 



• To manage the ICT Desktop Support Team to ensure compliance with ITIL 
processes and methodology. 
 



• Work independently without direct supervision and take decisive action as 
required. 



 



• Act as lead technical specialist for desktop hardware and software, responsible 
for the negotiation and co-ordination of third party installation, maintenance, 
and support contracts. 



 



• Responsible for the assessment of all desktop hardware requests and the 
allocation of new and existing equipment as appropriate. 



 



• Responsible for the coordination of disposal of ICT Equipment ensuring Health 
Board Guidelines are adhered to. 



 



• Manage and motivate a team of Technicians, ensuring effective two-way 
communication and regular team briefings are maintained. 



 



• To work in conjunction with Senior Operational Managers and specialists to 
support key projects and service deliverables. 



 



• To plan and manage the resources needed to support service agreements and 
goals. 



 



• Ensure all tasks, procedures and processes in relation to all aspects of 
management are fully documented (and accessible by others) and that cross 
cover procedures are maintained so that all tasks can be completed in the 
absence of the post holder, whether planned or unplanned. 
 



• Provide advice/guidance where relevant to ICT Security. Observe all ICT 
security procedures in the performance of the above duties. 
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• Develop and maintain business continuity and disaster recovery plans for area 
of responsibility and respond to service effecting incidents in accordance with 
these plans. 
 



• To cover the ICT Service Desk Team Leader duties as required. 
 



• To cover the ICT Service Desk 1st and 2nd line operational duties as required. 
 



• Represent the ICT department on service support and delivery matters in 
Health Board meetings as required, and deputise for the Service Support and 
Delivery Manager when necessary. 



 



• Assist to develop and maintain supporting documentation for service 
management as defined in the Service Catalogue. 



 



• Work closely with Service Support and Delivery Manager to implement and 
maintain ITIL methodology in relation to the ICT Desktop Support Team. 



 



• Assess Key Performance Indicators (KPI’s) to continually monitor operational 
performance and define development goals. 



 



• Effectively monitor, control and support service delivery, ensuring systems, 
methodologies and procedures are followed. 



 



• Assist in the delivery of the service by escalation and resolution of service user 
issues. 



 



• Develop enhancements to the on-going service, and manage these 
projects/work packages using appropriate project controls, and report progress 
on a regular basis.  



 



• The post holder is required to understand, develop & deploy the service 
management functions as agreed with the Service Support and Delivery 
Manager. 



 



• Explore and establish feedback mechanisms to capture service intelligence and 
ways of engaging with service users to ensure their needs are coordinated. 



 



• To be responsible for and arrange the recruitment and selection of  ICT 
Desktop Support staff, undertake individual performance reviews, arrange 
training (mandatory, in-house, induction or links to external training providers) 
ensuring on-going training and development needs are being met. 



 



• Assist the Service Support and Delivery Manager to provide line management 
for all human resource issues i.e. disciplinary, sickness reviews etc., in line with 
the Health Boards Human Resource Policies and Procedures.   



 



• Assist the Service Support and Delivery Manager to implement robust systems 
for risk management across the areas of responsibility of the post. To be 
responsible and accountable for risk in these areas. 



 



• Take immediate action to minimise risks where it is reasonably practicable to 
do so. 
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• Ability to analyse complex and multi-stranded technical problems that may have 
no precedent, in order to initiate the most appropriate corrective action. 



 



• Produce and present routine information orally, in writing or electronically to inform 
work colleagues, ICT Management, customers and external contacts. 



 



• Communicate complicated, difficult to explain IM&T issues to non IM&T 
staff/suppliers, communicate very detailed IM&T information within peer groups.  



 



• Implement IM&T policies for own work area, propose changes to IM&T user 
working practices and procedures e.g. when planning for new projects, 
changes in legislation, new reporting processes, new training programmes 
impacting across the organisation.  



 



• Participate in the Health Board agreed ICT on-call rota service, ensuring 
24hr/365 days a year support for critical ICT systems and infrastructure 
providing specialist advice to on-call staff when required. 



 



• Other duties as specified by senior ICT management 
 
 
 
Financial Management 
 



• Responsible for monitoring budget in respect of area of responsibility and to 
ensure cost improvement plans are met. 



 



• Liaise with suppliers in the specification and procurement of desktop hardware, 
upgrades and incidentals. 



 



• Responsible for ensuring projects which are owned and driven by any 
department within CPG’s, but which require an ICT desktop hardware, are 
delivered to agreed deadlines and budget restraints. 



 
 
Communication  
 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
Continuing Professional Development 
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• Develop a personal development plan annually as part of the personal 
development review process. 



 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline. 



 



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in 
support of equipment procurement and developments. 
 



 
 
GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If 
there are concerns regarding this, the postholder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they 
fulfil a proactive role towards the management of risk in all of their actions. This entails 
the risk assessment of all situations, the taking of appropriate actions and reporting of 
all incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that 
they gather, create or use as part of their work within the LHB (including patient 
health, financial, personal and administrative), whether paper based or on computer. 
All such records are considered public records, and the postholder has a legal duty of 
confidence to service users (even after an employee has left the LHB). The Postholder 
should consult their manager if they have any doubt as to the correct management of 
records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety 
and that of others who may be affected by their acts or omissions.  The postholder is 
required to co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The postholder 
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must adhere to the LHB’s risk management, health and safety and associated 
policies. 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. 
The postholder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions of 
the data protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the 
best interests of the LHB and the population it serves to utilise the skills of the total 
workforce. The postholder must comply with and adhere to the equal opportunities 
and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  Desktop Support Team Leader Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a 
post holder could not be 
appointed 



DESIRABLE 
Extra qualities which can be 
used to choose between 
candidates who meet all the 
essential criteria 



METHOD OF 
ASSESSMENT 
 



 



 



QUALIFICATIONS 



 
 



Educated to degree level or 
equivalent experience gained in 
the computing industry, through 
attendance at specialist technical 
courses. Experience in an ICT 
supervisory support role. 
ITIL Foundation. 



Recognised professional 
qualification in an electronic 
engineering/computing field 
such as MCSE MCSP 
(Microsoft Certification) 
 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



Experience of service 
management to agreed level of 
service in a hospital or large 
organisation environment. 



Able to provide examples of real 
progress in the development and 
delivery of support based 
services. 



Experience of liaising with 
senior managerial staff and 
clinical staff in the 
determination of their 
information technology 
needs. 



 
 



Application/ 
 



Interview 
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SKILLS 



 
 



Ability to communicate highly 
complex ideas effectively at all 
levels. 
 
Ability to write and maintain 
highly complex technical 
reports, operational procedures 
and system documentation sets 
in an accurate, concise and 
clear manner. 
 
Must have advanced 
IT/Keyboard skills demonstrable 
across Microsoft Office Suite of 
applications. 
 
Ability to direct and conduct 
research into ICT issues, 
systems and products as 
required. 
 
Ability to assimilate highly 
complex information over a range 
of technical specialities. 
 
Ability to effectively prioritise 
and execute tasks in a high 
pressure environment. 
 
Ability and willingness to travel. 
 



Ability to initiate and 
respond positively to 
change, and the ability to 
learn from experience. 



Application/ 
 



Interview 



KNOWLEDGE 



 
 
 
 



Possesses a highly developed 
and specialist  knowledge 
gained by experience and 
training in the following areas: 
 
 
Demonstrates a thorough 
knowledge of NHS Wales and 
LHB information and 
communications technology 
standards and requirements. 
 
 



Knowledge of both local and 
national NHS ICT 
developments and 
strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
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OTHER  
(Please Specify) 



 
 
 
 



Ability to lead by example and a 
high level of self-motivation. 



 
Demonstrates keen attention to 
detail. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
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Betsi Cadwaladr University Health Board 



 
EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 



 
Post Title:Desktop Support Team Leader 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
D: Long periods of attending meetings, presentations and workshops. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
D: Negotiate changes to previously agreed deadlines. 
High levels of concentration for long periods, chairing and participating in 
meetings leading presentations and workshops. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
W: Act as arbitrator at meetings. 
D: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
W: Travel by car and train with occasional overnight stay away from home. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Desktop Support Technician                           
 
Band:     5    
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department: ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Head of ICT 
Services



x1



Service Support & 
Deliver Manager



x1



Desktop Support 
Team Leader 



x3



Desktop Support 
Technicians



x12



 
 
 
Accountable to:  Service Support & Delivery Manager 



Desktop Support Team Leader 
 
Responsible for:   N/A 
 
 



 
 
 











 



 



 Version 2     Page 2 of 10 



 



 
 
JOB PURPOSE 
 
The ICT Desktop Support Technician primary role is to provide 1st and 2nd line 
support to all ICT users throughout the Health Board. 



The post holder will work closely and in conjunction with the Desktop Support Team 
Leader’s, ICT Service Desk Team Leader and the ICT Service Desk to deliver an 
integrated ICT support service within the agreed Service Level Agreements. 



 
DUTIES AND RESPONSIBILITIES 
 



• Respond to all types of ICT related issues effectively and efficiently, in a polite 
and professional manner adhering to negotiated Service Level Agreements. 
 



• Provide 1st and 2nd Line Technical support, including the analysis and diagnosis 
of complex hardware and software problems to initiate the most appropriate 
corrective action. 



 



• The post holder will be required to work across all sites and locations as 
required in support of Health Board staff and systems.  



 



• The post holder will be required to work across all sites and locations as 
required in the delivery and implementation of projects, moves and changes. 



 



• Directly accountable to the Desktop Support Team Leader for line and 
operational management.  Also accountable to the ICT Service Desk Team                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                 
Leader while working on the Service Desk and when the ICT Service Desk 
Team Leader  is deputising for the Desktop Support Team Leaders. 
 



• Responsible for the investigation and resolution of 1st line network / 
telecommunication problems and the escalation of more complex issues to the 
dedicated support teams as appropriate. 



 



• Patching network / telephone points. 
 



• Carry out additional ICT datacommunications and telecommunication tasks as 
agreed between the Service Support and Delivery Manager and Data Comms 
Manager. 



 



• Carry out ICT systems related tasks as agreed between the Service Support 
and Delivery Manager and ICT Systems Manager. 



 



• Responsible for the assessment, allocation, replacement, upgrade and transfer 
of ICT equipment as appropriate. 



 



• Responsible for the co-ordination of disposal of ICT equipment ensuring Health 
Board guidelines are adhered to. 



 



• Liaise with third party ICT equipment suppliers and support organisations as 
necessary to effect prompt system fault resolution and repair. 
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• Work independently without direct supervision and take decisive action as 
required. 



 



• Respond to changes in priorities that may be required to adjust / interrupt 
planned schedules. 



 



• To work in conjunction with Senior Operational Managers, Team Leaders and 
specialists to support key projects and service deliverables. 



 



• Provide advice/guidance where relevant to ICT security. Observe all ICT 
security procedures in the performance of the above duties. 



 



• Work in conjunction with ICT Management to develop and maintain business 
continuity and disaster recovery plans in your own area and respond to service 
effecting incidents in accordance with these plans. 



 



• To cover the ICT Service Desk 1st and 2nd line operational duties as required. 
 



• Assist to develop and maintain supporting documentation for service 
management as defined in the Service Catalogue. 



 



• Work closely with Service Support and Delivery Manager to implement and 
maintain ITIL methodology in relation to the ICT Desktop Support Team. 



 



• The post holder is required to understand & deploy service management 
functions as agreed with the Service Support and Delivery Manager. 



 



• Assist in the delivery of the service by escalation and resolution of service user 
issues. 



 



• Develop enhancements to the on-going service, and manage these 
projects/work packages using appropriate project controls, and report progress 
on a regular basis.  



 



• Explore and establish feedback mechanisms to capture service intelligence and 
ways of engaging with service users to ensure their needs are coordinated. 



 



• Assist the Service Support and Delivery Manager to implement robust systems 
for risk management across the areas of responsibility of the post. To be 
responsible and accountable for risk in these areas. 



 



• Take immediate action to minimise risks where it is reasonably practicable to 
do so. 



 



• Produce and present routine information orally, in writing or electronically to inform 
work colleagues, ICT Management, customers and external contacts. 



 



• Communicate complicated, difficult to explain IM&T issues to non IM&T 
staff/suppliers, communicate very detailed IM&T information within peer groups.  



 



• Implement IM&T policies for own work area, propose changes to IM&T user 
working practices and procedures e.g. when planning for new projects, 
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changes in legislation, new reporting processes, new training programmes 
impacting across the organisation.  



 



• Participate in the Health Board agreed ICT on-call rota service, ensuring 
24hr/365 days a year support for critical ICT systems and infrastructure 
providing specialist advice to on-call staff when required. 



 



• Other duties as specified by senior ICT management 
 
 
Financial Management 



 



• Liaise with suppliers in the specification and procurement of desktop hardware, 
upgrades and incidentals. 
 



• Responsible for ensuring projects which are owned and driven by any 
department within CPG’s, but which require an ICT desktop hardware are 
delivered to agreed deadlines and budget restraints. 



 
Communication  
 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• ICT Colleagues. 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
Continuing Professional Development 
 



• Develop a personal development plan annually as part of the personal 
development review process. 
 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline. 



 



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in 
support of equipment procurement and developments. 
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GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If 
there are concerns regarding this, the postholder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they 
fulfil a proactive role towards the management of risk in all of their actions. This entails 
the risk assessment of all situations, the taking of appropriate actions and reporting of 
all incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that 
they gather, create or use as part of their work within the LHB (including patient 
health, financial, personal and administrative), whether paper based or on computer. 
All such records are considered public records, and the postholder has a legal duty of 
confidence to service users (even after an employee has left the LHB). The Postholder 
should consult their manager if they have any doubt as to the correct management of 
records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety 
and that of others who may be affected by their acts or omissions.  The postholder is 
required to co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The postholder 
must adhere to the LHB’s risk management, health and safety and associated 
policies. 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. 
The postholder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions of 
the data protection act 1998 and organisational policy. 
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Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the 
best interests of the LHB and the population it serves to utilise the skills of the total 
workforce. The postholder must comply with and adhere to the equal opportunities 
and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  Desktop Support Technician Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a 
post holder could not be 
appointed 



DESIRABLE 
Extra qualities which can be 
used to choose between 
candidates who meet all the 
essential criteria 



METHOD OF 
ASSESSMENT 
 



 



 



QUALIFICATIONS 



 
 



Educated to degree level or 
equivalent experience gained in 
the computing industry, through 
attendance at specialist technical 
courses. 
 



Recognised professional 
qualification in an electronic 
engineering/computing field 
such as MCSE MCSP 
(Microsoft Certification) 
ITIL Foundation 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



Experience of providing indepth  
ICT support to Negotiated 
Service Level agreements in a 
hospital or large organisation 
environment. 



 



Experience of liaising with 
senior managerial staff and 
clinical staff in the 
determination of their 
information technology 
needs. 



 
 



Application/ 
 



Interview 
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SKILLS 



 
 



Ability to communicate highly 
complex ideas effectively at all 
levels. 
 
Ability to write and maintain 
highly complex technical 
reports, operational procedures 
and system documentation sets 
in an accurate, concise and 
clear manner. 
 
Must have advanced 
IT/Keyboard skills demonstrable 
across Microsoft Office Suite of 
applications. 
 
Ability to direct and conduct 
research into ICT issues, 
systems and products as 
required. 
 
Ability to assimilate highly 
complex information over a range 
of technical specialities. 
 
Ability to effectively prioritise 
and execute tasks in a high 
pressure environment. 
 
Ability and willingness to Travel. 
 



Ability to initiate and 
respond positively to 
change, and the ability to 
learn from experience. 



Application/ 
 



Interview 



 
 



KNOWLEDGE 



 
 



Possesses a specialised  
knowledge gained by 
experience and training in areas 
of IT 
 
 
Demonstrates a thorough 
knowledge of NHS Wales and 
LHB information and 
communications technology 
standards and requirements. 
 
 



Knowledge of both local and 
national NHS ICT 
developments and 
strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
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OTHER  
(Please Specify) 



 
 
 



Ability to lead by example and a 
high level of self-motivation. 



 
Demonstrates keen attention to 
detail. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
 



  
 



 



 
 
 



Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Desktop Support Technician 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
D: Travel between sites. 
D: Long continuous periods of working on the computer. 
W: Long periods of attending meetings, presentations and workshops. 
D: Manual handling of all types of IT equipment, including items over 6KG 
and occasionally over 20KG using Mechanical aids when necessary. 
D: Working in cramped and dusty conditions 
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Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to complex information rapidly / complex 
decision making. 
D: Negotiate changes to previously agreed deadlines. 
W: High levels of concentration for long periods while participating in         
meetings. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
D: Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
 



 
 
Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
D: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
D: Incidental contact with potentially distressing situations in Clinical/ 
non Clinical areas. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
D: Travel by car or train with occasional overnight stay away from home. 
D: Working in cramped and dusty conditions. 
W: Exposure to leaking printing consumables. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Telecommunications Services Manager 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department:ICT Services Department  
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Head of ICT 
Services



1x Band 8c



Assistant Head of 
ICT Services



Telecoms Services 
Manager



Data Comms 
Manager



Telecoms Analysts
x2



Switchboard 
Manager



x1



Switchboard 
Supervisors



x3



 
 
 
 
Accountable to:Head of ICT Services 
Assistant Head of ICT Services 
Responsible to:Data Communications Manager 
Responsible for: Telecommunications Services 
Switchboard Manager 
Telecommunication Analysts 
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JOB PURPOSE 
 
 
The Telecommunications Services Manager’s principle role is to manage, monitor, and ensure 
optimisation of the Health Boards telecommunications infrastructure. This includes co-
ordinating the installation of equipment, and liaising with telecommunications suppliers to 
ensure effective maintenance and support of all the Health Boards telecommunications 
systems and services, including telephony, voicemail, mobile telephones, paging devices and 
all other communication systems. 
 
The post holder will also analyse and resolve highly complex telecommunications issues in a 
timely and accurate fashion, and support service user needs where required. 
 
To be responsible for the management of Switchboard Services across the Health Board 
providing advice, guidance and line management to the telecommunications team. 
 
To assist the Data Communications Manager in the planning, development and 
implementation of new telecommunications systems and services in line with the strategic 
roadmap to ensure that the benefits of voice and data convergence technologies are realised. 
 



 
DUTIES AND RESPONSIBILITIES 
 
 



• The post holder will be responsible for the overall management of switchboard 
services across the Health Board ensuringat all times an efficient and effective 24hour 
service is provided to all users of the service. 



 



• To provide line management, supervision and support to all staff within the Telecoms 
team, ensuring their continued personal and professional development and work 
completion, as appropriate 



 



• To be responsible for and arrange the recruitment and selection of staff, undertake 
individual performance reviews, arrange training (mandatory, in-house, induction or 
links to external training providers) and deal with all human resource issues i.e. 
disciplinary, sickness reviews etc., in line with the Health Boards Human Resource 
Policies and Procedures.   



 



• To develop and deliver a high quality user focussed telecommunications service which 
meets the organisations’ business and clinical needs that underpin patient care. 



 



• With the support of the Programmes Team, project manage the implementation of 
Telecoms projects and work packages in a timely, efficient and effective manner. 



 



• Develop and maintain supporting documentation for the telecoms services as defined 
in the Service Catalogue. 



 



• Identify and develop quality measures, in consultation with senior staff, to ensure the 
highest levels of service delivery are achieved 



 



• To provide professional advice to senior management staff in CPG’s and Corporate 
Services on solution options regarding telecommunications. 



 



• Work closely with the ICT Service Support and Delivery Manager to implement and 
maintain ITIL methodology in relation to all telecoms operational management. 
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• Manage and administer all the Health Boards telephony systems and associated 
software, including PBXs, call management/logging systems, paging systems and 
voice mail/desktop messaging. 



 



• Communicate highly complex telecommunications concepts and practices with NHS 
staff and third parties at all levels.  



 



• Develop and maintain business continuity and disaster recovery plans and respond to 
service effecting incidents in accordance with these plans in relation to the Health 
Boards telecommunications systems. 



 



• Receive and respond to incoming calls, Service Desk incidents/requestsand/or e-mails 
regarding telecommunications service problems and queries, and prioritise according 
to the Health Boards business and clinical needs.  



 



• Administer moves, adds and change requests from end users in relation to their 
telephony requirements, ensuring that staff are restricted to an appropriate class of 
service and that the switchboard is maintained securely.  



 



• Liaise with third-party telecommunications service providers to place orders and to 
effect prompt fault resolution and repairs. 



 



• Liaise with third-party telecommunications service providers during system installation 
and integration to ensure contractual obligations are met in a timely manner. 



 



• Recommend and schedule telecommunications system upgrades and repairs. 
 



• Responsibilities for the procurement and control of telecommunications equipment for 
the Health Board and managing the telecoms section of the ICT asset register. 



 



• Overall management of the mobile phone and paging contracts (long range and short 
range pagers) ensuring that orders are placed fornew, upgrades and faulty equipment 
in line with the Health Boards Mobile Phone and Lone Worker Policies. 



 



• To ensure that call management/logging processes are in place for the analyses of 
complex telecom trendsas well as usage on internal telephone extensions, landlines, 
private circuits and mobiles. 



 



• Produce, develop and report on Key Performance Indicators (KPI’s) to continually 
monitoroperational performance and define development goals within 
telecommunications. 



 



• Represent the ICT department on telecommunications matters in Health Board 
meetings as required, and deputise for Data Communications Manager when 
necessary. 



 



• Liaise with Departmental and Clinical Managers to ensure that the most efficient use is 
made of the telecommunications system, thereby minimising costs.  Provide 
assistance and advise on all telecommunication requirements. 



 



• Assist in the review and development of the Health Boards Telecommunications 
Strategy. 



 



• Assist with the development, implementation and help ensure compliance with the 
Health Boards Telecommunications security standards, and acceptable use policies 
that impacts across the organization. 
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• Liaise with, and provide basic training, advice and support to end users on telephony 
systems operations. 



 



• Work independently and without direct supervision, and take decisive action as 
required. 



 



• To develop and implement robust systems for risk management across the areas of 
responsibility of the post.  To be responsible and accountable for risk in these areas. 



 



• Take immediate action to minimise risks where it is reasonably practicable to do so. 
 



• Other duties as specified by senior ICT management 
 
Financial 
 



• Responsible for the financial management and monitoring of budgets in respect 
Telecommunications 



 



• To lead the operational delivery of Telecommunications Cost Improvement 
Programmes (CIP), ensuring they are on track to deliver the required savings. 



 



• Responsible for the monitoring of telecommunications billing and telecommunications 
maintenance contracts to ensure value for money is achieved and efficiencies are 
optimized and identifying possible cost savings for the Health Board in relation to call 
costs and line rental as an ongoing process.  



 



Communication  



 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 



 
 
Continuing Professional Development 
 



• Develop a personal development plan annually as part of the personal development 
review process. 



• Keep skills up to date and relevant in order to carry out a range of tasks appropriate to 
area of discipline 



• Keep abreast of latest developments within the industry to ensure knowledge base is 
current and up to date. 



• Maintain up-to-date specialist knowledge of emerging telecommunications systems in 
support of equipment procurement and development efforts. 
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GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If there are 
concerns regarding this, the postholder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their supervisor/manager if 
they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to enable 
them to practice within their profession, are required to comply with their code of conduct and 
requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement they 
should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they fulfil a 
proactive role towards the management of risk in all of their actions. This entails the risk 
assessment of all situations, the taking of appropriate actions and reporting of all incidents, 
near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that they 
gather, create or use as part of their work within the LHB (including patient health, financial, 
personal and administrative), whether paper based or on computer. All such records are 
considered public records, and the postholder has a legal duty of confidence to service users 
(even after an employee has left the LHB). The Postholder should consult their manager if 
they have any doubt as to the correct management of records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety and that 
of others who may be affected by their acts or omissions.  The postholder is required to co-
operate with management to enable the LHB to meet its own legal duties and to report any 
hazardous situations or defective equipment. The postholder must adhere to the LHB’s risk 
management, health and safety and associated policies.  
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and may be 
changed by mutual agreement from time to time. 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining confidentiality and 
security of information gained during the course of their duties. This will in many cases include 
access to personal information relating to service users. The postholder must treat all 
information whether corporate, staff or patient information in a discreet and confidential 
manner in accordance with the provisions of the data protection act 1998 and organisational 
policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It recognises 
that discrimination and harassment is unacceptable and that it is in the best interests of the 
LHB and the population it serves to utilise the skills of the total workforce. The postholder 
must comply with and adhere to the equal opportunities and dignity at work policies.  
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, knowledge, and 
personal attributes, other requirements that a post holder requires to perform the job to a 
satisfactory level. 



 
Job Title:  Telecommunications Services Manager Band:  Current Post 



Band 
 



    



  
ESSENTIAL 



The qualities without 
which a post holder 



could not be appointed 



DESIRABLE 



Extra qualities which 
can be used to choose 



between candidates 
who meet all the 
essential criteria 



METHOD OF 
ASSESSMENT 



 



 



 



QUALIFICATIONS 



 
 



Recognised higher 
education qualification 
in a technical 
administration or 
related discipline e.g. 
1st Degree/HND, or at 
least 5 years 
equivalent industry 
experience. 



Industry qualifications of 
telecommunications 
system management and 
administration 



Application/ 
Interview 



 



 



EXPERIENCE 



 
 



At least 5 years 
Telecommunications/telep
hony systems support 
experience to an 
advanced level. 



 
Advanced 
telecommunications 
trouble-shooting 
experience. 
 
Able to demonstrate 
knowledge of 
Telecommunications/tele
phony technologies, 
methods, and principles 
to an advanced level. 
 
At least 5 years’ 
experience working in an 
operational and service 
environment. 
 
At least 5 years staff 
management experience. 



 



Experience of providing 
Telecommunications/tele
phony support in a large 
corporate environment. 
 
Experience of project 
management and 
systems development 



Application/ 
Interview 
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SKILLS 



 
 



Ability to communicate 
effectively with all levels of 
an organisation. 



Ability to analyse and 
report on complex 
telephony billing 
information. 



Able to initiate / respond 
positively to change and 
has the ability to learn 
from experience.  



Ability to work effectively 
and prioritise in 
sometimes difficult 
situations to meet 
deadlines. 
 
Must have 
advancedIT/Keyboard 
skills demonstrable across 
Microsoft Office Suite of 
applications. 
 
Ability to manage staff 
effectively, deal with 
sensitive issues and make 
decisions in line with the 
Health Boards Policies 
and Procedures 



 



 Application/ 
Interview 
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KNOWLEDGE 



 
 



Extensive technical 
knowledge of all aspects 
of telecommunications 
and telephony systems 
including PBX, call 
management, voice mail, 
interactive voice systems 
(VAD), and call activity 
monitoring systems.  
 



Working knowledge of 
industry standards, 
practices, protocols, and 
principles in relation to 
telecommunications and 
telephony matters. 



 
Knowledge of relevant 
Telecommunications and 
telephony industry trends 
and developments. 
 
Knowledge and 
understanding of staff 
management practices, 
protocols and standards 
in line with the Corporate 
Policies and Procedures 



 



Understanding of basic 
switched networking 
theories and concepts. 
 
Understanding of IP 
telephony concepts and 
voice/data convergence 
technologies 
 



Familiarity with NHS and 
Health Board ICT Security 
Policies (and BS7799). 



 
Familiarity with Health 
Board Policies and 
procedures. 
 
Knowledge and 
experience of managing a 
hospital switchboard or 
similar service 
 



Application/ 
Interview 



 
PERSONAL 
QUALITIES 



(Demonstrable) 
 



Able to work effectively 
and be self-motivated in a 
pressured environment. 
 
Committed to a culture of 
continuous improvement 
and development – 
underpinned by open 
communications and team 
working 
 



Organised and structured 
in working methods. 



 



Demonstrates keen 
attention to detail. 
 



Ability to work as part of a 
team. 



 



Strong customer-service 
orientation. 



 Application/ 
Interview 
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OTHER RELEVANT 
REQUIREMENTS 
(Please Specify) 



 



Ability to read and 
understand technical 
manuals and 
documentation. 
 
Able to drive, and has 
access to transport. 



 Application/ 
Interview 



 
  











 



 



 Version 2     Page 10 of 11 



 



 
 



 
 



Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Telecommunications Services Manager 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
D: Long periods of attending meetings, presentations and workshops. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
D: negotiate changes to previously agreed deadlines. 
High levels of concentration for long periods, chairing and participating in 
meetings leading presentations and workshops. 
D: concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
W: Act as arbitrator at meetings. 
D: sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
W: Travel by car and train with occasional overnight stay away from home. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Telecommunications Analyst 
 
Band:         
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
  
Department: ICT Services Department 
 
Base One of the following three sites as 



appropriate: 
▪ Ysbyty Gwynedd, Bangor 
▪ Ysbyty Glan Clwyd 
▪ Ysbyty Maelor, Wrexham  



 
 
ORGANISATIONAL ARRANGEMENTS 
 



Telecoms Services 
Manager



x1



Data Comms 
Manager



x1



Telecoms Analysts
x2



 
 
Accountable to:   Data Comms Manager 
 
Responsible to:   Telecommunications Services Manager 
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JOB PURPOSE 
 
The post holder is responsible for providing efficient and effective support to the 
Telecommunications Services Manager in the organisation, monitoring and analysis 
of telecommunications data to ensure optimisation of BCU’s telecommunications 
infrastructure.   
 
Support the Telecommunications Services Manager in the management of the 
mobile phone and paging contracts and the coordination, ordering and issue of 
mobile phones, blackberry devices, and pagers for BCU.   
 
Responsible for the monitoring and processing of all BCU telecoms invoices, which 
requires the postholder to analyse the invoices using analytic software tools.  This 
will involve the analysis of line rental, maintenance and call tariff information against 
contractual agreements before passing through for payment. 
 
Investigates complex and sometimes sensitive data that may require further action 
and to make recommendations for potential cost savings as part of an ongoing 
process.  
 
Assist the telecoms team in the management of Telecoms related 
requests/incidents/faults logged via ICT Service desk on a daily basis. 
 
 
DUTIES AND RESPONSIBILITIES 
 



• In conjunction with the Telecommunications Services Manager and 
Switchboard Manager, be responsible for keeping an up to date inventory of 
all BCU telecommunications systems and services, including all telephone 
lines, PBX communication systems, paging systems, call logging systems, 
mobile phones and blackberry devices, payphones and paging devices.  The 
inventory will include call tariff information, rental and maintenance costs and 
any other costs associated with the systems/services. 
 



• Responsible for the ordering and issuing of new and replacement mobile 
phones/blackberry devices/pagers for BCU staff, on receipt of the necessary 
approved mobile phone/blackberry application form or pager request. 



 



• Process orders for mobile phone/blackberry devices using on-line ordering 
systems, ensuring that all the correct details are provided at point of ordering 
i.e. full name, department, cost centre, tariff etc., which can then be crossed 
checked against invoicing and contract information. 
 



• Responsible for the safe keeping and appropriate issue of mobile 
phones/blackberry devices/sim cards used as replacement stock in the event 
of breakages/loss/emergency issue.  
 



• Be responsible for the planning, prioritisation, coordination and effective roll-
out of mobile phone/Blackberry devices for BCU Health Board in line with 
contractual agreements. 
 



• Assist the Telecommunications Services Manager on matters relating to the 
Health Board’s telephony to include mobile and paging devices and systems 
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(telecommunications), and plan the co-ordination and monitoring of third party 
installations, maintenance, and support contracts. 
 



• Liaise with mobile users to provide basic guidance and advice on policy 
requirements and personal use terms and to provide user training on device 
and resolve faults/repairs on a daily basis. 
 



• Communicate with all levels of the organisation to ensure that the most 
efficient use is made of the telecommunication devices, thereby minimising 
costs.   
 



• Responsible for proposing changes to and implementing policies for 
telecommunication devices and systems that are in use across BCU. 
 



• In conjunction with shared services procurement, liaise with mobile recycling 
companies to negotiate the best possible price for recycled mobile devices to 
achieve income generation. 
 



• Responsible for developing and maintaining internal processes to assist to  
reduce the level of new phone purchases and reduces the revenue cost to 
BCU and provides best value for money for mobile services. 



 



• Responsible for the monitoring and processing of all BCU telecoms invoices, 
which requires the postholder to analyse the invoices using on-line telecom 
analyst tools to cross check rental, maintenance and call tariff information 
against contractual agreements before passing through to the BSP for 
payment. 
 



• To be responsible for analysing and producing detailed and scheduled 
itemised call logging reports from call logging equipment for telephony and 
mobile phone billing across BCU to include Doctors residences. 



 



• Responsible for compiling monthly activity call logging reports for BCU 
extensions and sending to BCU Heads of Department for analysis. 



 



• Responsible for maintaining a register of maintenance contracts for telecoms 
equipment and advice the Telecommunications Services Manager when the 
contracts are due for renewal. 



 



• Assist the Telecommunication Services Manager by provisioning new 
telephone extensions and lines, placing orders and ensuring that work is 
carried out in a timely manner. 
 



• Assist the Telecommunication Services Manager by ensuring that 



maintenance and faults are reported for our internal and external sites and to 



liaise with third-party support and equipment vendors in order to facilitate 



prompt fault resolution and repairs. 



• Liaise with, and provide basic training, advice and support to end users on 
telephony systems operations. 



 



• To provide regular support to the Telecommunications Service Manager and 
Telecoms Team as and when required. 
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• Attend meetings on behalf of the department both internally and with outside 
contractors if necessary. 
 



• Responsible for inputting orders and invoices for payment onto the Oracle 
purchasing system, checking the process of orders, obtaining PO numbers 
and receipting goods/invoices so that they can be passed for payment.  



 



• Assist the Telecommunication Services Manager with telecom reviews by 
undertaking specific activities (e.g. information gathering, creation of 
spreadsheets or databases, analysis of information, making 
recommendations for rationalisation and cost savings etc. 
 



• Work independently and without direct supervision, and take decisive action 
as required. 



 



• Other duties as specified by the Telecommunications Services Manager or 
Senior ICT Managers. 



 



 



Communication  
 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
Financial Management 
 



• To assist the Telecommunications Services Manager, to identify and advise 
on the means for effective delivery of Cost Improvement Programmes (CIP). 



 



• To assist the Telecommunications Services Manager by advising on the 
relevance and accuracy of all telecommunications services and maintenance 
contracts, to ensure that value for money is achieved, and efficiencies are 
optimized as an ongoing process.  



 
 
Continuing Professional Development 



 
• Develop a personal development plan annually as part of the personal 



development review process. 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline  
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• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



• Maintain up-to-date knowledge of emerging mobile and telecommunications 
technologies in support of equipment procurement and developments. 
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The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder 
requires to perform the job to a satisfactory level. 



 



Job Title:  Telecommunication Analyst Band:  Current Post 



Band 



 



 ESSENTIAL 
The qualities without which a post 
holder could not be appointed 



DESIRABLE 
Extra qualities which can be used to 



choose between candidates who meet 
all the essential criteria 



METHOD OF 
ASSESSMENT 



 



Qualification Recognised Higher 
Education Qualification in 
administration or related 
discipline e.g. 
Degree/HND or 
equivalent experience  



NVQ 4 or equivalent in 
administrative/management/ 
clerical or IT discipline. 
 
 
 



Certificates 



Experience 
 
 



Significant NHS 
experience in an 
administrative post, 
preferably working in a 
Support Service 
environment.  
 
Relevant experience in 
processing the payment 
of invoices, maintaining 
records, producing and 
analysing reports. 
 
 



Significant experience in an 
administrative post working 
in telecommunications. 
 
Experience in the 
management or coordination 
of mobile phone/paging 
contracts i.e. ordering/fault 
reporting/repair. 
 
Working knowledge of 
telecoms/switchboard related 
technology. 
 
Experience of analysing and 
reporting on complex 
telephony billing information. 
 
Telecommunications trouble-
shooting experience 
 
 



Interview 
References 
Application 
/CV 



Personal Skills Ability to analyse and report 
on complex telephony billing 
information. 



 



Able to initiate / respond 
positively to change and has 
the ability to learn from 
experience.  



 



Able to demonstrate experience 
of working to meet strict 
deadlines 
 
Ability to solve workplace 
problems/ask for advice when 
necessary. 
 
Ability to communicate to all 
levels of staff. 



Interview 
References 
Application/CV 
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Ability to work effectively and 
prioritise in sometimes 
difficult situations to meet 
deadlines. 
 
Excellent interpersonal 
skills. Ability to communicate 
with staff at all levels within 
the organisation and with 
outside bodies. 
 
Ability to operate Database 
systems and Spreadsheets. 



Knowledge 
 



A working knowledge of 
Microsoft Office packages 
including Excel, Word and 
Access. 
 
Knowledge of Telecoms Call 
Logging Information systems 
 
Knowledge and 
understanding of a 
telecommunications service 
in an NHS environment 



Telecoms call logger 
interrogation 
 
Knowledge of bleeping 
systems, pagers and telecoms 
equipment 
 



Interview 
References 
Application/CV 
 



Personal  
(Demonstrable) 



 



Approachability. 
 
Self-motivated and flexible.  
 
Able to work on own 
initiative, keeping all work 
and systems up to date. 
 
High degree of self-
confidence, professional 
towards others at all levels, 
focused and diplomatic. 
 
Ability to work under 
pressure and remain calm 
when dealing with difficult 
situations. 
 
High personal standards. 
 
Commitment. 
 
Strong customer-service 
orientation 



Strive to improve quality 
standards 
 
Willing to take on new duties an 
learn new skills 
 
Willing to work additional hours 
to meet deadlines 
 
Able to train others in the use of 
mobile telephony 
 



Interview 
References 
Application/CV 
 



Other relevant 
requirements 
(Please 
Specify) 



Flexibility 
Willingness and ability to 
travel to other sites and 
meetings as appropriate 



Welsh speaker 
 



Interview 
References 
Application/CV 
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Betsi Cadwaladr University Health Board 
 
EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Telecommunication Analyst 
 
Department / Ward: ICT Services Department 
 
Division/ Directorate / Department:  Informatics 
 
This document should be completed for each job description and submitted together with the 
agreed job description and person specification. Having studied the information relating to 
effort factors, give an accurate description of what effort is required in the job role under each 
of the headings. Please indicate frequency of exposure as follows: 



 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 



 



Physical Effort:-Examples to be given if lifting, standing or sitting for 
long periods; manual handling; making repetitive movements; 
manipulating objects 
 



Nature & Frequency 
M: Travel between sites. 
D: Long periods of working on the computer. 
 



 



Mental Effort such as preparing detailed reports; checking documents 
and / or calculations; carrying out clinical diagnosis or interventions; 
analysing statistics; undertaking formal student / trainee assessments.  
 
 



Nature & Frequency:      
 
D: negotiate changes to previously agreed deadlines. 
D: Concentration for long periods whilst composing and documents. 
D: Concentration for long periods whilst analysing complex data 
D: Frequent interruptions. 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
challenges. 



 



Emotional Effort such as processing news of highly distressing events; 
dealing with the terminally ill or with people with challenging behaviour; 
dealing with difficult situations  
 



Nature & Frequency:  
 
D: Resolve problems and issues in order to deliver objectives, including 
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conflict and contentious issues.   
D: Deal with adverse reaction and or resistance to change. 
 



 
Working conditions such as exposure to excessive temperatures; 
unpleasant odours; bodily fluids; using a computer more or less 
continuously; driving or being driven 
 



Nature & Frequency:  
 
D: Long periods working on the computer. 
W: Travel by car or train to other sites with occasional overnight away from 
home. 
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              JOB DESCRIPTION  
    



 



JOB DETAILS: 
 



Job Title 



 



ICT Customer Liaison Manager 



Pay Band 



 



8a 



Hours of Work and Nature of 
Contract 
 



37.5 



Division/Directorate 



 



Informatics  



Department 



 



ICT 



Base TBC 



 
 
 



ORGANISATIONAL ARRANGEMENTS: 
 



Managerially Accountable to: 



 



Deputy Head of ICT Services 



Reports to: Name Line 



Manager 



 



Deputy Head of ICT Services 



Professionally Responsible to: 



 



Head of ICT Services 



 



 



Job Summary/Job Purpose: 
 
The post holder will have responsibility for the IT Service Desk, Service 
Improvement and ICT Customer Service. 
 
The post holder will have responsibility to provide a modern and effective IT 
Service Desk following industry best practice in its delivery.  Efficient and 
effective improvement services, to support the key stakeholders and the 
service users on service delivery, project management, business 
development and service improvement, across all the operational and 
corporate disciplines of the Organisation. Through solid customer 
engagement, provide ICT Customer Services that reflect the needs and 
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ambition of the organisation ensuring alignment with the ICT Digital 
Strategy.  
 
The post holder will possess the specialist knowledge of a range of areas, 
with high levels of flexibility to work alongside the key stakeholders at all 
levels, to ensure the services and projects are planned and delivered in a 
collaborative and timely manner, sustainable, aligned internally and 
externally and, adaptable to the changing environment.  
The post holder will need to have the ability to manage and coordinate 
multiple projects and plans concurrently, including interdependencies, 
within an environment of change. The post holder will communicate 
effectively to ensure efficient delivery is developed and embedded.  
 



 



DUTIES/RESPONSIBILITIES: 



 
GENERIC DIRECTORATE/CORPORATE RESPONSIBILITIES  
 



• Support and deputise for the Deputy Head of ICT Services when 
required. 



• Overall responsibility for Change Management across ICT and 
associated process 



• Responsible for supporting the provision of a high quality, efficient 
and customer focused project management to a broad range of 
customer groups. 



• Manage and provide support to ensure the achievement of KPI’s as 
defined in service level agreements.  



• Ensure, friendly, courteous and effective communication with 
customers to ensure their needs are addressed in a professional 
manner. 



• Maintain and support improvement of overall customer satisfaction.  



• Provide regular progress reports to ICT management, and when 
required to Informatics Senior Managers and BCU Executives.  



• Present formal presentations to all customers up to senior 
management level.  



• Research and investigate opportunities to improve existing services 
offered to customers and keep abreast of new solutions and 
opportunities that would provide benefits to customers.  



• Works across organisational boundaries, influencing decisions 
where appropriate, and negotiating areas of improvement, seeking 
agreement and co-operation.   



• Capacity to understand complex facts or situations requiring analysis 
and interpretation with the ability to investigate and resolve complex 
technical issues, where there are several options available using 
established techniques and available resources  



• Work to objectives agreed with their line manager but has freedom to 
act independently to achieve this in their own way, while working 
within existing professional guidelines.  



• Conform with the Data Protection Act, Caldicott recommendations 
and IT security policy.  
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• Required to undertake any other duties as may be reasonably 
required commensurate with the grade/level within the organisation.  



• Focus on continuous improvement at all times, in all service areas, in 
order to consistently exceed customer expectations.  



 



ROLE SPECIFIC RESPONSIBILITIES  



• To be responsible for all day-to-day activities in relation to the IT 
Service Desk, Service Improvement and Customer service to ensure 
a high quality of service provision to all customer groups.  



• To be responsible for the development and maintenance of high-
quality customer Service Level Agreements, defining, documenting 
and agreeing new services and ensuring appropriate measure and 
indicators are defined to support performance reporting for all ICT 
services  



• To be responsible for the Design and Implementation of the Change 
Management Process. Leading Change Advisory Board (CAB) 
meetings and responding as Change Manager. Undertake detailed 
analysis of performance data, including resource capacity, project 
delivery and overall service performance, make recommendation for 
areas of improvement leading on the delivery.  



• To lead the development and implementation of a Customer Service 
Strategy and supporting Communication plan.  



• Act as the first point of contact for all enquiries not directly related to 
service issues (i.e. all ‘non-Service Desk’ queries – Requests for 
Work)  



• Provide support to key senior customer contacts when escalation of 
issues is necessary, taking responsibility and ownership of problems 
and liaising with customers, internal staff and suppliers/third parties 
to resolve the issue satisfactorily  



• To be responsible for regular reporting on matters relating to 
customer accounts, including performance management against 
SLA’s, financial issues and progress of annual development plans  



• Manages customer expectations regarding project delivery 
timescales and new service/solution capabilities  



• Provide customers with advice and guidance on complex ICT issues  



• Act independently from other ICT staff by providing an interface 
between all teams within ICT and all customers of ICT should any 
issue with service levels arise.  



• Manage the customer relationship to ensure understanding of 
customer issues and requirements, as well as ICT service delivery 
which at times can be contentious and require significant levels of 
tact and diplomacy. 



• Develop and ensure effective communication processes are in place 
to raise the profile of  service levels delivered by, and benefits 
realised from ICT.  



• Promote the work and successes of the ICT team both internally and 
externally.  
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• Provide advice and guidance to customers on ICT strategy, the use 
of ICT facilities and industry best practice use of ICT.  



• Contribute to the ICT strategy development and implementation 
processes with specific responsibility for definition of ICT services to 
all customers, as well as service levels and customer relationship 
management.  



• Provide advice and guidance to customers on managing suppliers, 
and to assist where unresolved complex issues require escalation.  



• Conduct service review and instigate improvements within an overall 
Service Improvement Programme.  



• Embed a culture of Performance Management within the team and 
provide the appropriate management information to aid performance 
management and demonstrate service achievement  



• Develop a customer facing service catalogue for the ICT department 
and ensures that customers fully understand the services offered by 
the ICT Department within the service catalogue  



 
Communication and Relationship Skills  



• Develop close working relationships with all departments within BCU 
Informatics Services and other health bodies to enable BCU 
Informatics Services to deliver Cyber Security improvement 
objectives.  



• Ensure BCU Informatics Services identify and share learning from 
professional practice and quality activities both within and outside 
the organisation.  



• Provide leadership and direction in situations where highly complex 
concepts need to be conveyed and implemented across the 
organisation.  



• Provide and receive highly complex and potentially highly sensitive 
information in relation to adverse events where there may be 
significant barriers in accepting and delivering the management of 
change.  



• Use influencing skills to ensure collaborative working to engender a 
level of quality improvement across the organisation  



• Communicate confidently with people at all levels, across the 
Organisation and with the associated external partner organisations, 
including senior professionals, both orally and in writing, being aware 
of sensitivities and political considerations.  



• Provide and receive a high volume of highly complex, sensitive, or 
contentious information e.g. performance, change, where there may 
be barriers to communication or a requirement to achieve 
agreement, cooperation or provide reassurance.  



• Ensure progress on projects, gaps in resources and risks to delivery 
are communicated to the appropriate individuals and/or teams, to 
ensure timely action is taken to maximise the efficiency of the 
individuals and/or teams.  



• Contribute to the development and delivery of effective stakeholder 
communication plans utilising different modes of communication.   
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• Using a degree of negotiation, persuasion or motivation skills where 
appropriate, to ensure projects are delivered as planned or, ahead of 
schedule when possible with no aversive impact.  



• Establish and maintain effective working relationships within the 
Organisation, and with contacts in other Organisations and partner 
organisations. 3rd Party Software & Hardware Vendors, UK 
Professional bodies, Welsh Government and the Local Authorities. 



• Offer respectful challenge when necessary.  



• Proactive forecast and resolve resistances and conflicts of complex 
issues, in a timely and respectful manner; escalate as appropriate. 



• Ensure BCU Informatics Services identify and share learning from 
professional practice and quality activities both within and outside 
the organisation.  



• Use influencing skills to ensure collaborative working to engender a 
level of quality improvement across the organisation  



 
Knowledge, Training and Experience 
 The post holder should maintain a sound understanding of: -  



• IT development trends and future service delivery and Information 
Technology Service Management (ITSM) technologies that may be 
beneficial to health service delivery, national or local ICT 
developments.  



• Maintain Information Technology Infrastructure Library (ITIL) 
knowledge and associated methodology knowledge related to ITSM 



• Have expert knowledge and experience in using Root Cause 
Analysis and Problem  Management tools and techniques  



• Have specialist knowledge in training and competence assessment 
in relation to Good Manufacturing Practice, Change Management 
and Problem Management.  



• Have the ability to maintain Governance Risk and Compliance tools  



• Have proven ability to develop training materials to ensure that staff 
with different learning styles will be accounted for  



 
Analytical and Judgement Skills  



• Exercise judgement involving highly complex facts and figures and 
situations which require the analysis, interpretation and comparison 
of a range of options including the analysis of incidents and events.  



• Analyse and assess conflicting information where opinions may differ 
and use critical thinking to deliver the appropriate outcomes.  



• Assimilate complex data, compare facts and analyse situations from 
a range of sources, develop options and assess risk and 
opportunities for performance improvement.  



• Develop, manage and facilitate appropriate corrective and 
preventative actions.  



• Exercise specialist knowledge relating to ICT technologies and 
processes.  



• Create reports that will allow evaluation of ICT improvements.  



• Interpret complex data to feed into education and training and 
support service improvement, redesign and delivery.  
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• To analyse complex data relating to service support improvements, 
to benchmark within and outside BCU Informatics Services and 
determine a range of options for addressing the areas identified for 
improvement.  



• Monitor trends, observations and errors throughout BCU Informatics 
Services.  



 
Responsibility for Patient / Client Care  



• To ensure that the needs of clinicians and patients are taken fully 
into account when planning customer improvement strategies and 
plans.  



• Manage systems for ensuring that staff, where required, within the 
organisation are trained in specific to their area of practice this will 
include Change management, Root Cause Analysis and Problem 
management and develop joint responsibility with line managers  



 
Responsibility for Policy / Service Development Implementation  



• Responsible for ensuring that effective support improvements are 
implemented across the organisation.  



• To lead and advocate continuous improvement policies of the 
Information Security Management System, setting standards, 
benchmarking across the NHS and developing best practice.  



• Responsible for developing and implementing an effective Customer 
Engagement Strategy across the organisation. 



 
Responsibility for Financial and Physical Resources  



• Support the Deputy Head of ICT Services in ensuring budgets are 
managed and used effectively and promote value for money.  



• Manage a delegated budget  



• Identify the physical resources required to deliver an Information 
Security Management System improvement programme.  



 
Responsibility for Human Resources  



• Responsible for the recruitment and selection of staff in Customer 
Liaison / Support Officer roles.  



• Develop and manage awareness programmes in support of key 
Cyber Security objectives.  



• Develop materials that will deliver a robust awareness programme, 
to all staff within the organisation, for compliance with Regulations 
(linking in with Organisational Development Team for delivery of 
same).  



• Deputise for the Deputy Head of ICT Services as required  
 
Responsibility for Information Resources  



• The post holder will be required to regularly produce complex reports 
and presentations based on a range of information from a variety of 
sources.  



• Writing and presenting reports to a wide range of groups both 
internal and external.  
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Planning and Organisational Skills 



• Ensure effective review of IT Service Desk practice and ITIL 
activities to identify their contribution for delivery against 
improvement programmes. 



• Ensure appropriate Corrective and Preventative Actions are 
implemented in line with best practice guidance.  



• Ensure effective review of IT Service Desk accreditation 
requirements and their contribution in delivery to improvement 
programmes.  



• Plan and prioritise own work ensuring effective support to all areas 
and delivery of key IT Service Desk and Customer Service 
improvement objectives.  



• Agree and manage timescales with stakeholders in relation to 
technology related improvement projects.  



 
Physical Effort  



• Requirement to drive to other NHS bases  



• Majority of time spent working at desk/computer.  



• May spend long periods standing/walking during audits, training 
sessions etc.  
 



Responsibility for Research and Development  



• Responsible for developing qualitative and quantitative audits for 
measuring against professional and national standards and develop 
action plans for improvement.  



• Evaluate published research to inform practice in developing Service 
Level and Customer service improvements.  



• Ensure an evidence-based approach to relevant audit/and or 
evaluation work on all aspects of quality improvement.  



• Gather benchmarking information 
 
Freedom to Act  



• Responsible for overall change management across ICT Services 



• Required to act independently and will decide, within defined areas, 
how the aims and objectives are best achieved  



• Contribute to defining the strategic direction of the organisation in 
developing improvement  



• Responsible for decisions regarding the operational activities in 
relation to IT Service Desk and Customer services within BCU 
Informatics Services.  



• Responsible for developing a Cyber Security improvement plan for 
the organisation.  



• Deputising for the Deputy Head of ICT Services at relevant strategic 
and operational meetings as required.  



• Manage projects, devise a range of options to overcome problems, 
analyse the options and take appropriate action to ensure projects 
are delivered in a timely manner. 
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Mental Effort  



• There is a frequent requirement for analysis of data, writing reports, 
meetings and interruptions to deal with departmental and non-
departmental issues.  



• There is a requirement for prolonged concentration, for writing 
reports, formulating policies.  



• Interruptions are likely to be frequent from departmental and other 
staff within the organisation.  



• Requirement to chair multi-disciplinary projects and using expert 
knowledge to make difficult decisions as part of daily workload.  



 
Emotional Effort  



• There will be a requirement to deal with difficult change management 
issues.  



• The role will require negotiation with managers and staff that have 
an impact on the IT Service Desk and Customer engagement, 
challenging practice and established customs.  



• The role will require the ability to work across a wide range of 
professionals with complex and differing needs and expectations and 
to focus these into a cohesive approach. 



 
Working Conditions  



• There is a frequent requirement to use a Laptop or Desktop 
computer.  



• Frequent requirement to travel across Wales. 
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PERSON SPECIFICATION 
 



The knowledge to be measured in the minimum needed to carry out the full duties of the job to the 
required standards.  Qualifications should be used to provide an indicator of the level of knowledge 
required.  Training and experience is also a means of acquiring the knowledge required for a job 
such as on-the-job training, short courses and experience to an equivalent level of knowledge which 
should be specified. 
 
NOTE:  Please do not use the number of years’ experience as this is potentially discriminatory and 
these will be returned.  It is essential that managers concentrate on the sorts of skills and qualities 
needed to fulfil the duties of the post. 
 



ATTRIBUTES ESSENTIAL DESIRABLE METHOD OF 
ASSESSMENT 



Qualifications 
and/or 
Knowledge 
 



 



Educated to Master’s level 
or equivalent experience  
 
 
Evidence of continuing 
professional development  
 



Management Qualification 



or equivalent experience or 



willingness to undertake 



 



PRINCE2 /ITIL Foundation 



 



Current knowledge of 



Health Informatics and its 



application or equivalent 



public sector experience 



 
Service Improvement and 



redesign tools techniques 



and experience of using 



them to effect sustainable 



change 



 



Training in service 



management tools and 



statistical analysis 



 



Prince2/ITIL Practitioner 



 



Experience and 



understanding of the 



Welsh Government 



health agenda 



 



Teaching and coaching 



skills 



 



Continuous Improvement 



Practitioner. 



 



Application 
form and pre 
employment 
checks 



Experience 



 



 



 



Significant senior level 
experience in customer 
facing operational 
management role in a 
complex and diverse 
organisation  
 
Development of complex 
and diverse Service 
Improvement and 
Development plans for 
customers  



Experience of working 
across organisations and 
with other agencies  
 



Proven ability to 



successfully manage 



complex/significant 



projects 



 
 



Application 
form and 
interview 
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Experience of developing 
and implementing Service 
Level Agreements  
 
Proven track record of 
success in Business 
Account Management or 
related role  



Skills and 
Abilities 
 



 



Excellent organisational and 
inter-personnel skills  
 
Ability to deliver to specified 
deadlines  
 
Ability to work flexibly to 
accommodate user and 
imposed demands of the 
Organisation  
 
Ability to adapt and 
implement new changes to 
BCU Informatics Services  
 
Strong sense of personal 
commitment and integrity  
 
Able to switch from one task 
to another without losing 
focus, holding a clear 
overview while paying 
attention to key aspects of 
detail.  
 
Ability to forge and maintain 
good working relationships 
with external suppliers and 
internal clients/departments.  
 
Ability to manage multiple 
projects to a successful 
conclusion  
 
Negotiating project resource 
and deployment priorities. 
  
Responsible for 
researching, analysing and 
interpreting the impact and 
benefits of new 
technologies.  
 



Highly developed 
analytical skills with the 
ability to manage and 
interpret hard and soft 
data.  
 
Able to interpret national 
policies and guidance as 
appropriate 
 



 



Interview 
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Excellent oral and written 
communications 
 
The ability to remain current 
with emerging technologies  



Values 
 



See below  Application 
Form 
Interview 
References 
 



Other 



 



See below  Application 
form and 
interview 
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GENERAL REQUIREMENTS  



 



Include those relevant to the post requirements 



 
➢ Values:  All employees of the Health Board are required to demonstrate and embed the 



Values and Behaviour Statements in order for them to become an integral part of the 
post holder’s working life and to embed the principles into the culture of the 
organisation. 



 
➢ Registered Health Professional:  All employees who are required to register with a 



professional body, to enable them to practice within their profession, are required to 
comply with their code 
 of conduct and requirements of their professional registration.  



 
➢ Healthcare Support Workers:  Healthcare Support Workers make a valuable and 



important contribution to the delivery of high quality healthcare.  The national Code of 
Conduct for BCU describes the standards of conduct, behaviour and attitude required of 
all Healthcare Support Workers employed within BCU.  Health Care Support Workers 
are responsible, and have a duty of care, to ensure their conduct does not fall below the 
standards detailed in the Code and that no act or omission on their part harms the 
safety and wellbeing of service users and the public, whilst in their care. 
 



➢ Competence:  At no time should the post holder work outside their defined level of 
competence.  If there are concerns regarding this, the post holder should immediately 
discuss them with their Manager/Supervisor.  Employees have a responsibility to inform 
their Manager/Supervisor if they doubt their own competence to perform a duty. 
 



➢  Learning and Development: All staff must undertake induction/orientation 
programmes at Corporate and Departmental level and must ensure that any 
statutory/mandatory training requirements are current and up to date.  Where 
considered appropriate, staff are required to demonstrate evidence of continuing 
professional development.  
 



➢ Performance Appraisal: We are committed to developing our staff and you are 
responsible for participating in an Annual Performance Development Review of the post.   
 



➢ Health & Safety:  All employees of the organisation have a statutory duty of care for 
their own personal safety and that of others who may be affected by their acts or 
omissions.  The post holder is required to co-operate with management to enable the 
organisation to meet its own legal duties and to report any hazardous situations or 
defective equipment.  The post holder must adhere to the organisation’s Risk 
Management, Health and Safety and associate policies. 
 



➢ Risk Management:  It is a standard element of the role and responsibility of all staff of 
the organisation that they fulfil a proactive role towards the management of risk in all of 
their actions.  This entails the risk assessment of all situations, the taking of appropriate 
actions and reporting of all incidents, near misses and hazards. 
 



➢ Welsh Language:  All employees must perform their duties in strict compliance with the 
requirements of their organisation’s Welsh Language Scheme and take every 
opportunity to promote the Welsh language in their dealings with the public. 
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➢ Information Governance:  The post holder must at all times be aware of the 
importance of maintaining confidentiality and security of information gained during the 
course of their duties.  This will in many cases include access to personal information 
relating to service users.   
 



➢ Data Protection Act 2018:  The post holder must treat all information, whether 
corporate, staff or patient information, in a discreet and confidential manner in 
accordance with the provisions of the 
Data Protection Act 2018 and Organisational Policy.  Any breach of such confidentiality 
is considered a serious disciplinary offence, which is liable to dismissal and / or 
prosecution under current statutory legislation (Data Protection Act) and the HB 
Disciplinary Policy. 
 



➢ Records Management:  As an employee of this organisation, the post holder is legally 
responsible for 
 all records that they gather, create or use as part of their work within the organisation 
(including 
 patient health, staff health or injury, financial, personal and administrative), whether 
paper based or 
 on computer.  All such records are considered public records and the post holder has a 
legal duty of confidence to service users (even after an employee has left the 
organisation).  The post holder should consult their manager if they have any doubt as 
to the correct management of records with which they work. 
 



➢ Equality and Human Rights:  The Public Sector Equality Duty in Wales places a 
positive duty on the HB 
to promote equality for people with protected characteristics, both as an employer and 
as a provider 
of public services.  There are nine protected characteristics: age; disability; gender 
reassignment; marriage and civil partnership; pregnancy and maternity; race; religion or 
belief; sex and sexual orientation.  The HB is committed to ensuring that no job 
applicant or employee receives less favour-able treatment of any of the above grounds.  
To this end, the organisation has an Equality Policy and it 
 is for each employee to contribute to its success. 
 



➢ Dignity at Work:  The organisation condemns all forms of bullying and harassment and 
is actively seeking to promote a workplace where employees are treated fairly and with 
dignity and respect.  All staff are requested to report and form of bullying and 
harassment to their Line Manager or to any Director of the organisation.  Any 
inappropriate behaviour inside the workplace will not be tolerated and will be treated as 
a serious matter under the HB/Organisation Disciplinary Policy. 



 
➢ DBS Disclosure Check: In this role you will have * direct / indirect contact with* 



patients/service users/ children/vulnerable adults in the course of your normal duties.  
You will therefore be required to apply for a Criminal Record Bureau *Standard / 
Enhance Disclosure Check as part of the Organisation’s pre-employment check 
procedure.  *Delete as appropriate. 
The post holder does not require a DBS Disclosure Check.  *Delete as appropriate.  
 



➢ Safeguarding Children and Vulnerable Adults: The organisation is committed to 
safeguarding children and vulnerable adults.  All staff must therefore attend 
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Safeguarding Children training and be aware of their responsibility under the Adult 
Protection Policy. 
 



➢ Infection Control: The organisation is committed to meet its obligations to minimise 
infections. 
All staff are responsible for protecting and safeguarding patients, service users, visitors 
and employees against the risk of acquiring healthcare associated infections.  This 
responsibility includes being aware 
of the content of and consistently observing Health Board Infection Prevention & Control 
Policies and Procedures. 
 



➢ No Smoking: To give all patients, visitors and staff the best chance to be healthy, all 
Health Board sites, including buildings and grounds, are smoke free. 
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Flexibility Statement:  The duties of the post are outlined in this Job Description and Person 
Specification and may be changed by mutual agreement from time to time. 
 
 



 



 



 



 



  



Job Title: ICT Customer Liaison Manager 
___________________________________ 



 



Organisational Chart 
 



The Organisational Chart must highlight the post to which this job description applies 
showing relationship to positions on the same level and, if appropriate, two levels above 
and below. 
 
Complete, add or delete as appropriate the text boxes below showing the organisational 
relationships. 
 
 



 
 



 



 



 



 



APPENDIX 1 
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APPENDIX 2 



 



Job Title: _ ICT Customer Liaison Manager 
____________________________ 
 
 



Supplementary Job Description Information 
 



Physical Skills e.g. clinical skills (e.g. intubation, venepuncture) or non clinical skills (e.g. high speed accurate typing). 
 
Please detail the physical skills required to fulfil the duties of the job.  Take into account: 



• Hand-eye co-ordination such as may be required for audio typing or manipulation of materials/tools 
 



• Sensory skills (sight, hearing, touch, taste, smell) such as those required for listening for speech and language defects 
 



• Dexterity such as those required for use of fine tools/laying out of instruments, manipulation 
 



• Requirements for speed and accuracy such as advanced keyboard use/high speed driving. 
 



• Highly developed physical skills as may be required for e.g. performing surgical interventions, suturing, intubation or a range 
of manual physiotherapy treatments or carrying out endoscopies. 



 
 
Please complete information on Physical Effort, Mental Effort, Emotional Effort and Working Conditions in order to assist the Job Matching 
process. 
  
 
 
 
 
 
 
 
 
 
 



Nature of skills required: 



None Clinical role, would require advanced keyboard skills with a high degree of accuracy including Microsoft Office, Excel and 
MS Project.   
 
Freedom to Act - Advises without reference to line manager guided by departmental procedures, policies and standards. 
Manage and prioritise own workload to meet departmental objectives.  
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Physical Effort 
 
This factor measures the nature, frequency and duration of physical effort (sustained effort at a similar level or sudden explosive effort) required 
for the job.   
 
Please ensure any circumstances that may affect the degree of effort required, such as working in an awkward position; lifting heavy weights etc. 
are detailed, such as: 
 
‘Working in uncomfortable/unpleasant physical conditions; sitting in restricted positions; repetitive movements; lifting heavy weights; manipulating 



objects; kneeling, crouching, twisting; heavy duty cleaning; working at heights; using controlled restraint; driving as part of daily job - N.B.  Walking 
/driving to work is not included’ 
 



Examples of Typical effort(s) 
How often per 
day / week / 



month 



For how long? Additional Comments 



Will spend the majority of the day operating a PC. Able 
to install and replace equipment which may be heavy 
on occasion.  
 



 



 



D   



Driving to other site locations 



 



 



W   



Long periods of attending meetings, presentations and 



workshops. 



 



 



 



D   
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Mental Effort 
 
This factor measures the nature, level, frequency and duration of mental effort required for the job, for example, concentration, responding to 
unpredictable work patterns, interruptions and the need to meet deadlines. 
 
Please identify the normal requirement to concentrate in the post and determine, how often and for how long it is required to concentrate during 
a shift / working day, e.g. : 
 
‘Carrying out formal student assessments; carrying out clinical/social care interventions; checking documents; taking detailed minutes at 
meetings; operating machinery/equipment; carrying out screening tests/microscope work; carrying out complex calculations; carrying out non-
clinical fault finding; responding to emergency bleep; driving a vehicle; examining or assessing patients/clients. 



 



 



Examples of Typical effort(s) 
How often per 
day / week / 



month? 



For how long? Additional Comments 



Able to concentrate for long periods with frequent 
interruptions  
 



 



 



D   



 



Workload pressures with competing demands driven by 



internal and external timescales 



 



D   



Ability to assimilate and respond to highly complex 



information rapidly / complex decision making. 



 



 



D   



negotiate changes to previously agreed deadlines 



 



 



D   
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Frequent interruptions. 



Frequent levels of high concentration to enable analysis of 



complex information and data presented via a full array of 



media 



D   



Manage conflict and emotional responses to changes to 



deliver sustained cultural and organisational process 



change 



D   



Use problem solving and creative thinking to deal with 



operational strategic challenges. 



 



D   
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Emotional Effort 
 
This factor measures the nature, frequency and duration demands of the emotional effort required to undertake clinical or non clinical duties that 
are generally considered to be distressing and/or emotionally demanding.   
 
Please identify how often the post holder has exposure to direct and/or indirect distressing and/or emotional circumstances and the type of 
situations they are required to deal with.   
 
For example,’ processing (e.g. typing/transmitting) news of highly distressing events; giving unwelcome news to patients/clients/carers/staff; 
caring for the terminally ill; dealing with difficult situations/circumstances; designated to provide emotional support to front line staff; 
communicating life changing events; dealing with people with challenging behaviour; arriving at the scene of an accident.’ N.B. Fear of Violence 
is measured under Working Conditions 
 



Examples of Typical effort(s) 
How often per 
week / month? 



For how long? Additional Comments 



Rare exposure to emotional and distressing 
circumstances – staff matters  
 



 



 



W   



Act as arbitrator at meetings. sustain focus at long 



meetings/events 



 



 



D   



Resolve problems and issues in order to deliver objectives, 



including conflict and contentious issues 



 



 



D   



Deal with adverse reaction and or resistance to change D   
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Political awareness in dealing with Health Board, Regional 



Office and WAG communications, both verbally and in 



writing 



D   



 



 
 
Working Conditions  



 
This factor measures the nature, frequency and duration of demands on staff arising from inevitably adverse environmental conditions (such as 
inclement weather, extreme heat/cold, smells, noise and fumes) and hazards, which are unavoidable (even with the strictest health and safety 
controls), such as road traffic accidents, spills of harmful chemicals, aggressive behaviour of patients, clients, relatives, carers. 
 
Please identify unpleasant working conditions or hazards which are encountered in the post holder's working environment and establish how 
often and for how long they are exposed to them during a working day / week / month.   
 
Examples are – use of VDU more or less continuously; unpleasant substances/non-household waste; infectious material/foul linen; body fluids, 
faeces, vomit; dust/dirt; fleas/lice; humidity; contaminated equipment or work areas; driving/being driven in normal or emergency situations - 
*Driving to and from work is not included 
 
 



Examples of Typical Conditions 
How often per 
week / month? 



For how long? Additional Comments 



Required to use VDU for most of the day. Able to 
travel to other sites when required. Must have the 
ability to respond promptly to the need to travel and be 
flexible in terms of prioritisation of tasks and 
developments  
 



 



D / W   
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Submission of documents for job evaluation 
 
Please sign and retain an original copy for manager and employee. 
Send an electronic version of the documents to BCU.JobEvaluation@wales.nhs.uk 
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                ICT Service Support & Performance Lead 
    



 
JOB DETAILS: 



 



Job Title 



 



ICT Service Support & Performance Lead 



Pay Band 



 



7 



Hours of Work and Nature 
of Contract 
 



To be completed on recruitment 



Division/Directorate 



 



Informatics  



Department 



 



ICT  



Base To be completed on recruitment 



 
 
 
ORGANISATIONAL ARRANGEMENTS: 



 



Managerially Accountable 



to: 



 



Deputy Head of ICT 



Reports to: Name Line 



Manager 



 



ICT Customer Liaison Manager  



Professionally Responsible 



to: 



 



ICT Customer Liaison Manager  



 



 



Job Summary/Job Purpose: 
 
The ICT Service Support & Performance Lead is responsible for managing 
the ICT Service Desk which provides 1st line Incident and Request 
Management across IT services. They are responsible for ensuring that all 
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incidents and service requests are handled effectively across all channels 
within agreed Service Levels and delivered to customer satisfaction.  
They are responsible for developing and implementing the operational 
strategy standards and procedures within which the Service Desk will 
operate implementing the strategic objectives set out by the ICT Customer 
Liaison Manager.  The post holder will be responsible for analysing usage 
of the various methods of contact used by our customers for the reporting 
of incidents and requests to identify problems and proactively reduce call 
volumes. 
 
The post holder will manage operational support staff within the ICT Service 
Desk, being responsible for their development and operational 
performance. With operational and budgetary responsibility for designated 
areas including operating capital and project budgets. They will participate 
in and where agreed lead project delivery and business case development. 
The post holder will be accountable for monitoring and measuring the 
performance of the ICT Service Desk, leveraging data from various sources 
and ensuring root cause analysis is performed as a matter of course and 
that the corrective actions and measures are undertaken. 
 
The ICT Service Support & Performance Lead is required to proactively 
drive continuous improvement across the Informatics ICT Service 
operational and service delivery activities in support of delivering an 
excellent service to customers across Betsi Cadwaladr University Health 
Board (BCUHB). The role will be instrumental in ensuring that the way 
Information Technology Support Services operates services are delivered 
on time, in full, every time. 
 
The post holder will operate with significant autonomy and is expected to 
support the ICT Customer Liaison Manager in driving forward a culture of 
change, innovation and modernisation to facilitate service improvements in 
line with Informatics ICT and BCUHB priorities.  
 
The post holder will be responsible for working towards service desk 
accreditation from industry recognised bodies and will drive continuous 
service changes to meet the required standard.  
 



 
DUTIES/RESPONSIBILITIES: 
 



Operational Management 
  
The post holder is responsible for the delivery of the ICT Service Desk 1st 
line support services for BCUHB with ownership and responsibility for the 
implementation and operational management of the ICT Service Desk, 
staffing, resources and performance. 
 
The post holder will be responsible for line management of the Senior ICT 
Support Officers including their training and development through the 
PADR process, motivation, workload planning, welfare, monitoring and 
quality assurance. Ensuring that recruitment, performance management, 
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training, career development programs, succession planning, resource 
planning and HR processes are being managed across the Services Desk. 
 
The post holder will ensure rigorous performance monitoring is in place that 
delivers best practice, undertaking root cause analysis (RCA) when ICT 
services become unavailable identifying recommendations to avoid similar 
occurrences. 
 
The post holder will support the ICT Customer Liaison Manager to analyse 
the impact of new services or changes on the Service Desk and develop 
solutions as appropriate.  
 
The post holder will manage and oversee the on-boarding, acceptance and 
integration of new services that require support from the service desk.  
 
The post holder will develop and maintain policies, processes and standard 
operating procedures for the ICT Service Desk service. 
 
Will work with the ICT Customers Liaison team to develop and maintaining 
effective relationships with end users. 
  
Will Identify opportunities to streamline the services and processes within 
ICT ensuring automation, self-serve etc opportunities are understood and 
where possible incorporated /adopted to the benefit of the Organisation. 
 
Working alongside the ICT Customer Liaison Manager will ensure adequate 
Business Continuity and Disaster Recovery testing is undertaken for the 
areas of their responsibility, and any lessons learnt are identified and 
implemented. 
 
Assist other senior managers in ICT in the development and testing of 
comprehensive disaster and recovery plans for critical IT Infrastructure and 
Business Systems. 
 
Supporting the ICT Customer Liaison Manager in the provision of timely 
communications between the IT Department and Service Users during 
incidents, planned outages and upgrades, using an array of channels and 
mediums.  
 
Support the continuity provision of a proactive customer-focused IT 
Services.  
 
Be responsible for developing a series of KPIs to monitor and measure the 
departments service delivery performance that drive improvements, 
efficiencies and productivity. 
 
Working in partnership with the ICT Customer Liaison Manager ensure that 
Service User engagement is a high priority in all aspects of service delivery 
and that they are kept regularly informed on the progress of their requests 
or issues. 
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The post holder requires the ability to write a clear concise and detailed 
business focused documents and presentations. 
 
The post holder will require knowledge of Operational Service Management 
including Change Management and workforce redesign acquired through 
training and experience. Significant experience of managing projects 
through the lifecycle and associated techniques e.g. high-quality outputs for 
planning and controlling projects. 
 
To support the ICT Customer Liaison Manager to lead on / participate in 
and ensure that assurance and monitoring activities (which may highlight 
areas for improvement) are comprehensively undertaken. 
 
Service Improvement & Modernisation 
 
The ICT Service Support & Performance Lead will promote effective 
partnership working across Informatics ICT, this will require the post-holder 
to have a collaborative and partnership ethos that brings the relevant 
people from across various Teams. They will proactively facilitate/manage 
the need to continuously advance operations and service delivery, with the 
aim of improving the Service Users experience and supporting patient care. 
 
Partnering with Management and Team Leads the ICT Service Support & 
Performance Lead will facilitate/lead the work on operational process 
design. 
 
Work with ICT teams to determine how to achieve improvement goals and 
bring about the changes necessary to do so. Facilitating the required 
change, identifying and helping to remove barriers and ensuring that 
ownership of the change is adopted.  This will require the post holder to 
actively put in place assurance and monitoring processes where required. 
 
To lead investigations into reported performance issues or areas that have 
been requested, agreed and scheduled for process or performance 
reviews. 
 
Support/Lead on any service redesign, ensuring that the “voice of the 
customer” is embedded in any service improvement plans. 
 
Agree improvements that are required working in iterative cycles to ensure 
that a positive outcome is likely e.g. plan, do, study, act Improve, drive and 
maintain improvement in Service User experience scores. 
 
Provide expertise in Performance Improvement to drive and facilitate 
change across the ICT Department. 
 
Planning and Organising 
 
The postholder will be required to lead/facilitate stakeholder workshops to 
identify and test out service improvements. Quantifying the benefits of 
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improvement works and moving the work forward into everyday working 
practices. 
 
They will need to identify opportunities for the introduction of new 
technology to transform working practices, using specialist knowledge to 
inform the scope and direction of improvements that they facilitate or 
projects that they manage.  Planning, monitoring and controlling projects, 
work streams and/ or work packages throughout the project lifecycle to 
deliver benefits using approved / accepted methodologies 
 
They are required to co-ordinate Improvement teams/Project teams, 
ensuring that all personnel involved with improvement/project activities 
understand their roles and carry them out efficiently and effectively, 
identifying areas for collaborative working both within and outside of the 
Informatics Service. The post holder will utilise appropriate project 
management methodologies, this will include planning, monitoring plans, 
production of options analysis for solutions and issues and risk 
management etc.  
 
Analysis/Research and Audit 
 
To fulfil the requirements of this role the postholder will be required to apply 
a “full lifecycle role” utilising a combination of Project Management and 
Business Analysis skills acquired through training and experience. The 
skills required include gap analysis, analysis of available options, business 
case development, specification of user requirements, design and 
development, testing of solutions/amended ways of working through to 
implementation and review of benefits achieved. 
 
To deliver the full lifecycle role the post holder will be required to use of a 
number of skills including but not limited to  
 
Identifying business needs by identifying / creating / evaluating data to 
evidence base complex procedures/problems that will inform specifications 
or business cases. 
 
Facilitate process mapping sessions with staff (at all levels including Senior 
Managers) to identify waste, align products and process and agreement of 
process re-design. Ensuring that outputs are accurate, timely and fit for 
purpose. 
 
Identifying possible improvements in existing process (current state v’s 
future state), that enhance effectiveness and efficiency. Explore and 
research options for Informatics Service(s) redesign and continuous 
improvements, identifying areas for collaborative working.  
 
Accessing and/or developing robust metrics to evidence base these and the 
measurement of delivery of benefits thereafter. 
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Leading the modification of workflow and expanding processes and 
systems to serve new purposes e.g. by introducing or working with others 
to modify tools or systems. 
 
Ensuring that robust data is available to enable evidence-based decisions 
to be made on a range of complex/highly complex project issues where 
there may be more than one course of action. 
 
Design, initiate and analyse complex staff and service user surveys/audits 
to evaluate the service, identify future service requirements and areas that 
require remediation. 
 
Produce or contribute to a variety of high-quality complex reports that are 
required for all aspects of Operational and Project Management. These 
reports require a proven ability to analyse and appropriately present 
complex information so that it is easy to understand and can be tailored to 
audience requirements but that minimise requirements for reformatting. 
This requires them to undertake analysis on a range of reports and ensure 
that important messages are identified and communicated in an effective 
manner. 
 
Research new technologies, ways of working and alternative delivery 
methods to maximise efficiency. 
 
Support the development of dashboards which draw together complex 
quantitive and qualitative data. 
 
Receives reads and draws out themes from the audits, reviews and 
feedback from Service Users. 
 
Training and Development 
 
Identify and develop required capabilities of the team through effective 
management techniques and enable a high-performance culture where 
innovation and creativity is encouraged.   
 
Manage talent and support team members to grow beyond their current role 
where desired. 
 
Provide training and development of others in performance improvement 
and business skills. 
 
Change Management  
 
Enable and encourage others to understand and appreciate the influences 
of poor performance on services and the reasons why improvements are 
being made. 
 
Develops and implements policies and procedures for own service area.  
Works with others (e.g. facilitates / leads) to develop policy across 
Informatics ICT Service.  
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Actively encourage improvement by promoting a positive can-do attitude. 
 
Communication & Working Relationships 
 
This role is required to lead, manage or support transformational business 
redesign and projects within Informatics ICT. To achieve this excellent 
communication is required with all levels of staff including, Senior 
Managers, Clinical staff and external bodies, to achieve this the postholder 
is required to display an awareness of sensitivities and political 
considerations, ensuring that Informatics is represented by actively 
participating in Local Health Board/National Committees, Boards, Teams 
and Groups. 
 
The postholder is required to build relationships trust and confidence with 
both Informatics Services and Service Users thus enabling a smooth 
transition to identify new ways of working and the adoption of identified 
Technology, thus ensuring that required objectives are achieved. 
 
The post holder will be required to challenge current process, identify 
improvements in existing processes (current vs future state) that enhance 
the effectiveness and efficiencies across multiple and varying departments 
within ICT. They will be responsible for creating and evaluating complex 
and sensitive data to evidence problems, identify future service 
requirements or areas that require remediation, ensuring identified outputs 
are timely, accurate and fit for purpose. 
 
They will be required to access and develop robust metrics to evidence 
base and measure delivery of benefits thereafter.  Revisiting those areas if 
benefits and metrics are not being delivered to ensure compliance. 
 
They will be required to regularly present the findings of reports and 
analysis to large groups of staff, often where findings will be highly 
contentious, and there will be barriers to understanding.  This will include 
presenting to Project Boards/Stakeholder Groups and Managers on the 
delivery of key requirements, where there will be a range of strong and 
conflicting views, and persuasive skills will be required to ensure 
acceptance of the message.  
 
To ensure delivery of objectives the postholder needs to challenge staff (at 
all levels including Senior Managers) to deliver their committed actions, 
take decisions on a range of complex project issues where there may be 
more than one course of action. Advising more senior staff on optimum 
solutions based on analysis of key data to resolve project issues for more 
multifaceted projects that they are involved in. 
 
The post holder will be required to display a proven ability to influence, 
persuade and negotiate with staff at all levels, and is able to use influential 
and motivational skills to overcome any barriers to change or issues. 
 
Human Resources 
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To manage staff within area of responsibility, providing line management for 
staff within the ICT Service Desk Team, this will include appraisals, 
sickness management, authorising travel claims and annual leave, 
recruitment, selection, disciplinary and grievance etc. 
 
To manage the on-going knowledge and development of the ICT Service 
Desk Team by developing training and mentoring programmes and 
ensuring that these are followed. 
 
To support the ICT Customer Liaison Manager to ensure service and 
resource is deployed in a manner which is efficient effective, equitable and 
transparent. 
Continuing Professional Development 
 
Develop a personal development plan as part of the Individual Performance 
Review process. 
 
Keep skills up to date and relevant in order to carry out duties and 
continually review practice and apply lessons learnt to work. 
 
Use available resources to keep abreast of Health Informatics & 
Technology topics (Intranet, internet, reading materials, conferences etc.)  
Ensure continuation of personal development including leadership skills, 
through appropriate formal and informal training as and when necessary.  
 
Keep up to date with legislation in relation to data protection, Caldicott 
principles, and confidentiality, Human Rights Act, Freedom of Information 
Act etc. and the latest policies.  
Maintain registration of professional organisation, for example, PRINCE2 
 
General Requirements  
 
Values:  All employees of the Health Board are required to demonstrate 
and embed the Values and Behaviour Statements in order for them to 
become an integral part of the post holder’s working life and to embed the 
principles into the culture of the organisation. 
 
Competence: At no time should the postholder work outside their defined 
level of competence. If there are concerns regarding this, the postholder 
should immediately discuss them with their manager/supervisor. 
Employees have a responsibility to inform their supervisor/manager if they 
doubt their own competence to perform a duty. 
 
Registered Health Professional: All employees of the LHB who are required 
to register with a professional body, to enable them to practice within their 
profession, are required to comply with their code of conduct and 
requirements of their professional registration. 
 
Supervision: Where the appropriate professional organisation details a 
requirement in relation to supervision, it is the responsibility of the post 
holder to ensure compliance with this requirement.  If employees are in any 
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doubt about the existence of such a requirement they should speak to their 
Manager. 
 
Risk Management: It is a standard element of the role and responsibility of 
all staff of the LHB that they fulfil a proactive role towards the management 
of risk in all of their actions. This entails the risk assessment of all 
situations, the taking of appropriate actions and reporting of all incidents, 
near misses and hazards. 
 
Records Management: As an employee of the LHB, the postholder is 
legally responsible for all records that they gather, create or use as part of 
their work within the LHB (including patient health, financial, personal and 
administrative), whether paper based or on computer. All such records are 
considered public records, and the postholder has a legal duty of 
confidence to service users (even after an employee has left the LHB). The 
Postholder should consult their manager if they have any doubt as to the 
correct management of records with which they work. 
 
Health and Safety Requirements: All employees of the LHB have a 
statutory duty of care for their own personal safety and that of others who 
may be affected by their acts or omissions.  The postholder is required to 
co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The 
postholder must adhere to the LHB’s risk management, health and safety 
and associated policies.  
 
Flexibility Statement: The duties of the post are outlined in this job 
description and person specification and may be changed by mutual 
agreement from time to time. 
 
Confidentiality: The Postholder must always be aware of the importance of 
maintaining confidentiality and security of information gained during their 
duties. This will in many cases include access to personal information 
relating to service users. The postholder must treat all information whether 
corporate, staff or patient information in a discreet and confidential manner 
in accordance with the provisions of the data protection act 1998 and 
organisational policy. 
 
Promoting Diversity and Dignity at Work: The LHB is committed to 
promoting diversity in employment and dignity at work. It recognises that 
discrimination and harassment is unacceptable and that it is in the best 
interests of the LHB and the population it serves to utilise the skills of the 
total workforce. The postholder must comply with and adhere to the equal 
opportunities and dignity at work policies. 
 
Information Governance:  The post holder must at all times be aware of the 
importance of maintaining confidentiality and security of information gained 
during the course of their duties.  This will in many cases include access to 
personal information relating to service users.   
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Data Protection Act 2018:  The post holder must treat all information, 
whether corporate, staff or patient information, in a discreet and confidential 
manner in accordance with the provisions of the 
Data Protection Act 2018 and Organisational Policy.  Any breach of such 
confidentiality is considered a serious disciplinary offence, which is liable to 
dismissal and / or prosecution under current statutory legislation (Data 
Protection Act) and the HB Disciplinary Policy. 
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PERSON SPECIFICATION 
 
The knowledge to be measured in the minimum needed to carry out the full duties of the job 
to the required standards.  Qualifications should be used to provide an indicator of the level 
of knowledge required.  Training and experience is also a means of acquiring the knowledge 
required for a job such as on-the-job training, short courses and experience to an equivalent 
level of knowledge which should be specified. 
 
NOTE:  Please do not use the number of years experience as this is potentially 
discriminatory and these will be returned.  It is essential that managers concentrate on the 
sorts of skills and qualities needed to fulfil the duties of the post. 
 



ATTRIBUTES ESSENTIAL DESIRABLE METHOD OF 
ASSESSMENT 



Qualifications 
and/or 
Knowledge 
 



 



• Educated to post 



graduate level or 



relevant equivalent 



level of work 



experience / 



knowledge   and/or 



demonstrate ability 



to work at this 



level. 



• ILM Level 4 



Diploma in 



Leadership and 



Management. 



• Comprehensive 



understanding of 



performance 



targets in relation 



to Operational 



Services. 



• PRINCE2 /ITIL 



Foundation 



• Management 



Qualification or 



equivalent 



experience or 



willingness to 



undertake 



• Evidence of 



Continual 



Professional 



Development 



• Training in service management 



tools and statistical analysis 



• Prince2/ITIL Practitioner 



• Experience and understanding of 



the Welsh Government health 



agenda 



• Teaching and coaching skills 



• Training methodologies 



• Continuous Improvement 



Practitioner. 



 



 



Application 
form and pre 
employment 
checks 
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• Current knowledge 



of Health 



Informatics and its 



application 



• Service 



Improvement and 



redesign tools 



techniques and 



experience of 



using them to 



effect sustainable 



change 



• Current knowledge 



of relevant local 



and national 



strategies 



• Knowledge of 



Clinical, 



Management and 



Informatics 



processes  



• Motivational 



Theories 



Experience 



 



 



 



• Experience in 



managing staff 



and budgets. 



• Significant 



experience of 



working in a large 



complex 



organisation 



• Experience and 



knowledge of 



quality systems / 



improvement 



methodologies and 



how to apply them 



in a complex 



environment e, g, 



lean, systems 



thinking, 1000 



lives 



• Experience of 



leading/managing 



• Experience of working in a service 



improvement environment 



• Proven ability to successfully 



manage complex/significant 



projects 



• Experience of working within an 



Improvement/modernisation/project 



structure, and managing complex 



change within 



• Teaching/ coaching experience 



• Budgetary experience 



Application 
form and 
interview 
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successful and 



significant 



improvement 



/change 



management 



projects and 



process re-



engineering 



• Evidence of 



facilitation skills in 



managing/handling 



difficult, 



contentious or 



sensitive issues as 



well as handling 



conflict 



• Demonstrable 



success in 



building, leading, 



motivating, 



managing and 



developing teams 



• Proven ability to 



influence at all 



levels of the 



organisation 



• Time management 



and delivering 



multiple tasks to 



deadlines 



• Problem 



identification and 



solving. 



• Production of high-



quality reports and 



data in easy to 



read formats 



• Proven ability to 



analyse and 



appropriately act 



upon data e.g. 



identify issue, and 



resolve 
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• Ability to work on 



own initiative and 



organise / prioritise 



own and team 



workload 



• Proven ability to 



communicate 



verbally and in 



writing in a manner 



which is clear, 



fluent and 



persuasive 



• Able to 



demonstrate a 



high level of 



interpersonal and 



organisational 



skills 



• Proven ability to 



analyse and 



appropriately 



present complex 



information so that 



it is easy to 



understand 



• Proven ability to 



influence, 



persuade and 



negotiate with staff 



at all levels 



• Ability to empower, 



coach and support 



staff 



• Conflict resolution 



skills 



• Sound judgment, 



planning, decision 



making, and 



organisational 



skills 



• A broad range of 



ICT skills 



Aptitude and 
Abilities 



• Lateral thinker, 



problem solver, 



• Ability to speak Welsh Interview 
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innovative and 



imaginative  



• Ability to 



communicate 



verbally with all 



levels of the 



organisation and 



able and willing to 



share information. 



• Flexible and 



adaptable to meet 



all aspects of the 



work 



• Ability to develop, 



support and lead 



teams. 



• Excellent 



interpersonal and 



team building skills 



• Ability to create 



effective working 



relationship with 



clinical staff. 



• Excellent verbal 



and written 



communication 



skills 



• Leadership 



qualities and able 



to motivate and 



develop others 



• Time Management 



skills. 



• Completer Finisher 



and Chair 



• Ability to work on 



own initiative and 



organise / prioritise 



own and team 



workload 



• Proven ability to 



communicate 



verbally and in 



writing in a manner 



• Ability to self-reflect for personal 
improvement 



• High degree of political awareness 



• Spoken or written Welsh language. 



• Able to interpret national policies 
and guidance as appropriate 
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which is clear, 



fluent and 



persuasive 



• Able to 



demonstrate a 



high level of 



interpersonal and 



organisational 



skills 



• Proven ability to 



analyse and 



appropriately 



present complex 



information so that 



it is easy to 



understand 



• Leadership/ 
motivational skills 



• Proven ability to 



influence, 



persuade and 



negotiate with staff 



at all levels 



• Ability to empower, 



coach and support 



staff 



• Conflict resolution 



skills 



• Sound judgment, 



planning, decision 



making, and 



organisational 



skills 



• A broad range of 



ICT skills 



Values • Committed to a 



culture of 



continuous 



improvement  



• Ability to deal with 



stressful situations 



• Open and 



approachable 



• Self-motivated 
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• Enthusiastic, 



committed, 



proactive and 



innovative 



• Politically astute 



and high level of 



intuition 



• Appetite for hard 



work and 



challenges 



• Show resilience, 



stamina and 



reliability under 



sustained 



pressure, never 



losing sight of 



objectives 



• High level of 



personal integrity 



• Flexible in 



approach to try 



new procedures 



and practices 



• Negotiate and 



manage, monitor 



and secure results 



against objectives 



Other 



 



• Ability to travel 



with full, current 



driving licence 



 Application 
form and 
interview 



 



 



Flexibility Statement:  The duties of the post are outlined in this Job Description and 
Person Specification and may be changed by mutual agreement from time to time. 
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Job Title:  ICT Service Support & Performance Lead 



 



 



Organisational Chart 
 



The Organisational Chart must highlight the post to which this job description applies 
showing relationship to positions on the same level and, if appropriate, two levels above 
and below. 
 
Complete, add or delete as appropriate the text boxes below showing the organisational 
relationships. 
 
 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



APPENDIX 1 



 



Deputy Head of ICT 



ICT Customer 



Liaison Manager 



ICT Service Desk & 



Performance Lead 



ICT Support Officer  



Junior ICT Support 



Officer  



Senior ICT Support 



Officer 
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APPENDIX 2 



 
Job Title: ICT Service Support & Performance Lead 
 
Supplementary Job Description Information 
 
Please complete information on Physical Effort, Mental Effort, Emotional Effort and Working Conditions in order to assist the Job 
Matching process. 
 
Physical Effort 
 
This factor measures the nature, frequency and duration of physical effort (sustained effort at a similar level or sudden explosive 
effort) required for the job.   
 
Please ensure any circumstances that may affect the degree of effort required, such as working in an awkward position; lifting heavy 
weights etc. are detailed, such as: 
 
‘Working in uncomfortable/unpleasant physical conditions; sitting in restricted positions; repetitive movements; lifting heavy weights; 
manipulating objects; kneeling, crouching, twisting; heavy duty cleaning; working at heights; using controlled restraint; driving as part 
of daily job - N.B.  Walking /driving to work is not included’ 
 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 
 
Physical Effort: -Examples to be given if lifting, standing or sitting for long periods; manual handling; making repetitive 
movements; manipulating objects 
 
Nature & Frequency 
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(D) Use of VDU for extended periods on time e.g. to review performance/ improvement data and write reports. 
(D) Attending meetings, sitting for long periods of time 
(W) Light physical effort when facilitating workshops or delivering presentations etc. 
(W) Ability to travel effectively across BCU to meet the needs of the service 
 
Mental Effort such as preparing detailed reports; checking documents and / or calculations; carrying out clinical 
diagnosis or interventions; analysing statistics; undertaking formal student / trainee assessments.  
 
Nature & Frequency:      
(D) Requirement for frequent concentration, with interruptions from stakeholders. 
(D) Prolonged concentration undertaking analysis or reviewing data or updating and writing reports and plans 
(D)Adapt to changing priorities and refocus on new priority areas. 
(D) The post-holder will apply strong improvement and project management skills to ensure that realistic and achievable milestones 
are set and that deadlines are met or exceeded.   
(D) They will need to ensure that their own and the resource of others is appropriately allocated to achieve all key outcomes. 
(W) A lateral thinker with strong problem-solving skills. 
(D) Ability to generating and encouraging team working to gain improvements and innovation. 
 
Emotional Effort such as processing news of highly distressing events; dealing with the terminally ill or with people with 
challenging behaviour; dealing with difficult situations  
 
Nature & Frequency:  
 
(D) Able to demonstrate autonomy, assessing and managing competing priorities. 
(W) Requirement to challenge improvement leads/teams for example when targets are not met. 
(M) Reporting exceptions to the Head of Performance and Improvement / Project Board /stakeholders as required when options 
within own area of control have been exhausted. 
(M) Dealing with staffing issues 
(D) Recognising resistance to change / improvements and implementing strategies to reduce impact 
 











 



CAJE Reference/Date: 



22 



 



Working conditions such as exposure to excessive temperatures; unpleasant odours; bodily fluids; using a computer 
more or less continuously; driving or being driven 
 
Nature & Frequency:  
 
(D) Normal office working conditions, regular use of a computer 
(D) Frequent requirement to travel across BCUHB 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Submission of documents for job evaluation 
 
Please sign and retain an original copy for manager and employee. 
Send an electronic version of the documents to BCU.JobEvaluation@wales.nhs.uk 
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                ICT Service Delivery & Performance Manager  
 



JOB DETAILS: 



 



Job Title 



 



ICT Service Support & Performance Lead 



Pay Band 



 



7 



Hours of Work and Nature 
of Contract 
 



To be completed on recruitment 



Division/Directorate 



 



Informatics  



Department 



 



ICT  



Base To be completed on recruitment 



 
 
 
ORGANISATIONAL ARRANGEMENTS: 



 



Managerially Accountable 



to: 



 



Deputy Head of ICT 



Reports to: Name Line 



Manager 



 



ICT Customer Liaison Manager  



Professionally Responsible 



to: 



 



ICT Customer Liaison Manager  



 



 



Job Summary/Job Purpose: 
 
The ICT Service Support & Performance Lead is responsible for managing 
the ICT Service Desk which provides 1st line Incident and Request 
Management across IT services. They are responsible for ensuring that all 
incidents and service requests are handled effectively across all channels 
within agreed Service Levels and delivered to customer satisfaction.  
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They are responsible for developing and implementing the operational 
strategy standards and procedures within which the Service Desk will 
operate implementing the strategic objectives set out by the ICT Customer 
Liaison Manager.  The post holder will be responsible for analysing usage 
of the various methods of contact used by our customers for the reporting 
of incidents and requests to identify problems and proactively reduce call 
volumes. 
 
The post holder will manage operational support staff within the ICT Service 
Desk, being responsible for their development and operational 
performance. With operational and budgetary responsibility for designated 
areas including operating capital and project budgets. They will participate 
in and where agreed lead project delivery and business case development. 
The post holder will be accountable for monitoring and measuring the 
performance of the ICT Service Desk, leveraging data from various sources 
and ensuring root cause analysis is performed as a matter of course and 
that the corrective actions and measures are undertaken. 
 
The ICT Service Support & Performance Lead is required to proactively 
drive continuous improvement across the Informatics ICT Service 
operational and service delivery activities in support of delivering an 
excellent service to customers across Betsi Cadwaladr University Health 
Board (BCUHB). The role will be instrumental in ensuring that the way 
Information Technology Support Services operates services are delivered 
on time, in full, every time. 
 
The post holder will operate with significant autonomy and is expected to 
support the ICT Customer Liaison Manager in driving forward a culture of 
change, innovation and modernisation to facilitate service improvements in 
line with Informatics ICT and BCUHB priorities.  
 
The post holder will be responsible for working towards service desk 
accreditation from industry recognised bodies and will drive continuous 
service changes to meet the required standard.  
 



 
DUTIES/RESPONSIBILITIES: 
 



Operational Management 
  
The post holder is responsible for the delivery of the ICT Service Desk 1st 
line support services for BCUHB with ownership and responsibility for the 
implementation and operational management of the ICT Service Desk, 
staffing, resources and performance. 
 
The post holder will be responsible for line management of the Senior ICT 
Support Officers including their training and development through the 
PADR process, motivation, workload planning, welfare, monitoring and 
quality assurance. Ensuring that recruitment, performance management, 
training, career development programs, succession planning, resource 
planning and HR processes are being managed across the Services Desk. 
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The post holder will ensure rigorous performance monitoring is in place that 
delivers best practice, undertaking root cause analysis (RCA) when ICT 
services become unavailable identifying recommendations to avoid similar 
occurrences. 
 
The post holder will support the ICT Customer Liaison Manager to analyse 
the impact of new services or changes on the Service Desk and develop 
solutions as appropriate.  
 
The post holder will manage and oversee the on-boarding, acceptance and 
integration of new services that require support from the service desk.  
 
The post holder will develop and maintain policies, processes and standard 
operating procedures for the ICT Service Desk service. 
 
Will work with the ICT Customers Liaison team to develop and maintaining 
effective relationships with end users. 
  
Will Identify opportunities to streamline the services and processes within 
ICT ensuring automation, self-serve etc opportunities are understood and 
where possible incorporated /adopted to the benefit of the Organisation. 
 
Working alongside the ICT Customer Liaison Manager will ensure adequate 
Business Continuity and Disaster Recovery testing is undertaken for the 
areas of their responsibility, and any lessons learnt are identified and 
implemented. 
 
Assist other senior managers in ICT in the development and testing of 
comprehensive disaster and recovery plans for critical IT Infrastructure and 
Business Systems. 
 
Supporting the ICT Customer Liaison Manager in the provision of timely 
communications between the IT Department and Service Users during 
incidents, planned outages and upgrades, using an array of channels and 
mediums.  
 
Support the continuity provision of a proactive customer-focused IT 
Services.  
 
Be responsible for developing a series of KPIs to monitor and measure the 
departments service delivery performance that drive improvements, 
efficiencies and productivity. 
 
Working in partnership with the ICT Customer Liaison Manager ensure that 
Service User engagement is a high priority in all aspects of service delivery 
and that they are kept regularly informed on the progress of their requests 
or issues. 
 
The post holder requires the ability to write a clear concise and detailed 
business focused documents and presentations. 
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The post holder will require knowledge of Operational Service Management 
including Change Management and workforce redesign acquired through 
training and experience. Significant experience of managing projects 
through the lifecycle and associated techniques e.g. high-quality outputs for 
planning and controlling projects. 
 
To support the ICT Customer Liaison Manager to lead on / participate in 
and ensure that assurance and monitoring activities (which may highlight 
areas for improvement) are comprehensively undertaken. 
 
Service Improvement & Modernisation 
 
The ICT Service Support & Performance Lead will promote effective 
partnership working across Informatics ICT, this will require the post-holder 
to have a collaborative and partnership ethos that brings the relevant 
people from across various Teams. They will proactively facilitate/manage 
the need to continuously advance operations and service delivery, with the 
aim of improving the Service Users experience and supporting patient care. 
 
Partnering with Management and Team Leads the ICT Service Support & 
Performance Lead will facilitate/lead the work on operational process 
design. 
 
Work with ICT teams to determine how to achieve improvement goals and 
bring about the changes necessary to do so. Facilitating the required 
change, identifying and helping to remove barriers and ensuring that 
ownership of the change is adopted.  This will require the post holder to 
actively put in place assurance and monitoring processes where required. 
 
To lead investigations into reported performance issues or areas that have 
been requested, agreed and scheduled for process or performance 
reviews. 
 
Support/Lead on any service redesign, ensuring that the “voice of the 
customer” is embedded in any service improvement plans. 
 
Agree improvements that are required working in iterative cycles to ensure 
that a positive outcome is likely e.g. plan, do, study, act Improve, drive and 
maintain improvement in Service User experience scores. 
 
Provide expertise in Performance Improvement to drive and facilitate 
change across the ICT Department. 
 
Planning and Organising 
 
The postholder will be required to lead/facilitate stakeholder workshops to 
identify and test out service improvements. Quantifying the benefits of 
improvement works and moving the work forward into everyday working 
practices. 
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They will need to identify opportunities for the introduction of new 
technology to transform working practices, using specialist knowledge to 
inform the scope and direction of improvements that they facilitate or 
projects that they manage.  Planning, monitoring and controlling projects, 
work streams and/ or work packages throughout the project lifecycle to 
deliver benefits using approved / accepted methodologies 
 
They are required to co-ordinate Improvement teams/Project teams, 
ensuring that all personnel involved with improvement/project activities 
understand their roles and carry them out efficiently and effectively, 
identifying areas for collaborative working both within and outside of the 
Informatics Service. The post holder will utilise appropriate project 
management methodologies, this will include planning, monitoring plans, 
production of options analysis for solutions and issues and risk 
management etc.  
 
Analysis/Research and Audit 
 
To fulfil the requirements of this role the postholder will be required to apply 
a “full lifecycle role” utilising a combination of Project Management and 
Business Analysis skills acquired through training and experience. The 
skills required include gap analysis, analysis of available options, business 
case development, specification of user requirements, design and 
development, testing of solutions/amended ways of working through to 
implementation and review of benefits achieved. 
 
To deliver the full lifecycle role the post holder will be required to use of a 
number of skills including but not limited to  
 
Identifying business needs by identifying / creating / evaluating data to 
evidence base complex procedures/problems that will inform specifications 
or business cases. 
 
Facilitate process mapping sessions with staff (at all levels including Senior 
Managers) to identify waste, align products and process and agreement of 
process re-design. Ensuring that outputs are accurate, timely and fit for 
purpose. 
 
Identifying possible improvements in existing process (current state v’s 
future state), that enhance effectiveness and efficiency. Explore and 
research options for Informatics Service(s) redesign and continuous 
improvements, identifying areas for collaborative working.  
 
Accessing and/or developing robust metrics to evidence base these and the 
measurement of delivery of benefits thereafter. 
 
Leading the modification of workflow and expanding processes and 
systems to serve new purposes e.g. by introducing or working with others 
to modify tools or systems. 
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Ensuring that robust data is available to enable evidence-based decisions 
to be made on a range of complex/highly complex project issues where 
there may be more than one course of action. 
 
Design, initiate and analyse complex staff and service user surveys/audits 
to evaluate the service, identify future service requirements and areas that 
require remediation. 
 
Produce or contribute to a variety of high-quality complex reports that are 
required for all aspects of Operational and Project Management. These 
reports require a proven ability to analyse and appropriately present 
complex information so that it is easy to understand and can be tailored to 
audience requirements but that minimise requirements for reformatting. 
This requires them to undertake analysis on a range of reports and ensure 
that important messages are identified and communicated in an effective 
manner. 
 
Research new technologies, ways of working and alternative delivery 
methods to maximise efficiency. 
 
Support the development of dashboards which draw together complex 
quantitive and qualitative data. 
 
Receives reads and draws out themes from the audits, reviews and 
feedback from Service Users. 
 
Training and Development 
 
Identify and develop required capabilities of the team through effective 
management techniques and enable a high-performance culture where 
innovation and creativity is encouraged.   
 
Manage talent and support team members to grow beyond their current role 
where desired. 
 
Provide training and development of others in performance improvement 
and business skills. 
 
Change Management  
 
Enable and encourage others to understand and appreciate the influences 
of poor performance on services and the reasons why improvements are 
being made. 
 
Develops and implements policies and procedures for own service area.  
Works with others (e.g. facilitates / leads) to develop policy across 
Informatics ICT Service.  
Actively encourage improvement by promoting a positive can-do attitude. 
 
Communication & Working Relationships 
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This role is required to lead, manage or support transformational business 
redesign and projects within Informatics ICT. To achieve this excellent 
communication is required with all levels of staff including, Senior 
Managers, Clinical staff and external bodies, to achieve this the postholder 
is required to display an awareness of sensitivities and political 
considerations, ensuring that Informatics is represented by actively 
participating in Local Health Board/National Committees, Boards, Teams 
and Groups. 
 
The postholder is required to build relationships trust and confidence with 
both Informatics Services and Service Users thus enabling a smooth 
transition to identify new ways of working and the adoption of identified 
Technology, thus ensuring that required objectives are achieved. 
 
The post holder will be required to challenge current process, identify 
improvements in existing processes (current vs future state) that enhance 
the effectiveness and efficiencies across multiple and varying departments 
within ICT. They will be responsible for creating and evaluating complex 
and sensitive data to evidence problems, identify future service 
requirements or areas that require remediation, ensuring identified outputs 
are timely, accurate and fit for purpose. 
 
They will be required to access and develop robust metrics to evidence 
base and measure delivery of benefits thereafter.  Revisiting those areas if 
benefits and metrics are not being delivered to ensure compliance. 
 
They will be required to regularly present the findings of reports and 
analysis to large groups of staff, often where findings will be highly 
contentious, and there will be barriers to understanding.  This will include 
presenting to Project Boards/Stakeholder Groups and Managers on the 
delivery of key requirements, where there will be a range of strong and 
conflicting views, and persuasive skills will be required to ensure 
acceptance of the message.  
 
To ensure delivery of objectives the postholder needs to challenge staff (at 
all levels including Senior Managers) to deliver their committed actions, 
take decisions on a range of complex project issues where there may be 
more than one course of action. Advising more senior staff on optimum 
solutions based on analysis of key data to resolve project issues for more 
multifaceted projects that they are involved in. 
 
The post holder will be required to display a proven ability to influence, 
persuade and negotiate with staff at all levels, and is able to use influential 
and motivational skills to overcome any barriers to change or issues. 
 
Human Resources 
 
To manage staff within area of responsibility, providing line management for 
staff within the ICT Service Desk Team, this will include appraisals, 
sickness management, authorising travel claims and annual leave, 
recruitment, selection, disciplinary and grievance etc. 
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To manage the on-going knowledge and development of the ICT Service 
Desk Team by developing training and mentoring programmes and 
ensuring that these are followed. 
 
To support the ICT Customer Liaison Manager to ensure service and 
resource is deployed in a manner which is efficient effective, equitable and 
transparent. 
Continuing Professional Development 
 
Develop a personal development plan as part of the Individual Performance 
Review process. 
 
Keep skills up to date and relevant in order to carry out duties and 
continually review practice and apply lessons learnt to work. 
 
Use available resources to keep abreast of Health Informatics & 
Technology topics (Intranet, internet, reading materials, conferences etc.)  
Ensure continuation of personal development including leadership skills, 
through appropriate formal and informal training as and when necessary.  
 
Keep up to date with legislation in relation to data protection, Caldicott 
principles, and confidentiality, Human Rights Act, Freedom of Information 
Act etc. and the latest policies.  
Maintain registration of professional organisation, for example, PRINCE2 
 
General Requirements  
 
Values:  All employees of the Health Board are required to demonstrate 
and embed the Values and Behaviour Statements in order for them to 
become an integral part of the post holder’s working life and to embed the 
principles into the culture of the organisation. 
 
Competence: At no time should the postholder work outside their defined 
level of competence. If there are concerns regarding this, the postholder 
should immediately discuss them with their manager/supervisor. 
Employees have a responsibility to inform their supervisor/manager if they 
doubt their own competence to perform a duty. 
 
Registered Health Professional: All employees of the LHB who are required 
to register with a professional body, to enable them to practice within their 
profession, are required to comply with their code of conduct and 
requirements of their professional registration. 
 
Supervision: Where the appropriate professional organisation details a 
requirement in relation to supervision, it is the responsibility of the post 
holder to ensure compliance with this requirement.  If employees are in any 
doubt about the existence of such a requirement they should speak to their 
Manager. 
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Risk Management: It is a standard element of the role and responsibility of 
all staff of the LHB that they fulfil a proactive role towards the management 
of risk in all of their actions. This entails the risk assessment of all 
situations, the taking of appropriate actions and reporting of all incidents, 
near misses and hazards. 
 
Records Management: As an employee of the LHB, the postholder is 
legally responsible for all records that they gather, create or use as part of 
their work within the LHB (including patient health, financial, personal and 
administrative), whether paper based or on computer. All such records are 
considered public records, and the postholder has a legal duty of 
confidence to service users (even after an employee has left the LHB). The 
Postholder should consult their manager if they have any doubt as to the 
correct management of records with which they work. 
 
Health and Safety Requirements: All employees of the LHB have a 
statutory duty of care for their own personal safety and that of others who 
may be affected by their acts or omissions.  The postholder is required to 
co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The 
postholder must adhere to the LHB’s risk management, health and safety 
and associated policies.  
 
Flexibility Statement: The duties of the post are outlined in this job 
description and person specification and may be changed by mutual 
agreement from time to time. 
 
Confidentiality: The Postholder must always be aware of the importance of 
maintaining confidentiality and security of information gained during their 
duties. This will in many cases include access to personal information 
relating to service users. The postholder must treat all information whether 
corporate, staff or patient information in a discreet and confidential manner 
in accordance with the provisions of the data protection act 1998 and 
organisational policy. 
 
Promoting Diversity and Dignity at Work: The LHB is committed to 
promoting diversity in employment and dignity at work. It recognises that 
discrimination and harassment is unacceptable and that it is in the best 
interests of the LHB and the population it serves to utilise the skills of the 
total workforce. The postholder must comply with and adhere to the equal 
opportunities and dignity at work policies. 
 
Information Governance:  The post holder must at all times be aware of the 
importance of maintaining confidentiality and security of information gained 
during the course of their duties.  This will in many cases include access to 
personal information relating to service users.   
 
Data Protection Act 2018:  The post holder must treat all information, 
whether corporate, staff or patient information, in a discreet and confidential 
manner in accordance with the provisions of the 
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Data Protection Act 2018 and Organisational Policy.  Any breach of such 
confidentiality is considered a serious disciplinary offence, which is liable to 
dismissal and / or prosecution under current statutory legislation (Data 
Protection Act) and the HB Disciplinary Policy. 
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PERSON SPECIFICATION 
 
The knowledge to be measured in the minimum needed to carry out the full duties of the job 
to the required standards.  Qualifications should be used to provide an indicator of the level 
of knowledge required.  Training and experience is also a means of acquiring the knowledge 
required for a job such as on-the-job training, short courses and experience to an equivalent 
level of knowledge which should be specified. 
 
NOTE:  Please do not use the number of years experience as this is potentially 
discriminatory and these will be returned.  It is essential that managers concentrate on the 
sorts of skills and qualities needed to fulfil the duties of the post. 
 



ATTRIBUTES ESSENTIAL DESIRABLE METHOD OF 
ASSESSMENT 



Qualifications 
and/or 
Knowledge 
 



 



 Educated to post 



graduate level or 



relevant equivalent 



level of work 



experience / 



knowledge   and/or 



demonstrate ability 



to work at this 



level. 



 ILM Level 4 



Diploma in 



Leadership and 



Management. 



 Comprehensive 



understanding of 



performance 



targets in relation 



to Operational 



Services. 



 PRINCE2 /ITIL 



Foundation 



 Management 



Qualification or 



equivalent 



experience or 



willingness to 



undertake 



 Evidence of 



Continual 



Professional 



Development 



 Training in service management 



tools and statistical analysis 



 Prince2/ITIL Practitioner 



 Experience and understanding of 



the Welsh Government health 



agenda 



 Teaching and coaching skills 



 Training methodologies 



 Continuous Improvement 



Practitioner. 



 



 



Application 
form and pre 
employment 
checks 
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 Current knowledge 



of Health 



Informatics and its 



application 



 Service 



Improvement and 



redesign tools 



techniques and 



experience of 



using them to 



effect sustainable 



change 



 Current knowledge 



of relevant local 



and national 



strategies 



 Knowledge of 



Clinical, 



Management and 



Informatics 



processes  



 Motivational 



Theories 



Experience 



 



 



 



 Experience in 



managing staff 



and budgets. 



 Significant 



experience of 



working in a large 



complex 



organisation 



 Experience and 



knowledge of 



quality systems / 



improvement 



methodologies and 



how to apply them 



in a complex 



environment e, g, 



lean, systems 



thinking, 1000 



lives 



 Experience of 



leading/managing 



successful and 



 Experience of working in a service 



improvement environment 



 Proven ability to successfully 



manage complex/significant 



projects 



 Experience of working within an 



Improvement/modernisation/project 



structure, and managing complex 



change within 



 Teaching/ coaching experience 



 Budgetary experience 



Application 
form and 
interview 
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significant 



improvement 



/change 



management 



projects and 



process re-



engineering 



 Evidence of 



facilitation skills in 



managing/handling 



difficult, 



contentious or 



sensitive issues as 



well as handling 



conflict 



 Demonstrable 



success in 



building, leading, 



motivating, 



managing and 



developing teams 



 Proven ability to 



influence at all 



levels of the 



organisation 



 Time management 



and delivering 



multiple tasks to 



deadlines 



 Problem 



identification and 



solving. 



 Production of high-



quality reports and 



data in easy to 



read formats 



 Proven ability to 



analyse and 



appropriately act 



upon data e.g. 



identify issue, and 



resolve 



 Ability to work on 



own initiative and 



organise / prioritise 
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own and team 



workload 



 Proven ability to 



communicate 



verbally and in 



writing in a manner 



which is clear, 



fluent and 



persuasive 



 Able to 



demonstrate a 



high level of 



interpersonal and 



organisational 



skills 



 Proven ability to 



analyse and 



appropriately 



present complex 



information so that 



it is easy to 



understand 



 Proven ability to 



influence, 



persuade and 



negotiate with staff 



at all levels 



 Ability to empower, 



coach and support 



staff 



 Conflict resolution 



skills 



 Sound judgment, 



planning, decision 



making, and 



organisational 



skills 



 A broad range of 



ICT skills 



Aptitude and 
Abilities 
 



 



 Lateral thinker, 



problem solver, 



innovative and 



imaginative  



 Ability to 



communicate 



 Ability to speak Welsh 



 Ability to self-reflect for personal 
improvement 



 High degree of political awareness 



 Spoken or written Welsh language. 



Interview 
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verbally with all 



levels of the 



organisation and 



able and willing to 



share information. 



 Flexible and 



adaptable to meet 



all aspects of the 



work 



 Ability to develop, 



support and lead 



teams. 



 Excellent 



interpersonal and 



team building skills 



 Ability to create 



effective working 



relationship with 



clinical staff. 



 Excellent verbal 



and written 



communication 



skills 



 Leadership 



qualities and able 



to motivate and 



develop others 



 Time Management 



skills. 



 Completer Finisher 



and Chair 



 Ability to work on 



own initiative and 



organise / prioritise 



own and team 



workload 



 Proven ability to 



communicate 



verbally and in 



writing in a manner 



which is clear, 



fluent and 



persuasive 



 Able to 



demonstrate a 



 Able to interpret national policies 
and guidance as appropriate 
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high level of 



interpersonal and 



organisational 



skills 



 Proven ability to 



analyse and 



appropriately 



present complex 



information so that 



it is easy to 



understand 



 Leadership/ 
motivational skills 



 Proven ability to 



influence, 



persuade and 



negotiate with staff 



at all levels 



 Ability to empower, 



coach and support 



staff 



 Conflict resolution 



skills 



 Sound judgment, 



planning, decision 



making, and 



organisational 



skills 



 A broad range of 



ICT skills 



Values  Committed to a 



culture of 



continuous 



improvement  



 Ability to deal with 



stressful situations 



 Open and 



approachable 



 Self-motivated 



 Enthusiastic, 



committed, 



proactive and 



innovative 



  











CAJE Reference/Date: 



17 



 



 Politically astute 



and high level of 



intuition 



 Appetite for hard 



work and 



challenges 



 Show resilience, 



stamina and 



reliability under 



sustained 



pressure, never 



losing sight of 



objectives 



 High level of 



personal integrity 



 Flexible in 



approach to try 



new procedures 



and practices 



 Negotiate and 



manage, monitor 



and secure results 



against objectives 



Other 



 



 Ability to travel 



with full, current 



driving licence 



 Application 
form and 
interview 



 



 



Flexibility Statement:  The duties of the post are outlined in this Job Description and 
Person Specification and may be changed by mutual agreement from time to time. 
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Job Title:  ICT Service Support & Performance Lead 



 



 



Organisational Chart 
 



The Organisational Chart must highlight the post to which this job description applies 
showing relationship to positions on the same level and, if appropriate, two levels above 
and below. 
 
Complete, add or delete as appropriate the text boxes below showing the organisational 
relationships. 
 
 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



APPENDIX 1 



 



Deputy Head of ICT 



ICT Customer 



Liaison Manager 



ICT Service Desk & 



Performance Lead 



ICT Support Officer  



Junior ICT Support 



Officer  



Senior ICT Support 



Officer 
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APPENDIX 2 



 
Job Title: ICT Service Support & Performance Lead 
 
Supplementary Job Description Information 
 
Please complete information on Physical Effort, Mental Effort, Emotional Effort and Working Conditions in order to assist the Job 
Matching process. 
 
Physical Effort 
 
This factor measures the nature, frequency and duration of physical effort (sustained effort at a similar level or sudden explosive 
effort) required for the job.   
 
Please ensure any circumstances that may affect the degree of effort required, such as working in an awkward position; lifting heavy 
weights etc. are detailed, such as: 
 
‘Working in uncomfortable/unpleasant physical conditions; sitting in restricted positions; repetitive movements; lifting heavy weights; 
manipulating objects; kneeling, crouching, twisting; heavy duty cleaning; working at heights; using controlled restraint; driving as part 
of daily job - N.B.  Walking /driving to work is not included’ 
 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 
 
Physical Effort: -Examples to be given if lifting, standing or sitting for long periods; manual handling; making repetitive 
movements; manipulating objects 
 
Nature & Frequency 
 
(D) Use of VDU for extended periods on time e.g. to review performance/ improvement data and write reports. 
(D) Attending meetings, sitting for long periods of time 
(W) Light physical effort when facilitating workshops or delivering presentations etc. 
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(W) Ability to travel effectively across BCU to meet the needs of the service 
 
Mental Effort such as preparing detailed reports; checking documents and / or calculations; carrying out clinical 
diagnosis or interventions; analysing statistics; undertaking formal student / trainee assessments.  
 
Nature & Frequency:      
(D) Requirement for frequent concentration, with interruptions from stakeholders. 
(D) Prolonged concentration undertaking analysis or reviewing data or updating and writing reports and plans 
(D)Adapt to changing priorities and refocus on new priority areas. 
(D) The post-holder will apply strong improvement and project management skills to ensure that realistic and achievable milestones 
are set and that deadlines are met or exceeded.   
(D) They will need to ensure that their own and the resource of others is appropriately allocated to achieve all key outcomes. 
(W) A lateral thinker with strong problem-solving skills. 
(D) Ability to generating and encouraging team working to gain improvements and innovation. 
 
Emotional Effort such as processing news of highly distressing events; dealing with the terminally ill or with people with 
challenging behaviour; dealing with difficult situations  
 
Nature & Frequency:  
 
(D) Able to demonstrate autonomy, assessing and managing competing priorities. 
(W) Requirement to challenge improvement leads/teams for example when targets are not met. 
(M) Reporting exceptions to the Head of Performance and Improvement / Project Board /stakeholders as required when options 
within own area of control have been exhausted. 
(M) Dealing with staffing issues 
(D) Recognising resistance to change / improvements and implementing strategies to reduce impact 
 
Working conditions such as exposure to excessive temperatures; unpleasant odours; bodily fluids; using a computer 
more or less continuously; driving or being driven 
 
Nature & Frequency:  
 
(D) Normal office working conditions, regular use of a computer 
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(D) Frequent requirement to travel across BCUHB 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Submission of documents for job evaluation 
 
Please sign and retain an original copy for manager and employee. 
Send an electronic version of the documents to BCU.JobEvaluation@wales.nhs.uk 
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JOB DESCRIPTION 
 
 
JOB DETAILS 
 
Job Title:  Project and Operational Support Services Manager   
 
Band:    
Salary Scale:     
 
Hours of Work: 37.5 
 
Department/CPG Informatics  
 
Base:   Abergele   
 
 
ORGANISATIONAL ARRANGEMENTS 
 
Accountable to:   Deputy Head of Programme Business and Clinical Solution Support 
 
Responsible for: Solution Specialist Manager  



Solution Specialists x 5 
Assistant Solution Specialists x4 
Senior Support Officers x5 



    Service Support x 2 
 
JOB PURPOSE: 
 
The Operational Support Services Manager supports the Head of Programme Business 
& Clinical Solution with: 
  



The Informatics Programme – Responsible for elements of the analysis of 
business problems, advising on the development of technical and affordable 
solutions. Responsible for the planning, management, implementation and 
receiving into support discrete projects across the whole Health Board.  
 
Business and Clinical Solution Support – responsible for line managing the 
team by advising on configuration, integration, training and ongoing application 
management activities to support one Health Board wide patient administration 
solution, integrated National Solutions and specific agreed local business and 
clinical system solutions to ensure business continuity and facilitate process 
improvements.  Responsible for reviewing new and innovative solutions and 
making recommendations to the organisation 
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Solution support – The Operational Support Services Manager, working with 
other informatics leads, will advise the production of a sustainable technology 
based programme blueprint    which will deliver consolidation to the structure and 
use of clinical system solutions resulting in improved clinical processes, enhanced 
clinical information and release of benefits.   
support business and clinical processes as an alternative to local development or 
procurement of bespoke products from suppliers.  



 
Each solution is set up as a discrete entity and the post holder will provide 
specialist advice to support this complex agenda to secure delivery and support 
within the organisation.  



 
 
DUTIES AND RESPONSIBILITIES: 
 
General Management 



• Advise on the support elements of a wide range of solutions. 



• Manage the work packages of the integration team and ensure that the Informatics 
strategic plan and operational priorities are supported by this work plan 



• Identifying opportunities for the introduction of new technology to transform working 
practices, using knowledge to inform the scope and direction of the programme 



• Actively promote electronic working at all levels within the organisation to support the 
Health Board’s organisational development and service modernisation plans. 



• Maintain the highest standards of ICT security in line with current standards and 
national guidance. 



• Ensure that work undertaken does not adversely impact the availability of business 
critical systems. 



• Support the assessment, impact and implications of incidents and events, report as 
appropriate.  



• Responsible for ensuring the solution support team have the appropriate capacity 
and capability to support the ongoing development and maintenance of Health Board 
systems in line with best industry standards. 



• Manage the solution support team ensuring staff are allocated appropriately to 
testing, application support, training, implementation and ongoing user support as 
required.  



• Support the development and maintenance of the second line business and clinical 
solutions on call support service as appropriate. 
 



Management of services, resources and policy 



• Responsible for management of budgets in relation to the solution support team. 



• Responsible for creating Standard operational Procedures in relation to system 
changes and implementations. 



• Responsible for ensuring the project pilots and implementations are staffed efficiently 



• Developing and implementing a range of policies and procedures to support the 
effective running of Clinical Informatics solutions and applications across the 
organisation. 



• Research ‘new’ models of care and ‘Best Practice’ sites, promoting and supporting 
clinical teams and support services around whole system thinking and service 
improvement change. 



• Ensure Informatics working policies and procedures relevant to the role, are 
maintained and monitored in line with best practice. 
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• Interprets national guidelines, policies and strategies which impact and provide the 
changes for Clinical Solutions in the form of written, verbal & training plans with 
approved actions to ensure the requirements are achieved. 



• Contribute to the development of Informatics policies, procedures and practices for 
national solutions and systems.  



• Ensure the systems within the solution support team responsibility are run efficiently 
and effectively and that appropriate disaster recovery plans are in place. 



• Contribute to the specification and delivery support of informatics projects for local and 
national ICT initiatives. 



• Liaise with CPG’s, Directorates and health partners in order to inform the development 
of support services. 



• Provide specialist informatics advice and guidance on clinical systems and integration 
projects as required. 



• Ensure that scheduled work has correctly allocated resources, is completed on time 
and complies with the agreed quality standards. 



 
Planning 



• Assist with creation planning, development and implementation of strategic plans, 
which will impact across the whole organisation, that take into account a broad range 
of issues, inclusive of, aspects of service provision and support and interruptions when 
responding to emergency calls such as systems failures. 



• Responsible for the creation and management of the Integration and support team 
work-plan, setting priorities for team members and reporting regularly on this 



• Responsible for the maintenance and review of relevant Service Level Agreements.  



• Ensure legacy in house applications are managed in accordance with SOPs in line 
with best practice and that appropriate disaster recovery procedures are in place for 
those systems. 



• Assist, from a support perspective, the requirements for new IT solutions and the 
enhancement of existing systems providing support advice and guidance as 
appropriate. 



• Ensure essential maintenance is organised to minimise impact on users. 
 
Research & Development / Service & Quality Improvements 



• Responsible for the undertaking of research in the area of solution support and 
development. 



• Research suppliers and advances in technical developments.  



• Adhere to appropriate procedures for testing new clinical solutions & applications. 



• Undertake research and audits using qualitative and quantitative methodologies to 
improve clinical services and transformational change in a more effective manner 
e.g. PAS systems.   



 
Responsibility for Human Resources 



• To line manage staff within area of responsibility, providing line management for staff 
within the locality, this will include appraisals, sickness management, authorising 
travel expenses and annual leave, recruitment and selection and disciplinary and 
grievance etc 



• Responsible for the allocation and coordination of work within the solution support 
team and integration team in order to achieve planned service deliverables.  



• Manage and develop staff / ensure they have necessary skills to undertake their 
duties and exercise their responsibilities effectively. 
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• Ensure that the staff, who will be expected to undertake significant travel across the 
Health Board, are supported and encouraged to use other technologies which may 
reduce the necessity for this approach. 



• Monitor sickness and absence of solution support team in line with Health Board 
policy. 



• Develop a personal development plan as part of the Individual Performance Review 
process. 



• Responsible for setting personal objectives of solution support team in line with the 
informatics operational plan. 



• Responsible for promoting a good working environment for staff and encouraging staff 
to be aware of health and safety issues within their own environment as well as those 
of other staff using informatics equipment within the Health Board. 



 
Risk Management & Health & Safety 



• Responsible for the health and safety of the solution support team and identify and 
report on hazards /incidents within the workplace. 
 



Communication 



• Provide specialist and clinical solution development advice, interpretation and 
resolution of highly complex concepts and problems, that requires the evaluation of a 
range of options/factors in order to achieve organisational objectives and goals. 



• Communicates highly complex information, via presentations and during meetings, to 
high numbers of staff (approx. 27) all levels of staff, where there are barriers to 
understanding, in order to achieve positive outcomes. 



• Deputise for the Head of Business and Clinical Solution Support to promote service 
support issues.  



• Ensure effective communication is maintained within the solution support team and 
support communications across wider stakeholders who may require immediate 
attention in unpredictable circumstances. 



• Communicate unfavourable outcomes to CPG’s and Corporate Department. 
 
Continuing Professional Development 



• Develop a personal development plan annually as part of the Personal Development 
Review process. 



• Keep skills up to date and relevant in order to carry out appropriate tasks in the 
areas of project management, informatics and applications. 



• Use available resources (Intranet, internet, reading materials, conferences) to keep 
abreast of informatics developments and look for opportunities to use these 
developments   



• Ensure continuation of personal development through appropriate formal training as 
and when necessary. 



• Keep up to date with legislation in relation to data protection, Caldicott principles, 
confidentiality, Human Rights Act, Freedom of Information Act etc. and the latest E-
policies. 



 
GENERAL REQUIREMENTS: 
 
Competence 
At no time should the postholder work outside their defined level of competence. If there 
are concerns regarding this, the postholder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their supervisor/manager 
if they doubt their own competence to perform a duty. 
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Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code of 
conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they fulfil 
a proactive role towards the management of risk in all of their actions. This entails the 
risk assessment of all situations, the taking of appropriate actions and reporting of all 
incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that they 
gather, create or use as part of their work within the LHB (including patient health, 
financial, personal and administrative), whether paper based or on computer. All such 
records are considered public records, and the postholder has a legal duty of confidence 
to service users (even after an employee has left the LHB). The Postholder should 
consult their manager if they have any doubt as to the correct management of records 
with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety and 
that of others who may be affected by their acts or omissions.  The postholder is 
required to co-operate with management to enable the LHB to meet its own legal duties 
and to report any hazardous situations or defective equipment. The postholder must 
adhere to the LHB’s risk management, health and safety and associated policies.  
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. The 
postholder must treat all information whether corporate, staff or patient information in a 
discreet and confidential manner in accordance with the provisions of the data protection 
act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the best 
interests of the LHB and the population it serves to utilise the skills of the total workforce. 
The postholder must comply with and adhere to the equal opportunities and dignity at 
work policies.  
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PERSON SPECIFICATION 



 
Job Title:  Project and Operational Support Services Manager Band: 8a  



 
ESSENTIAL 



The qualities without which a post 
holder could not be appointed 



DESIRABLE 



Extra qualities which can be 
used to choose between 



candidates who meet all the 
essential criteria working at full 



competencies 



METHOD OF 
ASSESSMENT 



 



 



QUALIFICATIONS 



 
 



• Masters degree level / 
equivalent level of work 
experience and 
knowledge  



• MSP Practitioner  



• PRINCE2 Practitioner 



• ILM Management 
qualification level 5,  or 
willing to complete within 2 
years of appointment  



• ECDL or equivalent 



• Evidence of Continual 
Professional Development  



Evidence of Professional 
registration 



• Level 2 registration for UK 
Council for Health 
Informatics (UKCHIP) 



• Foundation Certificate in IT 
service management 



• PRINCE2 Practitioner, 
similar qualification or 
equivalent level of work 
experience and knowledge 
 



Certificates 
Interview 
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EXPERIENCE 



 
 



• Extensive experience in 
Health Informatics at senior 
level (Band 7 and Above) 



• Extensive experience of 
working in an NHS/social care 
or voluntary sector setting  



• Extensive experience in the 
development and support of 
software solutions  



• Participation in significant 
change management projects 
and process re-engineering 



• Experience of budget control 
and financial procedures 



• Demonstrable success in 
building, leading, motivating, 
managing and developing 
teams. 



• Significant experience of 
working with staff, their 
representatives and trades 
unions/professional 
organisations. 



• Proven ability to influence at 
all levels of the organisation. 



• Problem identification and 
solving 



• Proven ability to 
successfully manage 
complex/significant 
projects 



• Experience of working 
within a project structure, 
and managing complex 
change within.   



 



Application 
Form 



Interview 
References 



 











WP26a Version 1 Page 10 of 13 



SKILLS including 
those physical 
skills necessary for 
the post. 



 
 



 



• Ability to work on own 
initiative and organise / 
prioritise own workload 
and that of the team to 
operate effectively 



• Proven ability to 
communicate verbally and 
in writing in a manner 
which is clear, fluent and 
persuasive  



• Able to demonstrate a 
high level of interpersonal 
skills, displaying 
credibility, influence and 
political acumen  



• Able to interpret national 
policies and guidance as 
appropriate to their 
solution support. 



• Proven ability to analyse 
and appropriately present 
complex information so 
that it is easy to 
understand 



• Proven ability to influence, 
persuade and negotiate 
with staff at all levels 



• Ability to empower, coach 
and support staff. 



• Conflict resolution skills 



• Sound judgment, 
planning, decision making, 
and organisational skills 



• A broad range of ICT skills  



• Full, current driving 
license 



 



• Spoken or written Welsh 
language. 



• Leadership/ motivational 
skills 



 



 
Application 



Form 
Interview  



References 



KNOWLEDGE 
 
 



• Current knowledge of 
Health Informatics and its 
application  



• Current knowledge of 
relevant local and national 
strategies.  



• Knowledge of Clinical, 
Management and 
Information processes 



• In depth knowledge and 
appreciation of the 
capabilities and limitations 
of IT 
 



• Training methodologies 
 



Application 
Form 



Interview 
References 
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PERSONAL 
QUALITIES 



(Demonstrable) 
 



• Innovator 



• Lateral Thinker 



• Ability to communicate 
verbally with all levels of 
the organisation and able 
and willing to share 
information. 



• Ability to develop staff 



• Flexible and adaptable to 
meet all aspects of the 
work 



• Leadership qualities and 
able to motivate others 



• Time Management skills. 



• Completer Finisher and 
Chair 



 Application 
Form 



Interview 
References 



OTHER 
RELEVANT 



REQUIREMENTS 
(Please Specify) 



 
 
 
 



• Enthusiastic, committed, 
proactive and innovative 



• Politically astute and high 
level of intuition. 



• Appetite for hard work and 
challenges 



• Show resilience, stamina 
and reliability under 
sustained pressure, never 
losing sight of objectives. 



• High level of personal 
integrity 



• Flexible in approach to try 
new procedures and 
practices 



 



 Application 
Form 



Interview 
Document 



Check 
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Betsi Cadwaladr University Health Board 



 
EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 



 
Post Title: Project and Operational Support Services Manager 
 
Department / Ward:  
 
Division/ Directorate / Department: Informatics   
 
This document should be completed for each job description and submitted together with 
the agreed job description and person specification. Having studied the information 
relating to effort factors, give an accurate description of what effort is required in the job 
role under each of the headings. Please indicate frequency of exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:    
   
(D) Ability to travel effectively across BCU to meet the needs of the service. 
(D) Attending meetings, sitting for long periods of time. 
(D) Use of VDU for extended periods on time e.g. to produce documents and 
specifications 
(W) Light physical effort when facilitating workshops or delivering 
presentations etc. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing statistics; 
undertaking formal student / trainee assessments.  
 



Nature & Frequency:      
 
(D) Requirement for frequent concentration, with interruptions from solution 
support team, senior managers and suppliers. 
(D) They will run a range of support systems of varying scope and complexity 
and need to ensure that their own and the resource of others is appropriately 
allocated to achieve all key outcomes. 
(W) A lateral thinker with strong problem solving skills. 
(W) Ability to make connections between disparate agenda, generating and 
encouraging innovation. 
 



 
Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
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Nature & Frequency:      
 
(W) Requirement to challenge solution support team members, for example 
when targets are not met. 
(M) Reporting exceptions to the Deputy Head of Business Clinical Solution and 
Support.  
(M) Dealing with staffing issues. 
(D) Recognising resistance to change and implementing strategies to reduce 
impact. 
 



 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 



Nature & Frequency:      
 
(D) Normal office working conditions. 
(D) Frequent requirement to travel across BCU. 
(D) Regular use of a computer. 
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JOB DESCRIPTION 
 
 
JOB DETAILS 
 
Job Title:  Digital Delivery and Support Manager   
 
Band:    
Salary Scale:     
 
Hours of Work: 37.5 
 
Department/CPG Informatics  
 
Base:     
 
 
ORGANISATIONAL ARRANGEMENTS 
 
Accountable to:   Deputy Head of Programme Business and Clinical Solution Support 
 
Responsible for: Solution Specialist Manager  



Solution Specialists x 5 
Assistant Solution Specialists x4 
Senior Support Officers x5 



    Service Support x 2 
 
JOB PURPOSE: 
 
The Operational Support Services Manager supports the Head of Programme Business 
& Clinical Solution with: 
  



The Informatics Programme – Responsible for elements of the analysis of 
business problems, advising on the development of technical and affordable 
solutions. Responsible for the planning, management, implementation and 
receiving into support discrete projects across the whole Health Board.  
 
Business and Clinical Solution Support – responsible for line managing the 
team by advising on configuration, integration, training and ongoing application 
management activities to support one Health Board wide patient administration 
solution, integrated National Solutions and specific agreed local business and 
clinical system solutions to ensure business continuity and facilitate process 
improvements.  Responsible for reviewing new and innovative solutions and 
making recommendations to the organisation 
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Solution support – The Operational Support Services Manager, working with 
other informatics leads, will advise the production of a sustainable technology 
based programme blueprint    which will deliver consolidation to the structure and 
use of clinical system solutions resulting in improved clinical processes, enhanced 
clinical information and release of benefits.   
support business and clinical processes as an alternative to local development or 
procurement of bespoke products from suppliers.  



 
Each solution is set up as a discrete entity and the post holder will provide 
specialist advice to support this complex agenda to secure delivery and support 
within the organisation.  



 
 
DUTIES AND RESPONSIBILITIES: 
 
General Management 



• Advise on the support elements of a wide range of solutions. 



• Manage the work packages of the integration team and ensure that the Informatics 
strategic plan and operational priorities are supported by this work plan 



• Identifying opportunities for the introduction of new technology to transform working 
practices, using knowledge to inform the scope and direction of the programme 



• Actively promote electronic working at all levels within the organisation to support the 
Health Board’s organisational development and service modernisation plans. 



• Maintain the highest standards of ICT security in line with current standards and 
national guidance. 



• Ensure that work undertaken does not adversely impact the availability of business 
critical systems. 



• Support the assessment, impact and implications of incidents and events, report as 
appropriate.  



• Responsible for ensuring the solution support team have the appropriate capacity 
and capability to support the ongoing development and maintenance of Health Board 
systems in line with best industry standards. 



• Manage the solution support team ensuring staff are allocated appropriately to 
testing, application support, training, implementation and ongoing user support as 
required.  



• Support the development and maintenance of the second line business and clinical 
solutions on call support service as appropriate. 
 



Management of services, resources and policy 



• Responsible for management of budgets in relation to the solution support team. 



• Responsible for creating Standard operational Procedures in relation to system 
changes and implementations. 



• Responsible for ensuring the project pilots and implementations are staffed efficiently 



• Developing and implementing a range of policies and procedures to support the 
effective running of Clinical Informatics solutions and applications across the 
organisation. 



• Research ‘new’ models of care and ‘Best Practice’ sites, promoting and supporting 
clinical teams and support services around whole system thinking and service 
improvement change. 



• Ensure Informatics working policies and procedures relevant to the role, are 
maintained and monitored in line with best practice. 
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• Interprets national guidelines, policies and strategies which impact and provide the 
changes for Clinical Solutions in the form of written, verbal & training plans with 
approved actions to ensure the requirements are achieved. 



• Contribute to the development of Informatics policies, procedures and practices for 
national solutions and systems.  



• Ensure the systems within the solution support team responsibility are run efficiently 
and effectively and that appropriate disaster recovery plans are in place. 



• Contribute to the specification and delivery support of informatics projects for local and 
national ICT initiatives. 



• Liaise with CPG’s, Directorates and health partners in order to inform the development 
of support services. 



• Provide specialist informatics advice and guidance on clinical systems and integration 
projects as required. 



• Ensure that scheduled work has correctly allocated resources, is completed on time 
and complies with the agreed quality standards. 



 
Planning 



• Assist with creation planning, development and implementation of strategic plans, 
which will impact across the whole organisation, that take into account a broad range 
of issues, inclusive of, aspects of service provision and support and interruptions when 
responding to emergency calls such as systems failures. 



• Responsible for the creation and management of the Integration and support team 
work-plan, setting priorities for team members and reporting regularly on this 



• Responsible for the maintenance and review of relevant Service Level Agreements.  



• Ensure legacy in house applications are managed in accordance with SOPs in line 
with best practice and that appropriate disaster recovery procedures are in place for 
those systems. 



• Assist, from a support perspective, the requirements for new IT solutions and the 
enhancement of existing systems providing support advice and guidance as 
appropriate. 



• Ensure essential maintenance is organised to minimise impact on users. 
 
Research & Development / Service & Quality Improvements 



• Responsible for the undertaking of research in the area of solution support and 
development. 



• Research suppliers and advances in technical developments.  



• Adhere to appropriate procedures for testing new clinical solutions & applications. 



• Undertake research and audits using qualitative and quantitative methodologies to 
improve clinical services and transformational change in a more effective manner 
e.g. PAS systems.   



 
Responsibility for Human Resources 



• To line manage staff within area of responsibility, providing line management for staff 
within the locality, this will include appraisals, sickness management, authorising 
travel expenses and annual leave, recruitment and selection and disciplinary and 
grievance etc 



• Responsible for the allocation and coordination of work within the solution support 
team and integration team in order to achieve planned service deliverables.  



• Manage and develop staff / ensure they have necessary skills to undertake their 
duties and exercise their responsibilities effectively. 
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• Ensure that the staff, who will be expected to undertake significant travel across the 
Health Board, are supported and encouraged to use other technologies which may 
reduce the necessity for this approach. 



• Monitor sickness and absence of solution support team in line with Health Board 
policy. 



• Develop a personal development plan as part of the Individual Performance Review 
process. 



• Responsible for setting personal objectives of solution support team in line with the 
informatics operational plan. 



• Responsible for promoting a good working environment for staff and encouraging staff 
to be aware of health and safety issues within their own environment as well as those 
of other staff using informatics equipment within the Health Board. 



 
Risk Management & Health & Safety 



• Responsible for the health and safety of the solution support team and identify and 
report on hazards /incidents within the workplace. 
 



Communication 



• Provide specialist and clinical solution development advice, interpretation and 
resolution of highly complex concepts and problems, that requires the evaluation of a 
range of options/factors in order to achieve organisational objectives and goals. 



• Communicates highly complex information, via presentations and during meetings, to 
high numbers of staff (approx. 27) all levels of staff, where there are barriers to 
understanding, in order to achieve positive outcomes. 



• Deputise for the Head of Business and Clinical Solution Support to promote service 
support issues.  



• Ensure effective communication is maintained within the solution support team and 
support communications across wider stakeholders who may require immediate 
attention in unpredictable circumstances. 



• Communicate unfavourable outcomes to CPG’s and Corporate Department. 
 
Continuing Professional Development 



• Develop a personal development plan annually as part of the Personal Development 
Review process. 



• Keep skills up to date and relevant in order to carry out appropriate tasks in the 
areas of project management, informatics and applications. 



• Use available resources (Intranet, internet, reading materials, conferences) to keep 
abreast of informatics developments and look for opportunities to use these 
developments   



• Ensure continuation of personal development through appropriate formal training as 
and when necessary. 



• Keep up to date with legislation in relation to data protection, Caldicott principles, 
confidentiality, Human Rights Act, Freedom of Information Act etc. and the latest E-
policies. 



 
GENERAL REQUIREMENTS: 
 
Competence 
At no time should the postholder work outside their defined level of competence. If there 
are concerns regarding this, the postholder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their supervisor/manager 
if they doubt their own competence to perform a duty. 
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Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code of 
conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they fulfil 
a proactive role towards the management of risk in all of their actions. This entails the 
risk assessment of all situations, the taking of appropriate actions and reporting of all 
incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that they 
gather, create or use as part of their work within the LHB (including patient health, 
financial, personal and administrative), whether paper based or on computer. All such 
records are considered public records, and the postholder has a legal duty of confidence 
to service users (even after an employee has left the LHB). The Postholder should 
consult their manager if they have any doubt as to the correct management of records 
with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety and 
that of others who may be affected by their acts or omissions.  The postholder is 
required to co-operate with management to enable the LHB to meet its own legal duties 
and to report any hazardous situations or defective equipment. The postholder must 
adhere to the LHB’s risk management, health and safety and associated policies.  
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. The 
postholder must treat all information whether corporate, staff or patient information in a 
discreet and confidential manner in accordance with the provisions of the data protection 
act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the best 
interests of the LHB and the population it serves to utilise the skills of the total workforce. 
The postholder must comply with and adhere to the equal opportunities and dignity at 
work policies.  
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PERSON SPECIFICATION 



 
Job Title:  Digital Delivery and Support Manager Band: 8a  



 
ESSENTIAL 



The qualities without which a post 
holder could not be appointed 



DESIRABLE 



Extra qualities which can be 
used to choose between 



candidates who meet all the 
essential criteria working at full 



competencies 



METHOD OF 
ASSESSMENT 



 



 



QUALIFICATIONS 



 
 



• Masters degree level / 
equivalent level of work 
experience and 
knowledge  



• MSP Practitioner  



• PRINCE2 Practitioner 



• ILM Management 
qualification level 5,  or 
willing to complete within 2 
years of appointment  



• ECDL or equivalent 



• Evidence of Continual 
Professional Development  



Evidence of Professional 
registration 



• Level 2 registration for UK 
Council for Health 
Informatics (UKCHIP) 



• Foundation Certificate in IT 
service management 



• PRINCE2 Practitioner, 
similar qualification or 
equivalent level of work 
experience and knowledge 
 



Certificates 
Interview 
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EXPERIENCE 



 
 



• Extensive experience in 
Health Informatics at senior 
level (Band 7 and Above) 



• Extensive experience of 
working in an NHS/social care 
or voluntary sector setting  



• Extensive experience in the 
development and support of 
software solutions  



• Participation in significant 
change management projects 
and process re-engineering 



• Experience of budget control 
and financial procedures 



• Demonstrable success in 
building, leading, motivating, 
managing and developing 
teams. 



• Significant experience of 
working with staff, their 
representatives and trades 
unions/professional 
organisations. 



• Proven ability to influence at 
all levels of the organisation. 



• Problem identification and 
solving 



• Proven ability to 
successfully manage 
complex/significant 
projects 



• Experience of working 
within a project structure, 
and managing complex 
change within.   



 



Application 
Form 



Interview 
References 
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SKILLS including 
those physical 
skills necessary for 
the post. 



 
 



 



• Ability to work on own 
initiative and organise / 
prioritise own workload 
and that of the team to 
operate effectively 



• Proven ability to 
communicate verbally and 
in writing in a manner 
which is clear, fluent and 
persuasive  



• Able to demonstrate a 
high level of interpersonal 
skills, displaying 
credibility, influence and 
political acumen  



• Able to interpret national 
policies and guidance as 
appropriate to their 
solution support. 



• Proven ability to analyse 
and appropriately present 
complex information so 
that it is easy to 
understand 



• Proven ability to influence, 
persuade and negotiate 
with staff at all levels 



• Ability to empower, coach 
and support staff. 



• Conflict resolution skills 



• Sound judgment, 
planning, decision making, 
and organisational skills 



• A broad range of ICT skills  



• Full, current driving 
license 



 



• Spoken or written Welsh 
language. 



• Leadership/ motivational 
skills 



 



 
Application 



Form 
Interview  



References 



KNOWLEDGE 
 
 



• Current knowledge of 
Health Informatics and its 
application  



• Current knowledge of 
relevant local and national 
strategies.  



• Knowledge of Clinical, 
Management and 
Information processes 



• In depth knowledge and 
appreciation of the 
capabilities and limitations 
of IT 
 



• Training methodologies 
 



Application 
Form 



Interview 
References 
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PERSONAL 
QUALITIES 



(Demonstrable) 
 



• Innovator 



• Lateral Thinker 



• Ability to communicate 
verbally with all levels of 
the organisation and able 
and willing to share 
information. 



• Ability to develop staff 



• Flexible and adaptable to 
meet all aspects of the 
work 



• Leadership qualities and 
able to motivate others 



• Time Management skills. 



• Completer Finisher and 
Chair 



 Application 
Form 



Interview 
References 



OTHER 
RELEVANT 



REQUIREMENTS 
(Please Specify) 



 
 
 
 



• Enthusiastic, committed, 
proactive and innovative 



• Politically astute and high 
level of intuition. 



• Appetite for hard work and 
challenges 



• Show resilience, stamina 
and reliability under 
sustained pressure, never 
losing sight of objectives. 



• High level of personal 
integrity 



• Flexible in approach to try 
new procedures and 
practices 



 



 Application 
Form 



Interview 
Document 



Check 
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Betsi Cadwaladr University Health Board 



 
EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 



 
Post Title: Digital Delivery and Support Services Manager 
 
Department / Ward:  
 
Division/ Directorate / Department: Informatics   
 
This document should be completed for each job description and submitted together with 
the agreed job description and person specification. Having studied the information 
relating to effort factors, give an accurate description of what effort is required in the job 
role under each of the headings. Please indicate frequency of exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:    
   
(D) Ability to travel effectively across BCU to meet the needs of the service. 
(D) Attending meetings, sitting for long periods of time. 
(D) Use of VDU for extended periods on time e.g. to produce documents and 
specifications 
(W) Light physical effort when facilitating workshops or delivering 
presentations etc. 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing statistics; 
undertaking formal student / trainee assessments.  
 



Nature & Frequency:      
 
(D) Requirement for frequent concentration, with interruptions from solution 
support team, senior managers and suppliers. 
(D) They will run a range of support systems of varying scope and complexity 
and need to ensure that their own and the resource of others is appropriately 
allocated to achieve all key outcomes. 
(W) A lateral thinker with strong problem solving skills. 
(W) Ability to make connections between disparate agenda, generating and 
encouraging innovation. 
 



 
Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
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Nature & Frequency:      
 
(W) Requirement to challenge solution support team members, for example 
when targets are not met. 
(M) Reporting exceptions to the Deputy Head of Business Clinical Solution and 
Support.  
(M) Dealing with staffing issues. 
(D) Recognising resistance to change and implementing strategies to reduce 
impact. 
 



 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 



Nature & Frequency:      
 
(D) Normal office working conditions. 
(D) Frequent requirement to travel across BCU. 
(D) Regular use of a computer. 
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JOB DESCRIPTION 
 
 
JOB DETAILS 
 
Job Title:  System Support Manager    
 
Band:   Band 6 
 
Salary Scale:     
 
Hours of Work: 37.5 
 
Department/CPG Informatics  
 
Base:   TBC  
 
 
ORGANISATIONAL ARRANGEMENTS 
 
Accountable and Professionally accountable to:  
 
Systems Solution Manager 
 
Responsible for:  
 



• Assistant Solution Specialists  



• Senior Support Officers  



• Service Support 
 
 
JOB PURPOSE 
 
Working with the Solution Support Manager the Solution Specialist is responsible for the 
Management, maintenance, testing, training and user support of a portfolio of software 
solutions, with particular emphasis on, but not exclusively,  PAS applications, WCP, 
STARR, and SharePoint, which may impact across the organisation. 



 
 



Working with the Solution Support Manager to: 



• Supervise the solution support team 
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• Undertake and advise on configuration, training and ongoing application 
management activities that support one Health Board wide patient administration 
solution.  Integrated National Solutions and specific agreed local business and 
clinical system solutions to ensure business continuity and facilitate process 
improvements 



• To allocate and undertake tasks relating to second-line support of software 
applications within their portfolio. 



• Undertake the analysis of operational changes and/or problems and advising on the 
most appropriate software solutions.   



• Undertake planning, management, implementation and receiving into support 
discrete projects across the whole Health Board.  



• Plan/co-ordinate and take part in testing and training of software and ensure the 
appropriate documentation is completed and published. 



 
Each solution is set up as a discrete entity and the postholder will provide specialist 
advice to support this important agenda to secure delivery and support within the 
organisation.  



 
 
DUTIES AND RESPONSIBILITIES 
 
General Management 



• Advise on the support elements of a wide range of solutions 



• Actively promote electronic working at all levels within the organisation to support the 
Health Board’s organisational development and service modernisation plans. 



• Maintain the highest standards of ICT security in line with current standards and 
national guidance. 



• Ensure that work undertaken does not adversely impact the availability of business 
critical systems. 



• Support the assessment, impact and implications of incidents and events, report as 
appropriate.  



• Provide advice on whether the solution support team have the appropriate capacity 
and capability to support the ongoing development and maintenance of Health Board 
systems in line with best industry standards. 



• Supervise the solution support team ensuring staff are allocated appropriately to 
testing, application support, training, implementation and ongoing user support as 
required.  



• Support the development and maintenance of the second line business and clinical 
solutions on call support service as appropriate. 
 



Management of services, resources and policy 



• Responsible for the safe and proper use of IT software applications by users 



• Responsible for high cost IT software  



• Analyses and investigates user problems, some of which are complex, and considers 
options for resolution, communicates the resolution  



• Analyses,  investigates and advises CPGs on possible solutions for information 
requirements within their portfolio of responsibilities 



• Implementing a range of policies and procedures to support the effective running of 
Clinical Informatics solutions and applications across the organisation. 



• Ensure Informatics working policies and procedures relevant to the role, are maintained 
and monitored in line with best practice. 
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• Guided by national policy, for example Data Set Change Notifications (DSCN) which 
impact and provide the changes for Clinical Solutions in the form of written, verbal & 
training plans with approved actions to ensure the requirements are achieved. 



• Contribute to the development of Informatics policies, procedures and practices for 
national solutions and systems.  



• Assisting the Systems Solutions Manager to ensure the systems within the solution 
support team responsibility are run efficiently and effectively and that appropriate 
disaster recovery plans are in place. 



• Contribute to the specification and delivery support of informatics projects for local and 
national ICT initiatives. 



• Provide specialist informatics advice and guidance on clinical systems and integration 
projects as required. 



• Ensure that scheduled work has correctly allocated resources, is completed on time 
and complies with the agreed quality standards. 



 
Planning 



• Assist with planning and development of complex plans, which will impact across the 
whole organisation, that take into account a broad range of issues, inclusive of, aspects 
of service provision and support for example, training plans, implementation plans and 
work schedules 



• Contribute to the maintenance and review of relevant Service Level Agreements  



• Contribute to the development and review of disaster recovery procedures  



• Assist, from a support perspective, with the requirements for new IT solutions and the 
enhancement of existing systems, providing support advice and guidance as 
appropriate. 



• Ensure essential maintenance is organised to minimise impact on users. 
 
Research & Development / Service & Quality Improvements 



• Regularly required to undertake research as necessary in the area of solution support 
and development.  



• Research suppliers and advances in technical developments.  



• When testing new clinical solutions & applications ensure adherence to appropriate 
procedures 



 
Responsibility for Human Resources 



• Responsible for the allocation and coordination of work within the solution support team 
in order to achieve planned service deliverables  



• Responsible for the daily management of the solution support team including 
recruitment, appraisal, initial grievance and disciplinary issues. 



• Ensure that the staff, who will be expected to undertake significant travel across the 
Health Board, are supported and encouraged to use other technologies which may 
reduce the necessity for this approach. 



• Responsible for promoting a good working environment for staff and encouraging staff 
to be aware of health and safety issues within their own environment as well as those of 
other staff using informatics equipment within the Health Board 



 
Responsibility for Training 



• Design course structure and create and maintain suitable training materials.  This will 
involve planning and organising, identifying methods of delivery including e-learning, 
managing resources (including rooms, equipment, and producing hand outs to support 
the course content), accommodating different learning styles; carrying out assessment 
and evaluation creating and updating user guides. 
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• Ensure all training in the use of significant business and clinical systems that are in use 
across the organisation (such as, but not exclusively the Patient Administration System 
and Welsh Clinical Portal) is designed and delivered in line with Health Board policy and 
adheres to the Data Protection Act. 



• Manage own training sessions by establishing a suitable training environment, course 
preparations, training aids, and ensuring that all hardware and software is functioning 



• Maintain accurate training records 
 
Risk Management & Health & Safety 



• Responsible for the health and safety of the solution support team and identify and 
report on hazards /incidents within the workplace. 
 



Communication 



• Provide specialist and clinical solution development advice, interpretation and resolution 
of complex concepts and problems, that requires the evaluation of a range of 
options/factors in order to achieve organisational objectives and goals 



• Communicates complex information, via presentations and during meetings, to all levels 
of staff, where there are barriers to understanding, in order to achieve positive 
outcomes. 



• Ensure effective communication is maintained within the solution support team and 
support communications across wider stakeholders who may require immediate 
attention in unpredictable circumstances. 



 
Continuing Professional Development 



• Develop a personal development plan annually as part of the Personal Development 
Review process. 



• Keep skills up to date and relevant in order to carry out appropriate tasks in the areas 
of project management, informatics and applications. 



• Use available resources (Intranet, internet, reading materials, conferences) to keep 
abreast of informatics developments and look for opportunities to use these 
developments   



• Ensure continuation of personal development through appropriate formal training as 
and when necessary. 



• Keep up to date with legislation in relation to data protection, Caldicott principles, and 
confidentiality, Human Rights Act, Freedom of Information Act and the latest E-
policies. 



 
 



GENERAL REQUIREMENTS 
 
Competence 
At no time should the post holder work outside their defined level of competence. If there 
are concerns regarding this, the post holder should immediately discuss them with their 
manager/supervisor. Employees have a responsibility to inform their supervisor/manager 
if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to enable 
them to practice within their profession, are required to comply with their code of conduct 
and requirements of their professional registration. 
 
Supervision 
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Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they fulfil 
a proactive role towards the management of risk in all of their actions. This entails the risk 
assessment of all situations, the taking of appropriate actions and reporting of all incidents, 
near misses and hazards. 
 
Records Management 
As an employee of the LHB, the post holder is legally responsible for all records that they 
gather, create or use as part of their work within the LHB (including patient health, 
financial, personal and administrative), whether paper based or on computer. All such 
records are considered public records, and the post holder has a legal duty of confidence 
to service users (even after an employee has left the LHB). The post holder should consult 
their manager if they have any doubt as to the correct management of records with which 
they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety and 
that of others who may be affected by their acts or omissions.  The post holder is required 
to co-operate with management to enable the LHB to meet its own legal duties and to 
report any hazardous situations or defective equipment. The post holder must adhere to 
the LHB’s risk management, health and safety and associated policies.  
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and may 
be changed by mutual agreement from time to time. 
 
Confidentiality 
The post holder must at all times be aware of the importance of maintaining confidentiality 
and security of information gained during the course of their duties. This will in many cases 
include access to personal information relating to service users. The post holder must 



treat all information whether corporate, staff or patient information in a discreet and 
confidential manner in accordance with the provisions of the data protection act 1998 and 
organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the best 
interests of the LHB and the population it serves to utilise the skills of the total workforce. 
The post holder must comply with and adhere to the equal opportunities and dignity at 
work policies.  



 



 
 



 



 



 



 











WP26a Version 1 Page 6 of 11 



BCU HB 



PERSON SPECIFICATION 
 



Job Title:  System Support Manager   Band: 6  



 



 
ESSENTIAL 



The qualities without which a post 
holder could not be appointed 



DESIRABLE 



Extra qualities which can be used to 
choose between candidates who 



meet all the essential criteria 
working at full competencies 



METHOD OF 
ASSESSMENT 



 



 



QUALIFICATIONS 



 
 



• Educated to Degree level / 
equivalent level of work 
experience and 
knowledge  
 



• ILM Management 
qualification level 3,  or 
equivalent level of work 
experience and 
knowledge  
 



• Evidence of Continual 
Professional Development 
 



• Level 2 registration for UK 
Council for Health 
Informatics (UKCHIP) 



 



• Foundation Certificate in IT 
service management 



 



• PRINCE2 Practitioner, 
similar qualification or 
equivalent level of work 
experience and knowledge 



 



• Specialist knowledge in 
application management 
 



Certificates 
Test/Presentation 



Interview  



 



 



EXPERIENCE 



 
 



•  Experience of working in 
a large complex 
organisation 



• Extensive experience in 
the support of software 
solutions  



• Participation in significant 
change management 
projects and process re-
engineering 



 



• Experience of financial 
procedures 
 



• Experience of managing 
staff 
 



• Problem identification and 
solving 
 



• Experience of managing 
complex change.   



 



 
Application 



Form 
Interview 



References 
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SKILLS including 
those physical skills 



necessary for the 
post. 



 
 



• Excellent Microsoft Office 
skills 
 



• Ability to work on own 
initiative and organise / 
prioritise own workload 
and that of the team to 
operate effectively 
 



• Proven ability to 
communicate verbally and 
in writing in a manner 
which is clear, fluent and 
persuasive  
 



• Able to demonstrate a 
high level of interpersonal 
skills 



 



• Able to follow national 
policies and guidance as 
appropriate to their role. 



 



• Proven ability to analyse 
and appropriately present 
complex information so 
that it is easy to 
understand 
 



• Ability to train and support 
staff. 
 



• Conflict resolution skills 
 



• Sound judgment, 
planning, decision making, 
and organisational skills 
 



• A broad range of ICT skills  
 



• Leadership/ motivational 
skills 



 



 
Application 



Form 
Interview  



References 
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KNOWLEDGE 



 
 



• Current knowledge of 
Health Informatics and its 
application  
 



• Current knowledge of 
relevant local and national 
strategies.  
 



• Knowledge of Clinical, 
Management and 
Information processes 
 



• In depth knowledge and 
appreciation of the 
capabilities and limitations 
of IT 
 



• Training methodologies 
 



• Knowledge of the NHS 
 



 
Application 



Form 
Interview 



References 



 
 



PERSONAL 
QUALITIES 



(Demonstrable) 



 



• Innovator 
 



• Lateral Thinker 
 



• Ability to communicate 
verbally with all levels of 
the organisation and able 
and willing to share 
information. 
 



• Ability to develop staff 
 



• Flexible and adaptable to 
meet all aspects of the 
work 
 



• Time Management skills. 
 



• Completer Finisher and 
Chair 
 



• Leadership qualities and 
able to motivate others 



 



 
Application 



Form 
Interview 



References 
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OTHER 



RELEVANT 
REQUIREMENTS 



(Please Specify) 
 
 
 
 



• Enthusiastic, committed, 
proactive and innovative 
 



• Politically astute and high 
level of intuition. 
 



• Appetite for hard work and 
challenges 
 



• Show resilience, stamina 
and reliability under 
sustained pressure. 



 



• High level of personal 
integrity 
 



• Flexible in approach to try 
new procedures and 
practices 
 



• Ability to travel 



 



  
Application 



Form 
Interview 
Document 



Check 
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Betsi Cadwaladr University Health Board 
 
EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: System Solution Manager 
 
Department / Ward: Informatics 
 
Division/ Directorate / Department:   
 
This document should be completed for each job description and submitted together with 
the agreed job description and person specification. Having studied the information 
relating to effort factors, give an accurate description of what effort is required in the job 
role under each of the headings. Please indicate frequency of exposure as follows: 
 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 
Nature & Frequency 
(D) Ability to travel effectively across BCU to meet the needs of the service 
(D) Attending meetings, sitting for long periods of time 
(D) Use of VDU for extended periods on time e.g. to produce documents and 
specifications 
(W) Light physical effort when facilitating workshops or delivering presentations. 
 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing statistics; 
undertaking formal student / trainee assessments.  
 
Nature & Frequency:      
(D) Requirement for frequent concentration, with interruptions from solution support 
team, senior managers and suppliers. 
(D) They will run a range of support systems of varying scope and complexity and need 
to ensure that their own and the resource of others is appropriately allocated to achieve 
all key outcomes. 
(W) A lateral thinker with strong problem solving skills. 
(W) Ability to make connections between disparate agenda, generating and encouraging 
innovation. 
 
 
Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 
Nature & Frequency:  
 
(W) Requirement to challenge solution support team members, for example when 
targets are not met. 
(M) Reporting exceptions to the Solutions Support Manager  
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(M) Dealing with staffing issues 
(D) Recognising resistance to change  
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
Nature & Frequency:  
 
(D) Normal office working conditions 
(D) Frequent requirement to travel across BCU 
(D) Regular use of a computer 
 








			PERSON SPECIFICATION
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Senior ICT Support Officer 
 
Band:     5    
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department: ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 
 



ICT Support Services 
Team Leader



 Senior ICT Support 
Officer



ICT Support Officer



Junior ICT Support 
Officer



 
 
 
Accountable to:  ICT Support Services Team Leader 
    
 
Responsible for:  ICT Support Officer 
   Junior ICT Support Officer 
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JOB PURPOSE 
 
The Senior ICT Support Officer will work as part of the ICT Service Desk Team and 
will be responsible for the day to day operational running of the service desk and also 
the supervision of the ICT Support Officers and Junior ICT Support Officer. 



The ICT Senior Support Officer is directly accountable to the ICT Support Service 
Team Leader for operational management and line management. 
 
The post holder will provide advanced support for all ICT issues within the Health 
Board and will be the first point of escalation for more complex issues. 



The post holder will be responsible for the provision of remote support while working 
as part of the ICT Service Desk and will also provide onsite support while visiting 
Health boards sites as part of a scheduled rota. 



The senior ICT Support office will be operational responsible for the ICT Service 
Desk and duties carried out by the ICT Support Officers and Junior ICT Support 
Officer. 



Undertake and advise on configuration, training and ongoing application 
management activities that support once for wales approach.  Integrated National 
Solutions and specific agreed local business, ICT and clinical system solutions to 
ensure business continuity and facilitate process improvements 



To assist in the planning, management, implementation and receiving into support 
discrete projects across the whole Health Board.  



Plan/co-ordinate and take part in testing and training of software and ensure the 
appropriate documentation is completed and published. 



 



 



 
DUTIES AND RESPONSIBILITIES 
 
General Duties 
 



• Provide Service desk assistance at times of high demand.  



• Provide advanced technical support, including the analysis & diagnosis of 
hardware and software problems to initiate the most appropriate corrective action. 



• Respond to all types of ICT related issues reported either via the telephone, live 
chat, informatics portal or in person effectively and efficiently, in a polite and 
professional manner adhering to negotiated Service Level Agreements.  



• Record accurately all type of ICT related issues within the Service Desk’s incident 
management tool. (ServicePoint) 



• The post holder will be the first point of escalation for more complex issues. 



• Maintain the highest standards of ICT security in line with current standards and 
national guidance. 



• Assist in coordination of disposal of ICT equipment ensuring Health Board 
guidelines are adhered to. 



• Training and ongoing application management activities that support one Health 
Board wide patient administration solution.  Integrated National Solutions and 
specific agreed local business and clinical system solutions to ensure business 
continuity and facilitate process improvements. 



Commented [JR(-I1]:  











 



 



 Version 1     Page 3 of 12 



 



• To work in conjunction with Senior Operational Managers, Team Leaders and 
Specialists to support key projects and service deliverables. 



• Participate in the LHB agreed ICT on-call rota service, ensuring 24hr/365 days a 
year support for critical ICT systems and infrastructure providing specialist advice 
to on-call staff when required. 



• Other duties as specified by senior ICT management. 
 
 
 
Services, resources and policy 
 



• Responsible for providing a high-level customer focussed service. 



• Responsible for call ownership throughout the calls lifecycle. 



• Follow ICT policies for own work area and propose changes to ICT user working 
practices and procedures  



• Explore feedback mechanisms to capture service intelligence and ways of 
engaging with service users to ensure their needs are coordinated 



• Provide ICT training and advice to users. 



• Analyses and investigates user problems, some of which are complex, and where 
necessary discusses options for resolution with colleagues and communicate the 
resolution  



• Work in conjunction with ICT management to develop and maintain business 
continuity and disaster recovery plans in your own area and respond to service 
effecting incidents in accordance with these plans. 



• Contribute to the development of Informatics policies, procedures and practices for 
national solutions and systems.  



• Assist in the development and maintenance of supporting documentation for 
service management as defined in the ICT service catalogue. 



• Work closely with Service Support and Delivery Manager to implement and 
maintain ITIL methodology in relation to the ICT service desk. 



• The post holder is required to understand & deploy service management functions 
as agreed with the Service Support and Delivery Manager. 



• Assist in the delivery of the service by escalation and resolution of service user 
issues. 



• Assist the Service Support and Delivery Manager to implement robust systems for 
risk management across the areas of responsibility of the post. To be responsible 
and accountable for risk in these areas. 



• Take immediate action to minimise risks where it is reasonably practicable to do 
so. 



 
Planning 
 



• Responsible for staff rotas to ensure adequate staffing levels are maintained 
during operational hours. 



• Work independently without direct supervision and take decisive action as 
required. 



• Respond to changes in priorities that may be required to adjust / interrupt planned 
schedules. 



• Ensure essential maintenance is organised to minimise impact on users. 
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Research & Development / Service & Quality Improvements 
 



• Undertakes research as necessary in the area of Application and Hardware support 
and development.  



• When testing new Hardware and applications ensure adherence to appropriate 
procedures 



• Help improve the level of service provided by IT to its clinical and non-clinical users, 
by highlighting and recommending alternative solutions  



• Recommend improvements to the Service Desk, based on trends for calls received  



• Ensure escalations of poor service are reported to the Service desk Team leader  
 
 
 
 
 



 



Responsibility for Human Resources 
 



• Responsible for the allocation and coordination of work for the ICT Support Officers 
in order to achieve planned service deliverables  



• Responsible for the supervision of the ICT Support Officers including sickness 
absence, annual leave and PADR. 



• Responsible for promoting a good working environment for staff and encouraging staff 
to be aware of health and safety issues within their own environment as well as those 
of other staff using informatics equipment within the Health Board 



 



Responsibility for Training 
 



• Responsible for Training and mentoring new and existing members of the ICT Service 
Desk. 



• Working with others to advise on the design of course structure and create and 
maintain suitable training materials for delivery of training This will involve planning 
and organising, identifying methods of delivery including e-learning, managing 
resources (including rooms, equipment, and producing handouts to support the 
course content), accommodating different learning styles; carrying out assessment 
and evaluation creating and updating user guides. 



• Ensure all training in the use of business and clinical systems that are in use across 
the organisation is designed and delivered in line with Health Board policy and 
adheres to General Data Protection Regulation (GDPR). 



• Manage own training sessions by establishing a suitable training environment, course 
preparations, training aids, and ensuring that all hardware and software is functioning 



• Maintain accurate training records 
 
Communication  
 



• Attend meetings and workshop as a representative of the ICT Service Desk. 



• Attend meetings and workshop on the behalf of the ICT Service Desk Team 
Leader. 



• Keep in regular communication with user to keep them updated on the status of 
the call. 



• Produce routine information orally, in writing or electronically to inform work colleagues, 
ICT Management, customers and external contacts. 
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• Communicate IM&T issues that may be seen as complicated to non-ICT 
staff/suppliers. 



• Provide clinical solution development advice, interpretation and resolution of 
complex concepts and problems, that requires the evaluation of a range of 
options/factors in order to achieve objectives and goals 



• Liaise with third party IT equipment suppliers and support organisations as 
necessary to effect prompt system fault resolution and repair. 



 
Develop and maintain good working relationships with: 



• BCU Colleagues  



• Departments and Corporate Services  



• Senior Management 



• Health Care Professionals 



• Informatics Colleagues. 



• Senior ICT Service Managers 



• Senior Informatics Management 



• NHS Wales Informatics Service 



• NHS Wales Shared Services Partnership  



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 



Continuing Professional Development 
 



• Develop a personal development plan annually as part of the personal 
development review process. 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline  



• Keep abreast of latest developments within the industry to ensure knowledge base 
is current and up to date. 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in support 
of equipment procurement and developments. 



• Keep up to date with legislation in relation to data protection, Caldicott principles, 
and confidentiality, Human Rights Act, Freedom of Information Act and the latest 
E-policies. 



• Use available resources (Intranet, internet, reading materials, conferences) to keep 
abreast of informatics developments and look for opportunities to use these 
developments   



• Ensure continuation of personal development through appropriate formal training 
as and when necessary. 



• Keep mandatory training up to date 
 
 
 
GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If 
there are concerns regarding this, the postholder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 











 



 



 Version 1     Page 6 of 12 



 



Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration. 
 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they 
fulfil a proactive role towards the management of risk in all of their actions. This entails 
the risk assessment of all situations, the taking of appropriate actions and reporting of 
all incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that 
they gather, create or use as part of their work within the LHB (including patient 
health, financial, personal and administrative), whether paper based or on computer. 
All such records are considered public records, and the postholder has a legal duty of 
confidence to service users (even after an employee has left the LHB). The Postholder 
should consult their manager if they have any doubt as to the correct management of 
records with which they work. 
 
 
 
 
 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety 
and that of others who may be affected by their acts or omissions.  The postholder is 
required to co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The postholder 
must adhere to the LHB’s risk management, health and safety and associated 
policies. 
 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. 
The postholder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions of 
the data protection act 2018 and organisational policy. 
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Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the 
best interests of the LHB and the population it serves to utilise the skills of the total 
workforce. The postholder must comply with and adhere to the equal opportunities 
and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  Senior ICT Support Officer Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a 
post holder could not be 
appointed 



DESIRABLE 
Extra qualities which can be 
used to choose between 
candidates who meet all the 
essential criteria 



METHOD OF 
ASSESSMENT 
 



 



 



QUALIFICATIONS 



 
 



Educated to Degree level or 
equivalent experience.  
 



* Evidence of Continual 



Professional Development  



 
  
 



Recognised professional 
qualification in an electronic 
engineering/computing field 
such as MCSE MCSP 
(Microsoft Certification) 
ITIL Foundation 
Training Qualification?? 



* Knowledge in application 



management  



Professional body 
membership such as SDI,  
BCS or FedIP 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



Experience of providing ICT 
support to Negotiated Service 
Level agreements in a hospital 
or large organisation 
environment. 



Problem identification and 
solving. 



* Experience of working in an 



NHS/social care or voluntary 



sector setting   



* Participation in change 



management projects and process 



re-engineering  



* Experience of supervising staff  



* Problem identification and 



solving  



 



Experience of staff 
supervision or management. 



Experience of liaising with 
senior managerial staff and 
clinical staff in the 
determination of their 
information technology 
needs. 



Experience of managing 
change.   



 



 
 



Application/ 
 



Interview 
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SKILLS 



 
 



Excellent Customer service 
Skills,  
 
Ability to stay calm and 
communicate effectively in a 
stressful situations. 
 
Ability to write and maintain 
technical reports, operational 
procedures and system 
documentation sets in an 
accurate, concise and clear 
manner. 
 
Must have advanced 
IT/Keyboard skills 
demonstrable across Microsoft 
Office Suite of applications. 
 
Ability to direct and conduct 
research into ICT issues, 
systems and products as 
required. 
 
Ability to effectively prioritise 
tasks in a high-pressure 
environment. 
 
Ability and willingness to 
Travel. 
 



• Ability to train and support 
staff. 



• Conflict resolution skills 



• Sound judgment, 
planning, decision 
making, and 
organisational skills 



• Ability to work on own 
initiative and organise / 
prioritise own workload 
and that of the team to 
operate effectively 



 
 



Ability to initiate and 
respond positively to 
change, and the ability to 
learn from experience. 
 
Ability to train and support 
staff. 
 



 



 



Application/ 
 



Interview 
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KNOWLEDGE 



 
 



Possesses a good working 
knowledge of multiple 
Systems and hardware 
platforms gained by 
experience and training. 
 
Demonstrates a good 
knowledge of NHS Wales and 
LHB information and 
communications technology 
standards and requirements. 
 
 



Knowledge of both local and 
national NHS ICT 
developments and 
strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
 
 



 



 
 



PERSONAL 
QUALITIES 



(Demonstrable) 



 



• Innovator 



• Lateral Thinker 



• Ability to communicate 
verbally with all levels of 
the organisation and able 
and willing to share 
information. 



• Flexible and adaptable to 
meet all aspects of the 
work 



• Time Management skills. 
Completer Finisher  



  



 
OTHER  
(Please Specify) 



 
 
 



 
Demonstrates keen attention 
to detail. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned 
by open communications and 
collaboration. 
 
Appetite for hard work and 
challenges 
 
Show resilience, stamina and 
reliability under sustained 
pressure. 
High level of personal integrity 
Flexible in approach to try new 
procedures and practices 
 
Excellent customer service 
orientation. 
 



• Flexible in approach to try 
new procedures and 
practices 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Senior ICT Support Officer 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort: -Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
M: Long periods of attending meetings, presentations and workshops. 
D: Manual handling of all types of IT equipment, including items over 6KG 
M: Working in cramped and dusty conditions 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to complex information rapidly / complex 
decision making. 
D: Negotiate changes to previously agreed deadlines. 
W: High levels of concentration for long periods while participating in         
meetings. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
D: Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
W: Exposure conflict and emotional. 
D: Use problem solving and creative thinking to deal with operational 
challenges. 
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Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
M: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
W: Deal with adverse reaction and or resistance to change. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
A: Travel by car and train with occasional overnight stay away from home. 
A: Working in cramped and dusty conditions 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    ICT Support Officer 
 
Band:     4    
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department: ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 
 



ICT Support Services 
Team Leader



 Senior ICT Support 
Officer



ICT Support Officer



Junior ICT Support 
Officer



 
 
 
Accountable to:  ICT Support Services Team Leader 
   Senior ICT Support Officer 
 
Responsible for:  Junior ICT Support Officer 
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JOB PURPOSE 
 
The ICT Support Officer role is to be the first point of contact for all ICT issues within 
the Health Board, they will provide an efficient, friendly, effective and professional first 
line hardware and software support service to all ICT service users. 



The post holder will be responsible for the provision of remote support while working 
as part of the ICT Service Desk and will also provide first line onsite support while 
visiting health board sites as part of a scheduled rota. 



The post holder will also be involved with planning and take part in testing and training 
of software and ensure the appropriate documentation is completed and published. 
 
Planning, management, implementation and receiving into support discrete projects 
across the whole Health Board.  
 



The ICT Support officer directly accountable to the Senior ICT Support Officer for 
operational management and to the ICT Support Service Team Leader for line 
management. 
 



 
DUTIES AND RESPONSIBILITIES 
 
General Duties 
 



 Advise on the support elements of a wide range of solutions 



 Respond to all types of ICT related issues reported either via the telephone, live 
chat, informatics portal or in person effectively and efficiently, in a polite and 
professional manner adhering to negotiated Service Level Agreements.  



 Record accurately all type of ICT related issues within the Service Desk’s incident 
management tool. (ServicePoint) 



 Provide first line technical support, including the analysis & diagnosis of hardware 
and software problems to initiate the most appropriate corrective action. 



 Maintain the highest standards of ICT security in line with current standards and 
national guidance. 



 Assist in coordination of disposal of ICT equipment ensuring Health Board 
guidelines are adhered to. 



 Training and ongoing application management activities that support one Health 
Board wide patient administration solution.  Integrated National Solutions and 
specific agreed local business and clinical system solutions to ensure business 
continuity and facilitate process improvements. 



 To work in conjunction with Senior Operational Managers, Team Leaders and 
Specialists to support key projects and service deliverables. 



 Participate in the LHB agreed ICT on-call rota service, ensuring 24hr/365 days a 
year support for critical ICT systems and infrastructure providing specialist advice 
to on-call staff when required. 



 Ensure that work undertaken does not adversely impact the availability of business 
critical systems. 



 Other duties as specified by senior ICT management 
 
 











 



 



 Version 1     Page 3 of 11 



 



 
 
 
 
 
Services, resources and policy 
 



 Responsible for providing a high level customer focused service. 



 Responsible for call ownership throughout the calls lifecycle. 



 Follow  ICT policies for own work area and propose changes to ICT user working 
practices and procedures  



 Explore feedback mechanisms to capture service intelligence and ways of 
engaging with service users to ensure their needs are coordinated 



 Provide ICT training and advice to users. 



 Analyses and investigates user problems, some of which are complex, and where 
necessary discusses options for resolution with colleagues and communicate the 
resolution  



 Implementing a range of policies and procedures to support the effective running of Clinical 
Informatics solutions and applications 



 Work in conjunction with ICT management to develop and maintain business 
continuity and disaster recovery plans in your own area and respond to service 
effecting incidents in accordance with these plans. 



 Assist in the development and maintenance of supporting documentation for 
service management as defined in the ICT service catalogue. 



 Work closely with ICT Management to implement and maintain ITIL methodology 
in relation to the ICT service desk. 



 The post holder is required to understand & deploy service management functions 
as agreed with the Service Support and Delivery Manager. 



 Assist in the delivery of the service by escalation and resolution of service user 
issues. 



 Assist the ICT Management to implement robust systems for risk management 
across the areas of responsibility of the post. To be responsible and accountable 
for risk in these areas. 



 Take immediate action to minimise risks where it is reasonably practicable to do 
so. 



 Assisting colleagues to ensure the systems within their remit are run efficiently and 
effectively and that appropriate disaster recovery plans are in place. 



 Contribute to the specification and delivery support of informatics projects for local and 
national ICT initiatives. 



  
 
Planning 
 



 Work independently without direct supervision and take decisive action as 
required. 



 Respond to changes in priorities that may be required to adjust / interrupt planned 
schedules. 



 Working with colleagues to develop and agree plans for service provision and 
support for example, training plans, implementation plans and work schedules 



 Contribute to the maintenance and review of relevant Service Level Agreements  
 
 
Research & Development / Service & Quality Improvements 
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 Undertakes research as necessary in the area of Application and Hardware support 
and development.  



 When testing new Hardware and applications ensure adherence to appropriate 
procedures 



 Help improve the level of service provided by IT to its clinical and non-clinical users, 
by highlighting and recommending alternative solutions  



 Recommend improvements to the Service Desk, based on trends for calls received  



 Ensure escalations of poor service are reported to the Service Desk Team leader  
 
 
 
 
 



 



Responsibility for Human Resources 
 



 Responsible for promoting a good working environment for staff and encouraging staff 
to be aware of health and safety issues within their own environment as well as those 
of other staff using informatics equipment within the Health Board 



 



Responsibility for Training 
 



 Working with others to advise on the design of course structure and create and 
maintain suitable training materials for delivery of training This will involve planning 
and organising, identifying methods of delivery including e-learning, managing 
resources (including rooms, equipment, and producing handouts to support the 
course content), accommodating different learning styles; carrying out assessment 
and evaluation creating and updating user guides. 



 Ensure all training in the use of ICT systems such as Office 365 and related apps that 
are in use across the organisation is designed and delivered in line with Health Board 
policy and adheres to General Data Protection Regulation (GDPR). 



 Manage own training sessions by establishing a suitable training environment, course 
preparations, training aids, and ensuring that all hardware and software is functioning 



 Maintain accurate training records 
 
Communication  
 



 Keep in regular communication with user to keep them updated on the status of 
the call. 



 Produce routine information orally, in writing or electronically to inform work colleagues, 
ICT Management, customers and external contacts. 



 Communicate IM&T issues that may be seen as complicated to non ICT 
staff/suppliers. 



 Liaise with third party IT equipment suppliers and support organisations as 
necessary to effect prompt system fault resolution and repair. 



 Communicates complex information, via presentations and during meetings, to all 
levels of staff, where there are barriers to understanding, in order to achieve 
positive outcomes. 



 
 
 



 Develop and maintain good working relationships with: 
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 BCU Colleagues  



 Departments and Corporate Services  



 Senior Management 



 Health Care Professionals 



 Informatics Colleagues. 



 Senior ICT Service Managers 



 Senior Informatics Management 



 NHS Wales Informatics Service 



 NHS Wales Shared Services Partnership  



 Telecommunication Service Providers 



 3rd Party Maintainers 



 3rd Party Contractors 
 



 
 
 
 
 
 
Continuing Professional Development 
 



 Develop a personal development plan annually as part of the personal 
development review process. 



 Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline  



 Keep abreast of latest developments within the industry to ensure knowledge base 
is current and up to date. 



 Maintain up-to-date specialist ICT knowledge of emerging technologies in support 
of equipment procurement and developments. 



 Keep mandatory training up to date. 



 Keep up to date with legislation in relation to data protection, Caldicott principles, 
confidentiality, Human Rights Act, Freedom of Information Act and the latest E-
policies. 



 
 
 
GENERAL REQUIREMENTS 
 
Competence 
At no time should the post holder work outside their defined level of competence. If 
there are concerns regarding this, the post holder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration. 
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Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they 
fulfil a proactive role towards the management of risk in all of their actions. This entails 
the risk assessment of all situations, the taking of appropriate actions and reporting of 
all incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the post holder is legally responsible for all records that 
they gather, create or use as part of their work within the LHB (including patient 
health, financial, personal and administrative), whether paper based or on computer. 
All such records are considered public records, and the post holder has a legal duty of 
confidence to service users (even after an employee has left the LHB). The post 
holder should consult their manager if they have any doubt as to the correct 
management of records with which they work. 
 
 
 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety 
and that of others who may be affected by their acts or omissions.  The post holder is 
required to co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The post holder 
must adhere to the LHB’s risk management, health and safety and associated 
policies. 
 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
 
 
Confidentiality 
The post holder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. 
The post holder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions of 
the data protection act 2018 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the 
best interests of the LHB and the population it serves to utilise the skills of the total 
workforce. The post holder must comply with and adhere to the equal opportunities 
and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  ICT Support Officer Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a post 
holder could not be appointed 



DESIRABLE 
Extra qualities which can be 
used to choose between 
candidates who meet all the 
essential criteria 



METHOD OF 
ASSESSMENT 
 



 



 



QUALIFICATI
ONS 



 
 



 Educated to Diploma/HNC 
level or equivalent 
experience. 



 Evidence of Continual 
Professional Development 



 Knowledge of one or more 
business/clinical systems  



 Recognised 
professional 
qualification in an 
electronic 
engineering/computin
g field such as MCSE 
MCSP (Microsoft 
Certification) 



 ITIL Foundation 
 



 Knowledge in 
application 
management  



 Professional body 
membership such as 
SDI, BCS or FedIP 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



 Experience of providing ICT 
support to Negotiated Service 
Level agreements in a hospital 
or large organisation 
environment. 



 Problem identification and 
solving 



 



 Experience of liaising 
with senior 
managerial staff and 
clinical staff in the 
determination of their 
information 
technology needs. 



 Experience of 
managing change.   



 Experience of 
managing change.   



 Experience of working 
in an NHS/social care 
or voluntary sector 
setting  



 



 



 
 



Application/ 
 



Interview 











 



 



 Version 1     Page 8 of 11 



 



 SKILLS 



 
 



 Excellent customer service 
skills,  



 



 Ability to stay calm and 
communicate effectively in a 
stressful situations. 



 



 Ability to write and maintain 
technical reports, operational 
procedures and system 
documentation sets in an 
accurate, concise and clear 
manner. 



 



 Must have advanced 
IT/Keyboard skills 
demonstrable across 
Microsoft Office Suite of 
applications. 



 
 Able to follow  national policies 



and guidance as appropriate to 
their role. 



 Proven ability to analyse and 
appropriately present complex 
information so that it is easy to 
understand 



 Ability to train and support staff. 



 Conflict resolution skills 



 Sound judgment, planning, 
decision making, and 
organisational skills 



 
 



 Ability to direct and conduct 
research into ICT issues, 
systems and products as 
required. 



 



 Ability to effectively prioritise 
tasks in a high-pressure 
environment. 



 



 Ability and willingness to 
Travel. 



 



Ability to initiate and 
respond positively to 
change, and the ability to 
learn from experience. 
 
 



Application/ 
 



Interview 
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KNOWLEDGE 



 
 



 Possesses a good working 
knowledge of multiple 
Systems and hardware 
platforms gained by 
experience and training. 



 



 Demonstrates a good 
knowledge of NHS Wales 
and LHB information and 
communications technology 
standards and requirements. 



 Training methodologies 



 
 



 Knowledge of both 
local and national 
NHS ICT 
developments and 
strategies. 



 



 Full knowledge of 
NHS IT security 
policies and 
procedures. 



 



 Good knowledge of 
organisations goals 
and objectives. 



 
 



 



 
 



PERSONAL 
QUALITIES 



(Demonstrable) 



 



 Innovator 



 Lateral Thinker 



 Ability to communicate verbally 
with all levels of the organisation 
and able and willing to share 
information. 



 Flexible and adaptable to meet 
all aspects of the work 



 Time Management skills. 
Completer Finisher  



  



 
OTHER  
(Please 
Specify) 



 
 
 



 



 Demonstrates keen attention 
to detail. 



 



 Committed to a culture of 
continuous improvement and 
development – underpinned 
by open communications and 
collaboration. 



 



 Appetite for hard work and 
challenges 



 Show resilience, stamina and 
reliability under sustained 
pressure. 



 High level of personal 
integrity 



 Flexible in approach to try 
new procedures and 
practices 



 



 Excellent customer service 
orientation. 
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Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: ICT Support Officer 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
W:Travel between sites. 
D: Long periods of working on the computer. 
M: Long periods of attending meetings, presentations and workshops. 
D: Manual handling of all types of IT equipment, including items over 6KG 
M: Working in cramped and dusty conditions 
 



 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to complex information rapidly / complex 
decision making. 
D: Negotiate changes to previously agreed deadlines. 
W: High levels of concentration for long periods while participating in         
meetings. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
D: Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
W: Exposure conflict and emotional. 
D: Use problem solving and creative thinking to deal with operational 
challenges. 
 



 
 











 



 



 Version 1     Page 11 of 11 



 



Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
 



Nature & Frequency:      
M: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
W: Deal with adverse reaction and or resistance to change. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
A: Travel by car and train with occasional overnight stay away from home. 
A: Working in cramped and dusty conditions 
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DISGRIFIAD SWYDD 



 
MANYLION Y SWYDD 
 
Teitl y Swydd:    Swyddog Cefnogi Iau TGCh 
 
Band:     3    
 
Oriau Gwaith:   37.5 
 
CPG / Gwasanaeth Corfforaethol: Gwybodeg 
 
Adran: Adran Gwasanaethau TGCh 
 
 
TREFNIADAU'R SEFYDLIAD 
 
 



ICT Support Services 
Team Leader



 Senior ICT Support 
Officer



ICT Support Officer



Junior ICT Support 
Officer



 
 
 
Yn atebol i:  Arweinydd Tîm Gwasanaethau Cefnogi TGCh 



   Uwch Swyddog  Cefnogi TGCh 
 
Yn gyfrifol am:  N/A 
 











 



 
 
 
 
 
PWRPAS Y SWYDD 
 
Rôl y Swyddog Cefnogi TGCH iau yw bod yn bwynt cyswllt cyntaf ar gyfer holl 
faterion TGCh o fewn y Bwrdd Iechyd, byddant yn difaru gwasanaeth cefnogi 
meddalwedd a chaledwedd effeithiol, cyfeillgar, effeithlon a phroffesiynol i holl 
ddefnyddwyr gwasanaeth TGCh. 



Bydd deilydd y swydd yn gyfrifol am ddarparu cefnogaeth bell wrth weithio fel rhan o 
Ddesg Gymorth TGCh ac yn darparu cefnogaeth llinell gyntaf ar y safle wrth ymweld 
â safleoedd y bwrdd iechyd fel rhan o rota wedi'i drefnu. 



Efallai y bydd deilydd y swydd yn rhan o brofi meddalwedd a rhoi hyfforddiant ar 
feddalwedd a sicrhau bod y ddogfen briodol yn cael eu cwblhau a'u cyhoeddi. 
 



Mae'r Swyddog Iau Cefnogi TGCh yn atebol yn uniongyrchol i'r Uwch Swyddog 
Cefnogi TGCh ar gyfer rheolaeth weithredol ac i Arweinydd Tîm Gwasanaethau 
Cefnogi TGCh fel rheolwr llinell. 
 



 
DYLETSWYDDAU A CHYFRIFOLDEBAU 
 
Dyletswyddau Cyffredinol 
 



 Ymateb i holl broblemau sy'n ymwneud â TGCh, un ai dros y ffôn, e-bost neu'r 
porth gwybodeg yn effeithiol ac yn effeithlon, yn gwrtais ac yn broffesiynol, gan 
gadw at y Cytundebau Lefel Gwasanaeth y trafodwyd.  



 Cofnodi holl materion sy'n ymwneud ag ICT yn gywir o fewn yr offer rheoli 
digwyddiad y Ddesg Gymorth. (ServicePoint) 



 Darparu cefnogaeth dechnegol llinell gyntaf ac ail, yn cynnwys dadansoddi 
problemau meddalwedd a chaledwedd a chael diagnosis o'r problemau ac i 
ddechrau camau cywiro priodol. 



 Cynnal y safonau uchaf o ddiogelwch TGCh yn unol â safonau cyfredol ac 
arweiniad cenedlaethol. 



 Cynorthwyo gyda chydlynu i gael gwared ar offer TGCh, gan sicrhau y 
cedwir at ganllawiau'r Bwrdd Iechyd. 



 Gweithgareddau hyfforddi a rheoli cymwysiadau parhaus sy'n cefnogi un 
datrysiad gweinyddu cleifion i'r Bwrdd Iechyd cyfan.  Datrysiadau Cenedlaethol 
Integredig a datrysiadau penodol cytûn yn ymwneud â busnes lleol a systemau 
clinigol er mwyn sicrhau dilyniant busnes a hwyluso gwelliannau proses. 



 Gweithio ar y cyd â'r Uwch Reolwyr Gweithredol, Arweinwyr Tîm ac arbenigwyd i 
gefnogi prosiectau allweddol a deilliannau gwasanaeth. 



 Efallai y bydd deilydd y swydd yn cyfrannu at wasanaeth rota ar-alwad y Bwrdd 
Iechyd y cytunwyd arno o ran ICT, gan sicrhau bod cefnogaeth ar gael 24 awr y 











dydd, 365 diwrnod y flwyddyn ar gyfer systemau ICT gan roi cyngor arbenigol i 
staff ar-alwad, pan fydd angen. 



 Dyletswyddau eraill fel y'u pennir gan uwch 
reolwyr ICT. 



 Cynorthwyo gyda phrofi system newydd 
TGCH a'i roi ar waith (cymhwysiad clinigol a rhai nad ydynt yn glinigol) 



 
 
 
 
 
 
 
Gwasanaethau, adnoddau a pholisi 
 



 Yn gyfrifol am ddarparu gwasanaeth lefel uchel sy'n canolbwyntio ar y cwsmer.  



 Yn gyfrifol am berchnogaeth galwad drwy'r cylch galwadau. 



 Dilyn polisïau ICT ar gyfer maes gwaith eich hun a chynnig newidiadau i arferion 
gwaith a gweithdrefnau defnyddwyr ICT. 



 Rhoi hyfforddiant a chyngor ICT i ddefnyddwyr. 



 Dadansoddi ac ymchwilio problemau defnyddwyr, bydd rhai ohonynt yn gymhleth, 
a phan fo angen, trafod opsiynau datrys gyda chydweithwyr a chyfathrebu'r 
datrysiad.  



 Cynorthwyo rheolwyr ICT i ddatblygu a chynnal cynlluniau parhad busnes a 
chynlluniau adfer wedi trychineb yn eich maes eich hun ac ymateb i 
ddigwyddiadau sy'n effeithio ar wasanaeth yn unol â'r cynlluniau hyn. 



 Cynorthwyo gyda datblygu dogfennaeth cefnogi a'u cynnal fel y diffinir yn y 
catalog gwasanaeth TGCh. 



 Gweithio'n agos gyda Rheolwr ICT i weithredu a chynnal methodoleg ITIL mewn 
perthynas â'r Desg gwasanaeth ICT. 



 Cynorthwyo gyda darparu gwasanaeth gan uwch gyfeirio problemau defnyddwyr 
gwasanaeth a'u datrys. 



 Datblygu a gweithredu systemau cadarn o ran rheoli risg ar draws meysydd 
cyfrifoldeb y swydd. Yn gyfrifol ac yn atebol am risg yn y meysydd hyn. 



 Gweithredu ar unwaith i leihau risgiau pan fo hyn yn rhesymol ymarferol i wneud.  
 
Chymorth 
 



 Gweithio gyda goruchwyliaeth a chymryd camau fel bo angen. 



 Ymateb i newidiadau i flaenoriaethau all fod eu hangen i addasu/ymyrryd ag 
amserlen sydd wedi'i drefnu. 



 
 
Ymchwil a Datblygiad / Gwelliannau Ansawdd a Gwasanaeth 
 



 Ymgymryd ag ymchwil yn ôl yr angen ym maes cefnogi a datblygu Caledwedd.  



 Wrth roi datrysiadau a chymwysiadau caledwedd newydd ar brawf, sicrhau 
cydymffurfiaeth â gweithdrefnau priodol 











 Helpu i wella lefel gwasanaeth a ddarperir gan TG i ddefnyddwyr clinigol neu 
anghlinigol, drwy dynnu sylw at ddatrysiadau eraill a'u hawgrymu.  



 Awgrymu gwelliannau i'r Ddesg Gwasanaeth, ar sail tuedd y galwadau sy'n cael 
eu derbyn.  



 Sicrhau eich bod yn uwch gyfeirio gwasanaeth gwael i Arweinydd Tîm 
Gwasanaethau Cefnogi. 
 
 
 



 
 



Cyfrifoldeb am Adnoddau Dynol 
 



 Yn gyfrifol am hybu amgylchedd gwaith da ar gyfer staff ac annog staff i fod yn 
ymwybodol o faterion iechyd a diogelwch yn eu hamgylchedd eu hunain yn ogystal 
â staff eraill sy'n defnyddio cyfarpar gwybodeg yn y Bwrdd Iechyd 



 



Cyfrifoldeb o ran Hyfforddiant 
 
 



 Cefnogi darpariaeth hyfforddiant gan sicrhau bod adnoddau (taflenni) gofynnol ar 
gael. 



 Trefnu lleoliadau hyfforddiant fel bo angen. 



 Cynnal cofnodion hyfforddiant manwl-gywir. 
 
Cyfathrebu  



 



 Cadw mewn cysylltiad rheolaidd â defnyddwyr fel eu bod yn ymwybodol o statws 
yr alwad. 



 Cynhyrchu gwybodaeth arferol ar lafar, yn ysgrifenedig neu'n electronig i roi gwybod i 
gydweithwyr, Rheolwyr ICT, cwsmeriaid a chysylltiadau allanol. 



 Cyfleu materion IM&T sydd efallai'n ymddangos yn gymhleth i staff/cyflenwyr nad 
ydynt yn rai ICT. 



 Cysylltu â darparwyr trydydd parti o ran offer TG a sefydliadau cefnogi fel bo 
angen i ddatrys nam ar systemau a'u trwsio'n effeithiol. 



 
Datblygu perthynas waith da a'i chynnal gyda: 



 Cydweithwyr PBC  



 Adrannau a Gwasanaethau Corfforaethol:  



 Uwch Reolwyr 



 Gweithwyr Proffesiynol Gofal Iechyd 



 Cydweithwyr Gwybodeg 



 Uwch Reolwyr Gwasanaethau TG 



 Uwch Reolwyr Gwybodeg 



 Gwasanaeth Gwybodeg GIG Cymru 



 Partneriaeth Cydwasanaethau GIG Cymru  



 Darparwyr Gwasanaethau Telegyfathrebu 



  Cynhalwyr 3ydd Parti 



  Contractwyr 3ydd Parti 











 
 
Datblygiad Proffesiynol Parhaus 
 



 Datblygu cynllun datblygu personol yn flynyddol fel rhan o’r broses Adolygu 
Datblygiad Personol. 



 Sicrhau bod sgiliau'n gyfredol ac yn berthnasol er mwyn cyflawni amrywiaeth o 
dasgau sy'n briodol i'r maes disgyblaeth  



 Cadw i fyny gyda’r datblygiadau diweddaraf o fewn y diwydiant i sicrhau bod 
gwybodaeth yn ddiweddar a chyfredol. 



 Cynnal gwybodaeth TGCh arbenigol diweddar o dechnolegau sy’n deillio i 
gefnogi prynu cyfarpar a datblygiadau. 



 Sicrhau bod hyfforddiant gorfodol yn gyfredol 
 
 
 
GOFYNION CYFFREDINOL 
 
Gallu  
Ni ddylai deilydd y swydd ar unrhyw adeg weithio y tu hwnt i lefel ddiffiniedig 
cymhwyster. Os oes pryderon ynghylch hyn fe ddylai eu trafod â'i 
reolwr/goruchwyliwr yn syth. Mae gan weithwyr gyfrifoldeb i roi gwybod i'w 
oruchwyliwr/rheolwr os oes ganddynt amheuaeth ynglŷn â'u gallu i wneud eu 
dyletswydd. 
 
Gweithiwr Proffesiynol Iechyd Cofrestredig 



Gofynnir i holl weithwyr BILl y mae gofyn iddynt gofrestru â chorff proffesiynol, er 
mwyn iddynt allu gweithio o fewn eu proffesiwn, cydymffurfio â'u cod ymddygiad a 
gofynion eu cofrestriad proffesiynol. 
 
Goruchwyliaeth 
Lle mae'r sefydliad proffesiynol priodol yn gofyn am oruchwyliaeth, cyfrifoldeb 
deilydd y swydd yw sicrhau cydymffurfio â hyn.   Os oes gan weithwyr unrhyw 
amheuaeth am fodolaeth gofyn o'r fath, dylent siarad â'u Rheolwr.               
 
Rheoli Risg 



Elfen safonol o rôl a chyfrifoldeb holl staff y BILl yw eu bod yn cyflawni rôl ragweithiol 
i reoli risg yn eu holl gamau. Mae hyn yn cynnwys asesu risg pob sefyllfa, cymryd 
camau priodol ac adrodd am bob digwyddiad, achosion y bu ond dim iddynt 
ddigwydd a pheryglon. 
 
Rheoli Cofnodion 



Fel un a gyflogir gan y BILl, mae Deilydd y Swydd yn gyfreithiol gyfrifol am yr holl 
gofnodion y mae’n eu casglu, eu creu neu'n eu defnyddio fel rhan o'i waith yn y BILl 
(gan gynnwys iechyd cleifion, ariannol, personol a gweinyddol) p'un ai eu bod ar 
bapur neu ar gyfrifiadur.  Ystyrir pob cofnod o’r fath yn gofnodion cyhoeddus, ac mae 
gan ddeilydd y swydd ddyletswydd gyfreithiol i gadw cyfrinachedd defnyddwyr 
gwasanaeth (hyd yn oed ar ôl i weithiwr adael y BILl). Dylai deilydd y swydd 
ymgynghori â'i reolwr os oes ganddo/i unrhyw amheuaeth am reolaeth gywir unrhyw 
gofnodion y mae'n gweithio gyda nhw. 











 
Gofynion Iechyd a Diogelwch 



Mae gan holl weithwyr y BILl ddyletswydd gofal statudol am eu diogelwch personol 
eu hunain ac unigolion eraill y gallai eu gweithredoedd neu esgeulustod effeithio 
arnynt.  Rhaid i ddeilydd y swydd gydweithredu â rheolwyr fel bod y BILl yn gallu 
bodloni ei ddyletswyddau cyfreithio ei hun a rhoi gwybod am unrhyw sefyllfaoedd 
peryglus neu offer diffygiol. Rhaid i ddeilydd y swydd gadw at bolisïau rheoli risg, 
iechyd a diogelwch a pholisïau cysylltiedig y BILl. 
 
Datganiad Hyblygrwydd 



Amlinelliad o ddyletswyddau’r swydd yw'r swydd ddisgrifiad a’r fanyleb bersonol hon 
a gellir eu newid o dro i dro drwy gytundeb ar y cyd. 
 
Cyfrinachedd 



Mae gofyn i ddeilydd y swydd fod yn ymwybodol o bwysigrwydd cadw gwybodaeth a 
gafwyd yn ystod ei ddyletswyddau yn gyfrinachol ac yn ddiogel bob amser. Mewn 
llawer o achosion bydd hyn yn cynnwys mynediad at wybodaeth bersonol sy'n 
gysylltiedig â defnyddwyr y gwasanaeth. Mae'n rhaid i ddeilydd y swydd drin pob 
darn o wybodaeth, boed yn gorfforaethol, am staff neu gleifion, yn gall ac yn 
gyfrinachol yn unol â darpariaethau deddf diogelu data 1998 a pholisïau’r sefydliad. 
 
Hybu Amrywiaeth ac Urddas yn y Gwaith 



Mae’r BILl wedi ymrwymo i hybu amrywiaeth mewn cyflogaeth ac urddas yn y 
gwaith.  Mae’n cydnabod bod gwahaniaethu ac aflonyddu'n annerbyniol a’i bod er 
lles y BILl a’r bobl a wasanaethir ganddo i ddefnyddio sgiliau’r gweithlu cyfan.  Rhaid 
i ddeilydd y swydd gydymffurfio a chadw at y polisïau cyfleoedd cyfartal ac urddas yn 
y gwaith. 











 



 
 



 
JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    Junior ICT Support Officer 
 
Band:     3    
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department: ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 
 



ICT Support Services 
Team Leader



 Senior ICT Support 
Officer



ICT Support Officer



Junior ICT Support 
Officer



 
 
 
Accountable to:  ICT Support Services Team Leader 



   Senior ICT Support Officer 
 
Responsible for:  N/A 
 











 



 
 
 
 
 
JOB PURPOSE 
 
The Junior ICT Support Officer role is to be the first point of contact for all ICT 
issues within the Health Board, they will provide an efficient, friendly, effective and 
professional first line hardware and software support service to all ICT service 
users. 



The post holder will be responsible for the provision of remote support while working 
as part of the ICT Service Desk and will also provide first line onsite support while 
visiting health board sites as part of a scheduled rota. 



The post holder may also be involved with testing and training of software and 
ensure the appropriate documentation is completed and published. 
 



The Junior ICT Support officer directly accountable to the Senior ICT Support Officer 
for operational management and to the ICT Support Services Team Leader for line 
management. 
 



 
DUTIES AND RESPONSIBILITIES 
 
General Duties 
 



 Respond to all types of ICT related issues reported either via the telephone, live 
chat, informatics portal or in person effectively and efficiently, in a polite and 
professional manner adhering to negotiated Service Level Agreements.  



 Record accurately all type of ICT related issues within the Service Desk’s incident 
management tool. (ServicePoint) 



 Provide first line technical support, including the analysis & diagnosis of hardware 
and software problems to initiate the most appropriate corrective action. 



 Maintain the highest standards of ICT security in line with current standards and 
national guidance. 



 Assist in coordination of disposal of ICT equipment ensuring Health 
Board guidelines are adhered to. 



 Training and ongoing application management activities that support one Health 
Board wide patient administration solution.  Integrated National Solutions and 
specific agreed local business and clinical system solutions to ensure business 
continuity and facilitate process improvements. 



 To work in conjunction with Senior Operational Managers, Team Leaders and 
Specialists to support key projects and service deliverables. 



 May be asked to participate in the LHB agreed ICT on-call rota service, ensuring 
24hr/365 days a year support for critical ICT systems providing advice and 
assistance to on-call staff when required. 











 Other duties as specified by senior ICT 
management 



 Assist in the testing, implementation of new 
ICT system (both clinical and none clinical applications) 



 
 
 
 
 
 
 
Services, resources and policy 
 



 Responsible for providing a high level customer focused service. 



 Responsible for call ownership throughout the calls lifecycle. 



 Follow  ICT policies for own work area and propose changes to ICT user working 
practices and procedures  



 Provide ICT training and advice to users. 



 Analysis and investigates user problems, some of which are complex, and where 
necessary discusses options for resolution with colleagues and communicate the 
resolution  



 Assist ICT management to develop and maintain business continuity and disaster 
recovery plans in your own area and respond to service effecting incidents in 
accordance with these plans. 



 Assist in the development and maintenance of supporting documentation for 
service management as defined in the ICT service catalogue. 



 Work closely with ICT Management to implement and maintain ITIL methodology 
in relation to the ICT service desk. 



 Assist in the delivery of the service by escalation and resolution of service user 
issues. 



 Assist ICT Management to implement robust systems for risk management 
across the areas of responsibility of the post. To be responsible and accountable 
for risk in these areas. 



 Take immediate action to minimise risks where it is reasonably practicable to do 
so. 



 
Planning 
 



 Work with supervision and take action as required. 



 Respond to changes in priorities that may be required to adjust / interrupt 
planned schedules. 



 
 
Research & Development / Service & Quality Improvements 
 



 Undertakes research as necessary in the area of Application and Hardware 
support and development.  



 When testing new Hardware and applications ensure adherence to appropriate 
procedures 











 Help improve the level of service provided by IT to its clinical and non-clinical 
users, by highlighting and recommending alternative solutions  



 Recommend improvements to the Service Desk, based on trends for calls 
received  



 Ensure escalations of poor service are reported to the Support Services Team 
leader  
 
 
 



 
 



Responsibility for Human Resources 
 



 Responsible for promoting a good working environment for staff and encouraging 
staff to be aware of health and safety issues within their own environment as well 
as those of other staff using informatics equipment within the Health Board 



 



Responsibility for Training 
 
 



 Support the delivery of training ensuring that required resources (handouts etc) are 
available. 



 Booking training venues as required. 



 Maintain accurate training records 
 
Communication  



 



 Keep in regular communication with user to keep them updated on the status of 
the call. 



 Produce routine information orally, in writing or electronically to inform work 
colleagues, ICT Management, customers and external contacts. 



 Communicate IM&T issues that may be seen as complicated to non ICT 
staff/suppliers. 



 Liaise with third party IT equipment suppliers and support organisations as 
necessary to effect prompt system fault resolution and repair. 



 
Develop and maintain good working relationships with: 



 BCU Colleagues  



 Departments and Corporate Services  



 Senior Management 



 Health Care Professionals 



 Informatics Colleagues. 



 Senior ICT Service Managers 



 Senior Informatics Management 



 NHS Wales Informatics Service 



 NHS Wales Shared Services Partnership  



 Telecommunication Service Providers 



 3rd Party Maintainers 



 3rd Party Contractors 











 
 
Continuing Professional Development 
 



 Develop a personal development plan annually as part of the personal 
development review process. 



 Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline  



 Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



 Maintain up-to-date specialist ICT knowledge of emerging technologies in support 
of equipment procurement and developments. 



 Keep mandatory training up to date 
 
 
 
GENERAL REQUIREMENTS 
 
Competence 
At no time should the post holder work outside their defined level of competence. If 
there are concerns regarding this, the post holder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration. 
 
Supervision 



Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a 
requirement they should speak to their Manager. 
 
Risk Management 



It is a standard element of the role and responsibility of all staff of the LHB that they 
fulfil a proactive role towards the management of risk in all of their actions. This 
entails the risk assessment of all situations, the taking of appropriate actions and 
reporting of all incidents, near misses and hazards. 
 
Records Management 



As an employee of the LHB, the post holder is legally responsible for all records that 
they gather, create or use as part of their work within the LHB (including patient 
health, financial, personal and administrative), whether paper based or on computer. 
All such records are considered public records, and the post holder has a legal duty 
of confidence to service users (even after an employee has left the LHB). The post 
holder should consult their manager if they have any doubt as to the correct 
management of records with which they work. 
 











Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety 
and that of others who may be affected by their acts or omissions.  The post holder 
is required to co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The post 
holder must adhere to the LHB’s risk management, health and safety and associated 
policies. 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification 
and may be changed by mutual agreement from time to time. 
 
Confidentiality 
The post holder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. 
This will in many cases include access to personal information relating to service 
users. The post holder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions 
of the data protection act 2018 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the 
best interests of the LHB and the population it serves to utilise the skills of the total 
workforce. The post holder must comply with and adhere to the equal opportunities 
and dignity at work policies. 
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JOB DESCRIPTION 



 
JOB DETAILS 
 
Job Title:    ICT Service Application Developer 
 
Band:     6    
 
Hours of Work:   37.5 
 
CPG/Corporate Service: Informatics 
 
Department: ICT Services Department 
 
 
ORGANISATIONAL ARRANGEMENTS 
 



Assistant Head of 
ICT Services



x1



Service Support & 
Delivery Manager



x1



ICT Service
Application
Developer 



x1



 
 
 
Accountable to:  Service Support & Delivery Manager 
 
Responsible for:   N/A 
 
 



 
 
 
 











 



 



 Version 2     Page 2 of 11 



 



 
JOB PURPOSE 
 
The ICT Service Application Developer primary role is to develop, implement and 
maintain Web based solutions for ICT service requests to enhance and automate 
service user experience.  



Support Senior Informatics Management with the design, specification and process 
mapping of service requests to ensure optimum efficiency and timely processing. 



By means of continuous improvement and development, the post holder in conjunction 
with the ICT Service Support and Delivery Manger will ensure that all web based 
service applications continuously perform to the requirements of ICT Service users.  



The post holder will be responsible for further identifying and delivering service 
initiatives to support overall service improvements in their area of responsibility. 



 



DUTIES AND RESPONSIBILITIES 
 
 



• Development, implement and maintain Web based solutions and ICT service 
requests in accordance with the specification and guidance provided by Senior 
Informatics Management. 



• The post holder will be solely responsible for the design, development, 
implementation and maintenance of the Informatics Portal, and its associated 
Information System, Data Warehouse and Self-Service Tools.  To build in 
scope to develop the entire system to be deployed nationally to other NHS 
Wales Health Boards 



• Responsible for the design, development, implementation and maintance of 
the proposed BCU Employee Services Portal, which will encompass 
Information Systems and Self-Service Tools for various departments/services 
across the Health Board 



• Continuous development of the Health Board’s Informatics Web Portal, ICT 
self-service tools and web forms. 



• Develop solutions to automate complex processes where possible for ICT 
Service Customers. 



• Develop reporting dashboards for the recording of Key Performance Indicators 
(KPI’s) from various data feeds. 



• Using specialist knowledge and judgement to analyse and interpret complex 
facts and complicated processes of existing systems, and to demonstrate to 
ICT management the potential benefits of solutions developed by the post 
holder 



• Evaluate proposals for new and enhanced applications and systems in order 
to identify potential benefits and problem areas. Carry out analysis and report 
findings and recommendations to ICT management. 



• Review and analyse existing applications’ effectiveness and efficiency and 
then develop strategies for improving these systems 



• Respond to all types of ICT related issues effectively and efficiently, in a polite 
and professional manner adhering to negotiated Service Level Agreements. 



• Provide technical and operational support in the area of web and application 
development, including the analysis and diagnosis of complex problems to 
initiate the most appropriate corrective action. 
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• Provide detailed documentation in the use of the developed web applications 
and provide training to other members of the department as necessary. 



• The post holder will be required to work across all sites and locations as 
required in support of Health board staff and Systems. 



• Liaise as required with NHS Staff, 3rd party suppliers and support 
organisations as necessary to affect prompt system resolution and repair. 



• Work independently without direct supervision and take decisive action as 
required. 



• Plan, maintain, and implement a detailed, development roadmap to capture a 
number of complex activities, tasks or components, including the need to 
allocation and re-allocate tasks, components or workflows to meet the 
organisation needs, or as problems arise. 



• Respond to changes in priorities that may be required to adjust / interrupt 
planned schedules. 



• To work in conjunction with senior operational managers, Team Leaders and 
specialists to support key projects and service deliverables. 



• Provide advice/guidance where relevant to ICT Security. Observe all ICT 
security procedures in the performance of the above duties. 



• Work in conjunction with ICT Management to Develop and maintain business 
continuity and disaster recovery plans in the post holders own area and 
respond to service effecting incidents in accordance with these plans. 



• Provide cover for the ICT Service Desk 1st and 2nd line operational duties as 
circumstances dictate. 



• Assist to develop and maintain supporting documentation for service 
management as defined in the Service Catalogue. 



• Work closely with Service Support and Delivery Manager to implement and 
maintain ITIL methodology in relation to the post holders own area. 



• The post holder is required to understand & deploy service management 
functions as agreed with the Service Support and Delivery Manager. 



• The post holder is influential within the organisation in matters relating to 
his/her area and provides detailed advice to other specialists and non-
specialists 



• Assist in the delivery of the service by escalation and resolution of service user 
issues. 



• Develop enhancements to the on-going service, and manage these 
projects/work packages using appropriate project controls, and report progress 
on a regular basis.  



• Explore and establish feedback mechanisms to capture service intelligence and 
ways of engaging with service users to ensure their needs are coordinated. 



• Assist the Service Support and Delivery Manager to implement robust systems 
for risk management across the areas of responsibility of the post. To be 
responsible and accountable for risk in these areas. 



• Take immediate action to minimise risks where it is reasonably practicable to 
do so. 



• The post holder will be required to concentrate continuously for prolonged 
periods of the day, whilst developing documentation to support his/her 
development, and whilst coding/programming. 



• Produce and present routine information orally, in writing or electronically to 
inform work colleagues, ICT Management, customers and external contacts. 



• Communicate complicated, difficult to explain ICT matters to non ICT 
staff/suppliers.  Communicate highly complex, sensitive, or confidential ICT 
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information, where well developed interpersonal skills are required to 
overcome barriers of understanding 



• Implement ICT policies for own work area, propose changes to ICT user 
working practices and procedures e.g. when planning for new projects, 
changes in legislation, new reporting processes, new training programmes 
impacting across the organisation.  



• If required to do so, participate in the LHB agreed ICT on-call rota service, 
ensuring 24hr/365 days a year support for critical ICT systems and 
infrastructure providing specialist advice to on-call staff when required. 



• Other duties as specified by senior ICT management. 
 
 
Financial Management 
 



• To assist with the delivery of Cost Improvement Programmes (CIP) 



• Technical input into the procurement of software applications, in relation to the 
post holders own area.  



 
Communication 
 
Develop and maintain good working relationships with: 
 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• ICT Colleagues. 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 
 
Continuing Professional Development 
 



• Develop a personal development plan annually as part of the personal 
development review process. 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline  



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



• Maintain up-to-date specialist ICT knowledge of emerging technologies in 
support of equipment procurement and developments. 
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GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. If 
there are concerns regarding this, the postholder should immediately discuss them 
with their manager/supervisor. Employees have a responsibility to inform their 
supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code 
of conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation to 
supervision, it is the responsibility of the post holder to ensure compliance with this 
requirement.  If employees are in any doubt about the existence of such a requirement 
they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that they 
fulfil a proactive role towards the management of risk in all of their actions. This entails 
the risk assessment of all situations, the taking of appropriate actions and reporting of 
all incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records that 
they gather, create or use as part of their work within the LHB (including patient 
health, financial, personal and administrative), whether paper based or on computer. 
All such records are considered public records, and the postholder has a legal duty of 
confidence to service users (even after an employee has left the LHB). The Postholder 
should consult their manager if they have any doubt as to the correct management of 
records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal safety 
and that of others who may be affected by their acts or omissions.  The postholder is 
required to co-operate with management to enable the LHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. The postholder 
must adhere to the LHB’s risk management, health and safety and associated 
policies. 
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification and 
may be changed by mutual agreement from time to time. 
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Confidentiality 
The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. This 
will in many cases include access to personal information relating to service users. 
The postholder must treat all information whether corporate, staff or patient 
information in a discreet and confidential manner in accordance with the provisions of 
the data protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. It 
recognises that discrimination and harassment is unacceptable and that it is in the 
best interests of the LHB and the population it serves to utilise the skills of the total 
workforce. The postholder must comply with and adhere to the equal opportunities 
and dignity at work policies. 
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PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  ICT Service Application Developer Band:  Current Post 
Band 



 



 ESSENTIAL 
The qualities without which a post 
holder could not be appointed 



DESIRABLE 
Extra qualities which can be 
used to choose between 
candidates who meet all the 
essential criteria 



METHOD OF 
ASSESSMENT 
 



 



 



QUALIFICATI
ONS 



 
 



Educated to degree level or 
equivalent experience gained in the 
computing industry, through 
attendance at specialist technical 
courses. 
 



Recognised professional 
qualification in an electronic 
engineering/computing field 
such as MCSE MCSP 
(Microsoft Certification) 
ITIL Foundation 



Application/ 



Interview 



 



 



EXPERIENCE 



 
 



Experience of Application/ Web 
Development. 



 



Software Design and Specification. 



 



In-depth experience or specialist 
knowledge of the following 
programming languages: 



PHP, Powershell, jQuery, 
JavaScript, CSS 
 
In-depth experience or specialised 
knowledge of the technologies and 
functionalities of IIS and SSL 
 
Administration of Microsoft Server 
Operating Systems and their 
technologies & functionalities to 
include SQL & IIS 
 
Agile/Lean development 
methodologies and processes. 



 



Providing in-depth  ICT support to 
Negotiated Service Level 
agreements in a hospital or large 
organisation environment. 



 



Experience of liaising with 
senior managerial staff and 
clinical staff in the 
determination of their 
information technology 
needs. 



 
Experience of the following 
programming languages: 
ASP, .Net, XML, VB 
 
 



Application/ 
 



Interview 
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SKILLS 



 
 



Ability to communicate highly 
complex ideas effectively at all 
levels. 
 
Ability to write and maintain complex 
technical reports, operational 
procedures and system 
documentation sets in an accurate, 
concise and clear manner. 
 
Must have advanced IT/Keyboard 
skills demonstrable across Microsoft 
Office Suite of applications. 
 
Ability to direct and conduct 
research into new technologies, 
systems and products as required. 
 
Provide and assimilate highly 
complex, often highly sensitive or 
confidential information, where 
developed persuasive, motivational,  
negotiating, training, empathic or 
reassurance skills are required. This 
may be because agreement or 
cooperation is required or because 
there are barriers to understanding. 
 
Ability to effectively prioritise and 
execute tasks in a high pressure 
environment.  
 
Analytical and problem solving skills 
 
Ability and willingness to Travel. 
 



Ability to initiate and 
respond positively to 
change, and the ability to 
learn from experience. 
 
Present complex 
information, to a large 
group of staff, or members 
of the public, in person or 
via Video Conference 



Application/ 
 



Interview 
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KNOWLEDGE 



 
 



Possesses highly developed and 
specialist  knowledge gained by 
experience and training in the 
following areas: 
 
Windows Desktop and Server 
Operating Systems. 
 
Active Directory 
LDAP 
IIS 
SQL Server 
MySQL 
 
Demonstrates a thorough 
knowledge of NHS and LHB 
information and communications 
technology standards and 
requirements. 
 
 



Knowledge of both local and 
national NHS ICT 
developments and 
strategies. 
 
Full knowledge of NHS IT 
security policies and 
procedures. 
 
Good knowledge of 
organisations goals and 
objectives. 
 
 



 



 
OTHER  
(Please 
Specify) 



 
 
 



Ability to lead by example and a high 
level of self-motivation. 



 
Demonstrates keen attention to 
detail. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned by 
open communications and 
collaboration. 
 
Excellent customer service 
orientation. 
 



  
 



 



 
 
 



Betsi Cadwaladr University Health Board 
 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: ICT Service Application Developer 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 











 



 



 Version 2     Page 10 of 11 



 



required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating objects 
 



Nature & Frequency:  
D: Travel between sites. 
D: Long continuous periods of working on the computer. 
W: Long periods of attending meetings, presentations and workshops. 
W: Manual handling of all types of IT equipment, including items over 6KG. 
D: Working in cramped and dusty conditions 
 



 
 
 
 
 
 
Mental Effort such as preparing detailed reports; checking documents and / or 
calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to complex information rapidly / complex 
decision making. 
D: Negotiate changes to previously agreed deadlines. 
W: High levels of concentration for long periods while participating in         
meetings. 
D: Concentration for long periods whilst composing complex documents. 
D: Frequent interruptions. 
D: Frequent levels of high concentration to enable analysis of complex 
information and data presented via a full array of media. 
D: There is a frequent requirement for prolonged concentration 
W: There is an occasional requirement for intense concentration 
D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
 



 
 
Emotional Effort such as processing news of highly distressing events; dealing 
with the terminally ill or with people with challenging behaviour; dealing with 
difficult situations  
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Nature & Frequency:      
D: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 
D: Incidental contact with potentially distressing situations in Clinical/ 
Non Clinical areas. 
 



 
 
Working conditions such as exposure to excessive temperatures; unpleasant 
odours; bodily fluids; using a computer more or less continuously; driving or 
being driven 
 
 



Nature & Frequency:  
D: Long periods working on the computer. 
D: Travel by car or train with occasional overnight stay away from home. 
D: Working in cramped and dusty conditions. 
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               DISGRIFIAD SWYDD   
       



  



MANYLION Y SWYDD:  
  



Teitl y Swydd  



  



Swyddog Diogelwch Seibr a Chydymffurfio  
   



Band Cyflog:  



  



8A  



Oriau Gwaith a Natur y 
Contract:  
  



37.5  



Uwch Adran/ Cyfarwyddiaeth:  



  



Gwybodeg    



Adran:  



  
Gwasanaethau ICT  



Lleoliad:  I'w gadarnhau  



  



  



  



TREFNIADAU'R SEFYDLIAD:  



  



Yn rheolaethol atebol i:  



  



Rheolwr Diogelwch Seibr a Chydymffurfio   



Yn adrodd i: Enw’r Rheolwr  



Llinell  



  



Rheolwr Diogelwch Seibr a Chydymffurfio   



Yn gyfrifol yn broffesiynol i:  



  



Dirprwy Bennaeth Gwasanaethau ICT   



  



  



Crynodeb/ Pwrpas y Swydd:   
  



Fel aelod allweddol o'r tîm diogelwch sydd newydd ei sefydlu, bydd deilydd y 



swydd yn cefnogi'r Rheolwr Diogelwch Seibr a Chydymffurfio a’r uwch reolwyr  



ICT eraill i ddatblygu prosesau gwella ansawdd ar gyfer cydymffurfiaeth ISO27001 



a’u cynnal a sicrhau systemau hyfforddiant ansawdd cadarn i gefnogi'r prosesau 



a'r safonau a enillwyd.    



  



CYF CAJE:  2019/0434  











Cyfeiriad CAJE/ Dyddiad:   



2  



  



Bydd gan ddeilydd y swydd wybodaeth a dealltwriaeth drylwyr o dirwedd 



Diogelwch Seibr a bydd yn gyfrifol am weithredu diogelwch, ei gynnal a'i wella yn 



isadeiledd ICT y Bwrdd Iechyd, gan sicrhau bod rheolau priodol a chymesur ar 



waith yn unol ag arfer gorau diwydiant i amddiffyn isadeiledd ac adnoddau 



gwybodaeth y Bwrdd Iechyd.   



  



DYLETSWYDDAU / CYFRIFOLDEBAU:  
  



Yn gyfrifol am:   



• Cefnogi a dirprwyo ar ran y Rheolwr Diogelwch Seibr a Chydymffurfio pan fo 



angen.    



• Cyfrannu at ddatblygu gwelliannau ansawdd ISO27001 a'i gefnogi ar draws 



Gwasanaethau Gwybodeg BIPBC.    



• Adolygu'r holl ddigwyddiadau anffafriol yn System Datix BIPBC a'r Llif sy'n 



ymwneud â digwyddiadau diogelwch ac ymateb iddynt a rhoi adolygiad 



annibynnol ar archwiliadau i fodloni gofynion y safon.    



• Yn gyfrifol am gasglu data ar gyfer patrymau a thueddiadau mewn 



digwyddiadau a'u gwerthuso a sicrhau cydymffurfiaeth gyda gweithredoedd 



cywirol ac ataliol.   



• Yn gyfrifol am sicrhau bod holl amser segur isadeiledd ICT sydd heb ei drefnu 



yn cael eu cofnodi a'u hadrodd arnynt yn gywir yn unol â'r Rheoliadau 



Systemau Rhwydwaith a Gwybodaeth (NIS).   
  



Bod yn gyfrifol am ddarparu:    
  



• Datblygu'r broses gwella ansawdd ISO27001, ei reoli a'i arwain ar draws 



Gwasanaethau Gwybodeg BIPBC.    



• Cefnogi datblygu strategaeth a fydd yn helpu'r sefydliad o ran cynnal 



Cydymffurfiad Rheolaethol ISO 27001 o fewn Gwasanaethau Gwybodeg.    



• Sicrhau cydymffurfiaeth barhaus a chadarn gyda Rheoliadau NIS.  



• Cefnogi cyflawniad achrediad ISO 27001 a'i gynnal ar gyfer holl gynnyrch a 



gwasanaethau BIPBC.   



• Darparu gwybodaeth arbenigol manwl ar gyfer dulliau a technolegau Diogelwch 



ICT ynghyd â gwerthfawrogiad da o'r maes ICT ehangach y tu allan i 



arbenigedd deilydd y swydd a bod a dealltwriaeth eang o thechnolegau a 



phensaerniaeth systemau cyfrifiadurol.   



• Darparu arweiniad a chyngor arbenigol sy'n ymwneud ag ICT, Gwybodaeth ac 



ymholiadau sy'n ymwneud â diogelwch seibr, trwy ddefnyddio rheolau 



diogelwch priodol a rhagweithiol, cynnyrch a thechnoleg sydd ar gael iddynt gan 



gadw cydbwysedd priodol rhwng anghenion defnyddwyr a diogelwch y system 



a'r wybodaeth.   



• Datblygu asesiad risg diogelwch ar gyfer cymwysiadau a systemau newydd a 



newidiadau i systemau sy'n bod yn barod.   



• Adrodd ar dueddiadau a rheolaeth ad-hoc yn fisol sy’n benodol ar fygythiadau a 



digwyddiadau diogelwch ac adrodd ar KPI's sy'n ymwneud â Diogelwch Seibr.   
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• Datblygu system Rheoli Digwyddiadau a Gwybodaeth Diogelwch , ei ddarparu 



a'i reoli'n barhaus er mwyn monitro gwasanaethau ac isadeiledd ICT, gan 



sicrhau bod gweithgaredd amheus/ maleisus yn cael ei gasglu, coladu, storio,  
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dadansoddi a'i ddynodi yn rhagweithiol a phrydlon.     



• Cyfrannu at gynlluniau dilyniant busnes a chynlluniau adfer o drychinebau a'u 



cynnal ynghyd ag ymateb i ddigwyddiadau sy'n effeithio ar y gwasanaeth yn 



unol â'r cynlluniau hyn o ran systemau IT y Bwrdd Iechyd.   



• Cefnogi datblygu portffolio ymwybyddiaeth a fydd yn mynd i'r afael â gofynion 
System Rheoli Diogelwch Gwybodaeth.    



• Cyfrannu at ddatblygu a darparu system monitro effeithiol a’i gefnogi i fesur 
cydymffurfiad â safonau proffesiynol a rheolaethol.    



• Rhoi cyngor, arweiniad a chefnogaeth i archwilio pob digwyddiad anffafriol, gan 
sicrhau adolygiad annibynnol digwyddiadau, i gefnogi'r archwiliad, dynodi'r 
gwraidd achos a sicrhau bod Gweithredoedd Cywirol ac Ataliol priodol yn cael 
eu datblygu, eu rhoi ar waith a'u monitro.    



• Cydweithio â'r holl adrannau o fewn Gwasanaethau Gwybodeg ICT i sefydlu 
proses ar gyfer dynodi a lledaenu gwybodaeth o ansawdd uchel i hwyluso 
addysg, rheolaeth a gwelliannau Diogelwch Seibr effeithiol.    



• Gweithredu ar ran y Rheolwr Diogelwch Seibr a Chydymffurfio yn ei 
absenoldeb, gan ddirprwyo ar ei ran mewn cyfarfodydd strategol a gweithredol 
fel bod angen.    



  



Sgiliau Cyfathrebu a Pherthynas   



• Datblygu perthnasau gwaith agos gyda'r holl adrannau o fewn Gwasanaethau  



Gwybodeg BIPBC a chyrff iechyd eraill i ganiatáu’r Gwasanaethau Gwybodeg 
ICT i ddarparu amcanion gwella Diogelwch Seibr.    



• Datblygu perthnasau gwaith effeithiol gyda'r prif sefydliadau yn cynnwys 
Sicrwydd Ansawdd Cofrestr Lloyds, Canolfan Diogelwch Seibr Cenedlaethol, 
cyrff Proffesiynol y Deyrnas Unedig, Llywodraeth Cymru a'r Ganolfan Iechyd a 
Gofal Cymdeithasol (Lloegr).    



• Datblygu perthnasau proffesiynol a thryloyw gydag Awdurdod Cymwys fel rhan 
o Reoliadau NIS.   



• Sicrhau bod Gwasanaethau Gwybodeg BIPBC yn dynodi dysg o arfer 
proffesiynol a gweithgareddau ansawdd yn y sefydliad a'r tu allan iddo a’u 
rhannu.    



• Darparu gwybodaeth gymhleth iawn a all fod yn sensitif iawn o ran 
digwyddiadau anffafriol lle gall fod rhwystrau sylweddol o ran derbyn rheolaeth 
newid, a'i ddarparu.    



  



Gwybodaeth, Hyfforddiant a Phrofiad   



• Gweler y fanyleb bersonol    



• Bod â gwybodaeth arbenigol a phrofiad mewn defnyddio offer a thechnegau 
Dadansoddiad Gwraidd Achos a Rheoli Gwallau.   



• Bod â gwybodaeth arbenigol mewn hyfforddi ac asesu galluedd yn enwedig o 
ran Arfer Cynhyrchu Da, Rheoli Newid a Rheoli Gwallau.    



• Gallu i gynnal offer Risg Llywodraethu a Chydymffurfio.    



• Gallu amlwg i ddatblygu deunyddiau hyfforddi i sicrhau bod staff sydd ag 
arddulliau dysgu gwahanol yn cael eu cyfrif.    



• Cynnal gwybodaeth ICT arbenigol diweddar o dechnolegau newydd ac sy’n 
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deillio i gefnogi meddalwedd, systemau, caledwedd a datblygiadau.   
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• Gwybodaeth arbenigol o Systemau Rheoli Diogelwch Gwybodaeth fel Antivirus, 



Malware, SIEM, Firewall, IPS, Rheoli Clytiau.   



• Gwybodaeth arbenigol am sawl ystod o dechnolegau yn cynnwys topoleg 
Rhwydwaith, Rheoli Cyfluniad, systemau Storio a Gweinyddu, Pensaernïaeth 
Systemau Menter, Atal Ymwthiad a Systemau Canfod a ffiltro a sganio 
cynnwys.  



• Cynnal lefel uchel o wybodaeth o ran deddfwriaeth preifatrwydd data.  
  



  



Sgiliau Dadansoddi a Barnu   



• Arfer barn sy'n cynnwys ffeithiau, ffigyrau a sefyllfaoedd cymhleth iawn sy'n 
gofyn am ddadansoddi ystod o opsiynau, gan gynnwys dadansoddi 
digwyddiadau, eu dehongli a'u cymharu.   



• Dadansoddi gwybodaeth o wrthdaro ble gall barn fod yn wahanol a meddwl yn 



gritigol i ddarparu canlyniadau priodol.   



• Cymathu data cymhleth, cymharu ffeithiau a dadansoddi sefyllfaoedd o ystod o 
ffynonellau, datblygu opsiynau ac asesu risg a chyfleoedd ar gyfer gwella 
Diogelwch Seibr.     



• Datblygu gweithredoedd cywirol ac ataliol eu rheoli a'u hwyluso.    



• Ymarfer gwybodaeth arbenigol sy'n ymwneud a phrosesau Diogelwch Seibr.    



• Creu adroddiadau a fydd yn caniatáu i werthuso opsiynau gwella Diogelwch 
Seibr.    



• Dehongli data cymhleth i fwydo i mewn i addysg a hyfforddiant a chefnogi 
gwelliannau, ail-ddylunio a darparu gwasanaeth.    



• Dadansoddi data cymhleth sy'n ymwneud â gwella Diogelwch Seibr, i feincnodi 
y tu mewn a'r tu allan i Wasanaethau Gwybodeg BIPBC, a phenderfynu ar 
ystod o opsiynau ar gyfer mynd i'r afael â'r meysydd a nodwyd ar gyfer eu 
gwella.    



• Monitro tueddiadau, arsylwadau a gwallau trwy gydol Gwasanaethau 
Gwybodeg BIPBC.    



• Gallu cynnal lefel uchel o gyfrinachedd bob amser.  
  



Sgiliau Cynllunio a Threfnu   



• Cefnogi adolygiad effeithiol o arfer a gweithgareddau Diogelwch Seibr i nodi eu 



cyfraniad ar gyfer eu darparu yn erbyn rhaglenni gwella.    



• Sicrhau bod Gweithredoedd Cywirol ac Ataliol priodol yn cael eu gweithredu yn 
unol ag arweiniad arfer gorau.    



• Cyfrannu at ddatblygu proses o welliannau Diogelwch Seibr ar draws y 
sefydliad.    



• Cefnogi adolygiad effeithiol gofynion achredu a'u cyfraniad o ran darparu 
rhaglenni gwella.    



• Cynllunio a blaenoriaethu eich gwaith eich hun gan sicrhau bod cefnogaeth 



effeithiol i bob maes a darparu prif amcanion gwella Diogelwch Seibr.    Creu 



dogfennaeth gwella Diogelwch Seibr a'i werthuso ar ôl ei weithredu.    
  



Sgiliau Corfforol   



• Defnyddio sgiliau bysellfwrdd a sgiliau eraill fel bod angen i gwblhau tasgau, 
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adroddiadau a dadansoddi data yn brydlon a chywir.    
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Gofal Cleifion/Cleientiaid   



• Sicrhau bod anghenion y clinigwyr a'r cleifion yn cael eu hystyried yn llawn wrth 
gynllunio cynlluniau a strategaethau gwella Diogelwch Seibr.    



• Darparu cefnogaeth ar gyfer systemau i sicrhau bod staff, lle bod angen, yn y 



sefydliad wedi cael eu hyfforddi mewn Diogelwch Seibr a gyda'r sgiliau 



diweddaraf sy'n benodol i’w maes arfer, bydd hyn yn cynnwys Rheoli Newid, 



Dadansoddi Gwraidd Achos a rheoli gwallau a datblygu cyfrifoldeb ar y cyd yn 



unol â rheolwyr.    
  



Gweithredu Datblygu Polisi/Gwasanaeth   



• Rhoi cefnogaeth i sicrhau bod gwelliannau Diogelwch Seibr effeithiol yn cael ei 
weithredu a'i gynnal ar draws y sefydliad.    



• Hyrwyddo polisïau gwella parhaus Systemau Rheoli Diogelwch Gwybodaeth, 
gosod safonau, meincnodi ar draws y GIG a datblygu arfer gorau.  



• Rhoi cefnogaeth o ran datblygu a gweithredu strategaeth Diogelwch Seibr yn 
cynnwys rheoli newid, Dadansoddi Gwraidd Achos a rheoli gwallau.    



  



Adnoddau Ariannol a Ffisegol   



• Cefnogi'r Rheolwr Diogelwch Seibr a Chydymffurfio i sicrhau bod cyllidebau'n 
cael eu rheoli a'u defnyddio'n effeithiol a hyrwyddo gwerth am arian bob amser.    



• Helpu i ddynodi'r adnoddau ffisegol ac ariannol sydd ei angen i ddarparu rhaglen 
gwella System Rheoli Diogelwch Gwybodaeth.    



  



Cyfrifoldeb am Adnoddau Dynol   



• Cynorthwyo'r Rheolwr Diogelwch Seibr a Chydymffurfio gyda recriwtio a dewis 
staff mewn rolau Diogelwch Seibr.   



• Datblygu rhaglenni ymwybyddiaeth addysgol a'u rheoli i gefnogi prif amcanion 
Diogelwch Seibr.   



• Datblygu deunydd a fydd yn darparu rhaglen ymwybyddiaeth gadarn, i'r holl staff 
yn y sefydliad, i gydymffurfio â Rheoliadau (gan gysylltu â'r Tîm Datblygiad 
Sefydliadol i ddarparu'r un peth).    



• Dirprwyo ar ran y Rheolwr Diogelwch Seibr a Chydymffurfio pan fo angen.    
  



Cyfrifoldeb am Adnoddau Gwybodaeth   



• Bydd gofyn i ddeilydd y swydd greu adroddiadau cymhleth yn rheolaidd wedi'u 
seilio ar ystod o wybodaeth o amryw o ffynonellau.    



• Ysgrifennu adroddiadau a'u cyflwyno i ystod eang o grwpiau yn fewnol ac 
allanol.  



  



Cyfrifoldeb o ran Ymchwil a Datblygiad   



• Yn gyfrifol am ddatblygu archwiliadau ansoddol a meintiol i fesur yn erbyn 
safonau proffesiynol a chenedlaethol a datblygu cynlluniau gweithredu ar gyfer 
gwella.    



• Gwerthuso ymchwil sydd wedi'i gyhoeddi i roi gwybod am arfer mewn datblygu 
gwelliannau Diogelwch Seibr.    



• Sicrhau dull ar sail gwybodaeth i archwiliadau a/neu werthuso gwaith perthnasol 



ar bob agwedd o wella ansawdd.    Casglu meincnodi    
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Rhyddid i Weithredu    



• Dirprwyo ar ran y Rheolwr Diogelwch Seibr a Chydymffurfio mewn cyfarfodydd 



strategol a gweithredol fel bod angen.      



• Rheoli prosiectau, cynllunio ystod o opsiynau i oresgyn problemau, 



dadansoddi'r opsiynau a gweithredu'n briodol i sicrhau bod prosiectau'n cael eu 



darparu'n brydlon o fewn y gyllideb.     
  



Ymdrech Ffisegol    



• Bydd gofyn i ddeilydd y swydd yrru i leoliadau GIG eraill    



• Bydd rhan fwyaf o'r amser yn cael ei dreulio yn gweithio o flaen desg/cyfrifiadur.    



• Efallai bydd deilydd y swydd yn treulio cyfnodau hir yn sefyll/cerdded yn ystod 



archwiliadau, sesiynau hyfforddi ac ati.    
  



Ymdrech Feddyliol    



• Bydd gofyn i ddeilydd y swydd fynd i'r afael â materion adrannol ac nad ydynt 



yn ymwneud â'r adran yn rheolaidd ar gyfer dadansoddi data, ysgrifennu 



adroddiadau, cyfarfodydd a phethau sy'n torri ar draws.    



• Bydd gofyn i ddeilydd y swydd ganolbwyntio am amser hir, i ysgrifennu 



adroddiadau, ffurfio polisïau.    



• Mae'n bosibl y bydd ymyriadau rheolaidd gan staff yr adran a staff eraill yn y 



sefydliad.    



  



Ymdrech Emosiynol    



• Bydd gofyn i ddeilydd y swydd ymdrin â materion rheoli newid anodd.    



• Bydd y rôl yn gofyn i ddeilydd y swydd drafod â rheolwyr a staff sy'n cael effaith 



ar Ddiogelwch Seibr y gwasanaeth, herio arfer a thollau sefydledig.    



• Bydd y rôl yn gofyn i chi allu gweithio ar draws ystod eang o weithwyr 



proffesiynol gyda disgwyliadau ac anghenion cymhleth ac sy'n anghytuno ac i 



ganolbwyntio'r rhain mewn ffordd gydlynol.    
  



Amodau Gwaith    



• Bydd gofyn i ddeilydd y swydd ddefnyddio Gliniadur neu Gyfrifiadur Bwrdd 



Gwaith yn aml.    



• Bydd gofyn i chi deithio'n aml ar draws Cymru.   
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                       JOB DESCRIPTION  
    



 



JOB DETAILS: 
 



Job Title 



 



Cyber Security & Compliance Manager 
  



Pay Band 



 
8a 



Hours of Work and Nature of 
Contract 
 



37.5 



Division/Directorate 



 
Informatics  



Department 



 
ICT 



Base TBC 



 
 
 



ORGANISATIONAL ARRANGEMENTS: 
 



Managerially Accountable to: 



 
Deputy Head of ICT Services 



Reports to: Name Line 



Manager 



 



Deputy Head of ICT Services 



Professionally Responsible to: 



 
Head of ICT Services 



 



 



Job Summary/Job Purpose: 
 



The post holder will support BCU Informatics Service in developing a quality 



improvement process for ISO27001 and ensuring robust quality training systems 



to support the standard are in place.  



 



DUTIES/RESPONSIBILITIES: 



 



Responsible for:  



• Support and deputise for the Deputy Head of ICT Services when required.  



• Manage and lead the development of ISO27001 quality improvement across 
BCU Informatics Services.  



• Head the development and delivery of an education and training framework to 
support the delivery of the Information Security Management System.  



• Manage and review all adverse events within the BCU Datix system and 
Stream relating to ISO27001 and provide independent review of investigations 
to meet the requirements of the standard.  



• Responsible for gathering and evaluating data for patterns and trends in 
incidents and ensure compliance with appropriate corrective and preventative 
actions. 
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• Responsible for overall change management in relation to technologies directly 
impacting Cyber Security 



 
To be responsible for delivery of:  
 



• Developing, managing and leading the ISO27001 quality improvement process 
across BCU Informatics Services.  



• To maintain and further develop a strategy that will support the organisation in 
maintaining Regulatory Compliance of ISO 27001 and NIS-D within BCU 
Informatics Services  



• To achieve and maintain ISO 27001 accreditation for all BCU products and 
services.  



• To Lead on the Internal Audit controls for IT Security  



• To assist and advise on the achievement of other quality accreditation 
standards, including ISO 9001, ISO 14001 with extended support for ISO 
22301, ISO13485  



• Manage and develop an awareness portfolio which will address the 
requirements of an Information Security Management System.  



• Lead on the development and delivery of an effective monitoring system to 
measure compliance with professional and regulatory standards.  



• To be responsible for providing advice and support on the investigation of all 
adverse events, ensure the independent review of incidents, to support the 
investigation, identifying the root cause and ensure that appropriate Corrective 
and Preventative Actions are developed, actioned and monitored.  



• To collaborate with all departments within BCU Informatics Services to establish 
a process for identification and dissemination of high quality information to 
facilitate effective Cyber Security management and improvement.  



• To provide leadership for Directorate Leads  



• To act on behalf of the Deputy Head of ICT Services in their absence, 
deputising at relevant strategic and operational meetings as required.  



 
Communication and Relationship Skills  



• Develop close working relationships with all departments within BCU 
Informatics Services and other health bodies to enable BCU Informatics 
Services to deliver Cyber Security improvement objectives.  



• Develop effective working relationships with key organisations including the 
Lloyds Register Quality Assurance, CESG, UK Professional bodies, Welsh 
Government and the Health and Social Care Centre (England)  



• Ensure BCU Informatics Services identify and share learning from professional 
practice and quality activities both within and outside the organisation.  



• Provide leadership and direction in situations where highly complex concepts 
need to be conveyed and implemented across the organisation.  



 



• Provide and receive highly complex and potentially highly sensitive information 
in relation to adverse events where there may be significant barriers in 
accepting and delivering the management of change.  



• Use influencing skills to ensure collaborative working to engender a level of 
quality improvement across the organisation  



 
Knowledge, Training and Experience  
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• See person specification.  



• Have expert knowledge and experience in using Root Cause Analysis and Error 
Management tools and techniques  



• Have specialist knowledge in training and competence assessment in particular 
in relation to Good Manufacturing Practice, Change Management and Error 
Management.  



• Have the ability to maintain Governance Risk and Compliance tools  



• Have proven ability to develop training materials to ensure that staff with 
different learning styles will be accounted for  



 
Analytical and Judgement Skills  



• Exercise judgement involving highly complex facts and figures and situations 
which require the analysis, interpretation and comparison of a range of options 
including the analysis of incidents and events.  



• Analyse and assess conflicting information where opinions may differ and use 
critical thinking to deliver the appropriate outcomes.  



• Assimilate complex data, compare facts and analyse situations from a range of 
sources, develop options and assess risk and opportunities for Cyber Security 
improvement.  



• Develop, manage and facilitate appropriate corrective and preventative actions.  



• Exercise specialist knowledge relating to Cyber Security processes.  



• Create reports that will allow evaluation of Cyber Security improvement options.  



• Interpret complex data to feed into education and training and support service 
improvement, redesign and delivery.  



• To analyse complex data relating to Cyber Security improvement, to benchmark 
within and outside BCU Informatics Services and determine a range of options 
for addressing the areas identified for improvement.  



• Monitor trends, observations and errors throughout BCU Informatics Services.  
 
Planning and Organisational Skills  



• Ensure effective review of practice and Cyber Security activities to identify their 
contribution for delivery against improvement programmes.  



• Ensure appropriate Corrective and Preventative Actions are implemented in line 
with best practice guidance.  



• Develop a process for Cyber Security improvement across the organisation  



• Ensure effective review of accreditation requirements and their contribution in 
delivery to improvement programmes.  



• Plan and prioritise own work ensuring effective support to all areas and delivery 
of key Cyber Security improvement objectives.  



• Agree and manage timescales with stakeholders in Cyber Security 
improvement projects.  



• Support the production of Cyber Security improvement documentation and post 
implementation evaluation.  



 
Physical Skills  



• To use keyboard and other skills as required for the timely and accurate 
completion of tasks, reports and analysis of data.  



 
Responsibility for Patient / Client Care  
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• To ensure that the needs of clinicians and patients are taken fully into account 
when planning Cyber Security improvement strategies and plans.  



• Manage systems for ensuring that staff, where required, within the organisation 
are trained and updated in Cyber Security skills specific to their area of practice 
this will include Change management, Root Cause Analysis and error 
management and develop joint responsibility with line managers  



 
Responsibility for Policy / Service Development Implementation  



• Responsible for ensuring that effective Cyber Security improvement is 
implemented across the organisation.  



• To lead and advocate continuous improvement policies of the Information 
Security Management System, setting standards, benchmarking across the 
NHS and developing best practice.  



• Responsible for developing and implementing a Cyber Security strategy 
including change control, Root Cause Analysis and error management.  



 
Responsibility for Financial and Physical Resources  



• Support the Deputy Head of ICT Services in ensuring budgets are managed 
and used effectively and promote value for money.  



• Will manage a delegated budget  



• Identify the physical resources required to deliver an Information Security 
Management System improvement programme.  



 
Responsibility for Human Resources  



• Lead and advise Cyber Security Leads in relation to implementation of the BCU 
Informatics Services Information Security Management System.  



• Responsible in conjunction with the Deputy Head of ICT Services for the 
recruitment and selection of staff in Cyber Security roles.  



• Develop and manage awareness programmes in support of key Cyber Security 
objectives.  



• Develop materials that will deliver a robust awareness programme, to all staff 
within the organisation, for compliance with Regulations (linking in with 
Organisational Development Team for delivery of same).  



• Deputise for the Deputy Head of ICT Services as required  
 
Responsibility for Information Resources  



• The post holder will be required to regularly produce complex reports and 
presentations based on a range of information from a variety of sources.  



• Writing and presenting reports to a wide range of groups both internal and 
external.  



 
Responsibility for Research and Development  



• Responsible for developing qualitative and quantitative audits for measuring 
against professional and national standards and develop action plans for 
improvement.  



• Evaluate published research to inform practice in developing Cyber Security 
improvements.  



• Ensure an evidence based approach to relevant audit/and or evaluation work 
on all aspects of quality improvement.  



• Gather benchmarking  
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Freedom to Act  



• Responsible for overall change management in relation to technologies directly 
impacting Cyber Security 



• Required to act independently and will decide, within defined areas, how the 
aims and objectives are best achieved  



• Contribute to defining the strategic direction of the organisation in developing 
improvement  



• Responsible for decisions regarding the operational activities in relation to 
Cyber Security improvement within BCU Informatics Services.  



• Responsible for developing a Cyber Security improvement plan for the 
organisation.  



• Deputising for the Deputy Head of ICT Services at relevant strategic and 
operational meetings as required.  



• Manage projects, devise a range of options to overcome problems, analyse the 
options and take appropriate action to ensure projects are delivered in a timely 
manner.  



 
Physical Effort  



• Requirement to drive to other NHS bases  



• Majority of time spent working at desk/computer.  



• May spend long periods standing/walking during audits, training sessions etc.  
 
Mental Effort  



• There is a frequent requirement for analysis of data, writing reports, meetings 
and interruptions to deal with departmental and non-departmental issues.  



• There is a requirement for prolonged concentration, for writing reports, 
formulating policies.  



• Interruptions are likely to be frequent from departmental and other staff within 
the organisation.  



• Requirement to chair multi-disciplinary projects and using expert knowledge to 
make difficult decisions as part of daily workload.  



 
Emotional Effort  



• There will be a requirement to deal with difficult change management issues.  



• The role will require negotiation with managers and staff that have an impact on 
Cyber Security of the service, challenging practice and established customs.  



• The role will require the ability to work across a wide range of professionals with 
complex and differing needs and expectations and to focus these into a 
cohesive approach.  



 
Working Conditions  



• There is a frequent requirement to use a Laptop or Desktop computer.  



• Frequent requirement to travel across Wales.  
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              DISGRIFIAD SWYDD  
    



 



MANYLION Y SWYDD: 
 



Teitl y Swydd:  



 



Swyddog Diogelwch Seibr a Chydymffurfio 
  



Band Cyflog: 



 



7 



Oriau Gwaith a Natur y 
Contract: 
 



37.5 



Uwch Adran/ Cyfarwyddiaeth: 



 



Gwybodeg  



Adran: 



 



Gwasanaethau ICT 



Lleoliad: I'w gadarnhau 



 
 



 



TREFNIADAU'R SEFYDLIAD: 
 



Yn rheolaethol atebol i: 



 



Rheolwr Diogelwch Seibr a Chydymffurfio  



Yn adrodd i: Enw’r Rheolwr 



Llinell 



 



Rheolwr Diogelwch Seibr a Chydymffurfio  



Yn gyfrifol yn broffesiynol i: 



 



Dirprwy Bennaeth Gwasanaethau ICT  



 



 



Crynodeb/ Pwrpas y Swydd:  
 



Fel aelod allweddol o'r tîm diogelwch sydd newydd ei sefydlu, bydd deilydd y 



swydd yn cefnogi'r Rheolwr Diogelwch Seibr a Chydymffurfio ac uwch reolwyr 



ICT eraill mewn datblygu prosesau gwella ansawdd a'u cynnal ar gyfer 



cydymffurfiaeth ISO27001 a sicrhau bod systemau hyfforddiant ansawdd cadarn 



ar waith i gefnogi'r prosesau a'r safonau sydd wedi'u hennill.   



 



Bydd gan ddeilydd y swydd wybodaeth a dealltwriaeth drylwyr o'r tirlun 



Diogelwch Seibr ac yn gyfrifol am roi diogelwch ar waith o fewn isadeiledd ICT y 



Bwrdd Iechyd, ei gynnal a'i wella, gan sicrhau bod rheolau priodol a cyfatebol ar 
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waith yn unol ag arfer gorau'r diwydiant i amddiffyn adnoddau gwybodaeth ac 



isadeiledd y Bwrdd Iechyd. 



 



DYLETSWYDDAU / CYFRIFOLDEBAU: 



 



Yn gyfrifol am:  



• Cefnogi a dirprwyo ar ran y Rheolwr Diogelwch Seibr a Chydymffurfio pan fo 
angen.   



• Cyfrannu at ddatblygu gwella ansawdd ISO27001 ar draws Gwasanaethau 
Gwybodeg BIPBC a'i gefnogi.   



• Adolygu'r holl ddigwyddiadau anffafriol ac ymateb iddynt yn y System Datix 
BIPBC a'r llif sy'n ymwneud â digwyddiadau diogelwch a rhoi adolygiad 
annibynnol ar archwiliadau i fodloni gofynion y safon.   



• Yn gyfrifol am gasglu data ar gyfer patrymau a thueddiadau mewn 
digwyddiadau a'u gwerthuso a sicrhau cydymffurfiaeth gyda gweithredoedd 
cywirol ac ataliol.  



• Yn gyfrifol am sicrhau bod holl amser segur yr isadeiledd ICT sydd heb ei 
drefnu yn cael ei gofnodi'n gywir a'i adrodd arno yn unol â'r Rheoliadau 
Rhwydwaith a Systemau Gwybodaeth (NIS).  



 
Bod yn gyfrifol am ddarparu:   
 



• Datblygu'r broses gwella ansawdd ISO27001, ei reoli a'i arwain ar draws 
Gwasanaethau Gwybodeg BIPBC.   



• Cefnogi datblygu strategaeth a fydd yn helpu'r sefydliad o ran cynnal 
Cydymffurfiad Rheolaethol ISO 27001 o fewn Gwasanaethau Gwybodeg.   



• Sicrhau cydymffurfiaeth barhaus a chadarn gyda Rheoliadau NIS. 



• Cefnogi cyflawniad achrediad ISO 27001 a'i gynnal ar gyfer holl gynnyrch a 
gwasanaethau BIPBC.  



• Darparu gwybodaeth arbenigol fanwl ar gyfer dulliau a thechnolegau Diogelwch 
ICT ynghyd â gwerthfawrogiad da o'r maes ICT ehangach y tu allan i 
arbenigedd deilydd y swydd a bod a dealltwriaeth eang o dechnolegau a 
phensaernïaeth systemau cyfrifiadurol. 



• Darparu arweiniad a chyngor arbenigol sy'n ymwneud ag ICT, Gwybodaeth ac 



ymholiadau sy'n ymwneud â diogelwch seibr, trwy ddefnyddio rheolau 



diogelwch priodol a rhagweithiol, cynnyrch a thechnoleg sydd ar gael iddynt gan 



gadw cydbwysedd priodol rhwng anghenion defnyddwyr a diogelwch y system 



a'r wybodaeth.  



• Datblygu asesiad risg diogelwch ar gyfer cymwysiadau a systemau newydd a 



newidiadau i systemau sy'n bod yn barod.  



• Darparu adrodd ar dueddiadau a rheolaeth ad-hoc yn fisol yn benodol o ran 



bygythiadau a digwyddiadau diogelwch ac adrodd ar KPI's sy'n ymwneud â 



Diogelwch Seibr.  



• Datblygu system Rheoli Digwyddiadau a Gwybodaeth Diogelwch , ei ddarparu 



a'i reoli'n barhaus er mwyn monitro gwasanaethau ac isadeiledd ICT, gan 
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sicrhau bod gweithgaredd amheus/ maleisus yn cael ei gasglu, coladu, storio, 



dadansoddi a'i ddynodi yn rhagweithiol a phrydlon.    



• Cyfrannu at gynlluniau dilyniant busnes a chynlluniau adfer o drychineb a'u 



cynnal ynghyd ag ymateb i ddigwyddiadau sy'n effeithio ar y gwasanaeth yn 



unol â'r cynlluniau hyn mewn perthynas â systemau TG y Bwrdd Iechyd.  



• Cefnogi datblygu portffolio ymwybyddiaeth a fydd yn mynd i'r afael â gofynion 
System Rheoli Diogelwch Gwybodaeth.   



• Cyfrannu a chefnogi at ddatblygu a darparu system monitro effeithiol i fesur 
cydymffurfiad â safonau proffesiynol a rheolaethol.   



• Rhoi cyngor, arweiniad a chefnogaeth i archwilio pob digwyddiad anffafriol, gan 
sicrhau adolygiad annibynnol i ddigwyddiadau, i gefnogi'r archwiliad, dynodi'r 
gwraidd achos a sicrhau bod Gweithredoedd Cywirol ac Ataliol priodol yn cael 
eu datblygu, eu rhoi ar waith a'u monitro.   



• Cydweithredu â'r holl adrannau yng Ngwasanaethau Gwybodeg PBC i sefydlu 
proses ar gyfer dynodi a lledaenu gwybodaeth o ansawdd uchel i hwyluso 
addysg, rheolaeth a gwelliannau Diogelwch Seibr effeithiol.   



• Gweithredu ar ran y Rheolwr Diogelwch Seibr a Chydymffurfio yn ei 
absenoldeb, gan ddirprwyo ar ei ran mewn cyfarfodydd strategol a gweithredol 
fel bod angen.   



 
Sgiliau Cyfathrebu a Pherthynas  



• Datblygu perthnasau gwaith agos gyda'r holl adrannau o fewn Gwasanaethau 
Gwybodaeth PBC a chyrff iechyd eraill i alluogi Gwasanaethau Gwybodaeth 
PBC i ddarparu amcanion gwella Diogelwch Seibr.   



• Datblygu perthnasau gwaith effeithiol gyda'r prif sefydliadau yn cynnwys 
Sicrwydd Ansawdd Cofrestr Lloyds, Canolfan Diogelwch Seibr Cenedlaethol, 
cyrff Proffesiynol y Deyrnas Unedig, Llywodraeth Cymru a'r Ganolfan Iechyd a 
Gofal Cymdeithasol (Lloegr).   



• Datblygu perthnasau proffesiynol a thryloyw gydag Awdurdod Cymwys fel rhan 
o Reoliadau NIS. 



• Sicrhau bod Gwasanaethau Gwybodeg BIPBC yn dynodi a rhannu dysg o'r 
arfer proffesiynol a gweithgareddau ansawdd yn y sefydliad a'r tu allan iddo.   



• Darparu gwybodaeth gymhleth iawn a all fod yn sensitif iawn o ran 
digwyddiadau anffafriol lle gall fod rhwystrau sylweddol o ran derbyn a darparu 
rheolaeth newid, a'i dderbyn.   



 
Gwybodaeth, Hyfforddiant a Phrofiad  



• Gweler y Fanyleb Bersonol. 



• Bod â gwybodaeth arbenigol a phrofiad mewn defnyddio offer a thechnegau 
Dadansoddi Gwraidd y Broblem a Rheoli Gwallau.  



• Bod â gwybodaeth arbenigol mewn hyfforddi ac asesu galluedd yn enwedig o 
ran Arfer Cynhyrchu Da, Rheoli Newid a Rheoli Gwallau.   



• Gallu cynnal offer Llywodraethu, Risg a Chydymffurfio. 



• Gallu profedig i ddatblygu deunyddiau hyfforddiant i wneud yn siŵr fod staff 
gydag arddulliau dysgu gwahanol yn cael eu cyfrif.    



• Cynnal gwybodaeth ICT arbenigol diweddar o dechnolegau newydd ac sy’n 
deillio i gefnogi meddalwedd, systemau, caledwedd a datblygiadau.  
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• Gwybodaeth arbenigol o Systemau Rheoli Diogelwch Gwybodaeth fel Antivirus, 



Malware, SIEM, Firewall, IPS, Rheoli Cyweirio.  



• Gwybodaeth arbenigol mewn perthynas â sawl ystod o dechnolegau yn 
cynnwys topoleg Rhwydwaith, Rheoli Ffurfweddiad, Systemau Gweinydd a 
Storio, Pensaernïaeth Systemau Menter, Systemau Canfod ac Atal Ymwthiad a 
sganio Cynnwys a'i ffiltro. 



• Cynnal lefel uchel o wybodaeth o ran deddfwriaeth preifatrwydd data. 
 
 



Sgiliau Dadansoddi a Barnu  



• Ymarfer barn sy'n cynnwys ffeithiau, ffigyrau a sefyllfaoedd cymhleth iawn sy'n 
gofyn am ddadansoddi ystod o opsiynau, ei ddehongli a'i gymharu, yn cynnwys 
dadansoddi digwyddiadau.   



• Dadansoddi ac asesu gwybodaeth sy'n gwrthdaro ble gall barn fod yn wahanol 
a defnyddio meddwl critigol i ddarparu canlyniad priodol.  



• Cymathu data cymhleth, cymharu ffeithiau a dadansoddi sefyllfaoedd o ystod o 
ffynonellau, datblygu opsiynau ac asesu risg a chyfleoedd ar gyfer gwella 
Diogelwch Seibr.    



• Datblygu gweithredoedd cywirol ac ataliol, eu rheoli a'u hwyluso.   



• Ymarfer gwybodaeth arbenigol sy'n ymwneud a phrosesau Diogelwch Seibr.   



• Creu adroddiadau a fydd yn caniatáu i werthuso opsiynau gwella Diogelwch 
Seibr.   



• Dehongli data cymhleth i fwydo i mewn i addysg a hyfforddiant a chefnogi 
gwelliannau, ailddylunio a darparu gwasanaeth.   



• Dadansoddi data cymhleth sy'n ymwneud â gwella Diogelwch Seibr, i feincnodi 
y tu mewn a'r tu allan i Wasanaethau Gwybodeg BIPBC, a phenderfynu ar 
ystod o opsiynau ar gyfer mynd i'r afael â'r meysydd a nodwyd ar gyfer eu 
gwella.   



• Monitro tueddiadau, arsylwadau a gwallau trwy gydol Gwasanaethau 
Gwybodeg BIPBC.   



• Gallu cynnal cyfrinachedd llwyr bob amser. 
 
Sgiliau Cynllunio a Threfnu  



• Cefnogi adolygiad effeithiol arfer a gweithgareddau Diogelwch Seibr i nodi eu 
cyfraniad ar gyfer darparu yn erbyn rhaglenni gwella.   



• Sicrhau bod Gweithredoedd Cywirol ac Ataliol priodol yn cael eu gweithredu yn 
unol ag arweiniad arfer gorau.   



• Cyfrannu at ddatblygu proses o welliannau Diogelwch Seibr ar draws y 
sefydliad.   



• Cefnogi adolygiad effeithiol gofynion achredu a'u cyfraniad o ran darparu 
rhaglenni gwella.   



• Cynllunio a blaenoriaethu eich gwaith eich hun gan sicrhau bod cefnogaeth 
effeithiol i bob maes a darparu prif amcanion gwella Diogelwch Seibr.   



• Creu dogfennau gwella Diogelwch Seibr a'u gwerthuso ar ôl eu rhoi ar waith.   
 
Sgiliau Corfforol  



• Defnyddio sgiliau bysellfwrdd a sgiliau eraill fel bod angen i gwblhau tasgau, 
adroddiadau a dadansoddi data yn brydlon a chywir.   
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Gofal Cleifion/Cleientiaid  



• Sicrhau bod anghenion y clinigwyr a'r cleifion yn cael eu hystyried yn llawn wrth 
gynllunio cynlluniau a strategaethau gwella Diogelwch Seibr.   



• Darparu cefnogaeth ar gyfer systemau i sicrhau bod staff, lle bod angen, yn y 
sefydliad wedi cael eu hyfforddi mewn Diogelwch Seibr a gyda'r sgiliau 
diweddaraf sy'n benodol i’w maes arfer bydd hyn yn cynnwys Rheoli newid, 
Dadansoddi Gwraidd Achos a rheoli gwallau a datblygu cyfrifoldeb ar y cyd yn 
unol â rheolwyr.   



 
Rhoi Polisi/ Datblygiadau Gwasanaeth ar Waith   



• Rhoi cefnogaeth i sicrhau bod gwelliannau Diogelwch Seibr effeithiol yn cael ei 
weithredu a'i gynnal ar draws y sefydliad.   



• Hyrwyddo polisiau gwella parhaus Systemau Rheoli Diogelwch Gwybodaeth, 
gosod safonau, meincnodi ar draws y GIG a datblygu arfer gorau.  



• Rhoi cefnogaeth o ran datblygu a gweithredu strategaeth Diogelwch Seibr yn 
cynnwys rheoli newid, Dadansoddi Gwraidd Achos a rheoli gwallau.   



 
Adnoddau Ariannol a Ffisegol  



• Cefnogi'r Rheolwr Diogelwch Seibr a Chydymffurfio i sicrhau bod cyllidebau'n 
cael eu rheoli a'u defnyddio'n effeithiol a hyrwyddo gwerth am arian bob amser.   



• Helpu i ddynodi'r adnoddau ffisegol ac ariannol sydd ei angen i ddarparu 
rhaglen gwella System Rheoli Diogelwch Gwybodaeth.   



 
Cyfrifoldeb am Adnoddau Dynol  



• Cynorthwyo'r Rheolwr Diogelwch Seibr a Chydymffurfio gyda recriwtio a dewis 
staff mewn rolau Diogelwch Seibr.  



• Datblygu rhaglenni ymwybyddiaeth addysgol a'u rheoli i gefnogi prif amcanion 
Diogelwch Seibr.  



• Datblygu deunydd a fydd yn darparu rhaglen ymwybyddiaeth gadarn, i'r holl 
staff yn y sefydliad, i gydymffurfio â Rheoliadau (gan gysylltu â'r Tîm Datblygiad 
Sefydliadol i ddarparu'r un peth).   



• Dirprwyo ar ran y Rheolwr Diogelwch Seibr a Chydymffurfio pan fo angen.   
 
Cyfrifoldeb am Adnoddau Gwybodaeth  



• Bydd gofyn i ddeilydd y swydd creu adroddiadau cymhleth yn rheolaidd wedi'u 
seilio ar ystod o wybodaeth o amryw o ffynonellau.   



• Ysgrifennu adroddiadau a'u cyflwyno i ystod eang o grwpiau yn fewnol ac 
allanol. 



 
Cyfrifoldeb o ran Ymchwil a Datblygiad  



• Yn gyfrifol am ddatblygu archwiliadau ansoddol a meintiol i fesur yn erbyn 
safonau proffesiynol a chenedlaethol a datblygu cynlluniau gweithredu ar gyfer 
gwella.   



• Gwerthuso ymchwil sydd wedi'i gyhoeddi i roi gwybod am arfer mewn datblygu 
gwelliannau Diogelwch Seibr.   



• Sicrhau dull ar sail tystiolaeth i archwiliadau a/neu werthuso gwaith perthnasol 
ar bob agwedd o wella ansawdd.   



• Meincnodi.   
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Rhyddid i Weithredu   



• Dirprwyo ar ran y Rheolwr Diogelwch Seibr a Chydymffurfio mewn cyfarfodydd 
strategol a gweithredol fel bod angen.     



• Rheoli prosiectau, cynllunio ystod o opsiynau i oresgyn problemau, 
dadansoddi'r opsiynau a gweithredu'n briodol i sicrhau bod prosiectau'n cael eu 
darparu'n brydlon o fewn y gyllideb.    



 
Ymdrech gorfforol 



• Bydd gofyn i ddeilydd y swydd yrru i leoliadau GIG eraill.   



• Bydd rhan fwyaf o'r amser yn cael ei dreulio yn gweithio o flaen desg/cyfrifiadur.   



• Efallai bydd deilydd y swydd yn treulio cyfnodau hir yn sefyll/cerdded yn ystod 
archwiliadau, sesiynau hyfforddi ac ati.   



 
Ymdrech Feddyliol   



• Bydd gofyn i ddeilydd y swydd fynd i'r afael â materion adrannol ac nad ydynt 
yn ymwneud â'r adran yn rheolaidd ar gyfer dadansoddi data, ysgrifennu 
adroddiadau, cyfarfodydd a phethau'n torri ar draws.   



• Bydd gofyn i ddeilydd y swydd ganolbwyntio am amser hir, i ysgrifennu 
adroddiadau a ffurfio polisïau.   



• Mae'n debygol y bydd pethau'n torri ar draws yn rheolaidd gan adrannau a staff 
eraill yn y sefydliad.   



 
Ymdrech Emosiynol   



• Bydd gofyn i chi ymdrin â materion rheoli newid anodd.   



• Bydd y rôl yn gofyn i chi drafod â rheolwyr a staff sy'n cael effaith ar Ddiogelwch 
Seibr y gwasanaeth, herio arfer a thollau sefydledig.   



• Bydd y rôl yn gofyn i chi allu gweithio ar draws ystod eang o weithwyr 
proffesiynol gyda disgwyliadau ac anghenion cymhleth ac sy'n gwahaniaethu ac 
i ganolbwyntio'r rhain mewn ffordd gydlynol.   



 
Amodau Gwaith  



• Mae gofyn i ddeilydd y swydd ddefnyddio Gliniadur neu Gyfrifiadur Bwrdd 
Gwaith yn rheolaidd.  



• Bydd gofyn i chi deithio'n aml ar draws Cymru.  
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JOB DESCRIPTION 
    



 



JOB DETAILS: 
 



Job Title 



 



Cyber Security & Compliance Officer 
  



Pay Band 



 



7 



Hours of Work and Nature of 
Contract 
 



37.5 



Division/Directorate 



 



Informatics  



Department 



 



ICT Services 



Base TBC 



 
 
 



ORGANISATIONAL ARRANGEMENTS: 
 



Managerially Accountable to: 



 



Cyber Security & Compliance Manager 



Reports to: Name Line 



Manager 



 



Cyber Security & Compliance Manager 



Professionally Responsible to: 



 



Deputy Head of ICT Services 



 



 



Job Summary/Job Purpose: 
 



As a key member of the newly established security team,the post holder will 



support the Cyber Security & Compliance Manager and other senior ICT 



managers in developing and sustaining quality improvement processes for 



ISO27001 compliance and ensuring robust quality training systems to support 



the processes and standards attained.  



 



The postholder will have a thorough  knowledge and understanding of the Cyber 



Security landscape and be responsible for implementing, maintaining and 



improving security within the Health Boards ICT infrastructure, ensuring 



appropriate and proportionate controls are in place in line with industry best 



practice to protect the Health Boards infrastructure and information resources. 



 



DUTIES/RESPONSIBILITIES: 



 



Responsible for:  



• Support and deputise for the Cyber Security & Compliance Manager when 
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required.  



• Contribute to and support the development of ISO27001 quality improvement 
across BCU Informatics Services.  



• Review and respond to all adverse events within the BCU Datix system and 
Stream relating to security incidents and provide independent review of 
investigations to meet the requirements of the standard.  



• Responsible for gathering and evaluating data for patterns and trends in 
incidents and ensure compliance with appropriate corrective and preventative 
actions. 



• Responsible for ensuring all unplanned ICT infrastructure outages are correctly 
recorded and reported in accordance with the Network & Information Systems 
Regulations (NIS). 



 
To be responsible for delivery of:  
 



• Developing, managing and leading the ISO27001 quality improvement process 
across BCU Informatics Services.  



• Support the development of a strategy that will assist the organisation in 
maintaining Regulatory Compliance of ISO 27001 within BCU Informatics 
Services  



• Ensuring continual and robust compliance with NIS Regulations. 



• Support the achievement and maintenance of ISO 27001 accreditation for all 
BCU products and services. 



• Provide in-depth specialist knowledge of ICT Security approaches and 
technologies along with a good appreciation of the wider field of ICT outside the 
postholders own specialism and have a good broad understanding of computer 
system architecture and technologies. 



• Provide specialist advice and guidance relating to ICT, Information and Cyber 



security related queries, through the appropriate and proactive use of security 



controls, products and technology available to them maintaining an appropriate 



balance between the needs of users and security of system and information. 



• Develop security risk assessment for new systems and applications and 



changes to existing systems. 



• Provision of monthly, trend and ad-hoc management reporting specifically in 



respect of security incidents and threats and report on KPI’s relating to Cyber 



Security 



• Development, delivery and ongoing management of the Security Information & 



Event Management system in order to monitor ICT infrastructure and services, 



ensuring the pro-active and timely collection, collation, storage, analysis and 



identification of suspicious / malicious activity.  



• Contribute to and maintain business continuity and disaster recovery plans and 



respond to service effecting incidents in accordance with these plans in relation 



to the Health Boards IT systems.  



• Support the development of an awareness portfolio which will address the 
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requirements of an Information Security Management System.  



• Contribute and Support the development and delivery of an effective monitoring 
system to measure compliance with professional and regulatory standards.  



• Provide advice, guidance and support on the investigation of all adverse events, 
ensure the independent review of incidents, to support the investigation, 
identifying the root cause and ensure that appropriate Corrective and 
Preventative Actions are developed, actioned and monitored.  



• To collaborate with all departments within BCU Informatics Services to establish 
a process for identification and dissemination of high quality information to 
facilitate effective Cyber Security education, management and improvement.  



• To act on behalf of the Cyber Security & Compliance Manager in their absence, 
deputising at relevant strategic and operational meetings as required.  



 
Communication and Relationship Skills  



• Develop close working relationships with all departments within BCU 
Informatics Services and other health bodies to enable BCU Informatics 
Services to deliver Cyber Security improvement objectives.  



• Develop effective working relationships with key organisations including the 
Lloyds Register Quality Assurance, National Cyber Security Centre, UK 
Professional bodies, Welsh Government and the Health and Social Care Centre 
(England)  



• Develop professional and transparent relationships with Competent Authority as 
part of NIS Regulations. 



• Ensure BCU Informatics Services identify and share learning from professional 
practice and quality activities both within and outside the organisation.  



• Provide and receive highly complex and potentially highly sensitive information 
in relation to adverse events where there may be significant barriers in 
accepting and delivering the management of change.  



 
Knowledge, Training and Experience  



• See person specification.  



• Have expert knowledge and experience in using Root Cause Analysis and Error 
Management tools and techniques  



• Have specialist knowledge in training and competence assessment in-particular 
in relation to Good Manufacturing Practice, Change Management and Error 
Management.  



• Ability to maintain Governance Risk and Compliance tools  



• Have proven ability to develop training materials to ensure that staff with 
different learning styles will be accounted for  



• Maintain up-to-date specialist ICT knowledge of new and emerging 
technologies in support of software, systems, hardware and developments. 



• Expert knowledge of Information Security Management Systems such as 



Antivirus, Malware, SIEM, Firewall, IPS, Patch Management. 



• Specialist knowledge in relation to several of a range of technologies including 
Network topologies, Configuration Management, Server and Storage systems, 
Enterprise Systems Architecture, Intrusion Prevention and Detection Systems 
and Content scanning and filtering. 



• Maintain a high level of knowledge in relation to data privacy legislation 
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Analytical and Judgement Skills  



• Exercise judgement involving highly complex facts and figures and situations 
which require the analysis, interpretation and comparison of a range of options 
including the analysis of incidents and events.  



• Analyse and assess conflicting information where opinions may differ and use 
critical thinking to deliver the appropriate outcomes.  



• Assimilate complex data, compare facts and analyse situations from a range of 
sources, develop options and assess risk and opportunities for Cyber Security 
improvement.  



• Develop, manage and facilitate appropriate corrective and preventative actions.  



• Exercise specialist knowledge relating to Cyber Security processes.  



• Create reports that will allow evaluation of Cyber Security improvement options.  



• Interpret complex data to feed into education and training and support service 
improvement, redesign and delivery.  



• To analyse complex data relating to Cyber Security improvement, to benchmark 
within and outside BCU Informatics Services and determine a range of options 
for addressing the areas identified for improvement.  



• Monitor trends, observations and errors throughout BCU Informatics Services.  



• Maintain a high level of confidentiality at all times. 
 
Planning and Organisational Skills  



• Support the effective review of practice and Cyber Security activities to identify 
their contribution for delivery against improvement programmes.  



• Ensure appropriate Corrective and Preventative Actions are implemented in line 
with best practice guidance.  



• Contribute to the development of a process for Cyber Security improvement 
across the organisation  



• Support the effective review of accreditation requirements and their contribution 
in delivery to improvement programmes.  



• Plan and prioritise own work ensuring effective support to all areas and delivery 
of key Cyber Security improvement objectives.  



• Production of Cyber Security improvement documentation and post 
implementation evaluation.  



 
Physical Skills  



• To use keyboard and other skills as required for the timely and accurate 
completion of tasks, reports and analysis of data.  



 
Patient / Client Care  



• To ensure that the needs of clinicians and patients are taken fully into account 
when planning Cyber Security improvement strategies and plans.  



• Provision of support for systems to ensure that staff, where required, within the 
organisation are trained and updated in Cyber Security skills specific to their 
area of practice this will include Change management, Root Cause Analysis 
and error management and develop joint responsibility with line managers  



 
Policy / Service Development Implementation  



• Provide support to ensure that effective Cyber Security improvement is 
implemented and sustained across the organisation.  
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• Advocate continuous improvement policies of the Information Security 
Management Systems, setting standards, benchmarking across the NHS and 
developing best practice. 



• Support for developing and implementing a Cyber Security strategy including 
change control, Root Cause Analysis and error management.  



 
Financial and Physical Resources  



• Support the Cyber Security & Compliance Manager in ensuring budgets are 
managed and used effectively and promote value for money at all times.  



• Assist in identifying the physical and financial resources required to deliver an 
Information Security Management System improvement programme.  



 
Responsibility for Human Resources  



• Assist the Cyber Security & Compliance Manager with the recruitment and 
selection of staff in Cyber Security roles. 



• Develop and manage educational awareness programmes in support of key 
Cyber Security objectives. 



• Develop materials that will deliver a robust awareness programme, to all staff 
within the organisation, for compliance with Regulations (linking in with 
Organisational Development Team for delivery of same).  



• Deputise for the Cyber Security & Compliance Manager as required  
 
Responsibility for Information Resources  



• The post holder will be required to regularly produce complex reports based on 
a range of information from a variety of sources.  



• Writing and presenting reports to a wide range of groups both internal and 
external. 



 
Responsibility for Research and Development  



• Responsible for developing qualitative and quantitative audits for measuring 
against professional and national standards and develop action plans for 
improvement.  



• Evaluate published research to inform practice in developing Cyber Security 
improvements.  



• Ensure an evidence based approach to relevant audit/and or evaluation work 
on all aspects of quality improvement.  



• Gather benchmarking  
 
 
Freedom to Act  



• Deputising for the Cyber Security & Compliance Manager at relevant strategic 
and operational meetings as required.  



• Manage projects, devise a range of options to overcome problems, analyse the 
options and take appropriate action to ensure projects are delivered in a timely 
manner within budget.  



 
Physical Effort  



• Requirement to drive to other NHS bases  



• Majority of time spent working at desk/computer.  



• May spend long periods standing/walking during audits, training sessions etc.  
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Mental Effort  



• There is a frequent requirement for analysis of data, writing reports, meetings 
and interruptions to deal with departmental and non-departmental issues.  



• There is a requirement for prolonged concentration, for writing reports, 
formulating policies.  



• Interruptions are likely to be frequent from departmental and other staff within 
the organisation.  



 
Emotional Effort  



• There will be a requirement to deal with difficult change management issues.  



• The role will require negotiation with managers and staff that have an impact on 
Cyber Security of the service, challenging practice and established customs.  



• The role will require the ability to work across a wide range of professionals with 
complex and differing needs and expectations and to focus these into a 
cohesive approach.  



 
Working Conditions  



• There is a frequent requirement to use a Laptop or Desktop computer.  



• Frequent requirement to travel across Wales.  
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DISGRIFIAD SWYDD 
 
MANYLION Y SWYDD 
 
Teitl y Swydd: Uwch Swyddog Cymorth Prosiect  
 
Band:     Band 5 
 
Graddfa Gyflog:     
 
Oriau Gwaith:   37.5  
 
Adran/GRhG Gwybodeg 
 
Canolfan Gweithio:  I'w gadarnhau  
 
TREFNIADAU'R SEFYDLIAD 
 
Yn atebol i:  



Rheolwr Seiberddiogelwch a Chydymffurfiaeth 
 
Yn gyfrifol am:  



Swyddog Prosiect Iau Seiberddiogelwch  
 



DIBEN Y SWYDD 
 
Gan weithio fel rhan o dîm TGCh Gwybodeg, bydd deilydd y swydd yn rheoli 
elfennau (e.e. profion) o Seiberddiogelwch a chydymffurfiaeth ar lefel ardal leol 
neu ar draws PBC; bydd hefyd yn cefnogi’r gwaith o reoli prosiectau mwy 
cymhleth neu sensitif trwy reoli neu helpu gydag elfennau ohonynt ar ran staff 
uwch y rhaglen.   
 
Bydd angen i ddeilydd y swydd gefnogi, hwyluso a monitro cynnydd 
Seiberddiogelwch a Chydymffurfiaeth, gwelliannau i’r gwasanaeth neu fentrau 
rheoli newid gan roi gwybod i staff uwch am gynnydd a phroblemau. Gan weithio 
fel rhan o'r tîm prosiect, bydd gofyn iddo/iddi roi cefnogaeth, hyfforddiant ac 
arweiniad i staff prosiect eraill.   
 
Bydd yr Uwch Swyddog Cymorth Prosiect hefyd yn gyfrifol am sicrhau bod y 
polisïau a’r gweithdrefnau sy’n angenrheidiol ar gyfer y prosiectau neu'r 
gwelliannau maent yn ymwneud â nhw yn cael eu datblygu/gweithredu ac y 
cedwir at bolisïau’r rhaglen. Bydd deilydd y swydd hefyd yn sicrhau bod 
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methodolegau rheoli prosiect safonol yn cael eu defnyddio i symud prosiectau yn 
eu blaen a'u darparu'n llwyddiannus. 
 
DYLETSWYDDAU A CHYFRIFOLDEBAU 
 
Strategol -  



• Rhoi cymorth o ran rheoli elfennau seiber o brosiect neu helpu gydag 
elfennau o brosiect mwy cymhleth i gyflawni amcanion strategol.  



 
Rheoli Prosiect -  



• Cynllunio, cefnogi, hwyluso a monitro elfennau o brosiectau neu ffrydiau 
gwaith trwy gydol cylch oes y prosiect i gyflwyno buddion gan 
gydymffurfio â gofynion NIS 



• Rheoli elfennau seiber penodol ar brosiect, pecyn gwaith neu ffrwd waith, 
gan gymryd camau priodol fel monitro cynnydd yn erbyn cynlluniau ac 
adrodd ar unrhyw lithriant neu gofnodi a monitro cynnydd yn erbyn 
problemau a risgiau, a dwysáu newidiadau i statws risg a phroblem fel 
bo'n briodol 
 



Cefnogi Prosiect - Rhoi'r holl gymorth gweinyddol i sgopio, cynllunio a chyflawni 
gofynion seiber o ran prosiectau, cynnyrch, ffrydiau gwaith neu becynnau gwaith: 
- e.e. i 



• Tynnu sylw neu lle bo'n hysbys, argymell y datrysiad gorau posibl i 
broblemau o ran prosiectau lle y gallai fod mwy nag un ffordd o weithredu. 



• Drafftio pecynnau gwaith, drafftio cynlluniau, rhoi gwybod pan fydd gwyro 
oddi wrth y cynlluniau neu feini prawf ansawdd i sicrhau bod prosiectau'n 
cael eu cyflawni yn unol â'r amserlen a'r fanyleb.   



• Gweithio gyda thimau prosiect i gofnodi unrhyw ddisgwyliadau i brofi, 
cynlluniau prosiect a manylebau cynnyrch fel bo'n briodol e.e. cofnodi 
ceisiadau i'w newid. 



• Cydlynu timau prosiect / timau ffrydiau gwaith a sicrhau bod yr holl 
bersonél sy'n gysylltiedig â gweithgareddau prosiect yn deall y gofynion 
seiber yn eu rolau ac yn eu gwneud yn effeithiol, gan gymryd camau i'w 
cywiro pan fo hynny'n briodol. 



• Sicrhau darpariaeth prosiect neu gynnyrch drwy roi cyfarwyddyd a 
chymorth i dimau a staff rhaglen eraill, sy’n rhan o gynllunio a darparu 
prosiectau sy’n rhan o'r rhaglen. 



• Sicrhau bod yr holl ofynion NIS a Seiber yn cael eu cynnwys mewn 
achosion busnes, manylebau, cynlluniau prosiect, dadansoddiadau o 
fuddion, a chofnodion risg a phroblemau yn cael eu cwblhau a'u bod yn 
gyfoes, trwy eu cwblhau/cyfrannu atynt neu sicrhau bod aelodau'r tîm yn 
cyfrannu atynt. 



• Cynhyrchu neu gyfrannu at amrywiaeth o adroddiadau o ansawdd uchel 
sydd eu hangen i reoli prosiectau'n llwyddiannus, e.e. adroddiadau NIS. 



• Sicrhau bod pob maes gwaith yn cael eu cwblhau mewn modd 
economaidd ac effeithlon gan felly gyfrannu at reoli adnoddau prin. 
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• Trefnu gweithdai a digwyddiadau a'u hwyluso fel bo'n ofynnol. Bydd hyn 
yn cynnwys hwyluso'r gweithdy, ymgysylltu â rhanddeiliaid mewnol ac 
allanol allweddol, paratoi agenda a chymryd cofnodion gan sicrhau bod yr 
holl drefniadau wedi'u gwneud h.y. gosod yr ystafell, fideo-
gynadledda/cyfleusterau sain a lluniaeth. 



• Bydd deilydd swydd hefyd yn codi archebion prosiect ar system Oracle fel 
bo angen. 



 
Hyfforddiant 



• Dod yn arbenigwr Seiber (os oes angen) ar gyfer y prosiect y mae'n rhan 
ohono, defnyddio gwybodaeth i helpu cynnydd prosiect drwy 'brofion 
rheng flaen', bod yn rhyngwyneb rhwng defnyddwyr a datblygwyr ac ati.  



• Darparu timau hyfforddi TG neu ddarparu hyfforddiant cychwynnol ar 
ofynion seiberddiogelwch i ystod o ddefnyddwyr e.e. Clinigwyr a staff 
gweinyddol. 



• Cynhyrchu neu gynorthwyo â chynhyrchu deunyddiau hyfforddiant fel bo'n 
briodol, arwain y broses o'u llunio fel bo'n briodol. 



 
Cyfathrebu 



• Darparu a derbyn gwybodaeth gymhleth yn ymwneud â’r prosiect, 
cynnyrch,  pecyn gwaith neu ffrwd waith e.e. newidiadau i amserlenni, 
newidiadau i'r gofynion neu waith ychwanegol sydd ei angen i fodloni 
amserlenni tynn. 



• Defnyddio sgiliau rhyngbersonol i gynghori staff eraill am bwysigrwydd 
seiberddiogelwch o fewn prosiect, cynnyrch neu ffrwd waith, gan 
ddefnyddio sgiliau perswadio ac ysgogi i ddod dros unrhyw rwystrau i 
newid neu broblemau.  



• Rhoi cyflwyniadau arferol neu hyfforddiant i grwpiau bach ar ofynion 
Seiber 



• Sicrhau bod cysylltiadau effeithiol ar gyfer y prosiect yn cael eu cynnal o 
fewn yr adran, GRhGau, gwybodeg a thimau prosiect a rhaglen, gan 
ddiweddaru staff ar unrhyw faterion seiber perthnasol.  



• Darparu diweddariadau seiber clir a rheolaidd drwy ganfod gwybodaeth 
allweddol a threfnu ei chasglu i gefnogi'r rhaglen e.e. cynhyrchu 
diweddariadau a hysbysiadau ar gyfer y brîff corfforaethol a chyfathrebu â 
thîm y prosiect. 



• Rhoi cymorth i'r Tîm Rheoli Seiberddiogelwch o ran cyflwyno adroddiadau 
/ cynlluniau o ansawdd uchel. 



• Cyfathrebu â chyrff allanol gan fod yn ymwybodol o ystyriaethau sensitif a 
gwleidyddol. 



• Cynrychioli Gwybodeg drwy gymryd rhan weithredol mewn timau a 
grwpiau BILl/Cenedlaethol.  



• Herio staff y prosiect (ar bob lefel) i gyflawni’r camau y maent wedi 
ymrwymo iddynt, gan fynd ati i drafod lle bo angen. 
 



Dadansoddi Busnes, Gwella Gwasanaethau a Rheoli Newid 
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• Gwneud gwaith diagnostig, fel bo angen e.e. canfod gofynion datrysiad 
neu’r newidiadau sydd eu hangen i gefnogi’r datrysiad hwnnw.  



• Gweithio â rhanddeiliaid i benodi gofynion system sy’n briodol ar gyfer 
caffael neu ddatblygu; a sicrhau bod gwaith mapio gwasanaethau 
cynhwysfawr yn cael ei wneud i ddeall ‘anghenion busnes fel y maent’ ac 
‘unrhyw ofynion esblygiadol’ 



• Cynnal profion fel bo angen i sicrhau bod y cynnyrch yn addas ac yn 
gynaliadwy.  



• Defnyddio technegau addas i gyflawni a chefnogi newid gwasanaeth / 
sefydliadol, gan sicrhau bod yr achos dros newid yn gadarn a bod 
perchnogaeth o ran y ffordd ymlaen a awgrymir.  



• Ymchwilio i fodelau gofal ‘newydd’ a safleoedd ‘arfer gorau’ gan hyrwyddo 
a chefnogi timau clinigol a chefnogi gwasanaethau o ran meddwl system 
gyfan a newid i wella gwasanaeth.  



• Gweithio gyda Chyfarwyddiaethau Clinigol ar brosiectau TG i gyflawni eu 
cynlluniau gwella gwasanaeth fel y bo’n briodol. 
 



Adnoddau Dynol 



• Rheoli staff o fewn eich maes cyfrifoldeb, bod yn rheolwr llinell i staff yn yr 
ardal leol fel bo’n briodol, bydd hyn yn cynnwys dyrannu gwaith, 
gwerthuso, rheoli salwch, awdurdodi costau teithio a gwyliau, recriwtio a 
dewis staff, a disgyblu a chwynion ac ati. 



• Cadw ar y blaen â gwybodaeth a datblygiad parhaus y tîm rhaglen drwy 
sicrhau bod rhaglenni hyfforddi a mentora yn cael eu dilyn. 



 
Datblygiad Proffesiynol Parhaus 



• Datblygu cynllun datblygiad personol blynyddol fel rhan o’r broses Adolygu 
Perfformiad Unigol. 



• Cadw sgiliau’n gyfredol a pherthnasol i ymgymryd â dyletswyddau. 



• Defnyddio adnoddau sydd ar gael er mwyn cadw i fyny â'r diweddaraf 
ynghylch pynciau Gwybodeg a Thechnoleg Iechyd (mewnrwyd, 
rhyngrwyd, deunyddiau darllen, cynadleddau ac ati.)  



• Sicrhau parhad datblygiad personol gan gynnwys sgiliau arwain drwy 
hyfforddiant ffurfiol ac anffurfiol priodol pan fo angen.  



• Parhau i fod yn ymwybodol o ddeddfwriaeth mewn perthynas â diogelu 
data, egwyddorion Caldicott, cyfrinachedd, Deddf Hawliau Dynol, Deddf 
Rhyddid Gwybodaeth ac ati a’r polisïau diweddaraf.  



• Cynnal cofrestriad â sefydliadau proffesiynol, er enghraifft, UKCHIP 



• Bod yn ymwybodol o bolisïau a gweithdrefnau'r Bwrdd Iechyd, a 
gweithredu'n yn unol â nhw. 
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GOFYNION CYFFREDINOL 
 
Gallu  
Ni ddylai deilydd y swydd weithio y tu allan i’w lefel gallu a ddiffiniwyd ar unrhyw 
adeg. Os oes unrhyw bryderon mewn perthynas â hyn, dylai deilydd y swydd eu 
trafod ar unwaith â’i r(h)eolwr/(g)oruchwyliwr. Mae gan weithwyr gyfrifoldeb i roi 
gwybod i’w oruchwyliwr/rheolwr os oes ganddynt amheuaeth ynglŷn â’u gallu i 
wneud eu dyletswyddau. 
 
Gweithiwr Proffesiynol Iechyd Cofrestredig 
Mae’n ofynnol i holl weithwyr y BILl sydd angen cofrestru â chorff proffesiynol, i’w 
galluogi i ymarfer o fewn eu proffesiwn, gydymffurfio â’u cod ymddygiad a 
gofynion eu cofrestriad proffesiynol. 
 
Goruchwyliaeth 
Lle mae'r sefydliad proffesiynol priodol yn gofyn am oruchwyliaeth, cyfrifoldeb 
deilydd y swydd yw sicrhau cydymffurfiaeth â hyn. Os oes gan weithwyr unrhyw 
amheuaeth am fodolaeth gofyn o'r fath, dylent siarad â'u Rheolwr.               
 
Rheoli Risg 
Un o elfennau safonol y rôl, a chyfrifoldeb pob aelod o staff yn y BILl, yw cyflawni 
rôl ragweithiol tuag at reoli risg yn eu holl weithredoedd. Mae hyn yn cynnwys 
asesu risg pob sefyllfa, cymryd camau perthnasol ac adrodd ar bob digwyddiad, 
pethau y bu ond y dim iddynt ddigwydd a pheryglon. 
 
Rheoli Cofnodion 
Fel un a gyflogir gan y BILl, mae deilydd y swydd yn gyfreithiol gyfrifol am yr holl 
gofnodion y mae’n eu casglu, eu creu neu'n eu defnyddio fel rhan o'i waith yn y 
BILl (gan gynnwys iechyd cleifion, materion ariannol, personol a gweinyddol) p'un 
ai a ydynt ar bapur neu ar gyfrifiadur. Ystyrir pob cofnod o’r fath yn gofnodion 
cyhoeddus, ac mae gan ddeilydd y swydd ddyletswydd gyfreithiol tuag at 
ddefnyddwyr y gwasanaeth (hyd yn oed ar ôl i weithiwr adael y BILl). Dylai 
deilydd y swydd ymgynghori â'i reolwr os oes ganddo unrhyw amheuaeth am 
reoli cofnodion yn gywir. 
 
Gofynion Iechyd a Diogelwch 
Mae gan holl weithwyr y BILl ddyletswydd gofal statudol ar gyfer eu diogelwch 
personol eu hunain a diogelwch pobl eraill y gallai eu gweithredoedd neu 
esgeulustod effeithio arnynt. Mae gofyn i ddeilydd y swydd gydweithredu â 
rheolwyr er mwyn galluogi'r BILl i fodloni ei ddyletswyddau cyfreithiol ei hun ac i 
roi gwybod am unrhyw sefyllfaoedd peryglus neu offer diffygiol. Rhaid i ddeilydd 
y swydd gadw at bolisïau rheoli risg, iechyd a diogelwch a pholisïau cysylltiedig y 
Bwrdd Iechyd Lleol.  
 
Datganiad Hyblygrwydd 
Amlinelliad o ddyletswyddau’r swydd yw’r Disgrifiad Swydd a manyleb yr 
unigolyn ac efallai y cânt eu newid trwy gytundeb y ddwy ochr o bryd i’w gilydd.  
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Cyfrinachedd 
Mae’n rhaid i ddeilydd y swydd fod yn ymwybodol o bwysigrwydd cynnal 
cyfrinachedd a diogelwch gwybodaeth bob amser wrth wneud ei waith.  Bydd hyn 
yn cynnwys mewn sawl achos, mynediad at wybodaeth bersonol yn ymwneud â 
defnyddwyr gwasanaeth. Rhaid i ddeilydd y swydd drin pob gwybodaeth boed 
honno’n gorfforaethol, neu’n wybodaeth am staff neu gleifion mewn modd 
synhwyrol a chyfrinachol yn unol â darpariaethau deddf diogelu data 1998 a 
pholisi’r sefydliad. 
 
Hybu Amrywiaeth ac Urddas yn y Gwaith 
Mae BILl wedi ymrwymo i hybu amrywiaeth ac urddas yn y gwaith. Mae’n 
cydnabod nad yw gwahaniaethu nac aflonyddwch yn dderbyniol a’i fod er budd y 
BILl a’r boblogaeth mae’n ei wasanaethu i ddefnyddio sgiliau’r gweithlu cyfan.  
Mae’n rhaid i ddeilydd y swydd gydymffurfio â'r polisïau cyfle cyfartal ac urddas 
yn y gwaith a chadw atynt.  
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JOB DESCRIPTION 
 
JOB DETAILS 
 
Job Title: Senior Project Support Officer  
 
Band:     Band 5 
 
Salary Scale:     
 
Hours of Work:   37.5  
 
Department/CPG  Informatics 
 
Base:     TBC  
 
ORGANISATIONAL ARRANGEMENTS 
 
Accountable to:  



Cyber Security and Compliance Manager 
 
Responsible for:  



Junior Cyber Security Project Officer  
 



JOB PURPOSE 
 
Working as part of the Informatics ICT team, the post holder will provide 
management for elements (e.g. testing) of Cyber Security and compliance at a 
locality or across BCU; they will also support the management of more complex 
or sensitive projects by managing or assisting with elements of them on behalf of 
more senior programme staff.   
 
The post holder will be required to support, facilitate and monitor the progress of 
Cyber Security and Compliance, service improvement or change management 
initiative, reporting progress and issues to more senior staff.  Working as part of 
the project team they will also be required to provide support, training and 
guidance to other project staff.   
 
The Senior Project Support Officer will also be responsible for ensuring that 
policies and procedures required for the projects or improvements that they are 
involved with are developed/implemented and that programme policies are 
adhered to.  The post holder will also ensure that standard project management 
methodologies are applied to progress and successfully deliver projects. 
 
DUTIES AND RESPONSIBILITIES 
 
Strategic -  
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• Assist with Managing cyber elements of a project or assist with elements 
of a more complex project to deliver strategic objectives.  



 
Project Management – 



• To plan, support, facilitate and monitor elements of projects or work-
streams throughout the project lifecycle to deliver benefits adhering to 
NIS requirements 



• Manage specific cyber elements of a project, a work package or a   work-
stream, taking appropriate actions such as monitoring progress against 
plans and reporting any slippage or capturing   and monitoring progress 
against issues and risks, and escalating changes to risk and issue status 
as appropriate 
 



Project Support - To provide all administrative support required to scope, plan 
and deliver cyber requirements in  project, product,  work stream or work 
package: - e.g. to 



• Escalate, or where known, recommend the optimum solution to project 
issues where there may be more than one course of action. 



• Draft work packages, draft plans, report deviations to plans or to quality 
criteria to ensure that projects are delivered to schedule and to 
specification.   



• Work with project teams to document any exceptions to testing, project 
plans and product specifications as appropriate e.g. document requests 
for changes. 



• Co-ordinate project teams / work-stream teams and ensure that all 
personnel involved with project activities understand the cyber 
requirements within their roles and carry them out effectively, taking 
corrective action where appropriate. 



• Ensure project or product delivery by providing direction and support to  
other teams and programme staff, who are engaged in the planning and 
delivery of projects which make up the programme. 



• Ensure that all NIS and Cyber requirements are included in business 
cases, specifications, project plans, benefits analysis, and risk and issue 
logs are completed and contemporaneous, by completing/contributing to 
them or ensuring that project team members contribute to them. 



• Produce or contribute to a variety of high quality reports required for the 
successful management of projects e.g. NIS reports. 



• To ensure that all areas of work are carried out in an economic and 
efficient way thereby contributing to the control of limited resources. 



• Arrange and facilitate workshops and events as required.  This will involve 
facilitating the workshop, liaising with key internal and external 
stakeholders prepare agenda and take minutes ensuring that all 
arrangements have been catered for i.e. room layout, video 
conferencing/audio facilities and refreshments. 



• Post-holder will also raise project orders on the Oracle system as 
required. 
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Training 



• Become a Cyber specialist (if required) for the project that they are 
involved with, use knowledge to assist progression of project through ‘first 
line testing’, providing an interface between users and developers etc.  



• Supplement  IT training teams or to provide primary training on cyber 
security requirements to a range of users e.g. Clinicians and admin staff. 



• Produce or assist with the production of training materials, leading the 
compilation of them as appropriate. 



 
Communication 



• Provide and receive complex, information relating to project, a product, a 
work-package or a work-stream, e.g. changes to timescales, changes to 
requirements or additional work required to tight deadlines. 



• Use interpersonal skills to advise other staff of the importance cyber 
security within a project, product or work-stream, using persuasive and 
motivational skills to overcome any barriers to change or issues.  



• Deliver routine presentations or training to small groups on Cyber 
requirements 



• Ensure that effective communications for the project are maintained within 
the department, CPG’s, informatics and project and programme teams, 
updating staff on any relevant cyber issues.  



• Provide clear and regular cyber updates through identifying and 
organising the gathering of key information to support the programme e.g. 
produces updates and notices for corporate brief and project team 
communications. 



• Support the Cyber Security Management Team  in delivering high quality 
reports/ plans. 



• Communication with External bodies being aware of sensitivities and 
political considerations. 



• Represent Informatics by actively participating in LHB/National teams and 
groups.  



• Challenge project staff (at all levels) to deliver their committed actions, 
undertaking negotiations where required. 
 



Business Analysis, Service Improvement and Change Management 



• Undertake diagnostic work, as required e.g. to identify requirements of a 
solution or changes required to support that solution.  



• Work with stakeholders to  specify system requirements appropriate for 
procurement or development; and ensure that comprehensive mapping of 
services is undertaken to understand business needs ‘as is ’ and any 
‘evolutionary requirements’. 



• Undertake testing as required to ensure product suitability and 
sustainability.  



• Deploy suitable techniques to bring about and support 
service/organisational change, ensuring that the case for change is robust 
and that the suggested way forward is owned.  
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• Research ‘new’ models of care and ‘Best Practice’ sites, promoting and 
supporting clinical teams and support services around whole system 
thinking and service improvement change. 



• Work with Clinical Directorates on IT projects to deliver their service 
improvement plans as appropriate. 
 



Human Resources 



• To manage staff within area of responsibility, providing line management 
for staff within the locality as appropriate, this will include work allocation, 
appraisals, sickness management, authorising travel claims and annual 
leave, recruitment, selection, disciplinary and grievance etc. 



• To keep abreast with the on-going knowledge and development of the 
programme team by ensuring that training and mentoring programmes 
and are followed. 



 
Continuing Professional Development 



• Develop a personal development plan as part of the Individual 
Performance Review process. 



• Keep skills up to date and relevant in order to carry out duties. 



• Use available resources to keep abreast of Health Informatics & 
Technology topics (Intranet, internet, reading materials, conferences etc.)  



• Ensure continuation of personal development including leadership skills, 
through appropriate formal and informal training as and when necessary.  



• Keep up to date with legislation in relation to data protection, Caldicott 
principles, and confidentiality, Human Rights Act, Freedom of Information 
Act etc. and the latest policies.  



• Maintain registration of professional organisation, for example, UKCHIP 



• To be aware of, and act in accordance with, Health Board policies and 
procedures. 
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GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. 
If there are concerns regarding this, the postholder should immediately discuss 
them with their manager/supervisor. Employees have a responsibility to inform 
their supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, 
to enable them to practice within their profession, are required to comply with 
their code of conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation 
to supervision, it is the responsibility of the post holder to ensure compliance with 
this requirement.  If employees are in any doubt about the existence of such a 
requirement they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that 
they fulfil a proactive role towards the management of risk in all of their actions. 
This entails the risk assessment of all situations, the taking of appropriate actions 
and reporting of all incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records 
that they gather, create or use as part of their work within the LHB (including 
patient health, financial, personal and administrative), whether paper based or on 
computer. All such records are considered public records, and the postholder has 
a legal duty of confidence to service users (even after an employee has left the 
LHB). The Postholder should consult their manager if they have any doubt as to 
the correct management of records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  The 
postholder is required to co-operate with management to enable the LHB to meet 
its own legal duties and to report any hazardous situations or defective 
equipment. The postholder must adhere to the LHB’s risk management, health 
and safety and associated policies.  
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification 
and may be changed by mutual agreement from time to time. 
 
Confidentiality 
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The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. 
This will in many cases include access to personal information relating to service 
users. The postholder must treat all information whether corporate, staff or 
patient information in a discreet and confidential manner in accordance with the 
provisions of the data protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. 
It recognises that discrimination and harassment is unacceptable and that it is in 
the best interests of the LHB and the population it serves to utilise the skills of the 
total workforce. The postholder must comply with and adhere to the equal 
opportunities and dignity at work policies.  
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DISGRIFIAD SWYDD 
 
MANYLION Y SWYDD 
 
Teitl y Swydd: Uwch Swyddog Cymorth Prosiect  
 
Band:     Band 5 
 
Graddfa Gyflog:     
 
Oriau Gwaith:   37.5  
 
Adran/GRhG Gwybodeg 
 
Canolfan Gweithio:  I'w gadarnhau  
 
TREFNIADAU'R SEFYDLIAD 
 
Yn atebol i:  



Rheolwr Seiberddiogelwch a Chydymffurfiaeth 
 
Yn gyfrifol am:  



Swyddog Prosiect Iau Seiberddiogelwch  
 



DIBEN Y SWYDD 
 
Gan weithio fel rhan o dîm TGCh Gwybodeg, bydd deilydd y swydd yn rheoli 
elfennau (e.e. profion) o Seiberddiogelwch a chydymffurfiaeth ar lefel ardal leol 
neu ar draws PBC; bydd hefyd yn cefnogi’r gwaith o reoli prosiectau mwy 
cymhleth neu sensitif trwy reoli neu helpu gydag elfennau ohonynt ar ran staff 
uwch y rhaglen.   
 
Bydd angen i ddeilydd y swydd gefnogi, hwyluso a monitro cynnydd 
Seiberddiogelwch a Chydymffurfiaeth, gwelliannau i’r gwasanaeth neu fentrau 
rheoli newid gan roi gwybod i staff uwch am gynnydd a phroblemau. Gan weithio 
fel rhan o'r tîm prosiect, bydd gofyn iddo/iddi roi cefnogaeth, hyfforddiant ac 
arweiniad i staff prosiect eraill.   
 
Bydd yr Uwch Swyddog Cymorth Prosiect hefyd yn gyfrifol am sicrhau bod y 
polisïau a’r gweithdrefnau sy’n angenrheidiol ar gyfer y prosiectau neu'r 
gwelliannau maent yn ymwneud â nhw yn cael eu datblygu/gweithredu ac y 
cedwir at bolisïau’r rhaglen. Bydd deilydd y swydd hefyd yn sicrhau bod 
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methodolegau rheoli prosiect safonol yn cael eu defnyddio i symud prosiectau yn 
eu blaen a'u darparu'n llwyddiannus. 
 
DYLETSWYDDAU A CHYFRIFOLDEBAU 
 
Strategol -  



• Rhoi cymorth o ran rheoli elfennau seiber o brosiect neu helpu gydag 
elfennau o brosiect mwy cymhleth i gyflawni amcanion strategol.  



 
Rheoli Prosiect -  



• Cynllunio, cefnogi, hwyluso a monitro elfennau o brosiectau neu ffrydiau 
gwaith trwy gydol cylch oes y prosiect i gyflwyno buddion gan 
gydymffurfio â gofynion NIS 



• Rheoli elfennau seiber penodol ar brosiect, pecyn gwaith neu ffrwd waith, 
gan gymryd camau priodol fel monitro cynnydd yn erbyn cynlluniau ac 
adrodd ar unrhyw lithriant neu gofnodi a monitro cynnydd yn erbyn 
problemau a risgiau, a dwysáu newidiadau i statws risg a phroblem fel 
bo'n briodol 
 



Cefnogi Prosiect - Rhoi'r holl gymorth gweinyddol i sgopio, cynllunio a chyflawni 
gofynion seiber o ran prosiectau, cynnyrch, ffrydiau gwaith neu becynnau gwaith: 
- e.e. i 



• Tynnu sylw neu lle bo'n hysbys, argymell y datrysiad gorau posibl i 
broblemau o ran prosiectau lle y gallai fod mwy nag un ffordd o weithredu. 



• Drafftio pecynnau gwaith, drafftio cynlluniau, rhoi gwybod pan fydd gwyro 
oddi wrth y cynlluniau neu feini prawf ansawdd i sicrhau bod prosiectau'n 
cael eu cyflawni yn unol â'r amserlen a'r fanyleb.   



• Gweithio gyda thimau prosiect i gofnodi unrhyw ddisgwyliadau i brofi, 
cynlluniau prosiect a manylebau cynnyrch fel bo'n briodol e.e. cofnodi 
ceisiadau i'w newid. 



• Cydlynu timau prosiect / timau ffrydiau gwaith a sicrhau bod yr holl 
bersonél sy'n gysylltiedig â gweithgareddau prosiect yn deall y gofynion 
seiber yn eu rolau ac yn eu gwneud yn effeithiol, gan gymryd camau i'w 
cywiro pan fo hynny'n briodol. 



• Sicrhau darpariaeth prosiect neu gynnyrch drwy roi cyfarwyddyd a 
chymorth i dimau a staff rhaglen eraill, sy’n rhan o gynllunio a darparu 
prosiectau sy’n rhan o'r rhaglen. 



• Sicrhau bod yr holl ofynion NIS a Seiber yn cael eu cynnwys mewn 
achosion busnes, manylebau, cynlluniau prosiect, dadansoddiadau o 
fuddion, a chofnodion risg a phroblemau yn cael eu cwblhau a'u bod yn 
gyfoes, trwy eu cwblhau/cyfrannu atynt neu sicrhau bod aelodau'r tîm yn 
cyfrannu atynt. 



• Cynhyrchu neu gyfrannu at amrywiaeth o adroddiadau o ansawdd uchel 
sydd eu hangen i reoli prosiectau'n llwyddiannus, e.e. adroddiadau NIS. 



• Sicrhau bod pob maes gwaith yn cael eu cwblhau mewn modd 
economaidd ac effeithlon gan felly gyfrannu at reoli adnoddau prin. 











CAJE – 2021/0380 



WP26a Fersiwn1 Tudalen 3 o 



• Trefnu gweithdai a digwyddiadau a'u hwyluso fel bo'n ofynnol. Bydd hyn 
yn cynnwys hwyluso'r gweithdy, ymgysylltu â rhanddeiliaid mewnol ac 
allanol allweddol, paratoi agenda a chymryd cofnodion gan sicrhau bod yr 
holl drefniadau wedi'u gwneud h.y. gosod yr ystafell, fideo-
gynadledda/cyfleusterau sain a lluniaeth. 



• Bydd deilydd swydd hefyd yn codi archebion prosiect ar system Oracle fel 
bo angen. 



 
Hyfforddiant 



• Dod yn arbenigwr Seiber (os oes angen) ar gyfer y prosiect y mae'n rhan 
ohono, defnyddio gwybodaeth i helpu cynnydd prosiect drwy 'brofion 
rheng flaen', bod yn rhyngwyneb rhwng defnyddwyr a datblygwyr ac ati.  



• Darparu timau hyfforddi TG neu ddarparu hyfforddiant cychwynnol ar 
ofynion seiberddiogelwch i ystod o ddefnyddwyr e.e. Clinigwyr a staff 
gweinyddol. 



• Cynhyrchu neu gynorthwyo â chynhyrchu deunyddiau hyfforddiant fel bo'n 
briodol, arwain y broses o'u llunio fel bo'n briodol. 



 
Cyfathrebu 



• Darparu a derbyn gwybodaeth gymhleth yn ymwneud â’r prosiect, 
cynnyrch,  pecyn gwaith neu ffrwd waith e.e. newidiadau i amserlenni, 
newidiadau i'r gofynion neu waith ychwanegol sydd ei angen i fodloni 
amserlenni tynn. 



• Defnyddio sgiliau rhyngbersonol i gynghori staff eraill am bwysigrwydd 
seiberddiogelwch o fewn prosiect, cynnyrch neu ffrwd waith, gan 
ddefnyddio sgiliau perswadio ac ysgogi i ddod dros unrhyw rwystrau i 
newid neu broblemau.  



• Rhoi cyflwyniadau arferol neu hyfforddiant i grwpiau bach ar ofynion 
Seiber 



• Sicrhau bod cysylltiadau effeithiol ar gyfer y prosiect yn cael eu cynnal o 
fewn yr adran, GRhGau, gwybodeg a thimau prosiect a rhaglen, gan 
ddiweddaru staff ar unrhyw faterion seiber perthnasol.  



• Darparu diweddariadau seiber clir a rheolaidd drwy ganfod gwybodaeth 
allweddol a threfnu ei chasglu i gefnogi'r rhaglen e.e. cynhyrchu 
diweddariadau a hysbysiadau ar gyfer y brîff corfforaethol a chyfathrebu â 
thîm y prosiect. 



• Rhoi cymorth i'r Tîm Rheoli Seiberddiogelwch o ran cyflwyno adroddiadau 
/ cynlluniau o ansawdd uchel. 



• Cyfathrebu â chyrff allanol gan fod yn ymwybodol o ystyriaethau sensitif a 
gwleidyddol. 



• Cynrychioli Gwybodeg drwy gymryd rhan weithredol mewn timau a 
grwpiau BILl/Cenedlaethol.  



• Herio staff y prosiect (ar bob lefel) i gyflawni’r camau y maent wedi 
ymrwymo iddynt, gan fynd ati i drafod lle bo angen. 
 



Dadansoddi Busnes, Gwella Gwasanaethau a Rheoli Newid 
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• Gwneud gwaith diagnostig, fel bo angen e.e. canfod gofynion datrysiad 
neu’r newidiadau sydd eu hangen i gefnogi’r datrysiad hwnnw.  



• Gweithio â rhanddeiliaid i benodi gofynion system sy’n briodol ar gyfer 
caffael neu ddatblygu; a sicrhau bod gwaith mapio gwasanaethau 
cynhwysfawr yn cael ei wneud i ddeall ‘anghenion busnes fel y maent’ ac 
‘unrhyw ofynion esblygiadol’ 



• Cynnal profion fel bo angen i sicrhau bod y cynnyrch yn addas ac yn 
gynaliadwy.  



• Defnyddio technegau addas i gyflawni a chefnogi newid gwasanaeth / 
sefydliadol, gan sicrhau bod yr achos dros newid yn gadarn a bod 
perchnogaeth o ran y ffordd ymlaen a awgrymir.  



• Ymchwilio i fodelau gofal ‘newydd’ a safleoedd ‘arfer gorau’ gan hyrwyddo 
a chefnogi timau clinigol a chefnogi gwasanaethau o ran meddwl system 
gyfan a newid i wella gwasanaeth.  



• Gweithio gyda Chyfarwyddiaethau Clinigol ar brosiectau TG i gyflawni eu 
cynlluniau gwella gwasanaeth fel y bo’n briodol. 
 



Adnoddau Dynol 



• Rheoli staff o fewn eich maes cyfrifoldeb, bod yn rheolwr llinell i staff yn yr 
ardal leol fel bo’n briodol, bydd hyn yn cynnwys dyrannu gwaith, 
gwerthuso, rheoli salwch, awdurdodi costau teithio a gwyliau, recriwtio a 
dewis staff, a disgyblu a chwynion ac ati. 



• Cadw ar y blaen â gwybodaeth a datblygiad parhaus y tîm rhaglen drwy 
sicrhau bod rhaglenni hyfforddi a mentora yn cael eu dilyn. 



 
Datblygiad Proffesiynol Parhaus 



• Datblygu cynllun datblygiad personol blynyddol fel rhan o’r broses Adolygu 
Perfformiad Unigol. 



• Cadw sgiliau’n gyfredol a pherthnasol i ymgymryd â dyletswyddau. 



• Defnyddio adnoddau sydd ar gael er mwyn cadw i fyny â'r diweddaraf 
ynghylch pynciau Gwybodeg a Thechnoleg Iechyd (mewnrwyd, 
rhyngrwyd, deunyddiau darllen, cynadleddau ac ati.)  



• Sicrhau parhad datblygiad personol gan gynnwys sgiliau arwain drwy 
hyfforddiant ffurfiol ac anffurfiol priodol pan fo angen.  



• Parhau i fod yn ymwybodol o ddeddfwriaeth mewn perthynas â diogelu 
data, egwyddorion Caldicott, cyfrinachedd, Deddf Hawliau Dynol, Deddf 
Rhyddid Gwybodaeth ac ati a’r polisïau diweddaraf.  



• Cynnal cofrestriad â sefydliadau proffesiynol, er enghraifft, UKCHIP 



• Bod yn ymwybodol o bolisïau a gweithdrefnau'r Bwrdd Iechyd, a 
gweithredu'n yn unol â nhw. 
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GOFYNION CYFFREDINOL 
 
Gallu  
Ni ddylai deilydd y swydd weithio y tu allan i’w lefel gallu a ddiffiniwyd ar unrhyw 
adeg. Os oes unrhyw bryderon mewn perthynas â hyn, dylai deilydd y swydd eu 
trafod ar unwaith â’i r(h)eolwr/(g)oruchwyliwr. Mae gan weithwyr gyfrifoldeb i roi 
gwybod i’w oruchwyliwr/rheolwr os oes ganddynt amheuaeth ynglŷn â’u gallu i 
wneud eu dyletswyddau. 
 
Gweithiwr Proffesiynol Iechyd Cofrestredig 
Mae’n ofynnol i holl weithwyr y BILl sydd angen cofrestru â chorff proffesiynol, i’w 
galluogi i ymarfer o fewn eu proffesiwn, gydymffurfio â’u cod ymddygiad a 
gofynion eu cofrestriad proffesiynol. 
 
Goruchwyliaeth 
Lle mae'r sefydliad proffesiynol priodol yn gofyn am oruchwyliaeth, cyfrifoldeb 
deilydd y swydd yw sicrhau cydymffurfiaeth â hyn. Os oes gan weithwyr unrhyw 
amheuaeth am fodolaeth gofyn o'r fath, dylent siarad â'u Rheolwr.               
 
Rheoli Risg 
Un o elfennau safonol y rôl, a chyfrifoldeb pob aelod o staff yn y BILl, yw cyflawni 
rôl ragweithiol tuag at reoli risg yn eu holl weithredoedd. Mae hyn yn cynnwys 
asesu risg pob sefyllfa, cymryd camau perthnasol ac adrodd ar bob digwyddiad, 
pethau y bu ond y dim iddynt ddigwydd a pheryglon. 
 
Rheoli Cofnodion 
Fel un a gyflogir gan y BILl, mae deilydd y swydd yn gyfreithiol gyfrifol am yr holl 
gofnodion y mae’n eu casglu, eu creu neu'n eu defnyddio fel rhan o'i waith yn y 
BILl (gan gynnwys iechyd cleifion, materion ariannol, personol a gweinyddol) p'un 
ai a ydynt ar bapur neu ar gyfrifiadur. Ystyrir pob cofnod o’r fath yn gofnodion 
cyhoeddus, ac mae gan ddeilydd y swydd ddyletswydd gyfreithiol tuag at 
ddefnyddwyr y gwasanaeth (hyd yn oed ar ôl i weithiwr adael y BILl). Dylai 
deilydd y swydd ymgynghori â'i reolwr os oes ganddo unrhyw amheuaeth am 
reoli cofnodion yn gywir. 
 
Gofynion Iechyd a Diogelwch 
Mae gan holl weithwyr y BILl ddyletswydd gofal statudol ar gyfer eu diogelwch 
personol eu hunain a diogelwch pobl eraill y gallai eu gweithredoedd neu 
esgeulustod effeithio arnynt. Mae gofyn i ddeilydd y swydd gydweithredu â 
rheolwyr er mwyn galluogi'r BILl i fodloni ei ddyletswyddau cyfreithiol ei hun ac i 
roi gwybod am unrhyw sefyllfaoedd peryglus neu offer diffygiol. Rhaid i ddeilydd 
y swydd gadw at bolisïau rheoli risg, iechyd a diogelwch a pholisïau cysylltiedig y 
Bwrdd Iechyd Lleol.  
 
Datganiad Hyblygrwydd 
Amlinelliad o ddyletswyddau’r swydd yw’r Disgrifiad Swydd a manyleb yr 
unigolyn ac efallai y cânt eu newid trwy gytundeb y ddwy ochr o bryd i’w gilydd.  
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Cyfrinachedd 
Mae’n rhaid i ddeilydd y swydd fod yn ymwybodol o bwysigrwydd cynnal 
cyfrinachedd a diogelwch gwybodaeth bob amser wrth wneud ei waith.  Bydd hyn 
yn cynnwys mewn sawl achos, mynediad at wybodaeth bersonol yn ymwneud â 
defnyddwyr gwasanaeth. Rhaid i ddeilydd y swydd drin pob gwybodaeth boed 
honno’n gorfforaethol, neu’n wybodaeth am staff neu gleifion mewn modd 
synhwyrol a chyfrinachol yn unol â darpariaethau deddf diogelu data 1998 a 
pholisi’r sefydliad. 
 
Hybu Amrywiaeth ac Urddas yn y Gwaith 
Mae BILl wedi ymrwymo i hybu amrywiaeth ac urddas yn y gwaith. Mae’n 
cydnabod nad yw gwahaniaethu nac aflonyddwch yn dderbyniol a’i fod er budd y 
BILl a’r boblogaeth mae’n ei wasanaethu i ddefnyddio sgiliau’r gweithlu cyfan.  
Mae’n rhaid i ddeilydd y swydd gydymffurfio â'r polisïau cyfle cyfartal ac urddas 
yn y gwaith a chadw atynt.  
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JOB DESCRIPTION 
 
JOB DETAILS 
 
Job Title: Senior Project Support Officer  
 
Band:     Band 5 
 
Salary Scale:     
 
Hours of Work:   37.5  
 
Department/CPG  Informatics 
 
Base:     TBC  
 
ORGANISATIONAL ARRANGEMENTS 
 
Accountable to:  



Cyber Security and Compliance Manager 
 
Responsible for:  



Junior Cyber Security Project Officer  
 



JOB PURPOSE 
 
Working as part of the Informatics ICT team, the post holder will provide 
management for elements (e.g. testing) of Cyber Security and compliance at a 
locality or across BCU; they will also support the management of more complex 
or sensitive projects by managing or assisting with elements of them on behalf of 
more senior programme staff.   
 
The post holder will be required to support, facilitate and monitor the progress of 
Cyber Security and Compliance, service improvement or change management 
initiative, reporting progress and issues to more senior staff.  Working as part of 
the project team they will also be required to provide support, training and 
guidance to other project staff.   
 
The Senior Project Support Officer will also be responsible for ensuring that 
policies and procedures required for the projects or improvements that they are 
involved with are developed/implemented and that programme policies are 
adhered to.  The post holder will also ensure that standard project management 
methodologies are applied to progress and successfully deliver projects. 
 
DUTIES AND RESPONSIBILITIES 
 
Strategic -  
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• Assist with Managing cyber elements of a project or assist with elements 
of a more complex project to deliver strategic objectives.  



 
Project Management – 



• To plan, support, facilitate and monitor elements of projects or work-
streams throughout the project lifecycle to deliver benefits adhering to 
NIS requirements 



• Manage specific cyber elements of a project, a work package or a   work-
stream, taking appropriate actions such as monitoring progress against 
plans and reporting any slippage or capturing   and monitoring progress 
against issues and risks, and escalating changes to risk and issue status 
as appropriate 
 



Project Support - To provide all administrative support required to scope, plan 
and deliver cyber requirements in  project, product,  work stream or work 
package: - e.g. to 



• Escalate, or where known, recommend the optimum solution to project 
issues where there may be more than one course of action. 



• Draft work packages, draft plans, report deviations to plans or to quality 
criteria to ensure that projects are delivered to schedule and to 
specification.   



• Work with project teams to document any exceptions to testing, project 
plans and product specifications as appropriate e.g. document requests 
for changes. 



• Co-ordinate project teams / work-stream teams and ensure that all 
personnel involved with project activities understand the cyber 
requirements within their roles and carry them out effectively, taking 
corrective action where appropriate. 



• Ensure project or product delivery by providing direction and support to  
other teams and programme staff, who are engaged in the planning and 
delivery of projects which make up the programme. 



• Ensure that all NIS and Cyber requirements are included in business 
cases, specifications, project plans, benefits analysis, and risk and issue 
logs are completed and contemporaneous, by completing/contributing to 
them or ensuring that project team members contribute to them. 



• Produce or contribute to a variety of high quality reports required for the 
successful management of projects e.g. NIS reports. 



• To ensure that all areas of work are carried out in an economic and 
efficient way thereby contributing to the control of limited resources. 



• Arrange and facilitate workshops and events as required.  This will involve 
facilitating the workshop, liaising with key internal and external 
stakeholders prepare agenda and take minutes ensuring that all 
arrangements have been catered for i.e. room layout, video 
conferencing/audio facilities and refreshments. 



• Post-holder will also raise project orders on the Oracle system as 
required. 
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Training 



• Become a Cyber specialist (if required) for the project that they are 
involved with, use knowledge to assist progression of project through ‘first 
line testing’, providing an interface between users and developers etc.  



• Supplement  IT training teams or to provide primary training on cyber 
security requirements to a range of users e.g. Clinicians and admin staff. 



• Produce or assist with the production of training materials, leading the 
compilation of them as appropriate. 



 
Communication 



• Provide and receive complex, information relating to project, a product, a 
work-package or a work-stream, e.g. changes to timescales, changes to 
requirements or additional work required to tight deadlines. 



• Use interpersonal skills to advise other staff of the importance cyber 
security within a project, product or work-stream, using persuasive and 
motivational skills to overcome any barriers to change or issues.  



• Deliver routine presentations or training to small groups on Cyber 
requirements 



• Ensure that effective communications for the project are maintained within 
the department, CPG’s, informatics and project and programme teams, 
updating staff on any relevant cyber issues.  



• Provide clear and regular cyber updates through identifying and 
organising the gathering of key information to support the programme e.g. 
produces updates and notices for corporate brief and project team 
communications. 



• Support the Cyber Security Management Team  in delivering high quality 
reports/ plans. 



• Communication with External bodies being aware of sensitivities and 
political considerations. 



• Represent Informatics by actively participating in LHB/National teams and 
groups.  



• Challenge project staff (at all levels) to deliver their committed actions, 
undertaking negotiations where required. 
 



Business Analysis, Service Improvement and Change Management 



• Undertake diagnostic work, as required e.g. to identify requirements of a 
solution or changes required to support that solution.  



• Work with stakeholders to  specify system requirements appropriate for 
procurement or development; and ensure that comprehensive mapping of 
services is undertaken to understand business needs ‘as is ’ and any 
‘evolutionary requirements’. 



• Undertake testing as required to ensure product suitability and 
sustainability.  



• Deploy suitable techniques to bring about and support 
service/organisational change, ensuring that the case for change is robust 
and that the suggested way forward is owned.  
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• Research ‘new’ models of care and ‘Best Practice’ sites, promoting and 
supporting clinical teams and support services around whole system 
thinking and service improvement change. 



• Work with Clinical Directorates on IT projects to deliver their service 
improvement plans as appropriate. 
 



Human Resources 



• To manage staff within area of responsibility, providing line management 
for staff within the locality as appropriate, this will include work allocation, 
appraisals, sickness management, authorising travel claims and annual 
leave, recruitment, selection, disciplinary and grievance etc. 



• To keep abreast with the on-going knowledge and development of the 
programme team by ensuring that training and mentoring programmes 
and are followed. 



 
Continuing Professional Development 



• Develop a personal development plan as part of the Individual 
Performance Review process. 



• Keep skills up to date and relevant in order to carry out duties. 



• Use available resources to keep abreast of Health Informatics & 
Technology topics (Intranet, internet, reading materials, conferences etc.)  



• Ensure continuation of personal development including leadership skills, 
through appropriate formal and informal training as and when necessary.  



• Keep up to date with legislation in relation to data protection, Caldicott 
principles, and confidentiality, Human Rights Act, Freedom of Information 
Act etc. and the latest policies.  



• Maintain registration of professional organisation, for example, UKCHIP 



• To be aware of, and act in accordance with, Health Board policies and 
procedures. 
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GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. 
If there are concerns regarding this, the postholder should immediately discuss 
them with their manager/supervisor. Employees have a responsibility to inform 
their supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, 
to enable them to practice within their profession, are required to comply with 
their code of conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation 
to supervision, it is the responsibility of the post holder to ensure compliance with 
this requirement.  If employees are in any doubt about the existence of such a 
requirement they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that 
they fulfil a proactive role towards the management of risk in all of their actions. 
This entails the risk assessment of all situations, the taking of appropriate actions 
and reporting of all incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records 
that they gather, create or use as part of their work within the LHB (including 
patient health, financial, personal and administrative), whether paper based or on 
computer. All such records are considered public records, and the postholder has 
a legal duty of confidence to service users (even after an employee has left the 
LHB). The Postholder should consult their manager if they have any doubt as to 
the correct management of records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  The 
postholder is required to co-operate with management to enable the LHB to meet 
its own legal duties and to report any hazardous situations or defective 
equipment. The postholder must adhere to the LHB’s risk management, health 
and safety and associated policies.  
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification 
and may be changed by mutual agreement from time to time. 
 
Confidentiality 
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The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. 
This will in many cases include access to personal information relating to service 
users. The postholder must treat all information whether corporate, staff or 
patient information in a discreet and confidential manner in accordance with the 
provisions of the data protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. 
It recognises that discrimination and harassment is unacceptable and that it is in 
the best interests of the LHB and the population it serves to utilise the skills of the 
total workforce. The postholder must comply with and adhere to the equal 
opportunities and dignity at work policies.  
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DISGRIFIAD SWYDD   



   



   



MANYLION Y SWYDD   



   



Teitl y Swydd:    



   



   Swyddog Delio â Galwadau Switsfwrdd   



Band:       2  



Graddfa Gyflog:   



   



      



Oriau Gwaith:    



   



  34.84  



Adran/GRhC:    



   



Prif Swyddog Gweithredol/Adran Gwybodeg, Switsfwrdd   



Canolfan :            



   



TREFNIADAU SEFYDLIADOL   



   



   



 
  



Goruchwylwyr Switsfwrdd x 2   



Arweinwyr Tîm Switsfwrdd x 3   



Swyddogion Gweithredu Switsfwrdd x 28   



   



Atebol i:      Goruchwylwyr Switsfwrdd      Arweinwyr Tîm Switsfwrdd            



            



DIBEN Y SWYDD   



   



Gweithio fel rhan o dîm yn darparu gwasanaeth switsfwrdd cynhwysfawr o ansawdd uchel i Fwrdd Iechyd 



Prifysgol Betsi Cadwaladr, 24 awr y dydd, 7 diwrnod yr wythnos.    



   



Switchboard     
Supervisors   



x   2   



Switchboard     
Team   Leaders   



x   3   



Switchboard     
Operators   



x   28   
    











Gweithio fel rhan o dîm sy’n darparu gwasanaeth switsfwrdd/delio â galwadau diogel ac effeithiol i’r gymuned 



iechyd yng Ngogledd Cymru, gan fod y pwynt cyswllt cyntaf i gleifion sy’n cysylltu â’r gwasanaeth. Cymryd 



galwadau ffôn oddi wrth gleifion, 24 awr y dydd, 7 diwrnod yr wythnos, gan sicrhau bod yr holl fanylion 



perthnasol yn cael eu cofnodi’n gywir.     



   



Cysylltu gyda chleifion ar draws Gogledd Cymru dros y ffôn i gytuno ar apwyntiadau cleifion allanol a rhoi’r  



wybodaeth ddiweddaraf i mewn i’r System Gwybodaeth Cleifion.     



   



   



DYLETSWYDDAU A CHYFRIFOLDEBAU   



   



1. Ateb pob galwad sy’n dod i mewn o lefydd allanol gan ddefnyddio cyfarchiad dwyieithog, a’i gyrru ymlaen i’r 



estyniad cywir mewn ffordd gwrtais ac effeithlon.    



   



2. Bod yn gyfrifol am gysylltu â chleifion yn eu cartrefi, cytuno ar apwyntiad Cleifion Allanol wedi’i bennu ymlaen  



llaw a rhoi’r wybodaeth ddiweddaraf yn y System Gwybodaeth Cleifion yn unol â hynny unwaith bydd wedi’i  



gadarnhau.   



   



3. Ateb pob galwad o estyniad allanol, a gweithredu mewn ffordd briodol.    



   



4. Delio gyda galwadau mewn ffordd brydlon a phroffesiynol.    



   



5. Delio gyda phob galwad ffôn mewn ffordd gwrtais ac effeithiol a bod â ffordd dawel o weithredu sy’n rhoi 



sicrhad i bobl sy’n galw, a gyda galwadau o natur brys.    



   



6. Cofnodi manylion yr holl alwadau rhyngwladol sy’n cael eu gwneud trwy gyfrwng y swits (yn benodol i’r safle)   



   



7. Defnyddio’r data-bas cyfrifiadur Ymholiadau Cyfarwyddiadur Ffôn BT lle mae ar gael, i gael rhifau ffôn ar 



gyfer staff.   



   



8. Tu allan i oriau gwaith swyddfa, defnyddio cyfrifiadur i weld pa gleifion sydd wedi dod i mewn, gan   



ddefnyddio’r system benodol i’r safle.    



   



9. Defnyddio’r system alw (paging) fewnol i gysylltu â staff ar gyfer galwadau mewnol ac allanol.      



   



10. Gyrru neges i bobl gyda blipiwr pellter hir, gan roi gwybodaeth mewn rhifau a geiriau, aros am ymateb a rhoi’r   



un sy’n galw trwodd i’r adran yn ôl y gofyn, ac os na fydd ymateb wedyn monitro’r sefyllfa a gweithredu’n  



briodol.    



   



11. Dilyn y gwahanol weithdrefnau brys ar gyfer ataliad ar y galon, tân, digwyddiad mawr, ymosodiad personol  



ayyb, a chadw cofnodion yn unol â’r cyfarwyddiadau sefydlog/gweithdrefnau gweithredu.    



   



12. Rhoi batris newydd mewn derbynwyr galwadau mewnol, trefnu i gael derbynnydd newydd os bydd diffyg ar   



un, a rhoi cyfarwyddiadau i bobl sy’n dal blipiwr ar sut i’w defnyddio’n gywir.    



   



13. Rhaglennu blipiau i’r grŵp argyfwng priodol.     



   



14. Delio gydag unrhyw staff ysbyty sydd angen ffôn newydd, yn unol gyda chanllawiau’r adran.      



   



15. Sicrhau bod yr holl wybodaeth sydd ei hangen ar gael er mwyn gallu darparu gwasanaeth digonol h.y. bod y 



wybodaeth ddiweddaraf yn mynd i’r cofnodion pan geir gwybodaeth am newid rhifau ffôn, rhestrau o bobl ar 



alwad, dalen ‘ar alwad’ ddyddiol, swyddi newydd ayyb, a sicrhau bod y wybodaeth ddiweddaraf yn y llyfrau 



neges priodol.     



   











16. Cynnal a chadw golwg ar y system Teledu Cylch Caeedig, pan fydd hynny’n ofynnol gan y Rheolwr Safle 



(Ysbyty Gwynedd).   



   



17. Monitro’r prif fannau mynediad tu allan i oriau gwaith arferol trwy gyfrwng TCC/intercom a chaniatáu 



mynediad yn unol â pholisi/gweithdrefnau lleol (Ysbyty Gwynedd a Wrecsam Maelor)   



   



18. Darparu’r wybodaeth y bydd pobl sy’n galw yn gofyn amdani e.e. cyfeiriadau ysbyty, amseroedd clinigau, 



rhifau Galw Iechyd Cymru ayyb.   



   



19. Monitro am unrhyw ddiffygion mewn gwahanol systemau larwm ac adrodd wrth yr adran briodol.   



   



20. Cofnodi unrhyw ddiffygion yn unol â’r weithdrefn leol a’r gweithdrefnau ar gyfer  symud mater i flaenoriaeth 



uwch.    



   



21. Adrodd am unrhyw gwynion am wasanaeth ffôn y Bwrdd Iechyd   



   



22. Cynnal prawf ar y blipiau grŵp achosion brys bob dydd, yn cynnwys grwpiau sy’n benodol i’r safle fel blipiau 



ataliad ar y galon Llandudno ac ataliad ar y galon Abergele, a dilyn ymlaen os na fydd ymateb.    



   



   



   



   



23. Gweithredu’r switsfwrdd wrth gefn os bydd yr un arall wedi torri, a threfnu i ddarparu ‘walkie talkies’ i dimau 



brys.    



   



24. Ymateb i larymau tân a delio efo hwy yn unol â pholisi’r ysbyty (mater sy’n benodol i’r safle)    



   



25. Bod yn ymwybodol o Gynllun Argyfwng Mawr ac ymatebion brys yr ysbyty ac yn hyderus yn eu gallu i 



weithredu hynny.     



   



26. Delio’n broffesiynol gydag ymwelwyr â’r adran.     



   



27. Mynd i sesiynau hyfforddi gorfodol fel bydd y rheolwr llinell yn dweud.    



   



28. Cymryd rhan mewn hyfforddi teleffonyddion newydd.    



   



29. Gallu gweithio ar eich pen eu hunan ar ôl hyfforddi.   



   



30. Sicrhau eich bod yn darllen a chydymffurfio gyda holl bolisïau a gweithdrefnau’r adran a rhai Bwrdd Iechyd 



Prifysgol Betsi Cadwaladr.    



   



31. Pan fydd yr arweinydd tîm yn absennol, delio gydag unrhyw sefyllfaoedd sy’n codi e.e. llenwi’r bwlch os bydd 



salwch brys yn digwydd, adrodd am ddiffygion ar swits, systemau larwm ayyb.   



   



32. Bydd angen i ddeilydd y swydd ymgymryd ag unrhyw ddyletswyddau mae’n cael ei farnu bod angen 



amdanynt er mwyn gwneud yn sicr bod gwasanaeth o ansawdd da ar gael gydol yr amser. Gall hyn olygu 



newid sifft neu newid man gwaith neu fabwysiadu gweithdrefn newydd i ddarparu staffio pan fydd 



cydweithwyr i ffwrdd ar wyliau blynyddol neu’n sâl.    



   



33. Gall rheolwyr ddirprwyo unrhyw ddyletswyddau eraill yn ôl y galw, yn unol â dyletswyddau’r swydd.    



   



34. Rhoi gwybodaeth bersonol am gleifion i mewn i system reoli galwadau ar gyfrifiadur, gan wneud yn sicr bod y   



wybodaeth berthnasol a ddaw yn cael ei chofnodi’n gywir ac yn ddigon manwl fel bod clinigwyr yn gallu  



gweithredu’n briodol.    



   











35. Cael gwybodaeth sensitif iawn am gleifion.    



   



36. Delio gyda phobl sy’n galw ac mewn sefyllfa anodd iawn, gyda rhai ohonynt yn gallu bod yn ymosodol a rhai 



mewn sefyllfa i ladd eu hunain.    



   



37. Cysylltu â staff symudol (doctoriaid a gyrwyr) dros y ffôn fel sy’n briodol.    



   



38. Bod yn gyfrifol am hysbysu’r Arweinydd Sifft/Goruchwylydd a/neu Arweinydd Gweithredol o unrhyw 



drafferthion neu gwynion posibl.    



   



39. Bod yn gyfrifol am sicrhau bod yr holl alwadau sy’n dod i mewn yn cael eu cwblhau erbyn diwedd y sesiwn   



neu’n cael eu cofnodi a’r manylion yn mynd ymlaen i’r arweinydd sifft nesaf.    



   



40. Cymryd rhan mewn hyfforddi teleffonyddion/swyddogion delio â galwadau newydd.    



   



41. Sicrhau nad yw gwybodaeth gyfrinachol yn cael ei datgelu, gan gadw at bolisïau cyfrinachedd Bwrdd Iechyd 



Prifysgol Betsi Cadwaladr.   



   



42. Adrodd wrth y Goruchwylydd Sifft am ddigwyddiadau pwysig neu gwynion am y gwasanaeth Switsfwrdd.    



   



43. Cadw at bolisïau a gweithdrefnau Bwrdd Iechyd Prifysgol Betsi Cadwaladr a chynorthwyo gyda gweithredu 



rhai newydd.     



   



GOFYNION CYFFREDINOL   



   



Gallu   



Chi sy'n gyfrifol am gyfyngu eich gweithgareddau i'r rhai y teimlwch y gallwch eu gwneud.  Os oes gennych 



unrhyw amheuaeth am eich gallu yn ystod eich gwaith dylech gael gair â'ch rheolwr llinell/goruchwyliwr ar 



unwaith.         



   



  
Rheoli Risg   



Elfen safonol o rôl a chyfrifoldeb holl staff BIPBC yw eu bod yn cyflawni rôl weithredol o ran  rheoli risg yn eu holl 



waith. Mae hyn yn golygu gwneud asesiad risg o bob sefyllfa, gweithredu'n briodol ac adrodd ar bob digwyddiad, 



digwyddiadau y bu ond y dim iddynt ddigwydd a pheryglon.   



   



  
Rheoli Cofnodion   



Fel un a gyflogir gan BIPBC, rydych yn gyfreithiol gyfrifol am yr holl gofnodion yr ydych yn eu casglu, eu creu neu'n 
eu defnyddio fel rhan o'ch gwaith yn BIPBC (gan gynnwys iechyd cleifion, ariannol, personol a gweinyddol) p'un ai 
eu bod ar bapur neu ar gyfrifiadur.  Ystyrir pob cofnod o'r fath fel cofnodion cyhoeddus, ac mae gennych 
ddyletswydd cyfrinachedd gyfreithiol i ddefnyddwyr gwasanaethau (hyd yn oed ar ôl i weithiwr adael BIPBC).  
Dylech ymgynghori gyda'ch rheolwr os oes gennych unrhyw amheuaeth am reolaeth gywir unrhyw gofnodion yr 
ydych yn gweithio gyda hwy.   
   



  
Gofynion Iechyd a Diogelwch   



Mae gan holl weithwyr BIPBC ddyletswydd gofal statudol am eu diogelwch personol eu hunain ac eraill a allai 



gael eu heffeithio gan eu gweithredoedd neu eu diffyg gweithredoedd. Mae gofyn i weithwyr gydweithredu gyda 



rheolwyr i alluogi BIPBC i gwrdd â'i dyletswyddau cyfreithiol ei hunan ac i hysbysu unrhyw sefyllfaoedd peryglus 



neu offer diffygiol.   



  



Datganiad Hyblygrwydd   



Amlinelliad o'r swydd yn unig ydy’r Disgrifiad Swydd yma ac felly nid yw'n gatalog manwl gywir o ddyletswyddau a 
chyfrifoldebau'r swydd.  Felly bwriadwyd y Disgrifiad Swydd hwn fel rhywbeth hyblyg a allai gael ei adolygu a'i 
newid ar sail newid mewn amgylchiadau, yn dilyn ymgynghori gyda deilydd y swydd.            











   



  
Cyfrinachedd   



Mae gofyn i holl weithwyr BIPBC gadw cyfrinachedd y cyhoedd ac aelodau staff yn unol â pholisïau BIPBC.   



   



  
Cyfnod Prawf    



Mae penodiad i'r swydd hon yn amodol ar gwblhau yn foddhaol gyfnod prawf o 6 mis. Yn ystod yr amser hwn 



bydd eich Rheolwr yn cael y cyfle i adolygu ac asesu eich addasrwydd i'r swydd.               



   



  
   



Dyddiad y Paratowyd:    



Paratowyd gan:      



   



Dyddiad yr Adolygwyd:   



Adolygwyd gan:      



   



Cytunwyd gan:                   Dyddiad:   



Enw a Llofnod Gweithiwr:   



   



Cytunwyd gan                   Dyddiad:   



Enw a Llofnod Rheolwr:   



   



   



  
   



   



   



   



   



   



   
   



JOB DESCRIPTION   



   



   



JOB DETAILS   



   



   



Job Title:      Switchboard Call Handler   



   



Band:       2   



   



Salary Scale:       



   



Hours of Work:   34.84  



   



Department/CPG:   Chief Executive Officer/Informatics Department, Switchboard   



   



Base:          



   











ORGANISATIONAL ARRANGEMENTS   



   



   



 
   



   



Responsible to:         Switchboard Supervisor    



Switchboard Team Leader   



         



   



            



JOB PURPOSE   



   



To work as part of a team providing a comprehensive, high quality switchboard service to Betsi Cadwaladr  



University Health Board, 24 hours a day 7 days a week    



   



To work as part of a team providing a safe, effective switchboard/call handling service to the health 



community in North Wales being the first point of contact for those patients contacting the service. Receiving 



telephone calls from patients 24 hours a day 7 days a week ensuring that all relevant details are recorded 



accurately.   



   



Contact patients across North Wales by telephone to agree outpatient appointment and update the Patient 



Information System.   



   



   



   



   



DUTIES AND RESPONSIBILITIES   



   



44. To answer all incoming calls from an external source using a bilingual greeting, and route them to the correct 



extension in a polite and efficient manner.   



   



45. Responsible for contacting patients at home, to agree a pre-determined Outpatient appointment and to 



update the Patient Information System accordingly once confirmed.   



   
46. To answer all calls from internal extensions, and take appropriate action.   



   



47. To deal with all calls in a timely and professional manner.   



   



48. Deal with all telephone calls in a courteous and effective manner and have a reassuring and calm approach 



with callers and calls of an emergency nature.   



   



49. Record details of all international calls made via the switch (site specific)   



  



Switchboard     
Supervisors   



x   2   



Switchboard     
Team   Leaders   



x   3   



Switchboard     
Operators   



x   28   
    











   



50. Operate the BT Directory Enquiries computerised database where available to obtain telephone numbers for 



staff.   



   



51. Out of hours, use a computer to find patients who have been admitted using the site specific system.   



   



52. Operate the internal paging system to contact staff for both internal and external calls.   



   



53. Bleep long range pagers, giving numeric and verbal information, awaiting response and putting caller through 



to department as requested, if no response, monitor situation and take appropriate action.   



   



54. Carry out the various emergency procedures for cardiac arrest, fire, major incident, personal attack etc. and 



maintain records in accordance with standing instructions/operational procedures.   



   



55. Replace batteries for internal paging receivers, arrange a replacement pager if faulty and provide instructions 



to bleep holders on correct usage.   



   



56. Program bleeps to appropriate emergency group.   



   



57. Deal with any hospital staff requiring replacement phones as per department guidelines.   



   



58. Ensure that all necessary information is available to enable adequate service to be provided i.e. that records 



are kept up to date when informed of any changes to telephone numbers, on call lists, daily on-call sheet, 



new positions etc. and ensure that the appropriate message books are kept up to date.   



   



59. Maintain and observe the CCTV System, as and when required by the Site Manager (Ysbyty Gwynedd)   



   



60. Monitor main access areas out of hours via CCTV/intercom and permit access as per local policy/procedure 



(Ysbyty Gwynedd and Wrexham Maelor)   



   



61. Provide callers with information requested e.g. hospital addresses, clinic times, NHS Direct numbers etc.   



   



62. Monitor and report any faults on various alarm systems to the appropriate department.   



   



63. Log all faults as per local procedure and escalation procedures.   



   



64. Report any complaints made about the BCUHB telephone service.   



   



65. Test emergency group bleeps daily including site specific groups such as Llandudno cardiac arrest bleeps 



out of hours and Abergele cardiac arrest, and follow up if no response.   



   



66. Operate the back-up switchboard during a switchboard breakdown and arrange for the issue of walkie talkies 



to emergency teams.   



   



67. Respond to fire alarms and deal with as per hospital policy (site specific)   



   



68. Be aware of and be confident in their ability to carry out the hospital Major Incident Plan and emergency 



responses.   



   



69. Deal professionally with visitors to the department.   



   



70. Attend mandatory training sessions as advised by line manager   



   



71. Participate in the training of new telephonists.   



   



72. Able to work alone after training.   



   



73. Ensure you read and comply with all departmental and BCUHB policies and procedures.     











   



74. In the absence of the team leader deal with any situations that arise e.g. cover any emergency sickness, 



report faults on switch, alarm systems etc.   



   



75. The post holder will be required to undertake any other duties that may be deemed necessary to ensure a 



quality service is maintained at all times.  This may involve changing shift or place of work or adopting a new 



procedure to provide cover for colleagues on annual or sick leave.   



   



76. Management may delegate any other duties as and when, in keeping with the duties of the post.    



   



   



77. To enter patient personal information into a computerised call management system, ensuring that the 



relevant information obtained is recorded accurately and in enough detail for the clinicians to take the most 



appropriate action.   



   



78. To receive highly sensitive patient information.    



   



79. To deal with highly distressed callers, some of whom may be aggressive and some of whom may be suicidal.   



   



80. To contact mobile staff (doctors and drivers) by telephone as appropriate.   



   



81. To be responsible for alerting the Shift Lead/Supervisor and/or Operational Lead of any potential problems or 



complaints.   



   



82. To be responsible for ensuring that all calls received are completed by the end of the session or identified 



and details passed to the next shift leader   



   



83. To participate in the training of new telephonists/call handlers.   



   



84. To ensure that confidential information is not disclosed adhering to confidentiality policies of Betsi Cadwaladr 



University Health Board (BCUHB).   



   



85. To report significant events or complaints regarding the Switchboard service to the Shift Supervisor.   



   



86. Adhere to and assist with the implementation of new BCUHB policies and procedures.    



   



GENERAL REQUIREMENTS   



   



Competence   



You are responsible for limiting your actions to those which you feel competent to undertake.  If you have any 
doubts about your competence during the course of your duties you should immediately speak to your line manager 
/ supervisor.   
   



  
Risk Management   



It is a standard element of the role and responsibility of all staff of BCUHB that they fulfil a proactive role towards 
the management of risk in all of their actions. This entails the risk assessment of all situations, the taking of 
appropriate actions and reporting of all incidents, near misses and hazards.   
   



  
Records Management   



As an employee of Betsi Cadwaladr University Health Board, you are legally responsible for all records that you 
gather, create or use as part of your work within BCUHB (including patient health, financial, personal and 
administrative), whether paper based or on computer. All such records are considered public records, and you have 
a legal duty of confidence to service users (even after an employee has left BCUHB). You should consult your 
manager if you have any doubt as to the correct management of records with which you work.   
   



  











Health and Safety Requirements   



All employees of the Health Board have a statutory duty of care for their own personal safety and that of others who 
may be affected by their acts or omissions.  Employees are required to co-operate with management to enable 
BCUHB to meet its own legal duties and to report any hazardous situations or defective equipment.   
   



  
Flexibility Statement   



The content of this Job Description represents an outline of the post only and is therefore not a precise catalogue 
of duties and responsibilities.  The Job Description is therefore intended to be flexible and is subject to review and 
amendment in the light of changing circumstances, following consultation with the post holder.   
   



  
Confidentiality   



All employees of BCUHB are required to maintain the confidentiality of members of the public and members of 



staff in accordance with Health Board policies.   



   



  
Probationary Period    



Appointment to this post is subject to the satisfactory completion of a probationary period of 6 months. During this 



time your Manager will have the opportunity to review and assess your suitability.   



   



  
   



Date Prepared:    



   



Prepared By:       



   



Date Reviewed:    



   



Reviewed By:       



   



Agreed By:                   Date:   



Employee’s Name and Signature:   



   



Agreed By                   Date:   



Manager’s Name and Signature:   



  
   



   



   



Betsi Cadwaladr University Health Board   



   



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS   



   



Post Title: Switchboard Operator/Call Handler   



   



Base / Ward:      



   



CPG / Department: Medical/Informatics      



   



This document should be completed for each job description and submitted together with the agreed job 
description and person specification. Having studied the information relating to effort factors, give an 
accurate description of what effort is required in the job role under each of the headings. Please indicate 
frequency of exposure as follows:   
   



D = Daily   W = Weekly     M = Monthly  A = Once/twice a year   



   











Physical Effort:-Examples to be given if lifting, standing or sitting for long periods; manual handling; 



making repetitive movements; manipulating objects   



   



Nature & Frequency:    



A: Travel between sites.   



D: Long periods of working on the computer.   



   



   



   



   



Mental Effort such as preparing detailed reports; checking documents and / or calculations; carrying out 



clinical diagnosis or interventions; analysing statistics; undertaking formal student / trainee assessments.    



   



Nature & Frequency:     



D: Workload pressures with competing demands driven by internal and external timescales.   



D: Ability to assimilate and respond to an emergency call and carry out the necessary emergency 



procedures.    



D: concentration for long periods whilst taking calls on the switchboard. D: Frequent interruptions.   



   



   



   



Emotional Effort such as processing news of highly distressing events; dealing with the terminally ill or 



with people with challenging behaviour; dealing with difficult situations    



   



Nature & Frequency:        



W: Deal with staff and relatives of patients who may have a challenging behaviour or who are 



distressed after receiving bad news   



D: Deal with the emergency procedures i.e. escalating calls for cardiac arrest, fire etc    



   



   



   



Working conditions such as exposure to excessive temperatures; unpleasant odours; bodily fluids; using 



a computer more or less continuously; driving or being driven   
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JOB DESCRIPTION 



JOB DETAILS 



Job Title:    Switchboard Team Leader 



Band:    



Hours of Work:   37.5 (plus on-call) 



CPG/Corporate Service: Informatics 



Department: ICT Services Department 



Base:     One of the following three sites as appropriate: 



▪ Ysbyty Gwynedd, Bangor 
▪ Ysbyty Glan Clwyd 
▪ Ysbyty Maelor, Wrexham  



    



ORGANISATIONAL ARRANGEMENTS 



 



Responsible to:  Switchboard Manager 
    Switchboard Services Supervisor 
 
Responsible for:     A team of switchboard operators 



Switchboard 
Manager



x1



Switchboard 
Supervisors



x2



Switchboard 
Team Leaders



x3



Switchboard 
Operators



x28











JOB PURPOSE 



Support the Switchboard Services Supervisor in the day to day operational delivery 



of BCU switchboard services  ensuring a comprehensive, high quality switchboard 



service is maintained, 24 hours a day 7 days a week. 



To be responsible for the day to day supervision of switchboard operators/call 



handlers ensuring their continued personal and professional development and work 



completion, as appropriate. 



The postholder will assist with the training, provide assistance and guidance to new 



and existing staff on the Switchboard Operator System and other equipment on a 



daily basis.   



Required to use own initiative in the planning and prioritising of own workload to 



ensure that deadlines are met.  Seeks advice and guidance from line manager if 



needed.  Maintains good channels of communication to ensure line manager is kept 



aware of issues and concerns. 



 



DUTIES AND RESPONSIBILITIES 



• Assist the Switchboard Services Supervisor by taking responsibility for the 



day to day supervision of Switchboard Operators/Call Handlers to ensure that 



an efficient and effective Switchboard Services is provided to BCU Health 



Board. 



• Provides support and guidance for the team of operators, assist in developing 
effective rotas, supports the training of the team and assists in managing 
sickness absence. 



 



• Organise the staff rotas for the operators to ensure the service is maintained 
at the correct level over a 24hr period, to include holidays and sickness cover. 



 



• Uses excellent communication and interpersonal skills to carry out duties with 
tact, diplomacy and sensitivity.  Makes sound decisions and judgements using 
initiative and level of authority as agreed with the Switchboard Manager.  The 
postholder is the first point of contact for queries and complaints from callers, 
ensuring they are responded to quickly and effectively in line with Health 
Board policy. 
 



• Receive and respond to telephone enquiries and visitors to the department in 
a professional and helpful manner. 
 



• Demonstrate sensitivity and understanding when dealing with complex and 
difficult situations and people. 



 











• Assist with the organising and training of new and existing staff on the 
Switchboard Operator System and other switchboard related systems.  
Provide assistance and guidance to staff on the use of equipment on a daily 
basis and assist in arranging that all staff attend mandatory training. 



 



• Responsible for preparing the daily doctors on-call lists and inputting them 
onto the Switchboard directory for access by duty telephonists and various 
other departments via the Health Board Intranet pages. 



 



• Receive on-call rota’s from departments within the Health Board and from 
outside agencies, ensuring that this information is up to date and readily 
available for the operators. 



 



• Ensure that all necessary information is available to enable adequate service 
to be provided i.e. that records are kept up to date when informed of any 
changes to telephone numbers, on call lists, new positions etc. and ensure 
that the appropriate message books are kept up to date. 



 



• Analyse, react and appropriately respond directly to incoming mail and e-
mails, telephone calls and personal callers using initiative and knowledge of 
Health Board and departmental policies and procedures. 



 



• First point of contact for complaints and concerns regarding telephony issues 
from staff, members of the public and other users of the service.  Responsible 
for ensuring complaints are dealt with appropriately and in line with BCU 
Health Board policy and escalating as appropriate.  



 



• Report any system faults via IT service desk or to the appropriate 
maintenance contractor to take action.   
 



• Oversee work carried out by contractors and liaise with departments to ensure 
work is undertaken appropriately. 



 



• Ensures that all pager system and alarm systems faults are reported to the 
appropriate personnel. 



 



• Responsible for ensuring bleeps/pagers/recording equipment are in good 
working order and make any faults/defects known to manufacturers.  Use 
initiative and judgement to ensure appropriate stock of bleeps/pagers at all 
times to ensure replacements can be provided without delay. 



 



• Responsible for ensuring operators routinely test “team bleeps/pagers” and 
record results to ensure efficiency and identify and problems. 



 



• Responsible for the day to day administration and management of the 
Operator Module System (Switchboard Screen Based Consoles (PC)) and to 
manage the OM modules within the system i.e. Person, Absence and Topic, 
directories 



 











• Liaise with the IT department regarding faults and service provision on the 
Operator Module consoles and work with them to improve quality of service. 



 



• Liaise with 3rd party support helpdesks with regards to the administration and 
management of telecoms systems and associated hardware. 



 



• Have complete flexibility to cover shifts as a fully trained operator as & when 
required including covering night shifts, weekends and bank holidays, during 
times of staff shortages or emergencies. 



 



• Liaise with line manager to appraise of situation outcomes and raise 
awareness of any potential problems that may arise. 



 



• Expected to read and understand BCU Health Board policies and local 
operational procedures in order to deal with enquiries in a competent and 
confident manner and escalate if necessary to line manager. 



 



• Ensure that agreed ICT/Switchboard policies and procedures are met at all 
times and contribute towards Switchboard Services policy change where 
required. 



 



• Responsible for proposing changes to and assisting in implementing policies 
for switchboard services and systems that are in use across BCU. 



 



• Communicate with all levels of the organisation to ensure that the most 
efficient and effective use is made of the switchboard services.   



 



• Attend mandatory training sessions as advised by line manager. 
 



• Responsible for reviewing local procedures to ensure accuracy and 
accessibility at all times and escalating any concerns to line manager. 



 



• Have an understanding of financial procedures, human resource issues such 
as sickness absence policies, and completion of salary returns in the absence 
of the line manager. 



 



• Assist line manager with PDR process and recruitment of new operators. 
 



• Undertake duties as appropriate as delegated by the Switchboard Manager, 
Switchboard Supervisor or Senior ICT Managers. 



 
 



Communication  



Develop and maintain good working relationships with: 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 











• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 
  











GENERAL REQUIREMENTS 



Competence 
You are responsible for limiting your actions to those which you feel competent to 
undertake.  If you have any doubts about your competence during the course of your 
duties you should immediately speak to your line manager / supervisor. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the BCUHB that 
they fulfil a proactive role towards the management of risk in all of their actions. This 
entails the risk assessment of all situations, the taking of appropriate actions and 
reporting of all incidents, near misses and hazards. 
 
Records Management 
As an employee of BCUHB, you are legally responsible for all records that you 
gather, create or use as part of your work within BCUHB (including patient health, 
financial, personal and administrative), whether paper based or on computer. All 
such records are considered public records, and you have a legal duty of confidence 
to service users (even after an employee has left BCUHB). You should consult your 
manager if you have any doubt as to the correct management of records with which 
you work. 
 
Health and Safety Requirements 
All employees of the BCUHB have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  Employees 
are required to co-operate with management to enable BCUHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. 
 
Flexibility Statement 
The content of this Job Description represents an outline of the post only and is 
therefore not a precise catalogue of duties and responsibilities.  The Job Description 
is therefore intended to be flexible and is subject to review and amendment in the 
light of changing circumstances, following consultation with the post holder. 
 
Confidentiality 
All employees of the Trust are required to maintain the confidentiality of members of 
the public and members of staff in accordance with Trust policies. 
 
Probationary Period  
Appointment to this post is subject to the satisfactory completion of a probationary 
period of 6 months. During this time your Manager will have the opportunity to review 
and assess your suitability. 
 
 
 
 
 
 
 
 











The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  Switchboard Team Leader Band:  Current Post 



Band 



 



 ESSENTIAL 



The qualities without which a 



post holder could not be 



appointed 



DESIRABLE 



Extra qualities which can be 



used to choose between 



candidates who meet all the 



essential criteria 



METHOD OF 



ASSESSMENT 



QUALIFICATIONS 



 



 



Higher education or 
equivalent experience at 
supervisory level 



NVQ or introduction to 
Management qualification 



Application/ 
Interview 



EXPERIENCE 



 



 



 



Significant experience 
within a switchboard 
environment.  
 
Proven and relevant 



supervisory/team leader 



experience in a customer 



focused service. 



Working knowledge of 
Switchboard . 
 



Experienced Switchboard 



Operator. 



A proven track record of 



working within a busy 



environment 



Application/ 
Interview 











SKILLS 



 



 



 



Ability to communicate 



effectively with all levels of 



the organisation. 



 



Able to initiate / respond 



positively to change and 



has the ability to learn 



from experience.  



 



Ability to work on own 



initiative and under 



pressure. 



Ability to supervise staff 



effectively, deal with 



sensitive issues and make 



decisions in line with the 



Health Boards policies 



and procedures 



 Application/ 
Interview 



KNOWLEDGE 
 



 



 



Knowledge and 



experience of working in a 



switchboard service. 



Knowledge of switchboard 



system, bleeping/paging 



systems and other 



switchboard related 



telecoms equipment. 



 



Working knowledge of 



staff rotas and arranging 



cover. 



Technical knowledge of 



switchboard 



Application/ 
Interview 











PERSONAL 
QUALITIES 



(Demonstrable) 



 



 



Able to work effectively 
and be self-motivated in a 
pressured environment. 
 
Committed to a culture of 
continuous improvement 
and development – 
underpinned by open 
communications and team 
working. 
 



Ability to work as part of a 



team. 



 



Strong customer-service 



orientation. 



Strive to improve quality 



standards. 



Willing to take on new 



duties and learn new 



skills. 



Willingness to work 



additional hours to meet 



deadlines. 



 Application/ 
Interview 



OTHER RELEVANT 



REQUIREMENTS 



(Please Specify) 



 



 



 



Able to work flexible 



hours. 



Smart appearance. 



Willingness and ability to 



travel to other sites and 



meetings as appropriate. 



 



 



 



 



Ability to speak Welsh 



 



Application/ 
Interview 



 



  











Betsi Cadwaladr University Health Board 



 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 



 



Post Title: Switchboard Team Leader 



Base / Ward:  



CPG / Department: Medical/Informatics  



 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 



D = Daily        W = Weekly       M = Monthly           A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 



periods; manual handling; making repetitive movements; manipulating objects 



Nature & Frequency:  



D: Long periods of working on the computer. 
M: Travel between sites. 



 



Mental Effort such as preparing detailed reports; checking documents and / or 



calculations; carrying out clinical diagnosis or interventions; analysing 



statistics; undertaking formal student / trainee assessments.  



Nature & Frequency:   
D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Frequent interruptions. 
W: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
challenges. 
 



 
 











Emotional Effort such as processing news of highly distressing events; 



dealing with the terminally ill or with people with challenging behaviour; 



dealing with difficult situations  



Nature & Frequency:      



D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues.  Dealing with staffing problems and also 
members of the public who can have challenging behaviour or have 
received bad news. 
D: Deal with adverse reaction and or resistance to change. 



 



Working conditions such as exposure to excessive temperatures; unpleasant 



odours; bodily fluids; using a computer more or less continuously; driving or 



being driven 



Nature & Frequency:  



D: Long periods working on the computer. 
M: Travel by car or train to other sites. 
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JOB DESCRIPTION 



JOB DETAILS 



Job Title:    Switchboard Services Supervisor 



Band:    



Hours of Work:   37.5 (plus on-call) 



CPG/Corporate Service: Informatics 



Department: ICT Services Department 



Base:     One of the following three sites as appropriate: 



▪ Ysbyty Gwynedd, Bangor 
▪ Ysbyty Glan Clwyd 
▪ Ysbyty Maelor, Wrexham  



    



ORGANISATIONAL ARRANGEMENTS 



 



Accountable to: Telecommunications Services Manager 
Switchboard Manager 
 



Responsible for: Switchboard Team Leaders x 3 
   Switchboard Operators/Call Handlers x 28 
 



Telecoms Services 
Manager



Switchboard 
Manager



Switchboard 
Supervisors



x2



Switchboard 
Team Leaders



x3



Switchboard 
Operators



x28











JOB PURPOSE 



Responsible for the day to day operational delivery of BCU switchboard services  



ensuring a comprehensive, high quality switchboard service is maintained, 24 hours 



a day 7 days a week. 



To be responsible for the line management of Switchboard Team Leaders and a 



team of Switchboard Operators/Call Handlers ensuring their continued personal and 



professional development and work completion, as appropriate. 



To assist the Switchboard Manager in the recruitment and selection of staff, 



undertake individual performance reviews as required, arrange training (mandatory, 



in-house, induction or links to external training providers) and deal with all human 



resource issues i.e. disciplinary, sickness reviews etc., in line with the Health Boards 



Human Resource policies and procedures. 



The post holder will be responsible for identifying and delivering initiatives that drive 



the service forward. 



 



DUTIES AND RESPONSIBILITIES 



• Assist the Switchboard Manager in the efficient and effective running of 



Switchboard Services across one or more District General Hospital as 



required. 



 



• The post holder is responsible for supporting the Switchboard  Team Leaders 



in running a busy 24-hour service across BCU Health Board. 



 



• Responsible for the Line management of Switchboard Team Leaders and 



Switchboard Operators/Call Handlers at one or more District General 



Hospitals.  Undertake sickness absence and individual performance reviews 



in line with BCU Health Board policies and procedures as required.   



 



• Organise, maintain and update all records both paper and computerised in 



relation to staff rotas and holidays using the ESR system. 



 



• Assist the Switchboard Manager in the recruitment and selection of new 



members of staff for Switchboard Services across all sites, ensuring that 



staffing levels are adequate to fit service needs ensuring recruitment 



guidelines are adhered to as per the BCU Health Board Recruitment Policies 



and Procedures.    



 



• Assist the Switchboard Manager in relation to performance management for 



Switchboard Services.  Monitor and assess the performance of team 











members on a daily basis, providing feedback and support where necessary.  



Identifying their knowledge and skills and identifying when further training may 



be required 



 



• Responsible for producing and analysing performance related statistical 



information reports for the switchboard operator consoles on a 



daily/weekly/monthly basis and recording the results to indicate individual 



performance as well as monitoring operational performance in terms of 



number of calls answered, average waiting time, abandonment rate and how 



they compare against national benchmarks for switchboard performance. 



 



• Responsible for ensuring that levels of service are met in line with agreed 



performance targets as defined by the Telecommunications Services 



Manager. 



 



• Continuous monitoring of operational performance in terms of number of calls 



answered, average waiting time, abandonment rate and how they compare 



against national benchmarks for switchboard performance. 



 



• Responsible for ensuring all new members of staff are trained to an 



acceptable standard and that their training needs are kept up to date in all 



departmental policies and procedures.   Also to ensure that all mandatory 



training is completed in a timely manner and accurate records are kept.  



 



• In conjunction with the Switchboard Manager ensure the quality, consistency 



and integrity of all data stored within the Operator Console system (screen 



based console/telephone directory) and other switchboard related systems 



are administered, managed and maintained appropriately. 



 



• Responsible for maintaining accurate up to date information relating to the 



registration, allocation and replacement of the organisations paging device.  



Ensuring stock levels of pagers and telephone devices are maintained and 



order via Oracle when appropriate. 



• Support the switchboard team leaders to ensure that all necessary information 
is available to enable adequate service to be provided i.e. that records are 
kept up to date when informed of any departmental changes to telephone 
numbers, on call lists, new positions etc. and ensure that the appropriate 
message books are kept up to date. 
 



• Working closely with other ICT teams, providing support in the resolution of 



switchboard and other telecom related system faults.  



 











• Ensures that staff rotas for the operators are completed in a timely manner by 



team leaders according to BCU Health Board guidelines so that the service is 



maintained at the correct levels over the 24-hour period to include holidays 



and sickness cover. 



 



• Provide support as required to the Switchboard Manager with duties relating 



to HR/disciplinary issues for switchboard services across BCU Health Board 



and also offer guidance and support in such matters to the Team Leaders. 



 



• Accurately complete weekly and monthly staff returns, ensuring information 



follows Health Board financial procedures. 



 



• Ensure all staff within area of responsibility adhere to departmental and 



Health Board standards in relation to their work conduct and time keeping. 



 



• Assist in the resolution of any complaints made either within or about the 



switchboard service and ensure they are dealt with in the correct manner as 



outlined within health Board policies.  



• Ensure that agreed ICT/Switchboard policies and procedures are met at all 
times and significantly contribute towards Switchboard Services policy change 
where required. 
 



• Responsible for proposing changes to and assisting in implementing policies 
for switchboard services and systems that are in use across BCU. 
 



• Ability to analyse complex and multi-stranded technical problems that may 



have no precedent, in order to initiate the most appropriate corrective action. 



• Working closely with colleagues from other ICT specialist teams, respond to 
incoming incidents/requests logged by the IT service desk and prioritise 
according to mutually agreed OLA’s/SLA’s aligned to Health Board business 
and clinical needs. 



 



• Communicate with all levels of the organisation to ensure that the most 
efficient and effective use is made of the switchboard services.   



 



• Responsible for ensuring that any faults relating to the Hospital’s main 



ISDX/PBX switchboard are reported to the maintainer and ensure that call 



details are recorded on Servicepoint.  Liaise with third party support and 



equipment vendors in order to facilitate prompt fault resolution and repairs. 



 



• Where appropriate, and in conjunction with the Telecommunications Services 



Manager and Switchboard Manager, offer advice and knowledge as regards 



changes, additions or faults to departmental telephone extensions/systems, 











so that the best, most cost effective and quickest solution may be found and 



the service maintained.   



 



• Assist the Switchboard Manager to ensure that emergency procedures are 



implemented effectively through regular liaison with other departments and 



outside agencies where appropriate, and ensuring that regular exercises/tests 



are carried out within switchboard services across BCU Health Board. 



 



• Continually devise and promote service improvement plans. 



 



• Maintain confidentiality at all times. 



 



• Participate as required in the switchboard on-call rota. 



 



• In extreme circumstances, for example during staff shortages or emergencies, 



the post holder may be required to cover shifts as a fully trained operator. 



 



• Use initiative, knowledge and expertise to influence the development of the 



department, including improved working practices. 



 



• Demonstrate sensitivity and understanding when dealing with complex and 



difficult situations and people. 



 



• Other duties as specified by senior ICT management. 



 



 



Communication  



Develop and maintain good working relationships with: 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors  



 



 



 











Continuing Professional Development 



• Develop a personal development plan annually as part of the personal 
development review process. 
 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline. 



 



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 



 
 
 



 











GENERAL REQUIREMENTS 



Competence 
You are responsible for limiting your actions to those which you feel competent to 
undertake.  If you have any doubts about your competence during the course of your 
duties you should immediately speak to your line manager / supervisor. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the BCUHB that 
they fulfil a proactive role towards the management of risk in all of their actions. This 
entails the risk assessment of all situations, the taking of appropriate actions and 
reporting of all incidents, near misses and hazards. 
 
Records Management 
As an employee of BCUHB, you are legally responsible for all records that you 
gather, create or use as part of your work within BCUHB (including patient health, 
financial, personal and administrative), whether paper based or on computer. All 
such records are considered public records, and you have a legal duty of confidence 
to service users (even after an employee has left BCUHB). You should consult your 
manager if you have any doubt as to the correct management of records with which 
you work. 
 
Health and Safety Requirements 
All employees of the BCUHB have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  Employees 
are required to co-operate with management to enable BCUHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. 
 
Flexibility Statement 
The content of this Job Description represents an outline of the post only and is 
therefore not a precise catalogue of duties and responsibilities.  The Job Description 
is therefore intended to be flexible and is subject to review and amendment in the 
light of changing circumstances, following consultation with the post holder. 
 
Confidentiality 
All employees of the Trust are required to maintain the confidentiality of members of 
the public and members of staff in accordance with Trust policies. 
 
Probationary Period  
Appointment to this post is subject to the satisfactory completion of a probationary 
period of 6 months. During this time your Manager will have the opportunity to review 
and assess your suitability. 
 
 
 
 
 
 
 
 
 











PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  Switchboard Services Supervisor Band:  Current Post 



Band 



 



 ESSENTIAL 
The qualities without which a post 
holder could not be appointed 



DESIRABLE 
Extra qualities which can be 
used to choose between 
candidates who meet all the 
essential criteria 



METHOD OF 



ASSESSMENT 



 



QUALIFICATIONS 



 



 



• HND/HNC level 
education or equivalent 
experience. 



• Certificate in 
Leadership and 
Management. 



 



Application/ 
Interview 



EXPERIENCE 



 



 



 



Significant NHS 
Switchboard experience at 
supervisory/management 
level.  
 
Working knowledge of 
Switchboard and telecoms 
related technology. 
 



Proven line management 



experience in a large 



public sector organisation 



in a customer focused 



service. 



Experience of change 



management processes. 



 



Application/ 
Interview 











SKILLS 



 



 



 



Ability to communicate 



effectively with all levels of 



an organisation. 



 



Able to initiate / respond 



positively to change and 



has the ability to learn from 



experience.  



 



Ability to work effectively 



and prioritise in sometimes 



difficult situations to meet 



deadlines. 



Ability to manage staff 



effectively, deal with 



sensitive issues and make 



decisions in line with the 



Health Boards Policies and 



Procedures. 



 Application/ 
Interview 











KNOWLEDGE 



 



 



Knowledge and experience 



of managing a switchboard 



service. 



Knowledge and 



understanding of staff 



management practices, 



protocols and standards in 



line with the Corporate 



Policies and Procedures 



Knowledge of 



bleeping/paging systems 



and other switchboard 



related telecoms 



equipment. 



 



Knowledge of compiling 



and managing staff rotas. 



Knowledge and 



experience of telecoms 



related technology 



including PBX/ISDX 



systems, on-site bleeping 



system, call 



management, voice mail, 



interactive voice 



recognition (IVR) and call 



activity monitoring 



systems.  



 



Familiarity with NHS and 



Health Board ICT 



Security Policies (and 



BS7799). 



 



Familiarity with Health 



Board policies and 



procedures. 



 



Application/ 
Interview 











PERSONAL 



QUALITIES 



(Demonstrable) 



 



Able to work effectively and 
be self-motivated in a 
pressured environment. 
 
Committed to a culture of 
continuous improvement 
and development – 
underpinned by open 
communications and team 
working 
 



Organised and structured in 



working methods. 



 



Demonstrates keen 



attention to detail. 



Ability to work as part of a 



team. 



 



Strong customer-service 



orientation. 



Strive to improve quality 



standards 



Willing to take on new 



duties and learn new skills 



Willingness to work 



additional hours to meet 



deadlines 



 Application/ 
Interview 



OTHER RELEVANT 



REQUIREMENTS 



(Please Specify) 



 



 



 



Flexibility 



Willingness and ability to 



travel to other sites and 



meetings as required. 



Welsh Speaker 



 



Application/ 



Interview 



 



  











Betsi Cadwaladr University Health Board 



 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 



 



Post Title: Switchboard Supervisor 



Base / Ward:  



CPG / Department: Medical/Informatics  



 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 



D = Daily        W = Weekly       M = Monthly           A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 



periods; manual handling; making repetitive movements; manipulating objects 



Nature & Frequency:  



M: Travel between sites. 
D: Long periods of working on the computer. 



 



Mental Effort such as preparing detailed reports; checking documents and / or 



calculations; carrying out clinical diagnosis or interventions; analysing 



statistics; undertaking formal student / trainee assessments.  



Nature & Frequency:   



D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Negotiate changes to previously agreed deadlines. 
D: Concentration for long periods whilst composing documents. 
D: Frequent interruptions. 
W: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
challenges. 











Emotional Effort such as processing news of highly distressing events; 



dealing with the terminally ill or with people with challenging behaviour; 



dealing with difficult situations  



Nature & Frequency:      



D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues.  Dealing with staffing problems and also 
members of the public who can have challenging behaviour or have 
received bad news 
D: Deal with adverse reaction and or resistance to change. 



 



Working conditions such as exposure to excessive temperatures; unpleasant 



odours; bodily fluids; using a computer more or less continuously; driving or 



being driven 



Nature & Frequency:  



D: Long periods working on the computer. 
W: Travel by car or train to other sites. 
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JOB DESCRIPTION 



JOB DETAILS 



Job Title:  Switchboard Services Manager (Higher Level) 



Band:    



Salary Scale:   



Hours of Work: 37.5 (plus on-call) 



Department/CPG: Medical Director CPG/IM&T Department, Switchboard 



Base:    



ORGANISATIONAL ARRANGEMENTS 



 



Accountable to: Data Communications Manager 
Telecommunications Services Manager 
 



Responsible for: Switchboard Supervisors x 2 
   Switchboard Team Leaders x 3 
 



 



Telecoms Services 
Manager



x1



Data Comms 
Manager



x1



Switchboard 
Manager



x1



Switchboard 
Supervisors



x2



Switchboard 
Team Leaders



x3











JOB PURPOSE 



To assist the Telecoms Services Manager in the efficient and effective running of 



Switchboard Services across BCU Health Board, ensuring that a comprehensive 



high quality switchboard service is maintained 24 hours a day 7 days a week. 



To be responsible for the line management of Switchboard Supervisors and Team 



Leaders and ensuring their continued personal and professional development and 



work completion, as appropriate. 



To be responsible for the operational management of switchboard services, 



monitoring performance to ensure continuous development of the service. 



To be responsible for and arrange the recruitment and selection of staff, undertake 



individual performance reviews, arrange training (mandatory, in-house, induction or 



links to external training providers) and deal with all human resource issues i.e. 



disciplinary, sickness reviews etc., in line with the Health Boards human resource 



policies and procedures. 



The post holder will be responsible for identifying and delivering initiatives that drive 



the service forward. 



 



DUTIES AND RESPONSIBILITIES 



• Assist the Telecoms Services Manager in the efficient and effective running of 



Switchboard Services across BCU Health Board. 



 



• The post holder is responsible for leading the Switchboard team and running 



a busy centralised 24-hour service across BCU Health Board. 



 



• Responsible for the line management of Switchboard Supervisors and team 



leaders across BCU Health Board and undertake sickness absence and 



individual performance reviews in line with BCU Health Board policies and 



procedures. Organise, maintain and update all records both paper and 



computerised in relation to staff rotas and holidays using the ESR system. 



 



• Responsible for the recruitment and selection of new members of staff for 



Switchboard Services across all sites, ensuring that staffing levels are 



adequate to fit service needs within budget constraints and that recruitment 



guidelines are adhered to as per the BCU Health Board recruitment policies 



and procedures.    



 



• Responsible for performance management for Switchboard Services across 



BCU Health Board. Monitor and assess the performance of team members on 











a daily basis, providing feedback and support where necessary.  Identifying 



their knowledge and skills and identifying when further training may be 



required 



 



• Responsible for producing and analysing performance related statistical 



information reports for the switchboard operator consoles on a 



daily/weekly/monthly basis and recording the results to indicate individual 



performance as well as monitoring operational performance in terms of 



number of calls answered, average waiting time, abandonment rate and how 



they compare against national benchmarks for switchboard performance. 



 



• Responsible for training of all switchboard staff across BCU Health Board.   In 



conjunction with Switchboard Supervisors, ensure that all new members of 



staff are trained to an acceptable standard and to ensure that their training 



needs are kept up to date in all departmental policies and procedures.   Also 



to ensure that all mandatory training is completed in a timely manner and 



accurate records are kept.  



 



• Provide leadership and management to the team and balance the 



requirement to meet and maintain industry standards for switchboard 



response times, whilst running an efficient and effective service. 



 



• Responsible to ensure that the operator consoles (screen based consoles) 



and other switchboard related systems are administered, managed and 



maintained appropriately. 



 



• Responsible for ensuring accurate and up to date records are maintained at 



all times within the BCU switchboard telephone directory.  



 



• Ability to analyse complex and multi-stranded technical problems that may 



have no precedent, in order to initiate the most appropriate corrective action. 



  



• Supporting the Switchboard Supervisors in maintaining accurate up to date 



information relating to the registration, allocation and replacement of the 



organisations paging device.  Ensuring stock levels of pagers and telephone 



devices are maintained and order via Oracle when appropriate. 



• Support the Switchboard Supervisors and team leaders to ensure that all 
necessary information is available to enable adequate service to be provided 
i.e. that records are kept up to date when informed of any departmental 
changes to telephone numbers, on call lists, new positions etc. and ensure 
that the appropriate message books are kept up to date. 
 











• Working closely with other ICT teams, provide support in the resolution of all 



switchboard and related system faults.  



 



• Ensures that staff rotas for the operators are completed in a timely manner by 



Supervisors/team leaders according to BCU Health Board guidelines so that 



the service is maintained at the correct levels over the 24-hour period to 



include holidays and sickness cover. 



 



• In conjunction with the Telecommunications Services Manager, undertake 



duties relating to HR/disciplinary issues for switchboard services across BCU 



Health Board and also offer guidance and support in such matters to the 



Switchboard Supervisors 



 



• Accurately complete weekly and monthly salary returns, ensuring information 



follows Health Board financial procedures. 



• Ensure that agreed ICT/Switchboard policies and procedures are met at all 
times and significantly contribute towards Switchboard Services policy change 
where required.  



 



• Responsible for proposing changes to and implementing policies for 
switchboard services and systems that are in use across BCU. 



 



• Authorised signatory for staff timesheets, change forms and contractors work 



sheets. 



 



• Ensure all staff adhere to departmental and Health Board standards in relation 



to their work conduct and time keeping. 



 



• Responsible for the resolution of any complaints made either within or about 



the switchboard service and ensure they are dealt with in the correct manner 



as outlined within Health Board policies.  



• Communicate with all levels of the organisation to ensure that the most 
efficient and effective use is made of the switchboard services across 
BCUHB.   
 



• Working closely with colleagues from other ICT specialist teams, respond to 



incoming incidents/requests logged by the IT service desk and prioritise 



according to mutually agreed OLA’s/SLA’s aligned to HB business and clinical 



needs. 



 



 











• Responsible for ensuring that any faults relating to the hospital’s main 



ISDX/PBX switchboard are reported to the maintainer and ensure that call 



details are recorded on Servicepoint.  Liaise with third party support and 



equipment vendors in order to facilitate prompt fault resolution and repairs. 



 



• Where appropriate, and in conjunction with the Telecommunications Services 



Manager, offer advice and knowledge as regards changes, additions or faults 



to departmental telephone extensions/systems, so that the best, most cost 



effective and quickest solution may be found and the service maintained.   



 



• Continually devise and promote service improvement plans. 



 



• Maintain confidentiality at all times. 



 



• Will be required to be on-call on a rota basis. 



 



• Maintain job-related knowledge and awareness of switchboard industry 



standards and developments, attending appropriate courses, seminars and 



meetings as required. 



 



• Ensure that emergency procedures are implemented effectively through 



regular liaison with other departments and outside agencies where 



appropriate, and ensuring that regular exercises/tests are carried out within 



switchboard services across BCU Health Board. 



 



• Use initiative, knowledge and expertise to influence the development of the 



department, including improved working practices. 



 



• Demonstrate sensitivity and understanding when dealing with complex and 



difficult situations and people. 



 



• Other duties as specified by Telecommunications Services Manager or Senior 



ICT management. 



 



Communication  



Develop and maintain good working relationships with: 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 











• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 
 



Financial Management 



• To assist the Telecommunications Services Manager to identify and advise on 
the means for effective delivery of Cost Improvement Programmes (CIP) in 
their area of responsibility. 



 



• To assist the Telecommunications Services Manager by advising on the 
relevance and accuracy of staff budgeting information, to ensure budget 
alignment as an ongoing process.  



 



Continuing Professional Development 



• Develop a personal development plan annually as part of the personal 
development review process. 
 



• Keep skills up to date and relevant in order to carry out a range of tasks 
appropriate to area of discipline. 



 



• Keep abreast of latest developments within the industry to ensure knowledge 
base is current and up to date. 
. 











GENERAL REQUIREMENTS 



Competence 
You are responsible for limiting your actions to those which you feel competent to 
undertake.  If you have any doubts about your competence during the course of your 
duties you should immediately speak to your line manager / supervisor. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the BCUHB that 
they fulfil a proactive role towards the management of risk in all of their actions. This 
entails the risk assessment of all situations, the taking of appropriate actions and 
reporting of all incidents, near misses and hazards. 
 
Records Management 
As an employee of BCUHB, you are legally responsible for all records that you 
gather, create or use as part of your work within BCUHB (including patient health, 
financial, personal and administrative), whether paper based or on computer. All 
such records are considered public records, and you have a legal duty of confidence 
to service users (even after an employee has left BCUHB). You should consult your 
manager if you have any doubt as to the correct management of records with which 
you work. 
 
Health and Safety Requirements 
All employees of the BCUHB have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  Employees 
are required to co-operate with management to enable BCUHB to meet its own legal 
duties and to report any hazardous situations or defective equipment. 
 
Flexibility Statement 
The content of this Job Description represents an outline of the post only and is 
therefore not a precise catalogue of duties and responsibilities.  The Job Description 
is therefore intended to be flexible and is subject to review and amendment in the 
light of changing circumstances, following consultation with the post holder. 
 
Confidentiality 
All employees of the Trust are required to maintain the confidentiality of members of 
the public and members of staff in accordance with Trust policies. 
 
Probationary Period  
Appointment to this post is subject to the satisfactory completion of a probationary 
period of 6 months. During this time your Manager will have the opportunity to review 
and assess your suitability. 
 
 
 
 
 
 
 
 











PERSON SPECIFICATION – GUIDANCE 
 
The person specification should set out the qualifications, experience, skills, 
knowledge, and personal attributes, other requirements that a post holder requires to 
perform the job to a satisfactory level. 
 



Job Title:  Switchboard Manager Band:  Current Post 



Band 



 ESSENTIAL 



The qualities without which a post 



holder could not be appointed 



DESIRABLE 



Extra qualities which can be used 



to choose between candidates 



who meet all the essential criteria 



METHOD OF 



ASSESSMENT 



QUALIFICATIONS 



 



 



Degree/HND level 
education or equivalent 
experience. 



Certificate in Leadership 
and Management. 
 



Application/ 



Interview 



EXPERIENCE 



 



 



 



Significant NHS 
Switchboard experience at 
management level.  
 
Working knowledge of 
Switchboard and telecoms 
related technology. 
 



Proven line management 



experience in a large public 



sector organisation in a 



customer focused service. 



 



Experience of change 



management processes. 



 



Application/ 



Interview 











SKILLS 



 



 



 



 



Ability to communicate 



effectively with all levels of 



an organisation. 



 



Able to initiate / respond 



positively to change and has 



the ability to learn from 



experience.  



 



Ability to work effectively and 



prioritise in sometimes 



difficult situations to meet 



deadlines. 



Ability to manage staff 



effectively, deal with 



sensitive issues and make 



decisions in line with the 



Health Boards Policies and 



Procedures. 



 Application/ 



Interview 



 



KNOWLEDGE 
 



 



Extensive  knowledge and 



experience of managing a 



hospital switchboard service. 



Knowledge and 



understanding of staff 



management practices, 



protocols and standards in 



line with the Corporate 



Policies and Procedures/ 



Knowledge of 



bleeping/paging systems 



and other switchboard 



related telecoms equipment. 



Knowledge and experience 



of telecoms related 



technology including 



PBX/ISDX systems, on-site 



bleeping system, call 



management, voice mail, 



interactive voice recognition 



(IVR) and call activity 



monitoring systems.  



 



Familiarity with NHS and 



Health Board ICT Security 



Policies (and BS7799). 



 



Familiarity with Health Board 



policies and procedures. 



 



Application/ 



Interview 











 



PERSONAL 
QUALITIES 



(Demonstrable) 



 



Able to work effectively and 
be self-motivated in a 
pressured environment. 
 
Committed to a culture of 
continuous improvement and 
development – underpinned 
by open communications 
and team working 
 



Organised and structured in 



working methods. 



 



Demonstrates keen attention 



to detail. 



Ability to work as part of a 



team. 



 



Strong customer-service 



orientation. 



Strive to improve quality 



standards 



Willing to take on new 



duties and learn new skills 



Willingness to work 



additional hours to meet 



deadlines 



 Application/ 



Interview 



OTHER RELEVANT 



REQUIREMENTS 



(Please Specify) 



 



 



 



Flexibility 



Willingness and ability to 



travel to other sites and 



meetings as required 



Welsh Speaker 



 



Application/ 



Interview 



 



  











Betsi Cadwaladr University Health Board 



 



EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 



 
Post Title: Switchboard Services Manager 
 
Base / Ward:  
 
CPG / Department: Medical/Informatics  
 
This document should be completed for each job description and submitted together 
with the agreed job description and person specification. Having studied the 
information relating to effort factors, give an accurate description of what effort is 
required in the job role under each of the headings. Please indicate frequency of 
exposure as follows: 
 



D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 
Physical Effort:-Examples to be given if lifting, standing or sitting for long 



periods; manual handling; making repetitive movements; manipulating objects 



Nature & Frequency:  
W: Travel between sites. 
D: Long periods of working on the computer. 
W: Long periods of attending meetings, presentations and workshops. 
 



 



Mental Effort such as preparing detailed reports; checking documents and / or 



calculations; carrying out clinical diagnosis or interventions; analysing 



statistics; undertaking formal student / trainee assessments.  



Nature & Frequency:   



D: Workload pressures with competing demands driven by internal and 
external timescales. 
D: Ability to assimilate and respond to highly complex information rapidly / 
complex decision making. 
D: Negotiate changes to previously agreed deadlines. 
High levels of concentration for long periods, chairing and participating in 
meetings leading presentations and workshops. 
D: Concentration for long periods whilst composing documents. 
D: Frequent interruptions. 
Frequent levels of high concentration to enable analysis of information and 
data  











D: Manage conflict and emotional responses to changes to deliver sustained 
cultural and organisational process change. 
D: Use problem solving and creative thinking to deal with operational 
strategic challenges. 
 



 



Emotional Effort such as processing news of highly distressing events; 



dealing with the terminally ill or with people with challenging behaviour; 



dealing with difficult situations  



Nature & Frequency:      



M: Act as arbitrator at meetings. 
M: Sustain focus at long meetings/events. 
D: Resolve problems and issues in order to deliver objectives, including 
conflict and contentious issues. 
D: Deal with adverse reaction and or resistance to change. 
D: Political awareness in dealing with Health Board, Regional Office and 
WAG communications, both verbally and in writing. 



 



Working conditions such as exposure to excessive temperatures; unpleasant 



odours; bodily fluids; using a computer more or less continuously; driving or 



being driven 



Nature & Frequency:  



D: Long periods working on the computer. 
W: Travel by car and train with occasional overnight stay away from home. 
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CAJE Reference/Date: 
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 JOB DESCRIPTION TEMPLATE  
    



 



JOB DETAILS: 
 



Job Title 



 



ICT Apprentice 



Pay Band 



 



2 (TBC) 



Hours of Work and Nature of 
Contract 
 



To be completed on recruitment 



Division/Directorate 



 



Informatics 



Department 



 



ICT Services Department 



Base To be completed on recruitment 



 
 
 



ORGANISATIONAL ARRANGEMENTS: 
 



Managerially Accountable to: 



 



Head of ICT Services 



Reports to: Name Line Manager 



 



Team Leader / Lead Engineer. 



Professionally Responsible to: 



 



 



 



 
 



Job Summary/Job Purpose: 
 
The post holder primary role is to provide an efficient, friendly, effective and professional 1st 



line hardware and software support service to all ICT users. 



The role will involve working with all support team functions within ICT, including the ICT 



Service Desk, Desktop Support Team, Server Team and Voice and Data Communications team 



 



 



 



CAJE REF: 











CAJE Reference/Date: 



2 



 



DUTIES/RESPONSIBILITIES: 



 
• Respond to all types of ICT related issues reported either via the telephone, email or 



informatics portal effectively and efficiently, in a polite and professional manner adhering 
to negotiated Service Level Agreements. 



• Record accurately all type of ICT related issues within the Service Desk’s incident 
management tool. (ServicePoint) 



• Provide first line technical support, including the analysis & diagnosis of hardware and 
software problems to initiate the most appropriate corrective action. 



• Responsible for providing a high-level customer focused service. 



• Responsible for call ownership through the calls lifecycle. 



• Keep in regular communication with user to keep them updated on the status of the call. 



• Record accurately all ICT assets in the Informatics asset management software (Tracmor). 



• When unclear as to correct course of action, to request guidance from the Service 
Manager or colleagues and escalate issues as appropriate. 



• To give customers a positive impression of the ICT Service and the organisation.  



• To help and empathise with callers who are frustrated/annoyed with an ICT issue, in a 
calm, polite and professional manner. 



• To work in conjunction with Senior Operational Managers, Team Leaders and Specialists to 
support key projects and service deliverables. 



• Communicate IM&T issues that may be seen as complicated to non-ICT staff/suppliers. 



• Follow ICT policies for own work area and propose changes to ICT user working practices 
and procedures. 



• Installation of ICT equipment, including, Desktop PC’s, laptops, Printers, Telephones etc. 



• Other duties as specified by senior ICT management 
 



Communication  



Develop and maintain good working relationships with: 



• NHS Wales Informatics Service 



• Senior ICT Service Managers 



• Senior Informatics Management 



• Informatics Colleagues. 



• NHS Wales Shared Services Partnership  



• CPG & Corporate Service Senior Management 



• Health Care Professionals 



• Telecommunication Service Providers 



• 3rd Party Maintainers 



• 3rd Party Contractors 
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PERSON SPECIFICATION 
 



The knowledge to be measured in the minimum needed to carry out the full duties of the job to the required 
standards.  Qualifications should be used to provide an indicator of the level of knowledge required.  Training 
and experience is also a means of acquiring the knowledge required for a job such as on-the-job training, 
short courses and experience to an equivalent level of knowledge which should be specified. 
 
NOTE:  Please do not use the number of years experience as this is potentially discriminatory and these will be 
returned.  It is essential that managers concentrate on the sorts of skills and qualities needed to fulfil the 
duties of the post. 
 



ATTRIBUTES ESSENTIAL DESIRABLE METHOD OF 
ASSESSMENT 



Qualifications 
and/or 
Knowledge 
 



 



Educated to GCSE standard (5 
GCSEs A-C grade including 
English and Maths 
 



 Application form and pre 
employment checks 



Experience 



 



 



 



Interest in IT 



Able to work on own initiative 



and also effectively as part of a 



team. 



 



Previous IT 



experience. 



Dealing with the 



public 



 



Application form and 
interview 



Aptitude and 
Abilities 
 



 



Good computer skills including 



Microsoft office systems. 



Excellent communication skills 



both written and verbal. 



Possesses a working knowledge 



of computer operating systems 



and hardware.  



 



Ability to speak Welsh Interview 



Values 
 



Demonstrate a commitment to 
working consistently in line with 
our Organisational Values, and 
enabling others within the 
workforce to do so to as 
evidenced in day to day work and 
through discussion at PADR 
 



 Application Form 
Interview 
References 
 



Other 
 



Ability to travel within 



geographical area. 



Able to work hours flexibly. 



 Application form and 
interview 
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GENERAL REQUIREMENTS  
 



Include those relevant to the post requirements 
 



➢ Values:  All employees of the Health Board are required to demonstrate and embed the Values and 
Behaviour Statements in order for them to become an integral part of the post holder’s working life and 
to embed the principles into the culture of the organisation. 



 



➢ Registered Health Professional:  All employees who are required to register with a professional body, to 
enable them to practice within their profession, are required to comply with their code 
 of conduct and requirements of their professional registration.  



 
➢ Healthcare Support Workers:  Healthcare Support Workers make a valuable and important contribution 



to the delivery of high quality healthcare.  The national Code of Conduct for NHS Wales describes the 
standards of conduct, behaviour and attitude required of all Healthcare Support Workers employed 
within NHS Wales.  Health Care Support Workers are responsible, and have a duty of care, to ensure 
their conduct does not fall below the standards detailed in the Code and that no act or omission on their 
part harms the safety and wellbeing of service users and the public, whilst in their care. 
 



➢ Competence:  At no time should the post holder work outside their defined level of competence.  If 
there are concerns regarding this, the post holder should immediately discuss them with their 
Manager/Supervisor.  Employees have a responsibility to inform their Manager/Supervisor if they doubt 
their own competence to perform a duty. 
 



➢  Learning and Development: All staff must undertake induction/orientation programmes at Corporate 
and Departmental level and must ensure that any statutory/mandatory training requirements are 
current and up to date.  Where considered appropriate, staff are required to demonstrate evidence of 
continuing professional development.  
 



➢ Performance Appraisal: We are committed to developing our staff and you are responsible for 
participating in an Annual Performance Development Review of the post.   
 



➢ Health & Safety:  All employees of the organisation have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  The post holder is required to 
co-operate with management to enable the organisation to meet its own legal duties and to report any 
hazardous situations or defective equipment.  The post holder must adhere to the organisation’s Risk 
Management, Health and Safety and associate policies. 
 



➢ Risk Management:  It is a standard element of the role and responsibility of all staff of the organisation 
that they fulfil a proactive role towards the management of risk in all of their actions.  This entails the 
risk assessment of all situations, the taking of appropriate actions and reporting of all incidents, near 
misses and hazards. 
 



➢ Welsh Language:  All employees must perform their duties in strict compliance with the requirements of 
their organisation’s Welsh Language Scheme and take every opportunity to promote the Welsh language 
in their dealings with the public. 
 



➢ Information Governance:  The post holder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties.  This will in many 
cases include access to personal information relating to service users.   
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➢ Data Protection Act 1998:  The post holder must treat all information, whether corporate, staff or 
patient information, in a discreet and confidential manner in accordance with the provisions of the 
Data Protection Act 1998 and Organisational Policy.  Any breach of such confidentiality is considered a 
serious disciplinary offence, which is liable to dismissal and / or prosecution under current statutory 
legislation (Data Protection Act) and the HB Disciplinary Policy. 
 



➢ Records Management:  As an employee of this organisation, the post holder is legally responsible for 
 all records that they gather, create or use as part of their work within the organisation (including 
 patient health, staff health or injury, financial, personal and administrative), whether paper based or 
 on computer.  All such records are considered public records and the post holder has a legal duty of 
confidence to service users (even after an employee has left the organisation).  The post holder should 
consult their manager if they have any doubt as to the correct management of records with which they 
work. 
 



➢ Equality and Human Rights:  The Public Sector Equality Duty in Wales places a positive duty on the HB 
to promote equality for people with protected characteristics, both as an employer and as a provider 
of public services.  There are nine protected characteristics: age; disability; gender reassignment; 
marriage and civil partnership; pregnancy and maternity; race; religion or belief; sex and sexual 
orientation.  The HB is committed to ensuring that no job applicant or employee receives less favour-
able treatment of any of the above grounds.  To this end, the organisation has an Equality Policy and it 
 is for each employee to contribute to its success. 
 



➢ Dignity at Work:  The organisation condemns all forms of bullying and harassment and is actively 
seeking to promote a workplace where employees are treated fairly and with dignity and respect.  All 
staff are requested to report and form of bullying and harassment to their Line Manager or to any 
Director of the organisation.  Any inappropriate behaviour inside the workplace will not be tolerated 
and will be treated as a serious matter under the HB/Trust Disciplinary Policy. 



 
➢ DBS Disclosure Check: In this role you will have * direct contact with service users in the course of your 



normal duties.   
The post holder does not require a DBS Disclosure Check.  *Delete  
 



➢ Safeguarding Children and Vulnerable Adults: The organisation is committed to safeguarding children 
and vulnerable adults.  All staff must therefore attend Safeguarding Children training and be aware of 
their responsibility under the Adult Protection Policy. 
 



➢ Infection Control: The organisation is committed to meet its obligations to minimise infections. 
All staff are responsible for protecting and safeguarding patients, service users, visitors and employees 
against the risk of acquiring healthcare associated infections.  This responsibility includes being aware 
of the content of and consistently observing Health Board Infection Prevention & Control Policies and 
Procedures. 
 



➢ No Smoking: To give all patients, visitors and staff the best chance to be healthy, all Health Board sites, 
including buildings and grounds, are smoke free. 
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Flexibility Statement:  The duties of the post are outlined in this Job Description and Person 
Specification and may be changed by mutual agreement from time to time. 
 
 



 



 



 



 



  



Job Title: ICT Apprentice  



 



Organisational Chart 
 



 
 



 



Head of ICT 
Services



x1



Service Manager
x1



ICT Team Leader / 
Lead Engineer



x1



ICT Apprentice



 



  



 



APPENDIX 1 
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APPENDIX 2 



 
Job Title: ICT Apprentice 



 



Supplementary Job Description Information 
 
Please complete information on Physical Effort, Mental Effort, Emotional Effort and Working Conditions in order to assist the Job Matching 
process. 
 
Physical Effort 
 
This factor measures the nature, frequency and duration of physical effort (sustained effort at a similar level or sudden explosive effort) required 
for the job.   
 
Please ensure any circumstances that may affect the degree of effort required, such as working in an awkward position; lifting heavy weights 
etc. are detailed, such as: 
 
‘Working in uncomfortable/unpleasant physical conditions; sitting in restricted positions; repetitive movements; lifting heavy weights; 
manipulating objects; kneeling, crouching, twisting; heavy duty cleaning; working at heights; using controlled restraint; driving as part of daily 



job - N.B.  Walking /driving to work is not included’ 
 



Examples of Typical effort(s) 
How often per day 



/ week / month 
For how long? Additional Comments 



 



Travel between sites. 



 



Weekly 1-2 hrs  



 



Long periods of working on the computer. 



 



 



Daily 4 hrs  



Manual handling of all types of IT equipment, including items 



over 6KG 



 



 



 



Daily 1 hour  
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Mental Effort 
 
This factor measures the nature, level, frequency and duration of mental effort required for the job, for example, concentration, responding to 
unpredictable work patterns, interruptions and the need to meet deadlines. 
 
Please identify the normal requirement to concentrate in the post and determine, how often and for how long it is required to concentrate during 
a shift / working day, e.g. : 
 
‘Carrying out formal student assessments; carrying out clinical/social care interventions; checking documents; taking detailed minutes at 
meetings; operating machinery/equipment; carrying out screening tests/microscope work; carrying out complex calculations; carrying out non-
clinical fault finding; responding to emergency bleep; driving a vehicle; examining or assessing patients/clients. 



 



 



Examples of Typical effort(s) 
How often per day 



/ week / month? 
For how long? Additional Comments 



Use problem solving and creative thinking to deal with 



operational challenges. 



 



 



Daily 2hr  



Workload pressures with competing demands driven by 



internal and external timescales. 



 



Daily 1hr  



Negotiate changes to previously agreed deadlines. 



 



 



Daily 1hr  



Concentration for long periods whilst composing  



documents. 



 



 



Weekly 1hr  
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Emotional Effort 
 
This factor measures the nature, frequency and duration demands of the emotional effort required to undertake clinical or non clinical duties 
that are generally considered to be distressing and/or emotionally demanding.   
 
Please identify how often the post holder has exposure to direct and/or indirect distressing and/or emotional circumstances and the type of 
situations they are required to deal with.   
 
For example,’ processing (e.g. typing/transmitting) news of highly distressing events; giving unwelcome news to patients/clients/carers/staff; 
caring for the terminally ill; dealing with difficult situations/circumstances; designated to provide emotional support to front line staff; 
communicating life changing events; dealing with people with challenging behaviour; arriving at the scene of an accident.’ N.B. Fear of 
Violence is measured under Working Conditions 
 
 



Examples of Typical effort(s) 
How often per 
week / month? 



For how long? Additional Comments 



Sustain focus at long meetings/events. 



 



 



Monthly 1hr  



Resolve problems and issues in order to deliver objectives, 



including conflict and contentious issues. 



Daily 1hr  



Deal with adverse reaction and or resistance to change. 



 



Weekly 1hr  
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Working Conditions  
 



This factor measures the nature, frequency and duration of demands on staff arising from inevitably adverse environmental conditions (such as 
inclement weather, extreme heat/cold, smells, noise and fumes) and hazards, which are unavoidable (even with the strictest health and 
safety controls), such as road traffic accidents, spills of harmful chemicals, aggressive behaviour of patients, clients, relatives, carers. 
 
Please identify unpleasant working conditions or hazards which are encountered in the post holder's working environment and establish how 
often and for how long they are exposed to them during a working day / week / month.   
 
Examples are – use of VDU more or less continuously; unpleasant substances/non-household waste; infectious material/foul linen; body fluids, 
faeces, vomit; dust/dirt; fleas/lice; humidity; contaminated equipment or work areas; driving/being driven in normal or emergency situations - 
*Driving to and from work is not included 
 
 



Examples of Typical Conditions 
How often per 
week / month? 



For how long? Additional Comments 



Long periods working on the computer. 



 



 



Daily 4hr  



Travel by car either Driving or Driven 



 



Weekly 1hr This would be dependent on were the 



post holder was working 



Working in cramped or dusty conditions 



 



Monthly 1hr  



 



 



 
Submission of documents for job evaluation 
 
Please sign and retain an original copy for manager and employee. 
Send an electronic version of the documents to BCU.JobEvaluation@wales.nhs.uk 
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JOB DESCRIPTION 
 
JOB DETAILS 
 
Job Title: Project Manager     
 
Band:     Band 7 
 
Salary Scale:   £30,764 - £40,558  
 
Hours of Work:   37.5 12 months fixed term temporary 
 
Department/CPG  Informatics 
 
Base:      1 Post  TBC 
ORGANISATIONAL ARRANGEMENTS 
 
Accountable to:  



Locality Programme Manager/Head of ICT Services 
 
Responsible for:  



Assistant Project Managers/ Senior Project Support as appropriate 
 
JOB PURPOSE 
 
Working as part of the Informatics Programme team and in conjunction with the 
ICT Services Team, the post holder will provide overall management for 
technically complex, highly sensitive projects undertaken by the Informatics 
Division within the locality and across the LHB.   
 
The post holder will be required to plan, support, facilitate and monitor the 
progress of projects or work streams which make up the agreed ICT programme 
and to provide management support, training and expert guidance to all project 
staff.   
 
The Project Manager will also be responsible for ensuring that policies for 
implementing projects across BCU are developed and adhered to, and that 
standard project management methodologies are applied to progress and 
successfully deliver projects. 
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DUTIES AND RESPONSIBILITIES 
 
Strategic - To understand and promote the strategic direction for Informatics 
within the Health Board, this will include: 



• Keeping up to date with national guidance e.g. the programme for NHS 
Wales Informatics Services (NWIS) and interpret its impact on local 
projects that they manage. 



• Identifying opportunities for the introduction of new technology to 
transform working practices, using knowledge to inform the scope and 
direction of projects that they manage and the programme that they 
contribute to. 



• Assist with translating the National and Local ICT strategies into a 
programme. 



• Ensuring that relevant projects and work-streams are established to 
deliver strategic objectives. This will involve planning a broad range of 
complex technical activities which involve a degree of uncertainty.   
 



Project Management – To be responsible for all aspects of project management 
within the post-holder’s portfolio e.g. to:- 



• Manage and lead on multiple technically complex projects, taking 
appropriate action e.g. manage issues, risks and deviations to plan  to 
ensure that projects are delivered to schedule 



• Plan, monitor and control projects, workstreams and/ or work packages 
throughout the project lifecycle to deliver benefits using PRINCE 2 
methodology. 



• Take decisions on a range of complex/highly complex project issues 
where there may be more than one course of action. 



• Ensure project and work stream delivery by providing management, 
direction and support to Assistant project managers and programme staff, 
who are engaged in the planning and delivery of projects which make up 
the locality or programme plan. 



• Work closely with Senior ICT Manager, Programme Managers, Project 
Managers and support staff to ensure the delivery of all projects within the 
Informatics portfolio. 



• Co-ordinate local project teams and ensure that all technical personnel 
involved with project activities understand their roles and carry them out 
effectively, taking corrective action where appropriate. 



• To complete or ensure that the project team(s) accurately completes and 
maintains all Project Management processes/tools including business 
cases, specifications, project plans, test plans, training plans, work 
packages, benefits analysis, risk and issue logs, and service management 
arrangements. 



• Working with the Senior ICT Managers to oversee testing of products 
within the post-holder’s portfolio. 



• The production of a variety of high quality reports required for the 
successful management of projects e.g. Highlight and Exception Reports 



• To ensure that all areas of work are carried out in an economic and 
efficient way thereby contributing to the control of limited resources 
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• Lead on a range of project plans for performance improvement across 
sites, imparting sometimes unwelcome news to stakeholders e.g. changes 
to timescales or additional work required to tight deadlines. 



• Manage the requests for change process required within the post-holder’s 
portfolio of projects 



• To manage project budget(s), ensuring that they are accurately costed, 
monitored and spent, advising the Head of ICT of current status and any 
issues.  Statistical reports would be required to highlight deviations, 
showing current and projected over/under spends. 



• Analyse the business requests for work to identify the requirements for a 
solution within the locality and liaise with project managers in other 
localities for requests which span the Health Board. 



• Advise stakeholders in the specification of technical system requirements 
appropriate for procurement or development; and ensure that the project 
team(s) undertake comprehensive mapping of services is undertaken to 
understand business needs ‘as is ’ and any ‘evolutionary requirements’. 
 



 
Communication 



• Provide and receive highly complex, sensitive and contentious information 
e.g. introduce projects that involve new clinical systems to modernise the 
health service, these may be met with opposition and are likely to have a 
negative impact on service delivery during implementation 



• Use interpersonal skills to advise Project Boards, Senior Managers and 
other staff of the importance of individual projects, using persuasive and 
motivational skills to overcome any barriers to change or issues.  



• Deliver complex presentations to large and small groups on projects, 
including knowledge in relation to other operational/strategic initiatives. 



• Participate in informatics forums in order to ensure priorities are fully 
understood and to update staff on any project issues. 



• Ensure that effective communications for the project are maintained within 
the department, CPG’s, informatics and project and programme teams.  



• Support the Programme Management team and senior ICT managers in 
delivering high quality reports and communication material.  



• Communication with External bodies being aware of sensitivities and 
political considerations. 



• Represent Informatics by actively participating in LHB/National 
Committees, Boards, Teams and Groups.  



• Challenge technical project staff (at all levels) to deliver their committed 
actions, undertaking negotiations where required. 
 



Service Improvement/Change Management 



• Work with formal groups and clinical leads to identify where ICT can 
support change to modernise services, and improve departmental 
performance in line with CPG service policy and delivery targets. 



• Keep abreast of organisational projects, ensuring that strong links are 
made to related initiatives. 
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• Manage/undertake diagnostic work as required e.g. specify technical 
system requirements involving key users or investigate and analyse 
service areas for improvement. 



• Manage and deploy suitable techniques to bring about and support 
service/organisational change, ensuring that the case for change is robust 
and the suggested way forward is owned.  



• Research ‘new’ models of care and ‘Best Practice’ sites, promoting and 
supporting clinical teams and support services around whole system 
thinking and service improvement change. 



• Support Health Boards Senior managers in Working with Clinical 
Directorates to deliver their service improvement plans.  



 
Human Resources 



• To manage staff within area of responsibility, providing line management 
for delegated staff within the programme , this will include appraisals, 
sickness management, authorising travel claims and annual leave, 
recruitment, selection, disciplinary and grievance etc. 



• To manage the on-going knowledge and development of the programme 
team by developing training and mentoring programmes and ensuring that 
these are followed. 



 
Continuing Professional Development 



• Develop a personal development plan as part of the Individual 
Performance Review process. 



• Keep skills up to date and relevant in order to carry out duties. 



• Use available resources to keep abreast of Health Informatics & 
Technology topics (Intranet, internet, reading materials, conferences etc.)  



• Ensure continuation of personal development including leadership skills, 
through appropriate formal and informal training as and when necessary.  



• Keep up to date with legislation in relation to data protection, Caldicott 
principles, and confidentiality, Human Rights Act, Freedom of Information 
Act etc. and the latest policies.  



• Maintain registration of professional organisation. 
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GENERAL REQUIREMENTS 
 
Competence 
At no time should the postholder work outside their defined level of competence. 
If there are concerns regarding this, the postholder should immediately discuss 
them with their manager/supervisor. Employees have a responsibility to inform 
their supervisor/manager if they doubt their own competence to perform a duty. 
 
Registered Health Professional 
All employees of the LHB who are required to register with a professional body, 
to enable them to practice within their profession, are required to comply with 
their code of conduct and requirements of their professional registration. 
 
Supervision 
Where the appropriate professional organisation details a requirement in relation 
to supervision, it is the responsibility of the post holder to ensure compliance with 
this requirement.  If employees are in any doubt about the existence of such a 
requirement they should speak to their Manager. 
 
Risk Management 
It is a standard element of the role and responsibility of all staff of the LHB that 
they fulfil a proactive role towards the management of risk in all of their actions. 
This entails the risk assessment of all situations, the taking of appropriate actions 
and reporting of all incidents, near misses and hazards. 
 
Records Management 
As an employee of the LHB, the postholder is legally responsible for all records 
that they gather, create or use as part of their work within the LHB (including 
patient health, financial, personal and administrative), whether paper based or on 
computer. All such records are considered public records, and the postholder has 
a legal duty of confidence to service users (even after an employee has left the 
LHB). The Postholder should consult their manager if they have any doubt as to 
the correct management of records with which they work. 
 
Health and Safety Requirements 
All employees of the LHB have a statutory duty of care for their own personal 
safety and that of others who may be affected by their acts or omissions.  The 
postholder is required to co-operate with management to enable the LHB to meet 
its own legal duties and to report any hazardous situations or defective 
equipment. The postholder must adhere to the LHB’s risk management, health 
and safety and associated policies.  
 
Flexibility Statement 
The duties of the post are outlined in this job description and person specification 
and may be changed by mutual agreement from time to time. 
 
Confidentiality 
The Postholder must at all times be aware of the importance of maintaining 
confidentiality and security of information gained during the course of their duties. 
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This will in many cases include access to personal information relating to service 
users. The postholder must treat all information whether corporate, staff or 
patient information in a discreet and confidential manner in accordance with the 
provisions of the data protection act 1998 and organisational policy. 
 
Promoting Diversity and Dignity at Work 
The LHB is committed to promoting diversity in employment and dignity at work. 
It recognises that discrimination and harassment is unacceptable and that it is in 
the best interests of the LHB and the population it serves to utilise the skills of the 
total workforce. The postholder must comply with and adhere to the equal 
opportunities and dignity at work policies.  
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BCU HB 



PERSON SPECIFICATION 
Job Title:  Project Manager   Band:  Indicative 7 



 



 ESSENTIAL CRITERIA 



 



DESIRABLE 
CRITERIA 



 



METHOD OF 
ASSESSMENT 



Q
U



A
L



IF
IC



A
T



IO
N



 



  



• Educated to Post Graduate diploma 
level / equivalent level of work 
experience and knowledge  



• PRINCE2 Practitioner, similar 
qualification or equivalent level of work 
experience and knowledge 



• ILM Management level 4, or equivalent 
qualification/ level of work experience 
and knowledge.  Willingness to 
complete within 2 years if not held. 



• ECDL or equivalent 



• Evidence of Continual Professional 
Development 



• Professional 
Registration 



• Foundation 
Certificate in IT 
service management 



• MSP Practitioner  



• Microsoft 
Certification 



• Cisco Certification 
 



Certificates 



Application Form 
Interview 



 



E
X



P
E



R
IE



N
C



E
 



  



• Significant experience of working in an 
NHS/social care or voluntary sector 
setting  



• Experience of managing and delivering 
complex technical ICT programmes of 
work 



• Experience of managing successful 
change across professional boundaries  



• Participation in significant change 
management projects and process re-
engineering 



• Experience of budget control, contract 
negotiation, procurement and financial 
procedures 



• Demonstrable success in building, 
leading, motivating, managing and 
developing teams. 



• Proven ability to influence at all levels 
of the organisation. 



• Problem identification and solving 



• Proven ability to 
successfully 
manage 
technically 
complex/significa
nt projects 



• Experience of 
working within a 
project structure, 
and managing 
complex change 
within.   



• Experience of 
Systems Thinking 
methodologies 



• Experience of 
Lean 
methodologies 



 



Application Form 
Interview 
References 
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• Ability to work on own initiative and 
organise / prioritise own workload and 
that of the team to operate effectively 



• Proven ability to communicate verbally 
and in writing in a manner which is 
clear, fluent and persuasive  



• Able to interpret national policies and 
guidance as appropriate to their 
projects. 



• Proven ability to analyse and 
appropriately present complex 
information so that it is easy to 
understand 



• Proven ability to influence, persuade 
and negotiate with staff at all levels 



• Ability to empower, coach and support 
staff. 



• Conflict resolution skills 



• Sound judgment, planning, decision 
making, and organisational skills 



• A broad range of ICT skills  



• Full, current driving license 



• Spoken or written 
Welsh language. 



• Leadership/ 
motivational skills 



 



Application Form 
Interview  
References 
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O
W



L
E



D
G



E
 



  



• Current knowledge of Health 
Informatics and its application  



• Current knowledge of relevant local and 
national strategies.  



• Knowledge of Clinical, Management 
and Information processes  



• Knowledge of procurement law relating 
to health and IT systems 



 



• Training 
methodologies 



 



Application Form 
Interview 
References 
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S
 



   



• Innovator 



• Lateral Thinker 



• Ability to communicate verbally with all 
levels of the organisation and able and 
willing to share information. 



• Ability to develop staff 



• Flexible and adaptable to meet all 
aspects of the work 



• Leadership qualities and able to 
motivate others 



• Time Management skills. 



• Completer Finisher and Chair 



  
Application Form 
Interview 
References 
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O
T



H
E



R
  



  



• Enthusiastic, committed, proactive and 
innovative 



• Politically astute and high level of 
intuition. 



• Appetite for hard work and challenges 



• Show resilience, stamina and reliability 
under sustained pressure, never losing 
sight of objectives. 



• High level of personal integrity 



• Flexible in approach to try new 
procedures and practices 



• Select, develop and lead complex and 
multi-functional project teams. 



• Develop and control complex project 
plans and risks using established 
project management methods.  



• Negotiate and manage, monitor and 
secure results against contracts. 



  
Application Form 
Interview 
Document Check 
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Betsi Cadwaladr University Health Board 
 
EFFORT FACTOR INFORMATION TO SUPPORT JOB DESCRIPTIONS 
 
Post Title: Project Manager 
 
Department / Ward: Programmes 
 
Division/ Directorate / Department: Informatics  
 
This document should be completed for each job description and submitted together with the 
agreed job description and person specification. Having studied the information relating to effort 
factors, give an accurate description of what effort is required in the job role under each of the 
headings. Please indicate frequency of exposure as follows: 



 
 
D = Daily W = Weekly    M = Monthly  A = Once/twice a year 



 



 



Physical Effort:-Examples to be given if lifting, standing or sitting for long 
periods; manual handling; making repetitive movements; manipulating 
objects 
 
Nature & Frequency 
(D) Ability to travel effectively across BCU to meet the needs of the service 



(D) Attending meetings, sitting for long periods of time 



(D) Use of VDU for extended periods on time e.g. to produce and update plans and 



documents 



(W) Light physical effort when facilitating workshops or delivering presentations etc. 



 



 



Mental Effort such as preparing detailed reports; checking documents and / 
or calculations; carrying out clinical diagnosis or interventions; analysing 
statistics; undertaking formal student / trainee assessments.  
 
Nature & Frequency:      
(D) Requirement for frequent concentration, with interruptions from project staff, senior 



managers and suppliers. 



(D) The post-holder will apply strong project management skills to ensure that realistic 



and achievable milestones are set within individual work streams, in turn ensuring that all 



key deadlines are met or exceeded.   



(D) They will run a range of concurrent projects of varying scope and complexity and 



need to ensure that their own and the resource of others is appropriately allocated to 



achieve all key outcomes. 



(W) A lateral thinker with strong problem solving skills. 



(W) Ability to make connections between disparate agenda, generating and encouraging 



innovation. 
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Emotional Effort such as processing news of highly distressing events; 
dealing with the terminally ill or with people with challenging behaviour; 
dealing with difficult situations  
 
Nature & Frequency:  
 



(W) Requirement to challenge project team members, for example when targets are not 



met. 



(M) Reporting project/programme exceptions to the Board and its stakeholders 



(M) Dealing with staffing issues 



(D) Recognising resistance to change and implementing strategies to reduce impact 



 



Working conditions such as exposure to excessive temperatures; 
unpleasant odours; bodily fluids; using a computer more or less 
continuously; driving or being driven 
 
Nature & Frequency:  
 



(D) Normal office working conditions 



(W) Requirement to travel across BCU 



(D) Regular use of a computer 



 
 
 
 
 











