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Betsi Cadwaladr
University Health Board








	Ein cyf / Our ref: 352/21/FOI 


	Dyddiad / Date: 13th December 2021 


Further to your request for information dated 28th October 2021, I am pleased to provide the following response. Please accept our sincere apologies for the delay. 
Your request and our response:

1. Does anyone in Betsi Cadwaladr University Health Board (BCUHB) have responsibility for auditing/monitoring insider threats – counter fraud? 
Insider threats can be reported to the Counter Fraud team, however, we do not have any one person or service who have sole responsibility for the auditing / monitoring of such threats. However, we have the ability to audit all systems within the Health Board and we can advise that we actively monitor staff usage via NIIAS (National Integrated Intelligent Audit Solution) on some of the national clinical systems.  This system is a pro-active monitoring solution and is utilised within Wales.
https://nwis.nhs.wales/coronavirus/digital-support-updates-for-healthcare-professionals/niias/ 

2. How is Betsi Cadwaladr University Health Board able to check that your systems are being used in the way that they should?
In accordance with the Freedom of Information Act 2000, this letter acts as a Refusal Notice under section 17 of the Act.
Section 31 – Law Enforcement
This information is exempt from disclosure under Section 31(1a) of the Freedom of Information Act 2000 (FOIA). We consider that if the data you have requested were to be combined with other information which may be available in the public domain, there would likely to be an increased risk of a cyber-security attack upon the Health Board. As part of the Critical National Infrastructure for the NHS, the Health Board has a duty to protect the integrity of our systems. The disclosure of the information requested could expose weaknesses in our systems and lead to breaches, making the UK or its citizens, in this case our patients, more vulnerable to a security threat.

I confirm that the Health Board holds the information you have requested. However, I am unable to provide you with that information as I consider that the following exemption/s apply to it.  

Public Interest Test

To use this exception we are required to undertake a public interest test. The matters which were considered in applying the public interest test are as follows:

Factors in favour of disclosure:

• Disclosure of the data supports the general public interest in the transparency, accountability, and general understanding of the delivery of public services.

Factors in favour of withholding:

• Breaches in Health Board security and is therefore a reasonable threat to the 

confidential of patient data held on our systems
• Temporary or long term lack of availability of IT systems

• Corruption/loss of patient data which would prevent or interrupt provision of patient 
care
There is a strong public interest in protecting the confidentiality of patient data and of ensuring that healthcare services can be provided to the public without increasing the possibility of attack by hackers or malware, or of putting personal or other information held on these systems at risk of corruption or subject to illegal access. For these reasons, the Health Board has decided that it is in the public interest to withhold this information at this time.
However, we can advise that we actively monitor staff usage via NIIAS (National Integrated Intelligent Audit Solution) on some of the national clinical systems.  This system is a pro-active monitoring solution and is utilised within Wales.

https://nwis.nhs.wales/coronavirus/digital-support-updates-for-healthcare-professionals/niias/ 
As per our response to question 1 all our systems are auditable so all non-national systems will be monitored by their designated system owner and acted on appropriately.

3. How many employees have misused their authority and used your IT systems inappropriately, (e.g.: to identify vulnerable people, falsify records etc) in the last 5 years? 
In accordance with the Freedom of Information Act 2000, this letter acts as a Refusal Notice under section 17 of the Act.

The Health Board can confirm that it holds the information you have requested, however we have established that to comply with your particular request would exceed the appropriate costs limit under section 12 of the Freedom of Information Act 2000.  This is currently £450. 
Betsi Cadwaladr University Health Board (BCUHB) records alleged incidents of misuse of authority of IT systems onto an IT system (Datix) and is recorded against predefined categories. We also record alleged inappropriate access on NIIAS (referred to in question 2 above). Unfortunately due to the way this is currently recorded within these systems we would have to carry out a specific exercise review all notifications received to confirm if the inappropriate use/access was proven. In reaching this decision we estimate that it would take staff approximately 59 hours to locate and review the records held within both systems. This figure is based on a timescale of 5 minutes per alleged incident, there being over a combined total of 707 recorded incidents between the periods of 1st May 2016 the date which NIIAS was first installed up until 9th December 2021.Therefore, to obtain the data would work out at approximately 59 hours @ £25.00 per hour (cost permitted under the Act) = £1,475.  As you will be aware this is not an exemption which requires us to consider the application of the public interest test. 
4. How much money has BCUHB lost as a result of insider fraud/corruption in the last 5 years? 

The Health Board takes proactive action to fully recover any public monies that may have been potentially misappropriated due to fraudulent action. No losses due to fraud were reported in the Health Board’s annual accounts for the five year period 2016/2017 to 2020/2021.
5. How often do you have to audit your IT systems to make sure employees are using them appropriately? 
Please see our response to question 2 above.
6. When and how would BCUHB be alerted to the fact that someone has used the IT system inappropriately? 
Please see our response to question 2 above.

7. Who has overall responsibility for ensuring that your IT systems are secure from internal threats? 
The overall responsibility lies with the Board of Directors, implemented through the Director of Digital and Head of ICT Services.

8. Do you currently have a budget allowance for auditing and monitoring your IT systems within BCUHB?  If so, how much? 

BCUHB does not have a specific budget for auditing and monitoring IT systems as this would fall part of the overall budget for the service.
9. How many computers are there in BCUHB? 
There are currently 13,500 computers in BCUHB. 
10. What operating systems do your computers use? 
Primarily, Windows 10.

We welcome correspondence through the medium of Welsh
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