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	Ein cyf / Our ref: 087/21/FOI 


	Dyddiad / Date: 6th July 2021


Further to your request for information dated 4th June 2021, I am pleased to provide the following response. 

Your request:
1. What is your annual IT Budget for 2020 and 2021?
2020
£8,865,691
2021
£9,477,402

2. Storage:

a. What storage vendor(s) and models do you currently use
b. What is the capacity of the storage data in terabytes (TB) and how much of this is utilised?
We currently use Dell and the capacity of the storage is approximately 900TB. 
In accordance with the Freedom of Information Act 2000, this letter acts as a Refusal Notice under section 17 of the Act.

We are exempting information in relation to storage utilisation and model details under section 38 of the Freedom of Information Act - Health and Safety. Section 38 allows exemption of the information if its disclosure under the Act would, or would be likely to, endanger the safety of an individual or group of individuals. In this case, we believe that releasing this information could potentially put the security of our infrastructure at risk by demonstrating vulnerability to such attacks in the future.

When assessing whether or not it was in the public interest to disclose this information to you, we took into account the following factors:

Arguments in favour of disclosure:

There is public interest in keeping them informed about how we protect their data and the Information and Communications Technology (ICT) security measures used to do so. We acknowledge that disclosure could improve transparency and increase public confidence in the Health Board by revealing the physical security provisions in place at our premises. 

Arguments against disclosure:

It would not be in the public interest to provide specific details about whether these security measures have ever been attacked, either successfully or unsuccessfully, as this may compromise the effectiveness of these security measures, thereby undermining the security of the Health Board as a whole by compromising the welfare of patients, staff, and the wider public.  
The Health Board has therefore considered the public interest, and in all circumstances of the case the public interest in maintaining the exemption outweighs the public interest in disclosing the information.
c. What were the installation dates of the above storage vendor(s)? (Month/Year)

March 2018 
d. When is your planned (or estimated) storage refresh date? (Month/Year)?
March 2022

e. Do you have any extended warranties, if so, with which supplier? 
Yes, 5 years with Dell 
f. What is your estimated budget for the storage refresh?
We are unable to estimate this as it would be based on technology available at the time, as well as necessary requirements.
3. Server/Computer:
a. What server vendor(s) and models do you currently use?
Dell, models exempt, please see response to question 2a/b.
    

b. What were the installation dates of the above server vendor(s)? (Month/Year)
There are various installation dates over a 4 to 5 year period, however this is not data which we routinely record. 
c. When is your planned (or estimated) server refresh date? (Month/Year)
Replaced based on age, approximately every 5 years. 
d. What is your estimated budget for the server refresh?
 Varies depending on requirements. 
e. Do you have any extended warranties, if so, with which supplier?
Yes, 5 years with Dell. 
f. Which operating systems are used?
Windows

4. Network & Security:
a. What network vendor(s) and models do you currently use?
BCUHB currently use Cisco IP telephony, Cisco routers and Cisco wireless. Various models are used. As per our response to Question 2b above, specific model information would compromise the security of the network. 

b. What are the quantities of the Edge, Core and MP used in your network?
In accordance with the Freedom of Information Act 2000, this letter acts as a Refusal Notice under section 17 of the Act.

The Health Board does not hold the data in a format that would enable us to fully respond to your request to the level of detail required.  
As this is not information that the Health Board routinely compiles, we would have to carry out a specific exercise to collate this data. From our preliminary assessment, we estimate that to comply with your particular request would exceed the appropriate costs limit under section 12 of the Freedom of Information Act 2000. This is currently £450. In reaching this decision we estimate that it would take staff in excess of 30 hours to review details of the 700 devices in the BCUHB corporate network to identify the quantities of the Edge, Core and MP used. This figure is based on a timescale of x minutes per record, there being hundreds of records to review. Therefore, to obtain the information would work out at approximately 30 hours @ £25.00 per hour (cost permitted under the Act) = £750.
c. What network architecture is currently used?
 
     Cisco DNA.

We welcome correspondence through the medium of Welsh
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