[image: image3.jpg]Bwrdd lechyd Prifysgol
Betsi Cadwaladr
University Health Board








	Ein cyf / Our ref: 503/20/FOI 


	Dyddiad / Date: 3rd March 2021 


Further to your request for information dated 5th February 2021, I am pleased to provide the following response. 

Your request:
What is Betsi Cadwaladr University Health Board’s (BCUHB) policy with regards to keeping information on ex-employees and how long is this information held by the Health Board? 
Our response:

Please refer to the embedded BCUHB Records Management policies below, which outline the Health Board’s responsibilities for keeping information on ex-employees. Retention periods for staff records, including those who have left, are on pages 40 - 44 of the Records Management Procedure:
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We welcome correspondence through the medium of Welsh
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1. INTRODUCTION/OVERVIEW 


1.1 Betsi Cadwaladr University Health Board (BCUHB) is dependent on its 
records to operate efficiently and account for its actions. An effective records 
management system is critical in the provision of effective and safe care to 
patients and to assist in the efficient running of the organisation.   Health 
services must ensure that all records are created and maintained in 
accordance with legislations and clinical standards guidance. 


 
2. POLICY STATEMENT 


2.1 This policy defines a structure for BCUHB to ensure adequate records are 
maintained and that they are managed and controlled effectively.  This will 
support the confidentiality, integrity and availability of all information held 
and/or used by the BCUHB. 


 
3. AIMS/PURPOSE 


3.1 This policy and associated procedures will define the way in which records will 
be managed throughout the organisation. 


 
4. OBJECTIVES 


4.1 This policy and its associated procedures aim to ensure that records must be 
designed, prepared, reviewed and accessible to meet the required needs.  
Care treatment and decision making is supported by structured, accurate and 
accessible patient records documenting the conversation between people and 
health professionals and the resulting decisions and actions taken and reflects 
best practice founded on the evidence base.  In particular:- 


 


 records are available when needed and shared when appropriate - from 
which BCUHB is able to form a reconstruction of activities or events that 
have taken place; 


 records can be accessed - records and the information within them can 
be located and displayed in a way consistent with its initial use, and that 
the current version is identified where multiple versions exist; 


 records can be interpreted - the context of the record can be interpreted: 
who created or added to the record and when, during which business 
process, and how the record is related to other records; 


 records can be trusted – the record is accurate, up-to-date, complete 
and contemporaneous in accordance with professional standards and 
guidance.  It reliably represents the information that was actually used in, 
or created by, the business process, and its integrity and authenticity can 
be demonstrated; 


 records can be maintained through time – the qualities of availability, 
accessibility, interpretation and trustworthiness can be maintained for as 
long as the record is needed, perhaps permanently, despite changes of 
format; 


 records are secure – they are stored securely and are secure from 
unauthorised or inadvertent alteration or erasure, that access and 
disclosure are properly controlled and audit trails will track all use and 







 


changes. To ensure that records are held in a robust format which remains 
readable for as long as records are required; 


 records are retained and disposed of appropriately - using consistent 
and documented retention and disposal procedures, which include 
provision for appraisal and the permanent preservation of records with 
archival value; clinical records  should only be destroyed with the 
consultation or approval of the relevant body/person; and 


 staff are trained - so that all staff are made aware of their responsibilities 
for record-keeping and record management 


 
5 SCOPE 


5.1  This policy and its associated procedures relate to all clinical and non-clinical 
operational records held in any format by BCUHB.  These include: 


 all administrative records (e.g. personnel, estates, financial and accounting 
records, notes associated with complaints, etc.); and 


 all patient health records (including deceased patient records, registers, 
etc.) 


 
5.2 This policy applies to all staff employed by or contracted to BCUHB and 


includes experts who the BCUHB might call upon in consultation. 


 
6 ROLES AND RESPONSIBILITIES 


6.1 Chief Executive - The Chief Executive takes overall responsibility for the 
Health Boards information governance performance and in particular is 
required to ensure that: 


 the Health Board can demonstrate accountability against the requirements 
within the Data Protection Act. 


 decision-making is in line with the Boards policy and procedure for 
information governance and any statutory provisions set out in legislation; 


 the information risks are assessed and mitigated to an acceptable level 
and information governance performance is continually reviewed; 


 suitable action plans for improving information governance are developed 
and implemented; 


 ensure IG training is mandated for all staff and is provided at a level 
relevant to their role. 


  To satisfy the above, the Chief Executive has delegated this responsibility to 
the Board Secretary who will be accountable for the Boards overall 
information governance arrangements. 


 
6.2  Senior Information Risk Owner (SIRO) – The Director of Finance is also the 


identified Senior Information Risk Owner (SIRO), and will take ownership of 
information risk. The SIRO is a key factor in successfully raising the profile of 
information risks and embedding information risk management into the Health 
Board’s culture. 


 
6.3  Caldicott Guardian - The Associate Medical Director has been nominated as 


the Boards Caldicott Guardian and is responsible for protecting the 
confidentiality and reflecting patients’ interests regarding the use of patient 
identifiable information. They are responsible for ensuring patient identifiable 







 


information is shared in an appropriate, ethical and secure manner. The 
Caldicott Guardian is the Chair of the Information Governance Group. 


 
6.4  Data Protection Officer – The Assistant Director of Information Governance 


and Assurance has been appointed as the Data Protection Officer as required 
by GDPR.  This role plays a key part in fostering a data protection culture to 
help implement essential elements of the GDPR such as, principles of data 
processing, data subjects’ rights, data protection by design and by default – 
privacy impact assessments.  The Information Governance structure sits 
within this department. 


 
6.5  Information Governance Team - The Head of Information Governance will 


be responsible for the development, communication and monitoring of 
policies, procedures and action plans ensuring the Board adopts information 
governance best practice and standards. This role will report to the Assistant 
Director of Information Governance and Assurance and will be supported by 
the Information Governance Team who will also work in collaboration with the 
Information Governance Leads and Information Asset Owners.  


 
6.6  Chief Information Officer - The Chief Information Officer has overall 


responsibility for the technical infrastructure to ensure the security and data 
quality of the information assets and systems held within the Board. This role 
is also the Deputy SIRO. 


 
6.7  Head of ICT – is the Health Board’s identified IT Security Lead and provides 


expert technical advice on matters relating to IT Security and ensures 
compliance and conformance against the NHS Wales Code of Connection 
and NIS Directive. 


 
6.8  Head of Digital Records – This role is responsible for the overall 


management and performance of the Health Records Service within BCUHB 
including the provision of organisation-wide access to health records.  


 
6.9 Executive Director/Secondary Care Director/Area Director - Each Director 


is responsible for the information within their Division and therefore must take 
responsibility for information governance matters. In particular they must 
appoint an Information Governance Lead. 


 
6.10 Information Governance Leads – The IG Leads work with the IG Team to 


ensure compliance with corporate IG policies, procedures, standards, 
legislation and to promote best practice.  


 
6.11 Information Asset Owners (IAO) - their role is to understand what 


information is processed by their department i.e. what information is 
held, added, removed, how it is moved, who has access to it and why. As a 
result, they are able to understand and address risks to the information, to 
ensure that information is processed within legislative requirements. 


 







 


6.12 Information Asset Administrator (IAA) - will recognise actual or potential 
security incidents, consult with their IAO on appropriate incident management 
and ensure that information asset registers are accurate and up to date. 


 
6.13 System Owners – will be responsible for identifying and managing system 


risks; understand procurement requirements around contracts and licencing; 
put in place and test business continuity and disaster recovery plans, control 
access permissions and ensure the system asset record is regularly reviewed 
and updated on the asset register. 


 
6.14  All Staff - All employees, contractors, volunteers and students working for or 


supplying services for the Health Board are responsible for any records or 
data they create and what they do with information they use. 


 
Staff must attend mandatory information governance training and/or refresher/ 
awareness sessions to maintain their knowledge and skills every two years. 
 
All staff have a responsibility to adhere to information governance policies and 
procedures and standards which are written into the terms and conditions of 
their contracts of employment and the organisations Staff Code of Conduct. 
 


6.13  Third Party Contractors – appropriate contracts and confidentiality 
agreements shall be in place with third parties where potential or actual 
access to the Health Boards confidential information assets is identified 


 


7 MAIN BODY 


7.1 Monitoring of this policy will be the joint responsibility of the Chief Information 
Officer and the Assistant Director of Information Governance and Assurance 
as both clinical and non-clinical records are covered by the policy. The policy 
and supporting procedures will be disseminated throughout the organisation 
and training initiated. Escalation of issues will be through the Digital 
Information Governance (DIG) Committee to the Board as per the Health 
Board’s Standing Orders. 


 
7.2 This policy and associated procedures will be reviewed every 3 years.  


Review maybe invoked earlier if new legislation, new standards or codes of 
practice are introduced. 


   
8  EQUALITY INCLUDING WELSH LANGUAGE 


8.1 The Information Governance Team have responded to the requirements 
within the Welsh Language Standards document by ensuring that: 


 


 All correspondence received from the public will be responded to in the 
language in which it was received. 


 All telephone calls will be answered bilingually. If an individual wishes to 
continue in Welsh the call can either be put through to the IG Manager in 
West or the Welsh Translation Team. 


 Out of hours, all phones will be transferred to an answering machine with 
a bilingual message. 







 


 All information developed specifically for the public is available 
bilingually. 


 All offices will have bilingual door signs on entry. 


 All staff members have bilingual ID badges.  


 All staff members have fully bilingual email signatures for internal and 
external emails. 


 Any new policies and procedures developed will use the new BCUHB 
template which ensures that welsh language is considered. 


 All staff will request access to Cysgair and Cysillt software which can 
assist with informal translation. 


 The IG training handout for staff will be translated into Welsh. 
 


9 WELL-BEING OF FUTURE GENERATIONS 


9.1 The five ways of working have been interwoven within this Policy, those 
being: 


  


 Long term – balancing short-term needs with long-term needs. 


 Prevention – stopping problems happening or getting worse. 


 Integration – thinking about how this strategy works with other plans. 


 Collaboration – working together with other services to meet our goals. 


 Involvement – involving people so they have a say in decisions. 
 


10 ENVIRONMENTAL IMPACT 


10.1 The Environmental Department carried out a risk assessment of the Lorries 
that came on site to carry out confidential waste shredding.  The outcome of 
the assessment was that the Lorries caused excessive noise and emissions 
when carrying out the shredding process.  The confidential waste contract 
was re-negotiated this financial year to enable confidential waste to be 
shredded off site. These risks have now been eliminated and no further 
environmental risks have been identified. 


 
11 RESOURCES 


11.1 The Information Governance Team should have sufficient resource in order to 
ensure the Health Board remains complaint against its legislative 
requirements and timescales.  


  
11.2 Divisions should ensure that their appointed Information Governance Leads, 


Information Asset Owners and System Owners have sufficient time and 
resource in order to execute the requirements within these job roles. 


 
 
12 TRAINING 


12.1 All staff within BCUHB, are mandated to undertake Information Governance 
training.  This training must be renewed every two years.   


 
12.2 In addition to induction and mandatory training requirements, there are certain 


posts/job roles which require specialised IG training in order to fulfill their 







 


duties, for example: Caldicott Guardian, DPO, SIRO, IG Team, IAO, IAA, 
System Owners and staff who handle subject access requests. 


 
12.3 The Information Governance Team are responsible for developing and 


delivering the IG training programme which is supported by a 3 year IG 
Training Strategy and action plan.  


 
13 IMPLEMENTATION 


13.1 This Policy will be published in line with the Corporate Policy on Policies and 
awareness is raised via communication channels such as the Corporate 
Bulletin, IG Bulletin, staff alerts and IG training. 


 
14 AUDIT 


14.1 The Health Board will respond to the ICO audit on how we manage the 
processing of personal data, in particular looking at: Governance & 
Accountability; Records Management and Requests for Information 


 


14.2 The IG Team will carry out audits to: 
a. review IG compliance across departments and teams within BCUHB;   
b. review and risk assess Information/System asset register submissions; 
c. assess the data protection impact of all new or revised system or 
d. service development; 
e. undertaken assurance audits in line with the Estates Strategy. 


 
15 REVIEW 


15.1 This Policy will be reviewed in three years.  Earlier review may be 
required in response to exceptional circumstances, organisational change 
or changes to legislation / guidance. 


 
16 REFERENCES 


16.1 The legislation and guidance supporting this policy includes: 


 


 Freedom of Information Act 2000 


 Environmental Information Regulations 2004  


 Human Rights Act 1998  


 Access to Health Records Act 1990  


 Public Records Act 1958 


 Medical Reports Act 1988 


 The Computer Misuse Act 1990 


 The General Data Protection Regulation (GDPR) (Regulation (EU) 
2016/679) 


 Data Protection Act 2018 


 Lord Chancellor’s Code of Practice on the Management of Records Under 
Section 46 of the FOI Act 2000 


 WHC (2000) 71: For the Record  


 WHC (99) 7: Preservation, Retention and Destruction of GP General 
Medical Services Records Relating to Patients 


 Caldicott Report 1997  







 


 Caldicott: Principles into Practice (C-PIP) Foundation Manual for Caldicott 
Guardians  


 DoH Records Management Code of Practice  


 Confidentiality: Code of Practice for Health & Social Care in Wales  


 WHC (2015) 015: Health and Care Standards 


 Welsh Government (Ministerial Letters, Circulars and Policies) 


 Information Sharing Protocols – Wales Accord on the Sharing of Personal 
Information 


 Data accreditation and data quality 


 Information Security assurance - ISO 27001/2  (formerly BS7799) 
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1.  Introduction 


1.1 Betsi Cadwaladr University Health Board (BCUHB) is dependent on its records to 
operate efficiently and account for its actions. An effective corporate records 
management system is critical in the provision of care to patients and to assist in the 
efficient running of the organisation.  
 


1.2 This procedure provides guidance for BCUHB staff dealing with corporate (non-
clinical) records, to ensure adequate records are maintained, managed and 
controlled effectively.  This will support the confidentiality, integrity and availability of 
all information held and/or used by the Health Board. 
 


1.3 This procedure should be read in conjunction with the Records Management Policy 
(IG01). It includes as an appendix an extensive retention and disposal schedule 
which details retention periods for all corporate records. HR1 – Health Records 
Management procedure includes the retention and disposal schedule for clinical 
records.  
 
 


2.  Policy Statement 


2.1 A record can be defined as recorded information in any format which is created or 
received, and maintained, by an organisation to ensure compliance with its legal 
obligations or in the transaction of business.   


2.2 This procedure covers all aspects of corporate (i.e. non-clinical) records 
management, regardless of format, i.e. electronic (including emails), paper or any 
other format, within the organisation, including, but not limited to: 


 Personal records such as staff personal files, electronic staff records (ESR), job 
applications etc. 


 Estates records such as deeds, drawings, inspection reports, maintenance reports 


 Financial records such as accounts, contracts, invoices, payments 


 Organisational records such as meeting agendas and minutes, requests for 
information 


Further details can be found within the retention and disposal schedule at Appendix B. 


3.   Aims and Objectives 


3.1 This procedure defines the way in which corporate records should be processed, 
i.e. created, stored and disposed of within BCUHB, to assist staff in ensuring that: 
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 Records are available when required – so that a reconstruction of past activities 
and events would be possible if required 


 Records can be accessed as appropriate – the correct versions can be located 
easily in accordance with their purpose   


 Records can be interpreted – the context of the record is obvious, along with 
details of any amendments and who they were made by 


 Records can be trusted – it is a reliable, accurate record and its creation can be 
authenticated 


 Records can be maintained through time – the record remains good quality, 
interpretable, readable and accessible, regardless of the original format, for as long 
as it is required to be retained 


 Records are secure – access and disclosure must be properly controlled and 
logged 


 Records are retained and disposed of appropriately – retained for at least the 
minimum time specified within the retention and disposal schedule (appendix B) 
and disposed of in accordance with the Health Board’s waste management 
procedure (ES03) and the procedure for the handling and disposal of confidential 
waste (IG11), depending on the nature of the record i.e. general or confidential / 
business sensitive 


 Staff are trained – all staff should be aware of their own responsibilities with 
regards to corporate records management  


4.  Scope 


4.1 This procedure applies to all persons having access to the Health Board’s records, 
regardless of grade or position, and regardless of whether they are employed by the 
Health Board or providing services on its behalf (e.g. Locums, Contractors, 
Students, and Volunteers etc.). 


4.2   This procedure should not be read in isolation, but in conjunction with the other 
Health Board policies and procedures as listed on page 1. Where an individual is 
uncertain of any aspects of either this or other related policies / procedures they 
should contact the Information Governance team for clarification. 


4.3     This procedure does not apply to clinical health records as these are covered by the 
Health Records Management Procedure (HR1). 


 
 


5. Responsibilities 
 



http://howis.wales.nhs.uk/sitesplus/documents/861/HR1%20Health%20Records%20Management%20Procedure%20v8.pdf
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5.1 Chief Executive 
The Chief Executive has overall responsibility for Data Protection and 
Confidentiality within BCUHB.  As accountable officer, they are responsible for the 
management of the organisation and for ensuring appropriate mechanisms are in 
place to support safe and secure handling of confidential and personal data. 


 
5.2  Senior Information Risk Owner (SIRO)  


The Director of Finance is also the identified Senior Information Risk Owner (SIRO), 
and will take ownership of information risk. The SIRO is a key factor in successfully 
raising the profile of information risks and embedding information risk management 
into the Health Board’s culture. 


 
5.3  Caldicott  


The Caldicott Guardian has specific responsibilities regarding confidentiality and 
consent, in relation to personal data. 


 
5.4  Data Protection Officer  


The Data Protection Officer has delegated responsibilities from the Chief Executive, 
specifically with regards to compliance with Data Protection legislation and the 
rights of data subjects. 


 
5.5  All Staff  
 


All Health Board staff, including temporary, agency, contractors, students, 
volunteers and anyone else providing a service on behalf of the Health Board, as 
well as Health Board employees working from a non-Health Board site, are 
responsible for the appropriateness of accessing information available to them.  
Staff also have a responsibility to adhere to information governance policies, 
procedures and standards. 
 


5.6 Information Asset Owners (IAO) - their role is to understand what information is 
processed by their department i.e. what information is held, added, removed, how it 
is moved, who has access to it and why. As a result, they are able to understand 
and address risks to the information, to ensure that information is processed within 
legislative requirements. 


5.7 Information Asset Administrator (IAA) - will recognise actual or potential security 
incidents, consult with their IAO on appropriate incident management and ensure 
that information asset registers are accurate and up to date. 


5.8 System Owners – will be responsible for identifying and managing system risks; 
understand procurement requirements around contracts and licencing; put in place 
and test business continuity and disaster recovery plans, control access 
permissions and ensure the system asset record is regularly reviewed and updated 
on the asset register. 
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6. The Lifecycle of a Record 


Good records management requires a systematic and planned approach from the moment 
the record is created, to its eventual disposal. The records should be maintained in a 
manner which best serves the needs of the Health Board whilst ensuring compliance with 
national legislation and guidance. 


6.1 Creation of a record 


When creating a record, regardless of format, the information should be accurate, 
complete, easy to locate and retrieve, and the following should be taken into consideration: 


Name  


Record naming is an important process in records management, and it is essential that a 
unified approach is undertaken within all areas of the Health Board in order to aid the 
management of records. Please see appendix A.  


 The filename should be unique, simple and clear. Some systems may generate 
unique identifiers so this can then be used when creating relating records, or in 
order to manage retention and destruction. 


 It should never contain a person’s name e.g. initials can be used within the title but 
not the full name itself.  


 The filename should be as brief as possible as long filenames can cause problems 


 You should be consistent in your naming approach 


Version Control   


Version control is the management of multiple revisions to the same document, which 
enables us to tell one version of a document from another. Controlling the development of 
different versions of a document can be difficult, however we recommend applying the 
following: 


 For electronic records a standard naming convention should be agreed and used by 
all staff within that particular department e.g. date created, followed by a brief 
descriptor and type of document (in format YYYYMMDD) File Title / Description_ 
Version (in format v1.0, v1.1etc…) 


For example: 20181210_Board minutes_v2.0. This is useful where a lot of the same type 
of electronic documents are stored within a particular folder. 


Please find below the Health Boards SOP for version control;   
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http://howis.wales.nhs.uk/sitesplus/861/opendoc/471308/&08767FAC-98B4-9161-
EEB156F2C7B20DE4 


Purpose – there should always be a justified purpose for creating a record. The following 
should be considered: 


 Readability – If it isn’t documented then there is no record that it ever happened, 
therefore you must ensure that the record you create is legible and professionally 
written, and is saved in a format that is readily accessible to the right people. 


 Ideally any documents created should include headers / footers with details of 
author, date created, page numbers etc. 


 Draft documents should ideally contain a draft watermark   


 Avoid jargon, acronyms or abbreviations when creating a document intended for a 
wider audience as they may not make sense to anyone outside of your sphere of 
work. 


 Good record keeping should prevent record duplication. Staff members should 
ensure that the same record has not already been created previously, prior to 
initiating a new document. 


Accountability – In line with Data Protection legislation, the overarching accountability 
principle requires you to take responsibility for what you do with the information you 
process, and also how you comply with the other Data Protection principles. You must 
have appropriate measures in place to be able to demonstrate your compliance. 
Therefore, the following steps must take place when creating a new record; 


 Inform your department’s Information Asset Administrator (IAA) that the record type 
has been created e.g. new set of minutes for the next financial year. 


 The IAA will assess whether this new record needs to be inputted onto the 
Information Asset Register, as it is their role to ensure that the Information Asset 
Register is accurate and updated when necessary. 


 Ensure that local information handling restrictions (e.g. limits on who can access the 
assets) are applied, referring any difficulties to the Information Asset Owner. 


6.2 Maintenance / Storage of a Record 


Access – records should be available on a minimum, relevant basis. Depending on the 
sensitivity of the record access may need to be restricted, e.g. personal files should be 
restricted to the line manager of the individual etc. 


 Confidential paper records should be stored in locked filing rooms / cabinets / 
cupboards with restricted access, and tracked in and out when required. A 



http://howis.wales.nhs.uk/sitesplus/861/opendoc/471308/&08767FAC-98B4-9161-EEB156F2C7B20DE4

http://howis.wales.nhs.uk/sitesplus/861/opendoc/471308/&08767FAC-98B4-9161-EEB156F2C7B20DE4
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successful tracking system is dependent on all of the people using it so staff must 
understand the importance of the system. 


 Records should be returned to their original location when not in use.  


 New or existing electronic folders on shared network drives can be restricted by 
informing the IAO or IAA for your department. If appropriate, they will then log a call 
on the Informatics Service Desk. Restricted folders should be kept to a minimum 
and should ideally be within your top 2 tiers of folder structure. The folders should 
have “restricted” as part of their name, and should form part of a wider agreed filing 
structure which is simple to follow. Where required this filing structure can be made 
available to staff working anywhere within the Health Board, and is useful for teams 
/ departments working across North Wales, or departments spread across several 
sites. 


 Where necessary access controls should be implemented to prevent unauthorised 
access or alteration of paper or electronic records.  


 Access to shared drives and any relevant systems should be reviewed regularly to 
ensure that any new starters or leavers have access added / removed 
appropriately. 


Storage 


 All records and the information within them should be appropriately referenced to 
enable effective retrieval by those with a legitimate right of access. 


 Where a paper record is in constant use, it should be stored as near as possible to 
where it is needed. 


 Inform the IAA if record storage locations change so that the asset register can be 
updated to reflect this. 


 As the need for constant access reduces depending on current pressures for 
storage space, consideration should be given to archiving less frequently used 
records. When records are archived they should be clearly labelled with the type of 
record, relevant department, asset register reference number and disposal date. 
Archived records should then be stored in order of disposal date.   


 There may be a need to use an external storage facility however, this must be one of 
the facilities authorised by the Health Board’s Information Governance team to 
ensure that the statutory due diligence checks have been undertaken to safeguard 
the security and integrity of the records.  Where any new contracts are to be put in 
place, a member of the Information Governance team must be notified. 


 There may be a decision to scan records to reduce storage issues however, this 
must only be carried out using a company authorised by the Health Board’s 
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Information Governance team.  Again, where new contracts are to be put in place, a 
member of the Information Governance team must be notified. 


 All records should be stored in compliance with health and safety, and fire 
regulations, free from damp, and maintained in good condition.  


 The need for appropriate security is governed by Data Protection Legislation and 
other guidance such as the Caldicott review. Confidential records should be stored 
securely in restricted areas with at least two people being able to access them in 
cases of emergency. 


 Electronic files and folders must be stored on a shared network drive as this is 
backed up by ICT, and can be made accessible to managers if required in the case 
of staff absence.  They should never be stored on the hard drive of one computer / 
laptop, as this will mean that if it were to break, or be lost or stolen, the record could 
be lost forever. Please see Appendix A. 


 Removable media should be Health Board owned and encrypted. Ideally, personal 
data should not be stored on any removable media. However if there is no other 
option, ensure that this data is stored on a corporate encrypted device and deleted 
once transferred to an identified secure folder on the Health Board network, which 
should be undertaken as soon as is possible. 


 A clear desk / clear screen policy should be adopted wherever possible but 
particularly in busy areas which are accessible to the public.  


http://howis.wales.nhs.uk/sitesplus/documents/861/Guidance%20on%20clear%20de
sk.pdf 


 The Health Board’s email system is a transient messaging service which must not 
be used as a filing or storage system. Emails must be treated in the same manner 
as any other type of documents and, if required, filed appropriately on a shared 
network drive as soon as possible. Emails which are not saved correctly or 
permanently deleted from your mailbox will be archived after 3 months from receipt 
of the email, or if the email is over 2Mb it will be archived after 2 weeks. This could 
potentially mean that they will be accessible for requests for information under the 
Freedom of Information Act and Data Protection Legislation.  Also if you do not save 
the information appropriately and it is archived, once the retention period within the 
email system expires that information will be permanently deleted and therefore no 
longer accessible.   


Disposal 


 Most records should be destroyed as soon as is practicable following the expiry of 
the minimum retention period as defined within the retention schedule in appendix B, 
however this should always be authorised by the Information Asset Owner. 



http://howis.wales.nhs.uk/sitesplus/documents/861/Guidance%20on%20clear%20desk.pdf

http://howis.wales.nhs.uk/sitesplus/documents/861/Guidance%20on%20clear%20desk.pdf
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 Recommended minimum retention periods should be calculated from the end of the 
calendar or accounting year following the last entry on the document.  


 The method of disposal will depend on the type of record but some items may 
require specialist disposal e.g. CDs, orthodontic casts, x-rays and confidential 
records.  These must be destroyed in accordance with the procedure for the 
handling and disposal of confidential waste (IG11). 


 Certain records may have future historical value and therefore should be considered 
for permanent preservation and transferred to the most appropriate approved place 
of deposit e.g. Local Authority Public Records Office, on or before they reach the 20 
year timeframe (as laid out in the Public Records Act). For a list of these types of 
records please refer to the retention and destruction schedule (Appendix B) and 
seek further advice by contacting a member of the Information Governance team. 


 Ensure that the Information Asset Register is updated to reflect that the record has 
been archived or destroyed 


7. Equality Including Welsh Language 


7.1 The Information Governance Team have responded to the requirements within the 
Welsh Language Standards document by ensuring that: 


 All correspondence received from the public will be responded to in the 
language in which it was received. 


 All telephone calls will be answered bilingually. If an individual wishes to 
continue in Welsh the call can either be put through to the IG Manager in West 
or the Welsh Translation Team. 


 Out of hours, all phones will be transferred to an answering machine with a 
bilingual message. 


 All information developed specifically for the public is available bilingually. 


 All offices will have bilingual door signs on entry. 


 All staff members have bilingual ID badges.  


 All staff members have fully bilingual email signatures for internal and external 
emails. 


 Any new policies and procedures developed will use the new BCUHB template 
which ensures that welsh language is considered. 


 All staff will request access to Cysgair and Cysillt software which can assist 
with informal translation. 


 The IG training handout for staff will be translated into Welsh. 
 


8. Well-Being of Future Generations 


8.1 The five ways of working have been interwoven within this Procedure, those being: 
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 Long term – balancing short-term needs with long-term needs. 


 Prevention – stopping problems happening or getting worse. 


 Integration – thinking about how this strategy works with other plans. 


 Collaboration – working together with other services to meet our goals. 


 Involvement – involving people so they have a say in decisions. 
 


9. Environmental Impact 


9.1 The Environmental Department carried out a risk assessment of the Lorries that 
came on site to carry out confidential waste shredding.  The outcome of the 
assessment was that the Lorries caused excessive noise and emissions when 
carrying out the shredding process.  The confidential waste contract was re-
negotiated this financial year to enable confidential waste to be shredded off site. 
These risks have now been eliminated and no further environmental risks have 
been identified. 


10. Resources 


10.1 The Information Governance Team should have sufficient resource in order to 
ensure the Health Board remains complaint against its legislative requirements and 
timescales.  


10.2 Divisions should ensure that their appointed Information Governance Leads, 
Information Asset Owners and System Owners have sufficient time and resource in 
order to execute the requirements within these job roles. 


11. Training 


11.1 All staff within BCUHB, are mandated to undertake Information Governance 
training.  This training must be renewed every two years.   


11.2 In addition to induction and mandatory training requirements, there are certain 
posts/job roles which require specialised IG training in order to fulfill their duties, for 
example: Caldicott Guardian, DPO, SIRO, IG Team, IAO, IAA, System Owners and 
staff who handle subject access requests. 


11.3 The Information Governance Team are responsible for developing and delivering 
the IG training programme which is supported by a 3 year IG Training Strategy and 
action plan.  


12. Implementation 


12.1 This Policy will be published in line with the Corporate Policy on Policies and 
awareness is raised via communication channels such as the Corporate Bulletin, IG 
Bulletin, staff alerts and IG training. 
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13. Audit 


13.1 The Health Board will respond to the ICO audit on how we manage the 
processing of personal data, in particular looking at: Governance & 
Accountability; Records Management and Requests for Information 


13.2   The IG Team will carry out audits to: 
 Review IG compliance across departments and teams within BCUHB;   
 Review and risk assess Information/System asset register submissions; 
 Assess the data protection impact of all new or revised system or 
 Service development; 
 Undertake assurance audits in line with the Estates Strategy. 


 


14. Review 


14.1 This Policy will be reviewed in three years.  Earlier review may be required in 
response to exceptional circumstances, organisational change or changes to 
legislation / guidance. 


15. Monitoring 


15.1 Every attempt is made to ensure that new and revised policies and procedures, and 
urgent guidance resulting from incidents etc. are disseminated widely throughout 
the Health Board. However, all staff must also take responsibility for familiarising 
themselves with the above on a regular basis. All documents and guidance are 
available on the BCUHB intranet site.  


15.2 Compliance with this procedure will be subject to periodic review. Any 
recommendations will normally be implemented after review by the Information 
Governance Group and, if necessary, subsequent approval by the Digital 
Information Governance Committee. 


15.3 Breaches of this procedure should be reported on Datix and will be investigated 
appropriately. 


16.  Reference to Legislation and supporting documentation 


 The legislation and guidance supporting this policy include: 


 Freedom of Information Act 2000 


 Environmental Information Regulations 2004  


 Human Rights Act 1998  


 Public Records Act 1958 


 The Computer Misuse Act 1990 


 Lord Chancellor’s Code of Practice on the Management of Records Under Section 
46 of the FOI Act 2000 
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 WHC (2000) 71: For the Record  


 Caldicott Report 1997 and subsequent reviews 


 Caldicott: Principles into Practice (C-PIP) Foundation Manual for Caldicott 
Guardians  


 DoH Records Management NHS Code of Practice  


 Confidentiality: Code of Practice for Health & Social Care in Wales  


 The National Archives Records Management Retention Scheduling 


 Healthcare Standards 


 Welsh Government (Ministerial Letters, Circulars and Policies) 


 Data accreditation and data quality Information Security assurance - ISO 27001/2 
Information security management (formerly BS7799) 


 The General Data Protection Regulation (GDPR) (Regulation (EU) 2016/679) 


 Data Protection Act 2018 


 


 


 


 


 


 


 


 


 


 


 


Appendix A: Corporate Electronic Records Management 


INTRODUCTION 


As part of our work we all create information, data, documents and records and we 
also need to share information with others. This guidance explains: 


 What types of information should be saved where, and how it should be filed. 


 The best ways to share information with other colleagues who need to access it. 
 
All staff must adhere to the following principles: 
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 You are responsible for the information you create. 


 All information created as part of your job role is classed as a business record, and 
may be needed for reference by others in the future. 


 All information is subject to a retention period, specifying how long it must be kept. 


 Avoid duplicating information held elsewhere; only one master document should be 
kept by the Health Board. 


 


WHERE SHOULD I SAVE DOCUMENTS? 


Desktop / C: drive / My Documents 


Staff must not store any business documents, records, or information on the desktop, 
hard drive or personal folder of a PC or laptop.  


Reasons 


 Information stored in these places is not backed up, so if the computer crashes, or 
is lost / stolen, this information will be lost forever. 


 Information which is not stored on a network drive is neither confidential nor secure. 
Anyone else with access to that computer will have access to the information. 


 The information may need to be accessed by others as part of day to day work, or 
in the case of your absence. 
 


Exceptions 


 Shortcuts to network folders or documents can be stored on the desktop. 
 


 A personal drive which is allocated to an individual user as a secure storage area 
for saving work related items that are personal, such as timesheets, job 
applications etc must not be used to store information that may need to be shared 
with or accessed by other colleagues, or that you cannot afford to lose. 


Examples 


YES NO 


Your CV / application forms CVs / application forms of individuals trying 
for a post in your team 


Your own training, development, and 


appraisal records 


Appraisal records of your staff 


Documents needed for reference only 


yourself 


Work related documents 


Professional / career information e.g. 
membership of professional bodies 


Draft documents / information which others 
need to see or which is needed by others 







                                                                                                                            


 


1G02                  Version 4 15 


 


 


Duplicate non confidential information e.g. 
downloaded Policies / procedures 


Staff Personal Files 


Non-work related documents or files 


 


 


 


Divisional  / Corporate Shared Drives  


The vast majority of electronic information created as part of your job role 
should be stored on shared network drives which can be accessed anywhere 
within the Health Board if you have permission. 


Reasons 


 All information created by you as part of your work constitutes a Health Board 
record / evidence of the Health Board’s activity, and may be needed for reference 
by others in future. 


 Easier and more secure way to share information with other colleagues. 


 All records have a set retention period, similar files kept together are easier to retain 
for appropriate timescales. 


 Avoids duplication in storage of information. 


 Reduces confusion, easier to locate the master/original document. 


 Reduces the need to email documents to colleagues in the same directorate, a 
hyperlink is more secure, takes up less storage space and reduces risk of duplicate 
documents (Please see Appendix B). 


 Information must be accessible if an individual leaves the Health Board or is 
unexpectedly absent. 


 Able to locate information to comply with requests for information under the 
Freedom of Information Act or Data Protection legislation. 


 


 


 


 


Examples (Divisional shared drives) 


YES NO 


Work undertaken as part of your job role Documents needed for reference only by 
yourself 


Generic management records including 
electronic documents on individual member 


of staff 


Documents which will not be retained after 
they have been read or used, e.g. 


documents sent “for information” to you 
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Relevant to your area of work, e.g. Job 
descriptions of roles within the team, 


organisational structure 


 


Policies, strategies, procedures  


Financial records  


Administration records  


Minutes of Meetings  


Draft documents open to comment from 


colleagues 


 


Finalised documents  


Reports  


 


Managing Shared Areas:  File Structures 


Benefits of a Good File Structure 


A well organised structure for shared folders should mean that there is a consistent and 
agreed approach to the way information is organised. 


This will mean that: 


 It will be much easier to find information. 


 You can be confident that all the records relating to a particular activity can be found 
in one place. 


 It will be easier to apply decisions on how long different types of records are kept for 
(as the same types of records will all be together in one place). 


 It will be easier for teams to work together as everyone will understand where 
particular documents belong. 


 


Characteristics of a Good File Structure 


 


A good file structure: 


 Is based on the key functions of the team who are using the shared area. 


 Takes into account how long different types of information need to be kept for. 


 Is ideally no deeper than 4 levels. 


 Is clear and easy to understand. 


 Is agreed by everyone. 


 Is monitored and controlled. 


 Mirrors paper filing structures. 
 


Designing a Structure 
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It is essential to give some thought to how the shared area should be structured, rather 
than allowing it to develop in an ad-hoc and uncontrolled way. 


The structure should, as far as possible, be limited to 4 levels, and Levels 1 and 2 should 
reflect the key functions of the administrative task to which it relates. Levels 1 and 2 should 
normally be fixed – they should only need to change rarely, for example, if a new function is 
created. These levels can also be restricted if required, responsibility for access and control 
will sit with the Information Asset Owner and Administrator within your department. 


Please find below an example of an organised file structure: 


 


 


 


 


 


 


 


 


 


 


Levels 3 and 4 of the structure can be more flexible – these will normally contain actual 
documents. The key points to bear in mind when thinking about levels 3 and 4 are:- 


 How will you need to find the documents later? 


 How long will you need to keep the documents for? 
 


If you know you will need to find the document, for example, by the initials of individual or 
by unique reference number then you should label your folders accordingly. 


 An example is given below:- 


 


 


 


 


 


Information  


Governance 
 


Level 1 - Information Governance - 


this is the folder seen at the ‘top’ 


level on the shared Drive 


 


Level 2 – these are some of the 


key functions of the department 


           Assurance Access to 


Information 


Groups and 


Committees 


Groups and      


  Committees 


 


          IG Team Meetings 


 


       Information  


      Governance Group 
Levels 3 and 4 have been 


labelled so that staff can retrieve 


documents according to the year 


of the application. 
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You should also think in advance about how long you are likely to need to keep documents 
for – this is called a ‘retention period’ (Please see appendix B). Documents with the same 
retention period should be grouped together in sub-folders so that when the retention 
period expires the sub-folder can simply be deleted. 


 


 


 


 


 


 


 


 


 


 


 


 


Appendix B- Guidance on Hyperlinking Documents 
 
Microsoft 2007 and above 
 
1. When you are in a new email message (or any Microsoft Office document), select 
‘Insert’ from the main title bar.  Put your cursor in the body of the email and select 
‘Hyperlink’ from the main title bar. 
 
 
 
 
 
 


              2019 
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2. You will be shown the following box.  Select the file button to open a file browser. 
 


 
 
3. Browse through the files to select the file that you wish to hyperlink to and / or click on 
the small down arrow button to provide you with more options i.e. shared folders.  When 
you click on the folder or file you want, the path to the selected file should be displayed in 
the ‘Text to display’ headed box.  Press ‘Open’ and it returns you to the box above.  Press 
‘OK’ and the hyperlink will be displayed in the body of your email (document). 
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If you press the ‘Ctrl’ key and click on this link it will take you to the folder or file you have 
selected. 
 


 
 
You can also hyperlink to a specific internet page if you wish. To do this bring up the web 
page that you want to hyperlink to and copy the address from the bar.  Return to your 
document and paste the link into the body. 
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Appendix C– Corporate Record Retention and Destruction Schedule 


This appendix sets out, within a schedule, the minimum retention periods for the various 
corporate records created within the Health Board; based on either their ongoing 
administrative value or a statutory obligation.  It also provides guidance on dealing with 
records which have ongoing research or historical value and should be considered for 
permanent preservation and transferred to a Place of Deposit (PoD), approved by the 
National Archives.  The retention periods within this schedule are taken from the Welsh 
Health Circular – For the Record and, the more recent guidance, contained within the 
Department of Health’s Records Management Code of Practice. They apply to all records, 
irrespective of format (e.g. paper, databases, emails, recordings, photographs, CD ROMs) 
in which they are created or held. 


Managers must ensure that records no longer required for business use are reviewed as 
soon as practicable under the criteria set out within the schedule so that ill-considered 
destruction is avoided.  The review will determine whether records are to be selected for 
permanent preservation, destroyed or retained by the Health Board for research or litigation 
purposes.  


The schedule is broken down into eight sections; Communication, Corporate 
Governance Estates, Events & Transaction Records, Finance, Legal, Complaints & 
information rights, Procurement and Staff Records & Occupational Health. 


Retention Schedule: 


http://howis.wales.nhs.uk/sitesplus/861/opendoc/369968 



http://howis.wales.nhs.uk/sitesplus/861/opendoc/369968
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Within each section, the record type is in alphabetical order and the minimum retention 
periods should be calculated from the end of the calendar or accounting year following the 
last entry on the document.   For example, a file in which the first entry is in February 2009 
and the last in September 2012, and for which the retention period is seven years, should 
be kept in its entirety until the beginning of 2020. 


Records must not be destroyed before the end of the minimum retention period but there 
may be circumstances where records may need to be retained for a longer retention period 
e.g. national enquiries.  Such cases should be referred to the relevant Divisional Lead or 
Information Governance Manager for approval. 


Where records are identified as having research or historical value then they must be 
transferred to an approved PoD for permanent preservation on or before they reach 20 
years of age, in line with the Public Records Act.  In North Wales, the approved PoDs are:- 


Anglesey Record Office 
Conwy Archives Service 
Denbighshire Archives Service 
Flintshire Record Office 
Gwynedd Archives Service 


All potential transfers must be raised with relevant Information Governance Manager and 
must be approved by the Information Governance Group prior to transfer.  Further advice 
may be sought from the Information Governance department.  
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Corporate Records Retention Schedule  


Broad 
descriptor Record Type Retention period  Reference (where appropriate) 


Action at end of 
retention period  


Communication
s 


Press releases and 
important internal 
communications  


6 years   
Review and 
consider transfer to 
a Place of Deposit  


Communication
s 


Public consultations 5 years   
Review and 
consider transfer to 
a Place of Deposit  


Corporate 
Governance 


Accident Forms 10 years   
Destroy under 
confidential 
conditions 


Corporate 
Governance 


Accident Register 
(RIDDOR) 


8 years 


Reporting of Injuries, Diseases and Dangerous 
Occurrences Regulations (RIDDOR) Regulation 7, 
Social Security (Claims and Payments) 
Regulations (25) 


Destroy under 
confidential 
conditions 


Corporate 
Governance 


Agendas of board 
meetings, 
committees, sub-
committees (master 
copies, including 
associated papers) 


20 years   
Transfer to Place of 
Deposit   


Corporate 
Governance 


Statistics (including 
contract minimum 
data sets, statistical 
returns, patient 
activity) 


3 years from date of 
submission 


  Destroy 
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Corporate 
Governance 


Serious Incident Files 30 years   
Consider permanent 
preservation 


Corporate 
Governance 


Agendas (other) 6 years   
Consider permanent 
preservation   


Corporate 
Governance 


Annual/Corporate 
Reports 


3 years   
Consider permanent 
preservation   


Corporate 
Governance 


Assembly 
(Parliamentary) 
Questions, AM/MPs 
Enquiries 


10 years   
Destroy under 
confidential 
conditions 


Corporate 
Governance 


Business plans, 
including local 
delivery plans 


20 years   Destroy 


Corporate 
Governance 


Chief Executive 
records  


May retain for 20 
years 


  
Transfer to a Place 
of Deposit 


Corporate 
Governance 


History of 
organisation or 
predecessors, its 
organisation and 
procedures(e.g. 
establishment order) 


30 years   
Consider permanent 
preservation   


Corporate 
Governance 


Policies, strategies 
and operating 
procedures including 
business plans (This 
relates to any final 
drafts and significant 
supporting 
information) 


Lifetime of 
organisation plus 6 
years 


  
Consider permanent 
preservation   







 


1G02                  Version 4 25 


 


 


Corporate 
Governance 


Meetings and 
minutes papers of 
major committees 
and sub-
committees(master 
copies) 


20 years   
Consider permanent 
preservation 


Corporate 
Governance 


Meetings and 
minutes 
papers(Other)  


6 years   
Destroy under 
confidential 
conditions 


Corporate 
Governance 


Incident forms (IR1s) 8 years   
Destroy under 
confidential 
conditions 


Corporate 
Governance 


Research and 
development 
(organisation) 


30 years   
Consider permanent 
preservation 


Corporate 
Governance 


Research Ethics 
committee records 


30 years from date of 
decision 


  
Consider permanent 
preservation 


Corporate 
Governance 


Papers of minor or 
short-lived 
importance not 
covered elsewhere 


2 years after the 
settlement of the 
matter to which they 
relate 


  
Destroy under 
confidential 
conditions 


Corporate 
Governance 


Project Files (over 
£100,000) on 
termination – 
including abandoned 
or deferred projects 


6 years   
Consider permanent 
preservation 


Corporate 
Governance 


Project Files (less 
than £100,000) on 
termination  


2 years   
Destroy under 
confidential 
conditions 
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Corporate 
Governance 


Project Team Files – 
summary retained 


3 years   
Destroy under 
confidential 
conditions 


Corporate 
Governance 


Quality Assurance 
Records (e.g. Wales 
Audit Office, 
Investors in People) 


12 years End of year which assurance relates 
Destroy under 
confidential 
conditions 


Corporate 
Governance 


Records documenting 
the archiving, 
transfer to public 
records archive or 
destruction of 
records 


20 years   
Consider permanent 
preservation 


Corporate 
Governance 


Reports (major) 30 years   
Consider permanent 
preservation 


Corporate 
Governance 


Patient Advice and 
Liaison Service 
(PALS) records 


10 years   
Review and if no 
longer needed 
destroy  


Event & 
Transaction 
Records 


Chaplaincy records 2 years   
Review and 
consider transfer to 
a Place of Deposit  


Event & 
Transaction 
Records 


Equipment 
maintenance logs 


11 years   
Review and 
consider transfer to 
a Place of Deposit  


Event & 
Transaction 
Records 


Library registration 
forms 


2 years after 
registration 


  
Destroy under 
confidential 
conditions 


Event & 
Transaction 


Patient Property 
Books 


2 years   
Review and if no 
longer needed 
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Records destroy  


Event & 
Transaction 
Records 


Record of custody 
and transfer of keys 


2 years after last 
entry 


  
Destroy under 
confidential 
conditions 


Event & 
Transaction 
Records 


Diaries  (office)  2 years   
Destroy under 
confidential 
conditions 


Finance  
Accounts – Annual 
(final – one set only) 


20 years   
Consider permanent 
preservation   


Finance  Accounts – Cost 
3 years after end of 
financial year to 
which they relate 


  
Destroy under 
confidential 
conditions 


Finance  


Accounts – Minor 
records (pass books, 
paying in slips, 
cheque counterfoils; 
cancelled/discharge
d cheques (other 
than cheques bearing 
printed receipts (see 
receipts), accounts 
of petty cash 
expenditure, 
travelling and 
subsistence 
accounts, minor 
vouchers, duplicate 
receipts books, 


2 years from 
completion of audit 


  
Destroy under 
confidential 
conditions 
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income records, 
laundry lists and 
receipts 


Finance  
Accounts – Working 
Papers 


3 years from 
completion of audit 


  
Destroy under 
confidential 
conditions 


Finance  Audit Records  
2 years after 
completion of audit 


  
Destroy under 
confidential 
conditions 


Finance  Bank Statements 
2 years from 
completion  


  
Destroy under 
confidential 
conditions 


Finance  BACS records 6 years after year end   
Destroy under 
confidential 
conditions 


Finance  
Benefactions 
(records of) 


5 years after end of 
financial year in which 
the Trust monies 
become finally spent 
or the gift in kind was 
accepted.  Cases 
where the 
Benefaction 
Endowment Trust 
Fund/capital/interest, 
remains permanent, 
the records should be 
permanently retained 
by the organisation 


  
Consider permanent 
preservation 
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Finance  
Budgets (including 
working papers) 


2 years from 
completion of audit 


  
Destroy under 
confidential 
conditions 


Finance  Capital Charges data 
2 years from 
completion of audit 


  
Destroy under 
confidential 
conditions 


Finance  
Cash Books/Cash 
Sheets 


6 years following the 
end of the financial 
year to which they 
relate 


The Limitation Act 1980 
Destroy under 
confidential 
conditions 


Finance  Contracts - financial Approval files 15 years   
Destroy under 
confidential 
conditions 


Finance  


Contractual 
arrangements with 
hospitals or other 
bodies outside the 
NHS including papers 
relating to financial 
settlements made 
under the contract – 
(e.g. waiting list 
initiatives, private 
finance initiative, 
ECRs) 


6 years following the 
end of the financial 
year to which they 
relate 


  
Destroy under 
confidential 
conditions 


Finance  Creditor Payments 


3 years following the 
end of the financial 
year to which they 
relate 


  
Destroy under 
confidential 
conditions 
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Finance  
Debtors Records – 
cleared 


2 years from 
completion of audit 


  
Destroy under 
confidential 
conditions 


Finance  
Debtors Records – 
uncleared 


6 years from 
completion of audit 


  
Destroy under 
confidential 
conditions 


Finance  Delivery Notes 


2 years following the 
end of the financial 
year to which they 
relate 


  
Destroy under 
confidential 
conditions 


Finance  Demand Notes 


6 years following the 
end of the financial 
year to which they 
relate 


  
Destroy under 
confidential 
conditions 


Finance  
Enhanced Services 
data 


3 years   
Destroy under 
confidential 
conditions 


Finance  


Estimates:  including 
supporting 
calculations and 
statistics 


3 years following the 
end of the financial 
year to which they 
relate 


  
Destroy under 
confidential 
conditions 


Finance  Excess Fares 


2 years following the 
end of the financial 
year to which they 
relate 


  
Destroy under 
confidential 
conditions 


Finance  


Expense Claims – 
including travel and 
subsistence claims – 
claims and 
authorisations 


6 years following the 
end of the financial 
year to which they 
relate 


  
Destroy under 
confidential 
conditions 
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Finance  Funding Data 


6 years following the 
end of the financial 
year to which they 
relate 


  
Destroy under 
confidential 
conditions 


Finance  
General Medical 
Services Payments 


6 years after year end   
Destroy under 
confidential 
conditions 


Finance  


Income and 
expenditure journals 
– ledgers, cash books 
nominal rolls 


6 years following the 
end of the financial 
year to which they 
relate 


Limitation Act 1980 
Destroy under 
confidential 
conditions 


Finance  Invoices 


6 years following the 
end of the financial 
year to which they 
relate 


The Limitation Act 1980 
Destroy under 
confidential 
conditions 


Finance  
Mortgage Documents 
(acquisition, transfer 
and disposal) 


6 years after 
repayment 


  Review.  See note 1 


Finance  Nominal Rolls 6 years (max)   
Destroy under 
confidential 
conditions 


Finance  
Non-exchequer funds 
records 


30 years   
Consider permanent 
preservation  


Finance  Payments 6 years after year end   
Destroy under 
confidential 
conditions 


Finance  Receipts 
6 years following the 
end of the financial 
year to which they 


Limitation Act 1980 
Destroy under 
confidential 
conditions 
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relate 


Finance  
Stores Records – 
major (e.g. stores 
ledgers) 


6 years   
Destroy under 
confidential 
conditions 


Finance  


Stores Records – 
minor (requisitions, 
issue notes, transfer 
vouchers, goods 
received books, etc) 


1.5 years   
Destroy under 
confidential 
conditions 


Finance  


Superannuation 
accounts/registers 
and Superannuation 
forms SD55(ADP) and 
SD55J (NHS Pensions 
scheme – copies) 


10 years   
Destroy under 
confidential 
conditions 


Finance  


Supplies records – 
minor (e.g. 
invitations to tender 
and inadmissible 
tenders, routine 
papers relating to 
catering and 
demands for 
furniture, 
equipment, 
stationery and other  
supplies) 


18 months   
Destroy under 
confidential 
conditions 
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Finance  Stock Control reports 18 months   
Destroy under 
confidential 
conditions 


Finance  Tax forms 6 years   
Destroy under 
confidential 
conditions 


Finance  
Transport (staff pool 
car documentation)  


3 years unless 
litigation ensues 


  
Destroy under 
confidential 
conditions 


Finance  


Receipt for 
registered and 
recorded delivery 
mail 


2 years following the 
end of the financial 
year to which they 
relate 


  
Destroy under 
confidential 
conditions 


Finance  VAT records 


6 years following the 
end of the financial 
year to which they 
relate 


  
Destroy under 
confidential 
conditions 


Legal, 
Complaints & 
information 
Rights 


Copyright 
declaration forms 


6 years    
Destroy under 
confidential 
conditions 


Legal, 
Complaints & 
information 
Rights 


Software Licences Lifetime of software     


Legal, 
Complaints & 
information 
Rights 


Litigation Dossiers  10 years   
Destroy under 
confidential 
conditions 
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Legal, 
Complaints & 
information 
Rights 


Subject access 
requests (Data 
Protection Act and 
Access to Health 
Records Act) – 
records of requests 


3 years after last 
action 


  
Destroy under 
confidential 
conditions 


Legal, 
Complaints & 
information 
Rights 


Concerns 
(complaints) 


10 years from 
completion of action                                        
Correspondence, 
investigation and 
outcomes -Files closed 
annually and kept for 
6 years following 
closure.   


  
Destroy under 
confidential 
conditions 


Legal, 
Complaints & 
information 
Rights 


Freedom of 
Information Requests 


3 years after full 
disclosure; 10 years if 
information is 
redacted or the 
information requested 
is not disclosed 


  
Destroy under 
confidential 
conditions 


Legal, 
Complaints & 
information 
Rights 


Requests for access 
to records, other 
than Freedom of 
information or 
subject access 
requests e.g. police, 
coroners requests 
etc 


6 years after last 
action 


  
Destroy under 
confidential 
conditions 
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Legal, 
Complaints & 
information 
Rights 


Requisitions 18 months   
Destroy under 
confidential 
conditions 


Legal, 
Complaints & 
information 
Rights 


Fraud case 
files/investigations 


6 years   
Destroy under 
confidential 
conditions 


Legal, 
Complaints & 
information 
Rights 


Fraud national 
proactive exercises 


3 years   
Destroy under 
confidential 
conditions 


Legal, 
Complaints & 
information 
Rights 


Computer 
Programmes – 
documentation 
relating to computer 
programmes written 
in-house    


Lifetime of software   
Destroy under 
confidential 
conditions 


Estates CCTV Images 31 Days Information Comissioner's CCTV Code of Practice Erase Permanently 


Estates Inventories  
30 years after date of 
inventory 


  
Consider permanent 
preservation 


Estates 
Mattress 
decontamination 
forms 


11 years   
Destroy under 
confidential 
conditions 


Estates 
Uniform request 
sheets 


 5 years   
Destroy under 
confidential 
conditions 
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Estates 
Driver log sheets 
(internal) 


2 years   
Destroy under 
confidential 
conditions 


Estates Driver tachographs 
12 months where they 
exist in paper format 


  
Destroy under 
confidential 
conditions 


Estates Maps 
Lifetime of the 
organisation 


  
Consider permanent 
preservation   


Estates 
Specifications (e.g. 
equipment, services) 


6 years The Limitations Act 1980 
Destroy under 
confidential 
conditions 


Estates 


Building and 
engineering works 
including major 
projects abandoned 
or deferred – key 
records, (e.g. 
surveys, site plans), 
town and country 
planning matters and 
all formal contract 
documents 


30 years   
Consider permanent 
preservation 


Estates 


Buildings and 
engineering works, 
including major 
projects abandoned 
or deferred – town 
and country planning 
matters and all 


30 years   
Consider permanent 
preservation 
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formal contract 
documents (eg 
executed 
agreements, 
conditions of 
contract, 
specifications, ‘as 
built’ record 
drawings, documents 
on the appointment 
and conditions of 
engagement of 
private buildings and 
engineering 
consultants) 


Estates 


Building papers 
relating to 
occupation of 
building (not health 
& safety related 


3 years after 
occupation ceases 


Construction Design Management Regulations 
1994 


Destroy under 
confidential 
conditions 


Estates Deeds of Title 


Retain while the 
organisation has 
ownership of the 
building unless a Land 
Registry certificate 
has been issued, in 
which case the deeds 
should be placed in an 
archive.  If no Land 
Registry certificate, 


  
Consider permanent 
preservation 







 


1G02                  Version 4 38 


 


 


deeds should pass on 
with the sale of the 
building 


Estates 
Drawings – plans and 
buildings (architect 
signed, not copies)  


Lifetime of the 
building to which they 
relate  


  
Consider permanent 
preservation 


Estates 
Engineering works – 
plans and building 
records 


Lifetime of the 
building to which they 
relate 


  
Consider permanent 
preservation 


Estates 


Equipment – records 
of non-fixed 
equipment, including 
specification, test 
records, 
maintenance records 
and logs 


11 years Consumer Protection Act 1987 
Destroy under 
confidential 
conditions 


Estates 
Inspection Reports 
(e.g. boilers, lifts) 


Lifetime of 
installation- If there is 
any measurable risk of 
liability in respect of 
installations beyond 
their operational 
lives, the records 
should be retained 
indefinitely 


  
Consider permanent 
preservation 


Estates 


Inventories of 
furniture, medical 
and surgical 
equipment not held 
on store charge and 


30 years after date of 
inventory  


  
Consider permanent 
preservation 
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with a minimum life 
of 5 years  


Estates 
Inventories of plant 
and permanent or 
fixed equipment 


5 years after date of 
inventory 


  
Consider permanent 
preservation 


Estates 
Land 
surveys/registers 


30 years   
Consider permanent 
preservation   


Estates 


Leases – the grant of 
leases, licences and 
other rights over 
property 


Period of the lease 
plus 12 years 


Limitation Act 1980 
Destroy under 
confidential 
conditions 


Estates 
Maintenance 
contracts (routine) 


6 years from end of 
contract 


  
Destroy under 
confidential 
conditions 


Estates Manuals (operating) Lifetime of equipment   Destroy 


Estates 
Photographs of 
buildings 


30 years   
Consider permanent 
preservation 


Estates 
Plans – building (as 
built and/or 
detailed) 


Lifetime of building   
Consider permanent 
preservation 


Estates Plans - engineering Lifetime of building   
Consider permanent 
preservation 


Estates 
Property acquisitions 
dossiers 


30 years   
Consider permanent 
preservation   


Estates 
Property disposal 
dossiers 


30 years   
Consider permanent 
preservation   
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Estates Radioactive waste 30 years Radioactive Substances Act 1993 
Consider permanent 
preservation   


Estates Site files Lifetime of site   
Consider permanent 
preservation   


Estates 
Surveys – building 
and engineering 
works 


Lifetime of building or 
installation 


  
Consider permanent 
preservation   


Procurement Tenders (successful) 
Tender period plus 6 
years limitation 
period 


The Limitation Act 1980 
Destroy under 
confidential 
conditions 


Procurement 


Tenders 
(unsuccessful – for 
inadmissible see 
supplies records) 


6 years The Limitation Act 1980 
Destroy under 
confidential 
conditions 


Procurement 
Contracts – non 
sealed (property) – 
on termination 


6 years after 
termination of 
contract 


The Limitation Act 1980 
Destroy under 
confidential 
conditions 


Procurement 
Contracts – non 
sealed (other) on 
termination 


6 years after 
termination of 
contract 


The Limitation Act 1980 
Destroy under 
confidential 
conditions 


Procurement Contracts – sealed 


Contracts under seal 
and associated 
records should be 
kept for a minimum of 
15 years after which 
they should be 
reviewed  


  
Consider permanent 
preservation 


Staff Records & 
Occupational 


Exposure monitoring 
records 


5 years from the date 
the record was made 


Control of Substances Hazardous to Health 
Regulations 2002 (reg.10(5)) 


Destroy under 
confidential 
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Health conditions 


Staff Records & 
Occupational 
Health 


Occupational Health 
Reports  


Keep until 75th 
birthday or 6 years 
after the staff 
member leaves 
whichever is sooner 


  
Review and if no 
longer needed 
destroy  


Staff Records & 
Occupational 
Health 


Occupational Health 
Report of Staff 
member under 
health surveillance 


Keep until 75th 
birthday  


  
Review and if no 
longer needed 
destroy  


Staff Records & 
Occupational 
Health 


Occupational Health 
Report of Staff 
member under 
health surveillance 
where they have 
been subject to 
radiation doses 


50 years from the 
date of the last entry 
or until 75th birthday, 
whichever is longer 


  
Review and if no 
longer needed 
destroy  


Staff Records & 
Occupational 
Health 


Staff Record  
Keep until 75th 
birthday (see Notes) 


  


Create Staff Record 
Summary then 
review or destroy 
the main file. 
Summary should 
contain everything 
except attendance 
books, annual leave 
records, duty 
rosters, clock 
cards, timesheets, 
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study leave 
applications, 
training plans., 
sickness 


Staff Records & 
Occupational 
Health 


Staff Record 
Summary 


75th Birthday, Where 
an individual is known 
to be deceased, a 
summary record is 
still to be retained 
until the individual 
would have reached 
the age of 75. 


  
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


Personnel/Human 
Resources records – 
minor (e.g. 
attendance books, 
annual leave 
records, time sheets, 
individual duty 
rosters, 
appointments to 
panels / 
committees)  


2 years   
Review and if no 
longer needed 
destroy  


Staff Records & 
Occupational 
Health 


Study Leave 
Applications 


5 years   
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


Training plans 2 years   
Destroy under 
confidential 
conditions 
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Staff Records & 
Occupational 
Health 


Job Advertisements 1 year   
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


      
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


Job Applications 
(successful) 


3 years following 
termination of 
employment 


  
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


Job Applications 
(unsuccessful) 


1 year   
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


Job Descriptions 
(following post being 
obsolete) 


3 years   
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


Appraisal 
Documentation 


6 years after 
termination of 
employment 


  
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


Consultants (records 
relating to the 
recruitment of) 


5 years   
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


CVs for Independent 
Members (Successful) 


5 years following term 
of office 


  
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


CVs for Independent 
Members 
(unsuccessful) 


2 years    
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


Declaration of 
Interest form 


6 years   
Destroy under 
confidential 
conditions 
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Staff Records & 
Occupational 
Health 


Duty rosters 4 years   
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


Exit Interviews 6 years   
Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


Employee Relation 
Cases eg. 
Disciplinary, sickness 


10 years 


  


Destroy under 
confidential 
conditions 


Staff Records & 
Occupational 
Health 


NMC, HCPC & GMC 
Employee Relation 
Cases 


See Column D 


https://www.gmc-uk.org/-/media/documents/gmc-
records-retention-and-disposal-policy-v1_3_pdf-
74564751.pdf 
 
https://www.nmc.org.uk/globalassets/sitedocumen
ts/data-protection/corporate-retention-and-
disposal-schedule.pdf 
 
https://www.hcpc-uk.org/about-us/corporate-
governance/freedom-of-information/freedom-of-
information-retention-schedule/ 


Archive 
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