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	Ein cyf / Our ref: 096/23/FOI 


	Dyddiad / Date: 12th June 2023 


Further to your request for information dated 23rd May 2023, I am pleased to provide the following response. 
Your request:
1. Which Microsoft O365 do you use eg E3,E5?

2. Do you use the NHS-shared O365 tenant?

3. Do you procure O365 licences through Microsoft Enterprise Agreement (EA) or Cloud Service Provider (CSP). Who is your supplier?

4. When is your licencing renewal date/anniversary for these services?

5. Do you have Microsoft Calling Plans, if so how many licences (users)

6. Do you have other forms of Microsoft Telephony such as Direct routing/Operator connect? How many licences (users) and which supplier?

7. When is your licencing renewal date/anniversary for these services?

Our response: 

Exempt under Sections 31 (1)(a) and 31 (1)(d)
The exemptions under Section 31(1)(a) and 31(1)(d) state that;

“[information] is exempt information if its disclosure under this Act would, or would be likely to, prejudice;

(a) the prevention or detection of crime

(d) the assessment or collection of any tax or duty or of any imposition of a similar nature”

As an Operator of Essentials Services (OES) the Health Board is subject to the Network and Information Systems Regulations 2018 (NIS-R) which requires it to take measures to protect the security of its network and information systems.  Failure to protect its IT environment from Cyber Threats would lead to intervention from Welsh Government as the 'Competent Authority' and potential fines of up to £19,000,000.

Cyber Security best practice advice from the National Cyber Security Centre (NCSC) and Cabinet Office states that measures shall be put in place to minimise the details of the internal network structure, components and tools and techniques that are passed outside of the organisation.

Case law has established that information disclosed under FoIA is essentially disclosed to the world at large.  With this in mind, it is my view that providing the information you request would be disclosing the makeup the Health Board's IT Infrastructure to the extent that it would be neglecting to meet the network obfuscation recommended by the NCSC.

In addition to the above, it is also my opinion that the disclosure of information relating to the makeup of the Health Board’s IT Infrastructure into the public domain could aid criminals in mounting an attack on the Health Board’s IT systems – this would undermine the steps which the Health Board has taken to protect the security of its systems, information assets and the personal information of its patients.  Having identified design elements of the Health Board’s network, an attacker could use this information to research potential attack methods.

In undertaking the security assessments required by NIS-R, the Health Board receives regular advice and health checks from third party, impartial security experts; the disclosure of such information into the public domain has been confirmed by the Health Board's health check provider as bad practice and something which would pose a real and likely threat to the security of the ICT infrastructure;

“We always recommend that information disclosure is kept to a minimum in all aspects of computer systems, as any information available about a system could aid an attacker in tailoring an attack specifically against that system…..[knowledge of the software and version installed] means that any vulnerabilities in that software can be researched, and exploits can be used that targeted specifically at that version….Access to this sort of information significantly reduces the amount of time and effort an attacker needs to put in to compromise the system, and can therefore significantly increase the chance of success of an attack”

[Extract from email received from external security auditors]

It is for this reason that I believe the information is further qualified for exemption under Section 31(1)(a) of FoIA “the prevention or detection of crime” in order to prevent the Health Board being targeted by criminals who engage in malicious activity covered by legislation such as the Computer Misuse Act 1990.

Public Interest Test
The exemptions considered above are not absolute and are subject to a Public Interest Test (PIT) which considers the balance of public interest in favour of disclosure against the interest in maintaining the exemptions from disclosure.  I have summarised below the factors considered in deciding upon where the public interest lies with regard to this request.

For Disclosure
There is great public interest in allowing scrutiny of how public money has spent, particularly at a time where public spending is under constant review and debate.

There is public interest in providing transparency in decision making in how the authority has followed procurement and tendering procedures.

Against Disclosure
A cyber-attack aided by the disclosure of this information could seriously disrupt the Health Board's ability to provide core services which the public rely upon.

 The Health Board has a duty to protect the sensitive personal data of its patients and it is in the public interest that the Health Board does all it can to maintain the integrity and security of the infrastructure on which that data sits.  A breach in the security of this data could result in wide spread disclosure of patient information resulting in significant distress.

 Failure to adequately protect its ICT environment from Cyber Criminals could lead to the organisation being fined up to £19,000,000 under the Network and Information Systems Regulations 2018 (NIS-R).

Having considered the public interest both for, and against disclosure of the information you have requested I have concluded that the overall public interest lies in maintaining the exemptions outlined above and non-disclosure of the information.

We welcome correspondence through the medium of Welsh
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