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	Ein cyf / Our ref: 511/21/FOI 


	Dyddiad / Date: 25th January 2022


Further to your request for information dated 18th January 2022, I am pleased to provide the following response. 
Your request:
Further to my previous FOI request (414/21/FOI) in relation to patient records, if any records are not held electronically, are they ever lost, and what happens to retrieve them please? 
Our response:

Please refer to the embedded patient records procedures below which detail the process that is followed in the event of missing records.

[image: image1.emf]HR1_Health_Record s_Management_Procedure_v10.0.pdf

      
[image: image2.emf]HR1c_Guidance on  the Management of missing casenotes v5.0_redacted.pdf


Please note that any information that is personal has been redacted under

Section 40 – Personal Information of the Freedom of Information Act.


We welcome correspondence through the medium of Welsh

Rydym yn croesawu gohebiaeth drwy gyfrwng y Gymraeg
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1.2

1.3

2.2

2.3

2.4

Introduction and Procedure Statement

Betsi Cadwaladr University Health Board (BCUHB) is dependent on its records to
operate efficiently and account for its actions. An effective records management
system is critical in the provision of care to patients and to assist in the efficient running
of the organisation.

This document defines the procedure within BCUHB for the creation, filing,
maintenance, and retention & destruction periods for all ‘patient’ records and highlights
requirements to select records for permanent preservation beyond accepted retention
periods. This will support the confidentiality, integrity and availability of all patient
information held and/or used by the BCUHB.

The individual rights of the data subject will also be outlined within this procedure, in
particular the right to object to, restrict and rectify any processing of patient records we
hold on that individual.

Scope

This procedure applies to any member of staff who is involved in the processing
(creation, filing, maintenance, retention & destruction) of any patient record
created/held within BCUHB; for all ‘types’ of patient record e.g. Acute, Mental Health,
Therapy Services, Community and Occupational Health, etc. (see appendix A)

Staff should make themselves aware of the related policies and procedures, outlined
on the front cover, which must be adhered to at all times.

This procedure excludes GP records that are directly managed by the GP practices
and Ambulance records that are managed by Welsh Ambulance Service NHS Trust
(WAST). Where a GP practice is managed by the Health Board, then this procedure
should be invoked.

When a copy of a patient record is requested, ‘HR4 — Access to Health Records
Procedure’ must be followed to ensure compliance with the Data Protection Act 2018.

Aims and Objectives
This procedure and its associated appendices aim to ensure that all records are:

= designed, created, prepared, reviewed and accessible to meet the required needs;

= stored safely, maintained securely, are retrievable in a timely manner and disposed
of in line with BCUHB’s Retention Disposal Schedule (see HR1a);

= accurate, complete, understandable and contemporaneous in accordance with
professional standards and guidance; and

= processed in line with the Data Protection Act and any other associated legislation.
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4.2

4.3

4.4

4.5

Responsibilities

The Chief Executive has overall responsibility for records management within
BCUHB. As the accountable officer, this role is responsible for the management of the
organisation and for ensuring appropriate mechanisms are in place to support service
delivery and continuity. Records management is key to this as it will ensure
appropriate and accurate information is available as required.

The Executive Medical Director is the nominated executive lead for all patient
records across the Health Board. This role also has delegated responsibility of the
Caldicott Guardian. The Caldicott Guardian has a particular responsibility for reflecting
patients’ interests regarding the use of patient identifiable information, and is
responsible for ensuring such information is shared in an appropriate secure and
ethical manner.

The Chief Information Officer (CIO) is responsible for the overall management and
performance of all patient records within BCUHB. The Head of Digital Records has
delegated responsible from the CIO for the these functions.

The Patient Records Group has representation from all patient record custodians?
across BCUHB. This Group provides assurance up to the Information Governance
Group.

Its purpose is to oversee service quality and provision to achieve the aim that ‘all
patient records are up to date and are in the right place, at the right time, every time’
and to ensure BCUHB complies with; professional good practice, current legislation,
and national policies and guidelines in respect of patient records.

All employees have a legal duty and responsibility in the way they handle and process
patient records, and must ensure they comply with the requirements within this
Procedure.

Good Record Keeping Principles

The following principles apply to both ‘digital’ and ‘paper’ patient records, with
distinctions made where appropriate.

= A patient record is created and maintained for every patient attending health
services to provide an up to date and chronological account of the patient’s care.

= Patient demographic data for each registration should be recorded on a patient
administration system. The minimum patient demographic data should include:
surname, forename, sex, date of birth, home address, postcode, patient’s first
language and local identifier. The NHS number must also be included when
available.

» |tis expected that all Healthcare Professionals will abide by the Standards of Record
Keeping set by their own Professional Body.

1 A Custodian is the person, team or speciality responsible for the management of the specific casenote type
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= All records must be in English in accordance with the BCUHB’s working language.
These can be translated into Welsh by the Health Board’s team of translators if
requested by the patient, and a translated copy kept by the Health Board.

= Every entry in the patient record should be dated, timed (24-hour clock), legible and
signed physically or digitally by the person making the entry. The name and
designation of the person making the entry should be legibly printed against their
signature, or digitally assigned to the entry.

= Deletions and alterations to any information within the patient’s record should be
‘struck through’ with a single line on the paper - countersigned, dated and timed; or
digitally altered - with the previous entry available to view and the name and
designation of the person digitally assigned to the entry.

= Within paper records, entries are to be made in black ink.

= All individual documents within a paper record must be clearly identifiable by
ensuring an identification label is used, which should as a minimum include; local
identifier, patient name, date of birth, and NHS number..

= All printed investigations (test results) must be assessed and signed by the
appropriate clinician, with the ‘action taken’ recorded on either the printed
investigation, or the continuation sheet; prior to being filed within the patient record.

All digitally viewed investigations (where a printed copy of the investigation does not
follow), must be assessed with the ‘action taken’ recorded on the digital system
against that result; prior to being digitally signed by the appropriate clinician. Where
it is not possible to digitally sign the investigation for any reason, then the ‘action
taken’ must be recorded on the Continuation Sheet and filed in the patient record.

» Advanced decisions to refuse treatment, consent, and cardiopulmonary
resuscitation (DNR) must be clearly recorded in the patient's record. In
circumstances where the patient is not the decision maker, that person should be
identified e.g. Lasting Power of Attorney or next of kin.

- Paper DNR forms must be placed in the very front of the folder, on top of the
‘Alert Divider’. Once a DNR decision is cancelled, a line must be striked
through the document stating ‘CANCELLED’, with the date, time, name and
designation of the person making the change; and filed behind the alert divider.

If ‘Alert Information’ is contained within the paper folder and noted on the alert
divider, a ‘STOP ALERT, LOOK INSIDE’ label must be placed on the front
cover to bring any alerts to the attention of clinical staff.

- Ifadigital DNR form is created within a system, there should be an alert clearly
and persistently displayed on the patient’s digital record. Once a decision is
cancelled, then the alert should desist and the document should be clearly
marked stating ‘CANCELLED’, with an audit trail to provide the date and time,
with the name and designation of the person digitally assigned to the entry.

All ‘Alert Information’ available within the digital record should be clearly and
persistently displayed.

= Documentation filed within the paper patient record should reflect the continuum of
patient care and should be viewable in chronological order, behind the relevant
divider within the patient records.
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Data recorded or communicated on admission, handover and discharge should be
recorded using a standardised proforma in accordance with professional standards
and guidance.

Entries to the patient record should be made as soon as possible after the event to
be documented (for example change in clinical state, ward round, investigation) and
before the relevant staff member goes off duty. If there is a delay, the time of the
event and the delay should be recorded.

Every entry in a patient record should identify the most senior healthcare
professional present (who is responsible for decision making) at the time the entry
is made.

On each occasion a transfer of care occurs, the consultant responsible for the
patient’s care will change the name of the responsible consultant and the date and
time of the agreed transfer of care.

An entry should be made in the patient record whenever a patient is seen by a
doctor. When there is no entry in the hospital record for more than four (4) days for
acute medical care or seven (7) days for long-stay continuing care, the next entry
should explain why.

The discharge record/discharge summary should be commenced at the time a
patient is admitted to hospital

6. Standards of Record Keeping for Patient Information in ‘Paper’

6.1

Records

Patient Records must be a clear, accurate and contemporaneous record of the relevant

clinical findings including; the decisions made, planned care, the information given to
the patient, and any drugs or other treatment prescribed. The consequences of poor
record keeping could result in harm and distress to the patient and or their relatives,
and litigation or fines imposed on the Health Board.

It is the responsibility of all staff to ensure that:

the condition of the paper patient records and their content are maintained,;
clinical information is filed accurately within the paper file under the correct divider;

all information, including any “loose” filing, is secured within the correct patients
casenote; and

casenotes are tracked to the correct location within the most appropriate tracking
system; for the majority of services this is namely the iFIT? system.

6.2 Temporary Paper Patient Records

Where original patient records cannot be located, a temporary casenote type can be
created. This must only be done once all appropriate searches have been carried out. Itis
the responsibility of each patient record custodian to comply with HR1c Guidance on the
management of Missing Casenotes prior to the creation of a temporary patient record.

2iFIT is the system used by BCUHB to create, track and manage patient records. If you require access or
training, please contact your local Health Records Service.
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6.3 Creation of Paper Patient Records

All records created, designed or prepared must be ‘it for purpose’.

Where there is more than one record type per patient, a tracking system should be
in place to ensure that the existence of all other patient records is known and visible;
for the majority of services this is namely the iFIT system.

The paper patient record has a standard casenote folder constructed of robust
material, which should withstand appropriate handling and transportation; and has
secure anchorage points to protect against loss or damage to documentation.

There is a locally agreed format for the filing of the information in the paper patient
record, which facilitates ease of access to all clinical information.

There may be circumstances where patient documentation is required to be created,
updated and held separately from the main patient record. Examples of this are
where:

- the patient is admitted to a Ward or Intensive Care Unit and their original
patient records cannot be immediately sourced; or

- the patient record is held away from the patient for reasons pertaining to
infection control, or security of the information.

In these circumstances, this information must be filed within the original set of
patient records prior to the patient being transferred/discharged. This is to ensure
that the integrity of the patient record is maintained and complies with our
requirements under the Data Protection Act.

6.4 Paper Patient Record Tracking

The responsibility for tracking the journey of a set of paper patient records lies with each
and every member of BCUHB staff who handles them. If unsure, please contact your local
Health Records Library who will assist with this matter.

Once the decision has been made to create a patient record it must be captured in
the iFIT tracking system to ensure they can be located on request.

The success of iFIT depends on the people using it and therefore, all staff must be
aware of its importance, and be provided with regular and appropriate training.
Audits are regulary undertaken to to highlight any issues that arise as a result of
non-compliance.

Before moving paper patient records, iIFIT must be updated with the new location.
Under no circumstance should paper patient records be moved from, or within a
location without being tracked.

If your patient record type is not currently tracked via iFIT, you must ensure you
have an alternative tracking method in place. Further advice regarding this can be
sought from your local Health Records Library.

6.5 Transporting Paper Patient Records within BCUHB

Once the patient records have been tracked, you must prepare them for transport.
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Patient records must be placed in a robust sealed envelope, or secure bag when
being transported between locations; or left at relevant secure collection point for
delivery.

Patient records transported in trolleys/cages must be covered securely to be
compliant with both health & safety and patient confidentiality.

Only authorised personnel should transport patient records, please refer to the
Procedure for the safe transport and storage of personal data.

6.6 Provison of Paper Copies of Patient Records to non-BCU Health Care Providers
for the Continuation of Care

It is important to follow a consistent and efficient approach when processing requests for
copies of patient records from other non-BCU hospitals to ensure that the patient receives
the best ongoing treatment.

Original patient records MUST NOT be sent to a non-BCU Health Care Providers, unless a
‘Case of Exceptionality’ has been signed by the Caldicott Guardian granting permission. If
you would like advice on this please contact your local Health Records Library in the 1t
instance.

6.6.1 Fulfilling Requests for Copies of a Patient Record for Continued Care

Requests for copies of a patient’s record for continued treatment should be made in
writing (including email) with the organisation’s logo, or on headed paper.

All requests must contain sufficient patient information to enable identification of
the correct patient record(s); and where possible, limit the request to a period or
episode of care.

The information requested from the patient record should be photocopied or
scanned, but should always include any information on the alert divider and copies
of DNR.

To support ongoing inpatient treatment, a copy of the patient record should be
securely posted or emailed to the requester on the same day as receipt of the
request. Where possible, the copy can travel with the patient on hospital transport
and handed over to the receiving clinical team with the patient.

In the case of an emergency transfer out of hours, every endeavor should be made
to provide a copy of the key elements of the patient record to ensure continuity of
care is maintained and prevent harm. Further advice regarding this can be sought
from the local Health Records Site Manager, who can advise how this should be
managed out of hours.

6.6.2 Securing the Information for Transfer

If sending via post, copies must be sent by Recorded Delivery and annotated
‘Private and Confidential’ - ‘Addressee only’, and packaged securely in a double
envelope. The Recorded Delivery reference number should be recorded on the
original request and a record kept

Scanned copies on a disc must be encrypted to protect patient confidentiality prior
to being sent to the requestor.
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7.2

8.2

8.3

= Scanned copies transferred electronically must be encrypted in line with the BCUHB
IM&T Security Policy and supporting IM&T Security and Email Procedures, and the
Confidentiality Code of Conduct.

Taking Patient Information Home

Under no circumstances should original patient records (casenotes) be taken
home. This would be classed as a breach of HR1 — Management of Patient Records
Procedure.

Patient records can only be taken to non-BCU locations e.g. your home, if you have
completed a case of exceptionality, which is then signed off by the Caldicott Guardian.
If you require any further guidance on this matter, please contact
wendy.hardman@wales.nhs.uk in the first instance.

If you are required to transfer personal documentation or sensitive information (e.g. for
use in community nursing), either between or away from a Health Board site as part of
your role; please ensure you have read the Procedure for the safe transport and
storage of personal data. If transporting personal documentation, portable devices
(laptops, USB'’s etc.) it is your responsibility to ensure that:

» transportation containers e.g. trolley, briefcase, laptop bag etc. are securely locked;
» portable media e.g. CD, DVD, USB are encrypted; and

= all containers and portable media should be kept with the staff member at all times,
especially when travelling on public transport i.e. they should never be left in cars
for long periods of time, especially overnight. For short periods of time they may be
left in a locked vehicle, preferably in a locked boot, as long as they are placed out
of sight.

The safe management of personal documentation and data whilst in your possession
is your responsibility.

Filing of Safeguarding Information

The documentation of safeguarding information in a patient’s record is as important as
any other significant medical / nursing issue, and needs to be immediately obvious in
a patient’s record to all healthcare professionals who may access for the purposes of
direct patient care.

By documenting this information in the same way we do other medical conditions, we
highlight patients who are, or may be vulnerable and at risk of harm; which enables us
to offer the appropriate support and intervention. The NHS has a statutory and legal
obligation to fully engage to protect and report concerns and allegations to safeguard
individuals accessing services.

In a digital record, care must be taken to ensure that:

= there is the ability to file safeguarding information in a ‘known’ area of the digital
patient record;
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= there is a clear audit trail of who has accessed the information and when;

» safeguarding information, or obvious alerts are held separate from patient facing
screens to maintain confidentiality; and

» safeguarding information is able to be withheld or easily withdrawn from printed
versions of the patient record, for example, if this information is requested as part of
a data protection subject access request and would fall under the harm and distress
exemption. Please refer to HR4 — Access to Health Records Procedure for further
information regarding this.

8.4 ltis the responsibility of all staff to ensure that paper safeguarding related information
is always filed appropriately behind the ‘purple safeguarding divider’ within the patient’s
record. This includes information related to Adult at Risk, Children at Risk, Domestic
Abuse (VAWDASV) and the wider Harm agenda. Documentation can include (not
exhaustive):
= Concerns raised by a family member or friend, and other
» Child at Risk Reports/referrals
» Adult at Risk Reports/referrals
= Strategy Meeting/conference reports and minutes
= Domestic Abuse (VAWDASYV), assessment documentation and referral
» Referrals and supporting documentation regarding the wider Harm agenda
» Risk Assessments and Protection Plans
= Supporting documentation
The purple safeguarding divider should come standard in all casenote folders; however
if you require one, please contact your local Health Records Department. Failure to
file safeguarding information behind the purple divider may result in harm to those we
are striving to protect.

9. Commingling

9.1 Due diligence should be taken when filing patient documentation into either a paper or
digital patient record to ensure that it matches to that patient. If patient documentation
is filed incorrectly, this can cause a breach of confidentiality and potential harm and
distress to the patient affected.

9.2 If you identify commingled information within a patient’s record this information should
be removed and sent to the appropriate patient record Custodian to ensure that it is
re-filed in the correct patient record.

10. Storage & Security
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11.
111

Records MUST be stored safely and securely.

All paper records must be stored in areas which are secure, have adequate fire
protection and are not in significant danger of water damage.

All patient records should be stored and retained in compliance with Data Protection
Act 2018 https://www.gov.uk/government/publications/quide-tothe-general-data-
protection-regulation

Digital patient record systems as a minimum should ensure they:

- adhere to the UK Government Minimum Cyber Security Standard -
https://www.gov.uk/government/publications/the-minimum-cyber-security-
standard;

- provide regulatory compliance with GDPR and Data Protection Act data
privacy regulations;

- are aligned with 1ISO 27001 Information Security, ISO 22301 Business
Continuity and Cyber Essentials Scheme (where applicable); and

- comply with the NHS Data Security and Protection Toolkit (DS&PT).

Prior to the procurement or use of new digital systems to manage patient information,
this procedure should be read in conjunction with the IG policies and procedures
stated at the start of this document to inform the specification requirements.

Retention & Destruction of Patient Records
Paper Patient Records

It is a fundamental requirement that all of the Health Board’s paper patient records
are maintained for a minimum period of time for clinical, legal, operational, research
and safety reasons, unless there is a legal requirement for permanent preservation.
The Health Board has adopted the minimum retention periods for paper records as
set out in the Records Management Code of Practice for Health and Social Care,
2016 - Retention Schedule (HR1a). This schedule will be reviewed according to
legislative or Welsh Government changes.

However, at the time of reviewing this HR1 procedure; in response to the National
Infected Blood Inquiry, there is a complete embargo on the destruction of patient
records to mitigate the risk that information pertaining to the inquiry is accidently
destroyed. During this embargo, for records that have exceeded their retention
period, BCUHB has developed arrangements for those records that should be
destroyed to be logged (with custodians signing up to standard operating proceudres
to ensure good practice and enable auditing) and sent to off-site storage. Once the
embargo has been lifted, these records can then be safely destroyed in line with the
retention and desctruction schedule.

This imposed embargo is expected to last beyond the date of review for this HR1
procedure; but if lifted before, or at the time of that review in 2022, this document will
be appropriately updated.

For the purpose of completeness; when the retention and destruction schedule is
applied, the following should be known to the responsible custodian and applied:

the recommended minimum retention periods should be calculated from the end of
the calendar or accounting year following the last entry on the document;
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= the destruction of patient records is an irreversible act and it is therefore vital that no
records should be destroyed without the appropriate authority from the relevant
health professional body (where appropriate) and the Patient Records Group, with
actions clearly minuted;

= patient records custodian must ensure that they update the asset register to record,;
what patient records they hold, where, when reviewed, when authorised for
destruction and by whom, and when destroyed; and

= when a patient record is moved to a different storage space or destroyed; the handler
must ensure the correct tracking location is selected wihin their tracking system; for
the majority of services this is namely the iFIT system.

11.2 Digital Patient Records

Health Boards in Wales are awaiting formal guidance on the appropriate approach to
retention of digital records. The Records Management Code of Practice for Health
and Social Care, 2016 advises the following:

“Digital information presents a unique set of issues which must be considered and
overcome to ensure that records remain authentic and reliable, retaining their integrity
and usability. Digital continuity refers to the process of maintaining digital information
in such a way that the information will continue to be available, as needed, despite
advances in digital technology. Digital preservation ensures that digital information of
continuing value remains accessible and usable.

The amount of work required to maintain digital information as an authentic record
must not be underestimated. For example the information recorded on an electronic
health record system may need to be accessible in 100 years (including an audit trail
to show lawful access and maintain authenticity) to support continuity of care. As there
are no digital records in existence today that are of such an age, it is difficult to even
plan continued access in an authentic form over such a timeframe. For example:

= Just as paper records can deteriorate so can electronic media as the magnetic binary
code can demagnetise in a process called ‘bit rot’ leading to unreadable or altered
information

= Software upgrades can leave other applications unusable as they may no longer run
on updated operating systems

= Media used for storage may become obsolete and the technology required to read
them may not be commercially available

= File formats become obsolete over time as more efficient ones are developed

To leave digital information unmanaged in the hope a file can be used in the future is
not recommended.

To preserve a digital record over even a short period of time can be challenging but
can be made easier through the application of techniques of digital preservation.

There are several strategies that can be adopted to ensure that digital information
can be kept in an accessible form over time. Among the most common strategies
adopted are:

e Emulation (using software to simulate the original application)
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11.3

e Preservation of host system
e Conversion to a standard file format (or a limited number of formats)
e Migration to new system (retaining existing formats)

BCUHB patient record ‘system owners’ must ensure that as a minimum standard:

the system in which they are storing patient records is on the BCUHB Asset Register;
detailing the type and category of data being held, and what triggers exist to ensure
this data is appropriately archived;

there is a documented exit strategy for ensuring access to the records beyond the life
of the system, and;

any new procurements must ensure there is the ability to migrate data from legacy
systems to enable continuation of care.

11.4 Microfilm, Microfiche or Original Magnetic Data Files

Where the records are held only on microfilm, microfiche or original magnetic data files,
the Department of Health recommends that they should be retained, using the same
criteria governing the retention of more conventional records, but taking extra care to
prevent corruption or deterioration of the data. Re-recording/migration of the data may
also need to be considered as equipment and software becomes obsolete.

12. Rectification

The General Data Protection Regulation (GDPR) 2016 and Data Protection Act 2018 give
individuals the right to have their personal data rectified if it is inaccurate or
incomplete. However it has been confirmed by the Information Commissioners Office (ICO),
rectification does not extend to clinical opinions.

Upon receipt of a request for rectification the Health Board has one month to respond
and must take reasonable steps to satisfy that the data is accurate and to rectify the
data if necessary, taking into account the arguments and evidence provided by the
data subject.

The investigator of the concern must check the Health Board’s Datix system to ensure
that there is no recent SAR in relation to the patient which is currently in progress or
been actioned in the last 12 months, that may correspond to the patient’s rectification
request for reference during the investigation process.

In the event that a factual correction is necessary, such as a misspelt name or
incorrect date of birth, it must be obvious who made the amendment and when.

If a patient objects to content because they find it upsetting or disagree with the
healthcare professional’s clinical opinion, it is best practice to make an additional note
recording that the patient disagrees with the opinion.

If satisfied that the personal data is accurate, the individual must be informed that the
Health Board will not be amending the data and explain the decision, and inform them
of their right to make a complaint to the Information Commissioners Office.
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= The Health Board can refuse to comply with any requests for rectification if the
request is considered manifestly unfounded or excessive. However the justification
must be recorded and evidenced and the individual informed of the decision and their
right to make a complaint to the Information Commissioners Office.

* In the event that personal data is found to be inaccurate, all third parties who have
received the inaccurate data must be informed in writing, to ensure that their records
are updated accordingly.

= If you receive a request for rectification from an individual, please direct to the Access
to Health Records Service who will facilitate on behalf of the Health Board.

13. Management of adoption and gender reassignment patient records
13.1 Adoption

Current adoption legislation requires that all adopted patients are given a new NHS
number (this is actioned by the General Practitioner), and that all previous medical
information relating to the patient is put into a newly created patient record. Any
information relating to the identity or whereabouts of the birth parents should not be
included in the new record.

Whilst changing or omitting information from patient records would usually be contrary
to ethical and professional guidance, this is not the case for the records of adopted
patient and there is a legal requirement that it takes place.

When a child has been adopted the Looked After Children (LAC) Team will inform the
Health Records Service that the adoption has taken place. The Health Records
Service will register the patient on the source system with their new NHS number and
new demographics and create the new patient record.

The Health Records Service will inform patient record custodians who are identified in
the tracking system as holding a record related to the adopted patient. They will then
be responsible for implementing the requirements above.

13.2 Gender reassignment

It is important to be aware of the steps that need to be taken when a patient changes
gender. Following the process below will enable continued patient care and ensure
there is no impact of their rights.

Please note: Patients may request to change gender on their patient record at
any time and do not need to have undergone any form of gender reassignment
treatment in order to do so.

When a patient changes gender their General Practitioner will register them with a
new NHS Number. When a patient informs the Health Board that they wish to change
gender the Health Records Service obtain the new NHS number from the Welsh
Demographic Service and will register them as a new patient on the source system.
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All previous medical information relating to the patient’s needs should be transferred
into a newly created patient record.

The GP will have informed the patient that this will involve a new NHS number being
issued for the them, which is not reversible. If there is a decision to revert back to their
original gender, they would receive a third NHS number.

14. Audit of Patient Records

14.1 The Health Records Service will regularly audit records management systems and
implement improvements ensuring all records are fit for purpose. As a minimum,
patient record custodians will be required to participate in the annual Information
Governance Toolkit submission; however, each department will need to prioritise the
frequency and quantity of activity in response to their baseline findings. More frequent
activity will be required where recommendations to improve practice have been
identified and to measure the success of the agreed action plan.

To ensure this the Health Records Service has developed a standardised audit pro-
forma which focuses upon the 1G Toolkit recommendations and also recommendations
from the ICO and Ockenden/HASCAS reports.

14.2 The Clinical Audit Department will also carry out random patient record audits as part
of their annual corporate audits to assess good record keeping requirements in
conjunction with the Health Records Service. All patient records types that are created
should be recorded on the Information Asset Register to ensure compliance with the
IGO02 Records Management Procedure.

15. Training

15.1 All staff who handle and process personal data are mandated to undertake
Information Governance training. This training must be reviewed every two years.

15.2 The Health Records Service are responsible for developing and delivering the ‘Good
Records Management’ training programme, which all staff should attend to ensure they
adhere to records management standards.

15.3 To ensure compliance, all staff will be made aware of this procedure and its associated
control documents through methods such as; induction courses, Information
Governance training, Good Record Keeping and adhoc tailored Good Record
Management training sessions (provided on request to meet the service needs). GRK
training sessions are approximately 20 minutes in total and dates are available on the
intranet site.

15.4 All staff who are responsible for the tracking of a patient record should receive training
on their tracking system prior to being given access.

16. Further Guidance

This procedure and the schedule appended are intended to give guidance on how long
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records should be kept for business purposes and on the identification of records of
permanent value. The retention periods noted are minimum retention periods only, and if
clarification or further assistance is required a member of the Health Records team or
Information Governance department should be contacted.

17. Reference to Legislation and Guidance

Access To Health Records Act 1990
All Wales Child Protection Procedures 2002 (amended 2008)

BCUHB Access To Health Records Procedures & Supplementary
Guidance (1G02)

BCUHB Procedure for compliance with the Freedom of Information Act
2000 & the Environmental Information Regulations 2004 (IG03)

BCUHB Records Management Policy (IG01)

BCUHB’s Welsh Language Scheme and Welsh Language Act 1993
Caldicott 2 Principles - 2013

Data Protection Act 2018

Department of Health - NHS Records Management Code of Practice (NHS
England Policy)

Department of Health Good Practice Guidelines for GP Electronic Patient
Records (NHS England)

For the Record — Managing Records in NHS Trust & Health Authorities
WHC (2000) 71

Freedom of Information Act 2000

Guidance for Doctors on Record Keeping(GMC Management for Doctors,
Keeping Records)

Health & Safety At Work Act
HICIW — HIW Standards
Human Rights Act 1998

Mental Capacity Act 2005
Mental Health Code of Practice

Preservation, Retention & Destruction of GP General Medical Services
Records Relating to Patients WHC (1999)7

Protecting patient identifiable Information: Caldicott Guardians in the NHS
WHC (99) 92

Public Records Act 1958 (amended 1967)

The National Archives: Access to NHS Records Transferred to Places of
Deposit under the Public Records Act
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Appendix A — Patient Records Custodians

There are a number of Patient Records Custodians who are responsible for the records management
of patient records within their Service Area. These include:

Acute Records (inc. Renal, Max-Fax, Orthopaedics, Orthodontics, ENT, Audiology, Cardiology,
Acute Medicine, COTE, Rheumatology, Dermatology, General Surgery, Haematology,
Gynaecology, Neurology, Urology, Stroke, ITU, Paediatrics, Ophthalmology

Area Community Services (inc. Community Hospitals and District Nurses)

Cancer/Oncology

Community Child Services (inc. CAHMS)

Emergency Department

Genetics

Maternity Services

Mental Health (inc. substance misuse)

Occupational Health

Primary Prisoner Clinical Record

Radiology

Sexual Health

Therapy Services (inc. Posture & Mobility, SALT, Occ. Therapy, Physiotherapy, Dietetics,
Podiatry)

Pathology

Pharmacy
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1. Introduction & Purpose

e Betsi Cadwaladr University Health Board (BCUHB) is dependent on its patients
records to operate efficiently and account for its actions. An effective missing
casenote procedure is critical in the provision of care to patients and to assist in
the efficient running of the organisation.

e This procedure aims to assist relevant Betsi Cadwaladr University Health Board
(BCUHB) staff, through the process of searching for missing casenotes and
support the availability of all information held and/or used by the BCUHB.

2. Scope

e This procedure and its associated procedures relate to the searching of missing
casenotes and provide guidance to ensure that all clinical records are accessible
to meet the required needs.

e This procedure places obligations primarily on the custodians of Patient Records
staff employed by or contracted to BCUHB and includes experts who the BCUHB
might call upon in consultation, but for its successful implementation requires the
co-operation of all administrative, medical, nursing and managerial staff.

3. Responsibilities

e As an employee of BCUHB, the post holder is legally responsible for all Records
Management and clinical information that they gather, create or use as part of
their work within the Health Board. All such records are considered public
records, and the post holder has a legal duty of confidence to service users (even
after an employee has left the Health Board).

e The responsibility for tracking the journey of casenotes lies with each and every
member of staff who handle them. If unsure please contact your relevant Patient
Records Library who will assist with this matter.

e When searching for casenotes, it is the responsibility of the individual member of
staff handling the casenotes to ensure that all relevant searches, noted within
this procedure, are undertaken and the appropriate line manager notified if
required.

If the records are not available the patient’s standard of healthcare could be
compromised, ultimately putting their life in jeopardy.

4. Missing Casenotes Procedure
4.1 Missing Casenotes tracked to a File library location
e Double check the iFIT / Patient Administration System.

e Ensure that a thorough check has been carried out in the following locations
within the File library location or storage facility area used:

o Above/below pigeon hole currently tracked too
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o Left and right of pigeon hole

Check the activity screen on the Patient Administration system to ascertain
whether the patient has attended a clinic or ward since the last tracking entry.

Bring the missing to the attention of your line manager and complete a Misfile
Form (Appendix B).

Mark records on iFIT as "cannot find" at earliest opportunity and later escalate
to your line manage for the record to be marked as "missing" if RFID / manual
search fails to locate.

Check iFIT/Patient Administration system to see when the casenotes were last
filed and by whom.

Undertake a thorough search in the location the casenotes are tracked to.

Check to see if the casenotes need coding after an admission, if so check
coding office.

Your line manager should contact all, secretaries and Divisions to ensure that
all other areas are checked and email all treating clinicians.

4.2 Missing Casenotes tracked to another location.

Contact the person to whom the casenotes are tracked to, to ascertain where
else the records might be

Check File location e.g Library, secondary storage, clinic prep, post room and
all relevant areas where post is awaiting collection. Bring the missing to the
attention of your line manager and complete a Misfile Form to include all the
areas checked (Appendix B).

Mark casenotes on iFIT as "cannot find" at the earliest opportunity.

Following all the above, your line manager will mark the casenotes as ‘missing’
on the iFIT system.

4.3 Casenotes which are still missing the day before the patient’s
appointment or planned admission.

The relevant clinician and secretary should be contacted to advise that
casenotes are unavailable and what searches have been carried out. The
clinician should advise whether he/she is prepared to see the patient without
the casenotes.

If necessary, the patient should be contacted by telephone and informed that
“due to unforeseen circumstances” their appointment/admission has had to be
postponed.

5. Creation of Temporary Casenotes

If casenotes are not located a decision by a Senior Patient Records Manager

should be made to create a temporary set of casenotes. Confident that all
appropriate searches have taken place and been completed.
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e As much electronic information should be collected (re-printed) from the various
known areas the patient has been seen previously, and placed in the temporary

set of casenotes.

6. Recording of Missing casenotes

e A record of all casenotes identified as missing should be documented on a
spreadsheet which will be updated locally and held securely.

e All missing’s recorded on this spreadsheet should be checked periodically to see
if they have been located, if so, any temporary casenotes created are then merged
together and the relevant tracking system updated. The spreadsheet should be
updated with the location found and date merged.

e |If after all avenues have been exhausted the original set of casenotes have not
been located then a Datix should be completed.

7. Further Guidance

The procedure is intended as guidance; if further assistance is required please speak
to your line manager or Patient Records Manager.

Members of the Working Group:

Name

Date

Health Records Operational Manager Group

03/02/2021

Consultation has taken place with:

Name

Date Consulted

Patient Records Group
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Appendix A: Missing Casenote Search Procedure

Casenotes not in the tracked location. Complete a
misfile form. Mark the casenote on iFIT as ‘cannot

find’

v

Staff carry out appropriate searches and notify line
manager of outcome with completed form

A

4

Missing Missing
casenotes casenotes
Found
NOT Found

l

A 4

Line Manager identifies additional areas for clerk
to search. Including a physical search of area

Casenotes to be tracked and sent to
the location requested.

A

Missing
NOT
Found

v

A temporary type may be made up if
agreed appropriately and copies of
electronic information printed and
placed in the temporary casenotes.

\ 4

Clinician should be contacted prior to
clinic to seek approval if patient will be
seen without the casenotes

A temporary type may be made up if
agreed appropriately and copies of
electronic information printed and
placed in the temporary casenotes.

\4

Missing Spreadsheet to be updated.
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Appendix B: Glan Clwyd Hospital - Health Records ‘Missing’ Notes Check List

‘Missing’ Notes Check List

Please complete this checklist when looking for casenotes that you are struggling to locate

Leave the ‘Missing’ sheet in Kath’s tray once all checks are complete

It helps us to know who’s looked where

It might not be appropriate to look in all these locations for each set of casenotes

Casenote marked on iFit by Supervisor as: Missing / Cannot Find (please circle)

Who filed the Casenote:

‘G / B’ Number:

Patient’'s Name:

Location Casenotes needed for:

Additional Info / Clinic Date:

Checks to be completed

Tick all areas
you’ve
checked

2"d Check

Name:

Kath’s Check

Has the casenote got an RFID Tag? Use Scanner
to search
If no tag manual/visual search

Has casenote passed through a sensor?
Check iFit location history/RFID reader history

Check a few casenotes on either side of the right
place

Check pigeon holes surrounding the correct
location

Has the casenote gone out not tracked? Contact
the requesting location

Tracked to SUB File?
Has the casenote arrived from location it was
subbed from?

Name:

Where was it found?

Date:
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Details of who has viewed the record, any additional searches carried out:

Does an email need to be sent to Secretaries and relevant line managers in CPG?

Was Supervisor/co-ordinator informed with adequate time to carry out necessary searches?

Yes OO No O (if no state reason below)

Clinician informed Yes 1 No Appointment to be cancelled? Yes O No I
Copy Letter authorised by ... (Sign & date)
Temporary volume authorised by ..............ooiiiii, (Sign & date)

Case notes found -was this in time for clinic YES / NO

O Tick once tracked [ Taken not tracked [ Basic missing

O Misfiled O In transit via secretary O In transit from offsite

[0 Was the appointment booked at short notice?
O Where the appointments booked to closely together in multiple sites?
[1 Did the Secretary fail to inform anyone that the notes could not be located?

Other please state. ..o
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